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1 | INTRODUCTION

In recent years, the cost of releasing software has decreased dramatically due to the shift from shrink-wrapped software to software as a service.!
Organizations that can release software early and with a high frequency have a higher capability to compete in the market.2 A new approach called
DevOps promises to allow software organizations to reach these goals. DevOps has been defined as an organizational approach aimed at creating
empathy and cross-functional collaboration.3 DevOps has also been called a “stub for more global company collaboration.”* The goal of DevOps has
been defined as that of reducing the time between development and operation of software without negatively affecting quality.” International Busi-
ness Machines has coined the term Collaborative DevOps as “designing processes for coordinating software development teams with IT operations
teams.”® DevOps has furthermore been described as infrastructure being governed by the same processes that govern development.”

There are various examples of organizations practicing DevOps, including Flickr, Netflix, and Etsy. Allspawn and Hammond argued that through
cooperation between development and operations personnel, Flickr was able to release code over 10 times a day.® Rembetsy and McDonnell
reported on how Etsy transformed its culture into a DevOps culture.? In these examples, the presenters claim that by implementing DevOps and
variants thereof, they have improved the software delivery within their organization.

Many organizations seem interested in this new approach of organizing development and operations, as shown by the number of publications
dealing with DevOps in popular press*. DevOps has also become a topic of active scientific research, as demonstrated by the increasing number of
scientific papers published on the topict.

We first came into contact with DevOps during a company visit to one of the largest financial institutes in The Netherlands. We had not heard of
DevOps before that visit, but were intrigued by how advanced the company was in adopting DevOps and by the described benefits of DevOps. We
were interested in finding out more about how organizations practice DevOps and what results they achieved by doing so. We started out by per-
forming a systematic literature review (SLR) on the literature surrounding DevOps. We discovered that there exists little agreement about the char-
acteristics of DevOps in the academic literature. Therefore, to resolve this disagreement, we performed our own study of how DevOps was being

applied in practice and interviewed 6 organizations about their implementation of DevOps. We describe the research methodology in Section 2,

* Asearch for DevOps on press release indexing website www.PRNewsWire.com for a period of 180 days resulted in nearly 100 results in the Spring of 2015, over 160 results in the Spring of 2016
and around 300 in the Spring of 2017.

tIn the ACM Digital Library, DevOps was mentioned in 1 paper published in 2011, 7 papers published in 2013, 7 papers published in 2014, 30 papers published in 2015 and 41 papers published in
2016
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the results of the SLR in Section 3, and the results of the interviews in Section 4. In Section 5, we summarize our findings and discuss them. We
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conclude the paper in Section 6 with implications for research and practice.
This paper contributes to the research and practice of DevOps by (1) giving a comprehensive overview over what has been written about DevOps

in academic literature and (2) by validating the findings through interviews.

2 | METHODOLOGY

2.1 | Literature review

As a starting point of our DevOps research, we performed an SLR¥. The main research objective of the SLR was to discover whether DevOps is

beneficial for software engineering. To determine this, we used the following research questions:

How does the literature define DevOps? (RQ1)
Which effects can be observed when DevOps is being practiced? (RQ2)
What are the supportive factors in implementation of DevOps? (RQ3)

RIS

How are DevOps characteristics being implemented? (RQ4)

We adopted a qualitative approach for analyzing the included studies.!3 First, we read the papers, wrote research notes, and applied labels to
each paper. We then grouped the labels with a similar meaning.1* Whenever a label was added, we cross-checked whether this label could also be
applied to the papers processed earlier. This approach was inspired by Grounded Theory,1> in which newly collected knowledge is compared with
existing knowledge throughout the research process. We used a spreadsheet for recording the labels.

2.2 | Interviews

We continued our research by collecting and analyzing empirical data in organizations that state that they use DevOps. We interviewed senior
employees at a diverse set of organizations of different sizes, located in different countries, and active in different industries.

The goal of our exploratory interview-based survey was to develop an understanding of the practical usage of DevOps by organizations and to
discover what benefits they gain from its usage. We conducted focused interviews1¢ on the implementation and usage of DevOps principles and
practices at 6 organizations in total. We applied the interview methodology described by Kvale.1” Four of these organizations are based in The
Netherlands, one organization is based in the United States, and one is based in the United Kingdom. We used a high-level question scheme to guide
the focused interviews. The interviewees were allowed to deviate from the questions, and the interviewer was allowed to broaden or deepen the

conversation by asking follow-up questions.

2.2.1 | Interview questions

In our interviews, we used 3 levels of questions.!® Level 1 questions are the questions asked during the interview and are the means of gathering
information for the higher-level questions. These questions differ per interview, are numerous, and sometimes hard to understand out of context.

Some examples are

o Could you please introduce yourself and describe your affinity with DevOps?

Could you describe how the transformation to DevOps started?

Could you elaborate on the friction between development and operations personnel?

Which problems did you encounter that made you decide to implement DevOps?

Level 2 questions are the research questions that we want to answer for each case. They consider single cases and are used as a checklist for

structuring the interview and determining whether the goals of the interview were reached. The level 2 questions were

o Why did the organization decide to implement DevOps?
o How did the organization implement DevOps?
o What problems did the organization encounter when implementing DevOps?

o What were the expected and achieved results of implementing DevOps?
Level 3 questions are focused on patterns among the different cases. The level 3 questions were

o What problems do companies try to solve by implementing DevOps?
o What problems are encountered when implementing DevOps?

e What practices are considered part of DevOps?

+Parts of this SLR has been described previously in a poster,10 ashort paper11 and in an unpublished technical report12
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2.2.2 | Interview subjects

Table 1 gives an overview of the interviewed organizations. We note that we replaced all of the names of the organizations that we interviewed
with fictitious names, due to reasons of confidentiality. The interviewees were aware of this and therefore answered the interview questions with
as much freedom as possible. It however means that we cannot reproduce the exact interview narratives, nor can we provide exact quotations.

The inverviewees of this research held senior positions at the following organizations:

o FinCom1, which provides banking products and services to private and corporate account holders. It has over 50 000 employees, operates
worldwide, and has its headquarters in The Netherlands.

e FinCom2, which provides insurance products and services to private customers. It has over 3000 employees and is based in The Netherlands.

o SupportCom, which develops Software-as-a-Service customer support systems. It has over 300 employees, is based in The Netherlands, and has
customers from all over the world.

e PortalCom, which develops Software-as-a-Service content management systems. It is a division of a large multinational organization with over
100 employees in The Netherlands and around 5000 employees worldwide.

e UtilCom, which provides cloud-based services worldwide and has over 1000 employees.

o CommunitySoft, which is a global online open source community, which develops software for nonprofits, and has around 1800 members. It is
registered as a charity in the United Kingdom.

The first author attended a conference on cocreation to recruit participants. He asked the representatives of various organizations if they were
currently practicing DevOps and if so, if they were interested in participating in the research. Three Dutch organizations were selected this way.
A fourth organization in The Netherlands was hand-picked by the first author, as it was a company in which he first encountered DevOps being
used. For each organization, we asked a representative of the IT department to recommend an expert on DevOps within their organization. The
interviewee at UtilCom was recruited through a personal connection. Finally, the interviewee at CommunitySoft was part of the staff of an online
course through which the first author met him.

We interviewed specialists with various roles: 2 managers of IT departments, a senior analyst, a project management coach, a DevOps team
member, a senior software engineer, and a senior manager (a cofounder of a company). The interviewees reported their experiences in adopting
DevOps within their organization. The unit of analysis was the department in which the interviewee was active. Table 2 gives an overview of the
collected data.

The number of employees that were working at each organization at the time of the interviews ranged from less than 100 to over 50 000. At most
organizations, one employee was interviewed for a one-hour session, and further communication took place via e-mail afterwards. This differs in
the case of the interview with FinCom2, as here, 2 employees were interviewed in a single session. At PortalCom, the interview took place over the

phone. At CommunitySoft the interview took place entirely over e-mail due to time and location constraints.

2.2.3 | Dataanalysis
The researcher conducting the interviews (the first author) took notes during the interviews. Furthermore, the interviews were recorded using a
voice recorder. After the interview, the interviewer digitized the notes and transcribed the recordings. For the interviews conducted at the com-

TABLE1 Organization details

Organization No. of Employees  Type of Systems Developed  Existing Processes

FinCom1 50 000+ Finance Scrum, ITIL, CMMI
FinCom2 3000+ Finance Scrum, ITIL, CMMI
SupportCom 300+ Customer relations Scrum
PortalCom 1000+ Content management Mixed
UtilCom 1000+ Cloud computing Mixed
CommunitySoft 1800+ Software for nonprofits Scrum

TABLE 2 Interview statistics

Organization (interviewees) Interview Setting Duration Interviewee Role
FinCom1 (1) On location, e-mail 00:54:53 DevOps team manager
FinCom2 (2) On location,e-mail  01:02:37 1: Business analyst

2: Agile coach
SupportCom (1) On location, e-mail ~ 00:44:32 Project manager
PortalCom (1) Phone, e-mail 00:43:04 DevOps team member
UtilCom (1) On location, e-mail 00:49:27  Software engineer
CommunitySoft (1) E-mail n/a Cofounder, Project manager
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panies in The Netherlands, the interviewer used Dutch as the language of conversation and then translated the transcriptions to English. The
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interviews with the representatives of the organization in the United States and the charity in the United Kingdom were conducted in English. We
performed open coding on the translated interviews to create a set of theoretical codes.1? Then, we organized the codes in a hierarchical map using
the XMind mind mapping software.2% By coding the interview transcripts and grouping similar codes, we identified 11 top level codes, which enable
us to summarize the cases: (1) Overall definition of DevOps, (2) role of individuals, (3) role of teams, (4) role of departments, (5) realization of a culture
of collaboration, (6) automation of processes, (7) measurement of process effectiveness, (8) monitoring of product effectiveness, (9) implementation of
practices from lean software development, (10) sharing of information between development and operations, and finally, (11) how DevOps relates
with (micro)services. We summarize the cases based on these codes. These summaries can be found in the tables referred to in the individual sections
about each organization. Finally, we assign a weight to the applicability of each code to each case, which we use to create an overall summary of the

interviews.

3 | LITERATURE REVIEW RESULTS

We started our research by doing an SLR, executed in the spring of 2015. Table Al describes the quality of the studies, gives a short summary, and
relates each paper to the research question it contributes to.

We labeled each paper and then grouped similar labels. This resulted in 7 top labels:

Culture of collaboration (8 papers) The culture within an organization. Organizations practicing DevOps try to remove the cultural barrier
between development and operations personnel.

Automation (8 papers) Automation within the software process. Organizations practicing DevOps aim for a high degree of automation.

Measurement (3 papers) Metrics within the software process. Organizations practicing DevOps try to use metrics involving both development
and operations disciplines, instead of separate metrics for both.

Sharing (5 papers) Sharing of information within the software process. Organizations practicing DevOps try to facilitate between development
and operations by having shared systems for recording knowledge.

Services (4 papers) Structuring the organization around services instead of around disciplines. Organizations practicing DevOps for example
use cloud services and the microservices architecture.

Quality Assurance (5 papers) The party involved with ensuring products and services have adequate quality. Organizations practicing DevOps
sometimes try to incorporate QA into the software process.

Governance (7 papers) This label refers to the way in which organizations practicing DevOps are governed. One relevant issue is the integration
of DevOps with standards such as ITIL.

We noticed that there are various gaps in the study of DevOps:

1. Thereis no consensus of what concepts DevOps covers, nor how DevOps is defined.

2. Thereis alack of evidence on the effectiveness of DevOps.

3. DevOps has not been adequately separated from other practices such as ASD/APM, making it confusing to understand whether a principle
or practice discussed in the literature is part of a DevOps implementation or part of an implementation of an ASD/APM methodology.

4. Principles and practices, which are suggested to be part of DevOps, have not always been clearly operationalized. The authors of the articles
do not define the principles and practices clearly, and they have not assigned metrics to measure their effectiveness.

5. According to the research quality assessment criteria of Kitchenham (Table All in the Appendix) the quality of the studies is quite low, with 1
rank 3 paper, 5 rank 4 papers, and the other papers being rank 5.

The studied literature defines DevOps in multiple ways:
1. Merging of development and operations:

(a) the combination of development and operations(21-23!
(b) effective collaboration between development and operations personnel through integration of processes, tools and data2*
(c) asettingin which the development and operations teams work together closelyl”2>:2¢]

2. Development that supports operations:

(a) developers support the operational use of software2”

(b) applying agile techniques to operational activities28

3. Centralized group: a centralized group with 2 aims. First, achieving consistency, efficiency, visibility, and predictability in development and
operations. Second, to support the transition to iterative / agile methods.2?
4. Incentive alignment between different roles including development and operations: Aligning incentives of every party involved in delivering

software, emphasizing developers, testers, and operations3°
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5. Cultural movement: a cultural movement combined with software development practices enabling rapid development3!

6. Either ajob description or an area of expertise combining development and operations skills32

There is a lack of consensus on the relevant characteristics of DevOps, and hence, there is no agreement on the possible range and types of
effects that an organization could expect to observe when applying DevOps. One effect that could be observed when DevOps is being applied is
that organizations acquire a higher capability of bringing software into production. Some of the papers discuss cases of DevOps, eg, at Advance
Internet,33 an unnamed organization,2? and at Facebook.2” The Facebook case is the most elaborate but does not present any measurements of
DevOps effectiveness, while the other two cases are based on anecdotal evidence. The other studies report on DevOps from the experience of a
single person or focus on a specific technique considered part of DevOps. In the case of papers discussing specific techniques, the evidence provided
is not supported by experiment (for example, a collection of DevOps patterns23 for which no evidence was provided, and a toolkit?2 for which no
practical results were discussed).

We grouped our findings into 4 classes: Findings about the organization as a whole, to the development and operations staff, to the development
staff only, and to the involvement of other personnel beyond development and operation specialists. The following list summarizes the findings
of the SLR:

e Organizations

modeling processes using System Dynamics to measure what level of Continuous Delivery is reached,34

using the Knowledge, Skills, and Abilities framework to evaluate new hires and to identify how to train employees,2!
using three-tier knowledge management to support system innovation,3>

trusting and assigning more responsibilities to employees to create a culture of empowerment,2”

setting up a group answering questions and ensure top management support to support the DevOps implementation,2?
focusing on people instead of tools and processes when implementing DevOps,36

applying various practices for supporting Continuous Delivery to increase customer feedback,137:38
L,26

S ® 4 0 2 0 T o

applying various techniques for integrating DevOps with existing standards such as CMMI and ITI

implementing a framework of metrics across development and operations to measure velocity across the development and operations
boundary;3?

j. considering the challenges posed by the Software-as-a-Service business model on the development and operations processes to address
these,*0

k. transforming their organizational culture to create a DevOps culture.3!

e Development and operations personnel

managing configurations as source code to be able to keep track of changes to configuration,/2541]

a.
b. together deciding what a system should log and how it should log this to increase the value of logs,*2
c. applying practices from Behavior Driven Development in operations to test solutions,*3

d. cooperating regularly to increase work efficiency,”

e. using an application life cycle toolkit to support software mass customization,22
f considering issues from the other discipline's perspective to avoid conflicts,*4
g.

using web application scalability patterns to increase capacity while avoiding having to reinvent the wheel.23

o Developers studying operational artifacts such as standards to get a better understanding of operational requirements without increasing
communication.4®
e Quality Assurance personnel working together with development and operations personnel to apply techniques and practices to improve system

monitoring.32

Thereviewdid not enable us to reach the mainresearch objective of the SLR, as we have not found enough evidence to determine whether DevOps
is indeed beneficial for Software Engineering. As we could not obtain satisfactory answers to our research questions through the review, and also
because the answers we obtained came from publications with relatively low quality of evidence provided, we decided to conduct an exploratory
interview study in 6 different IT organizations to study the practice of DevOps.

4 | INTERVIEW RESULTS

We first discuss each separate organization studied and then compare and contrast how the various organizations implemented DevOps.

4.1 | FinCom1

The interviewee at FinCom1 saw DevOps as the formalization of the Agile concept that a team is responsible for every aspect of a product, which

includes operations. FinCom1 is one of the first large organizations that started to implement DevOps in The Netherlands and had been using it



MI—Wl s Software: Evolution and Process ERICHET AL

TABLE3 Summary of DevOps at FinCom1

Code FinCom1:

DevOps Defines DevOps as the formalization of the Agile concept that a team is responsible for every
aspect of a product, which includes operations.

Individual Uses the title DevOps Engineer for all development and operations personnel working in
DevOps Teams.

Team Uses DevOps Teams who are responsible for both developing and operating systems and
services.

Department Merged departments of development and operations into DevOps Departments.

Culture of collaboration ~ Has development and operations personnel working together daily. The organization is
exploring how infrastructure personnel can work in DevOps Teams. A DevOps Team shares
responsibilities towards delivering new features and functionalities in a stable manner.

Automation Automates the process of releasing software through automated tests and is implementing
Continuous Delivery.

Measurement Measure effectiveness of systems and teams using an inspect-and-adapt-loop. Measures the
time between inception of an idea and the idea actually being available as a service to cus-
tomers. Has made usage by and satisfaction of customers the primary measure of system
performance.

Monitoring Has operations personnel monitoring systems while being in close contact with the users,
so they can correlate problems reported by users with changes in the system conditions
reported by the monitoring instruments.

Lean Applies lean principles to improve both the effectiveness and efficiency of processes but only
considers lean to be weakly related to DevOps.

Sharing Encourages employees to speak their minds regarding process and product improvements
and uses openness as one measure of employee performance.

(Micro)services Sees DevOps as a way of organizing processes, separate from architecture.

for a few years at the time of the interview. FinCom1 has been mentioned by various other interviewees (eg, at FinCom2 and SupportCom) as a
source of inspiration for their own adoption of DevOps. The interviewee had participated in the DevOps adoption from the start. The interview is
summarized in Table 3.

4.1.1 | Whydid FinCom1 decide to implement DevOps?

FinCom1 had 3 main goals that they wanted to achieve by implementing DevOps: Reduce lead-time, improve problem-solving, and improve feed-
back. Starting new projects took a very long time at the organization, as teams had problems obtaining development resources such as servers and
software. During the project itself, it was hard to solve problems in which close collaboration between development and operations personnel was
needed. By using DevOps, FinCom1 wanted to decrease the time required to solve these problems. The organization also wanted to increase the
knowledge available to development personnel regarding customer satisfaction. Before adopting DevOps, information about customer satisfaction

was collected by operations personnel, but seldom shared with development personnel.

4.1.2 | Howdid FinCom1 implement DevOps?

FinCom1 adopted Scrum, ITIL, and CMMI before adopting DevOps. FinCom1 introduced DevOps Teams, in which development and operations
personnel work together on a daily basis. At the same time, the organization introduced a new employee role called DevOps Engineer. Employees
having this role should have skills in both development and operations. Eventually, the organization wanted to use only DevOps Engineers within
DevOps departments, instead of separate development and operations personnel in separate departments. FinCom1 also retrained their manage-
ment personnel so that they can manage both development and operations personnel. To allow proper evaluation of the personnel active ina DevOps
Team, their Human Resources department also changed the evaluation procedures. The organization is also currently automating its infrastructure
processes.

4.1.3 | What problems did FinCom1 encounter when implementing DevOps?

FinCom1 considers openness to be a main component of a DevOps culture. With openness they refer to employees sharing what is on their mind
and being given the freedom to do so. The organizational culture has to allow for this. Not all the employees were comfortable with this level of
openness. For example, employees did not want to give negative feedback about projects and colleagues.

Development personnel also resisted the increase in responsibility. In the past, operations personnel were responsible for the availability and
performance of systems. FinCom1 made the DevOps Teams, which included both development and operations personnel, responsible for the
availability and performance of systems. Hence, development personnel had to carry more responsibilities than before, including participating in

on-call rotations.
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In DevOps, the team is responsible for the availability of their service or system under development. Teams organize on-call rotations when a
service or system is expected to be available at all times. These are time periods to which people are assigned as being responsible for the system.
Personnel is expected to be reachable during the time periods to which they are assigned.

Another problem with DevOps was friction between development and operations personnel, caused by development personnel perceiving
the operations personnel's way of working to be ad hoc and chaotic. Development personnel argued that development work is easier to predict
than operations work, and hence, managing both under the same process was difficult. Development personnel also considered the presence of

operations personnel as distracting.

4.1.4 | Whatresults did FinCom1 expect to achieve by implementing DevOps and how far have these results been achieved?

FinCom1 reported an improvement in the lead time of projects. Before adopting DevOps, there was no process for starting new projects. Because
of this, it took a long time for projects to get the required infrastructure for development and operations. By introducing an automated process for

this, the lead time was reduced from roughly 9 months to 9 weeks. The interviewee also reported an increase in software quality.

4.2 | FinCom2

FinCom2 sees DevOps as a way of collaboration in which processes are automated as much as possible. It has hundreds of employees working in a
DevOps setting. At the time of the interview, the organization had been using DevOps for around half a year. The interviewees have been involved

with the DevOps adoption since the start. The interview is summarized in Table 4.

421 | Whydid FinCom2 decide to implement DevOps?

The interviewees at FinCom2 defined DevOps as a combination of Agile and Lean Software Development. They used Formula-1 as metaphor to
describe DevOps. In the past, systems could be down for days at a time for maintenance activities to be performed. As systems at FinCom2 became
more customer-facing, such long periods of downtime were no longer accepted. So the organization wanted to increase the availability of their
systems. According to the interviewees, DevOps at FinCom2 is about solving problems that occur when implementing high levels of automation.
Another motivation for increasing the level of automation was reduction in workforce size.

To measure availability, FinCom2 uses a concept called straight through processing (STP). Straight through processing is the execution of a process
without manual intervention by an employee. When a system is unavailable, this might reduce the STP grade of business processes, which use that
system. The STP grade is a percentage representing how much time is saved by automated processing. When systems are unavailable, employees
perform the tasks the system was supposed to perform manually, or the tasks might be blocked until the system becomes available again. This
negatively affects the STP grade of the process that the tasks are part of.

TABLE4 Summary of DevOps at FinCom2
Code FinCom2:

DevOps Defines DevOps as a way of collaboration in which processes are auto-
mated as much as possible.

Individual Believes it is important for employees to have overlapping skill in develop-
ment and operations; however, they do not carry a special title. Describes
a DevOps team has having both generalists and specialists.

Team Thinks DevOps teams are a core element of adopting DevOps.

Department Is reorganizing its IT departments to work in service lines hosting both
development and operations personnel.

Culture of collaboration Has development and operations personnel working together daily.

Automation Has the policy to automate as much as possible. Gives employees time to

spend on automation activities. Is implementing Continuous Delivery and
automated testing with quality gates.

Measurement Uses frameworks from UrbanCode and Xebia to measure at what level the
organization is in various disciplines. Applies chain monitoring to control
software performance.

Monitoring Monitors both IT processes and business processes using instruments such
as chain monitoring and STP metrics, describing its strategy as “monitor
everything that moves.”

Lean Sees DevOps as a combination of agile and lean.

Sharing Encourages employees to share their opinion regarding bottlenecks and
problems and share important discoveries.

(Micro)services Has each team working in a particular service line.
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There were a lot of mistakes made when releasing new versions of software, for which most teams did not have an automated process. Release
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process automation is part of continuous deployment, and the organization considered DevOps to be a supporting factor in realizing Continu-
ous Deployment. Continuous deployment is a practice in which a system automatically deploys new versions of a system whenever a change has
been made. To implement this practice, a system like Jenkins can be used, alongside deployment automation tooling such as Puppet and Chef. By

automating the release process, FinCom2 reduced the amount of mistakes being made when releasing new versions of software.

4.2.2 | Howdid FinCom2 implement DevOps?

FinCom2 uses Scrum and tries to adhere to principles from Lean Software Development, such as aiming to reduce waste. It has also adopted ITIL and
CMML. It sees DevOps as an extension to both Scrum and Lean. The driving principles of DevOps at FinCom?2 are daily collaboration and workspace
sharing between development and operations personnel.

Part of the DevOps approach is that software should go to production (the environment which end-users access) during every iteration. In the
Agile, development methodology software might be shown to the customer at the end of every iteration; however, this did not mean software would
be available for actual users. After adopting DevOps, FinCom2 now releases their software to production in every iteration.

The organization used frameworks from commercial parties such as Xebia (Table Alll in the Appendix) and UrbanCode?¢ to guide the implemen-
tation of Continuous Delivery. FinCom2 combined these 2 frameworks to create a matrix to evaluate the implementation of continuous delivery.
The matrix consisted of questions about the software process and a scale of 4 levels, ranging from basic to extreme. Part of the framework consisted
of questions related to DevOps. Hence, in this framework, DevOps is considered to be related to continuous delivery.

Theinterviewees mentioned how they want employees to apply systems thinking skills. Besides that, they also considered encouraging employees
to be open and willing to “hang out your dirty laundry” as part of DevOps. This means that personnel should be open in their communication.

4.2.3 | What problems did FinCom2 encounter when implementing DevOps?

As part of implementing DevOps, FinCom2 requested its employees in a DevOps Team to spend more time on process improvements. According to
theinterviewee, employees were resistant to do this, valuing new feature development over improving the process. The interviewee also mentioned

that management was skeptical about implementing DevOps, as its costs, benefits and risks had not been sufficiently explored.

4.2.4 | Whatresults did FinCom2 expect to achieve by implementing DevOps and how far have these results been achieved?

FinCom2 used an assessment tool. At the time of the interview, an initial assessment was taken by all of the teams, and some teams had performed
afollow-up assessment. The assessment showed that one of the DevOps Teams climbed from base level to beginner level in testing according to the

Xebia model, meaning that they integrated automated testing in their continuous integration pipeline.

4.3 | SupportCom

SupportCom sees DevOps as the process of removing barriers between development and operations personnel. It has one DevOps Team. The adop-
tion of DevOps started a few months before the interview. The interviewee had been involved from the start with adopting DevOps in this team

through his role as Project Manager. The interview is summarized in Table 5.

4.3.1 | Whydid SupportCom decide to implement DevOps?

The interviewee at SupportCom defined DevOps as being development and operations personnel working closely together, by for example sharing
the same physical space and being members of the same team. SupportCom develops a product that can either be hosted on the servers of Support-
Com or the servers of their customers. The former model is called Software as a Service (SaaS) while the latter is called on-premise. SupportCom
wanted to reduce the release time of its SaaS-based software by using DevOps. They believe that miscommunication between development and
operations personnel is a major factor in the high release time. Due to the increase in the complexity of their software, they expected more commu-
nication between development and operations personnel was needed. SupportCom believes that DevOps improves the communication between

development and operations personnel.

4.3.2 | Howdid SupportCom implement DevOps?

SupportCom used Scrum before adopting DevOps. They had multiple teams working on separate features of its software and decided to turn one of
these teams into a DevOps Team. According to the interviewee, the DevOps Team naturally evolved from a team which was working on components
specific to its SaaS based software. The organization started to experiment with continuous delivery, but at the time of the interview was still at a

very early stage of adopting it.
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TABLE5 Summary of DevOps at SupportCom

Code SupportCom:

DevOps Defines DevOps as a process of removing barriers between development
and operations personnel.

Individual Does not use a title resembling DevOps Engineer, but do want to work
towards merging the skills of development and operations personnel.

Team Has one DevOps team.

Department Still has separate development and operations departments and has no

Culture of collaboration

plans to merge these due to the size of the DevOps adoption.

Has members of the DevOps team working together at a central location.
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Automation Allows development and operations personnel to use 20% of their time for
automating the software process, and is planning toimplement Continuous
Delivery.

Measurement Is experimenting with phased rollouts and feature switches to allow them
to measure software quality.

Monitoring Currently only has few monitoring systems in place.

Lean Is familiar with lean but does not see lean as a core part of DevOps.

Sharing Believes that information sharing is increased within the DevOps Team, but

that this decreases information sharing with management personnel.

(Micro)services Was motivated to adopt DevOps to support the offering of a SaaS based

version of its product.

4.3.3 | What problems did SupportCom encounter when implementing DevOps?

The interviewee mentioned how development personnel felt like their work was more structural than that of operations personnel. This leads to
some friction between development and operations personnel.

Management personnel at SupportCom believed that DevOps made it harder to monitor the communication between development and opera-
tions personnel. Before creating the DevOps team, development and operations personnel communicated via official channels, whereas a DevOps

Team used more face-to-face communication.

4.3.4 | Whatresults did SupportCom expect to achieve by implementing DevOps and how far have these results been
achieved?

The interviewee at SupportCom mentioned that implementing DevOps increased the speed and effectiveness of problem-solving. The interviewee
attributed this to the improved communication between development and operations personnel, as problems were raised earlier, and as a result,
fewer mistakes were being made. The organization observed fewer escalations of problems between development and operations personnel, as
DevOps Teams were resolving problems internally, instead of using a formalized processes. The interviewee thought that by communicating about
problems over more informal communication channels, the problems could be resolved more efficiently and more effectively.

4.4 | PortalCom

PortalCom sees DevOps as an aspect of organizational culture, in which development and operations personnel work together closely. The organi-
zation had started to adopt DevOps in a single team a few months before the interview took place. The interviewee has been involved with adopting

DevOps from the start and was one of the key evangelists in bringing DevOps to the organization. The interview is summarized in Table 6.

441 | Whydid PortalCom decide to implement DevOps?

The interviewee at PortalCom defined DevOps as being a cultural intervention to increase the understanding between development and operations
personnel, and mentioned how DevOps is part of a movement towards integration of all phases in the software process. PortalCom started to offer
cloud software and has implemented DevOps to increase software process velocity and quality of the software product. The organization hoped
to increase customer satisfaction by releasing software more often. They also hoped to free more resources to spend on new features, instead of
spending resources on maintenance of existing features. A future plan of PortalCom is to extend DevOps principles and practices to software testing

and quality assurance.

44.2 | Howdid PortalCom implement DevOps?

PortalCom has created a single DevOps Team that experiments with DevOps tools, principles, and practices. Employees within this team have

multidisciplinary skills. Portal Com started using tools such as version control and also developed their own tools to easily create cloud environments.
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TABLE6 Summary of DevOps at PortalCom

Code PortalCom:

DevOps Defines DevOps as an aspect of organizational culture in which development
and operations personnel work together closely.

Individual Does not use the title of DevOps Engineer, but does consider members of a
DevOps team to need a wider set of skills than in a regular software develop-
ment team.

Team Has one DevOps team.

Department Has not established a DevOps Department because the size of the DevOps

Culture of collaboration

adoption is still too small to profit from this.

By having development and operations collaborate, they will start to speak
each other's language and gain understanding.

Automation Uses various tools for realizing automation, such as version control and auto-
mated testing, and is implementing Continuous Delivery.

Measurement Did not introduce any process or performance measurement instruments yet.

Monitoring Has no strong focus on monitoring.

Lean Does not consider lean as part of DevOps.

Sharing Has not established special systems for information sharing but relies on the

closer proximity of development and operations personnel. p
(Micro)services Sees DevOps as a vital element of a transition to services.

44.3 | What problems did PortalCom encounter when implementing DevOps?

For PortalCom, the main problem in implementing DevOps was the need for restructuring. According to the interviewee, members of a DevOps
Team needed to have awider array of skills and were hence in high demand. As aresult of this, it was not always possible to assign people with enough

DevOps experience to every team.

44.4 | Whatresults did PortalCom expect to achieve by implementing DevOps and how far have these results been achieved?

The interviewee at PortalCom mentioned that by using DevOps they had increased their speed of software development. This was because
DevOps enabled earlier and more frequent communication between development and operations personnel. This reduced the time needed to
set up development environments. The interviewee however also mentioned the lack of metrics to determine the effectiveness of the DevOps

implementation.

4.5 | UtilCom

The interviewee at UtilCom sees DevOps as the principles and practices that are needed to create a scalable service infrastructure. The interviewee
joined UtilCom a few years before the interview took place, while the DevOps adoption had already started before that. At UtilCom, thousands of

employees worked in a DevOps setting. The interview is summarized in Table 7.

45.1 | Whydid UtilCom decide to implement DevOps?

UtilCom started implementing principles and practices, which are today often associated with DevOps, before the term DevOps was introduced.
There was hence no explicit decision to implement DevOps. According to the interviewee, DevOps principles and practices grew organically to deal
with challenges in developing and operating a complex scalable service architecture. After DevOps was considered a success, the leadership of the
organization started to explicitly ask teams to implement DevOps principles and practices.

4.5.2 | Howdid UtilCom implement DevOps?

At UtilCom teams are largely free to choose which methodology they want to use, and most teams do not use a standard methodology. Teams typ-
ically use practices from various Agile Software Development methodologies such as Extreme Programming and Scrum, including daily stand-up
meetings, a Scrum board, and sprints.

According to the interviewee, DevOps principles and practices should be included in every team responsible for offering a service. The intervie-
wee mentioned that these principles and practices are related to software deployment and the management of infrastructure. DevOps could be
seen as a role responsible for incident management, capacity management, risk management, and supporting the build process. The people who
have this role would in the past be called server script engineers and would sometimes even be described using a derogatory term such as “script
junkies.” One of the goals of implementing DevOps was to give more respect to this role. The rising complexity of operations due to the introduc-
tion of cloud computing led to a more systematic approach of performing operations, requiring operations personnel to learn various software

development techniques.
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TABLE7 Summary of DevOps at UtilCom
Code UtilCom:

DevOps Defines DevOps as “the principles and practices which are needed to cre-
ate a scalable service infrastructure.”

Individual Sees DevOps both as a skill set every employee should have experience
with and also as a specialized role.

Team Believes that every team should have some people with DevOps skills and
also has a team specifically called the DevOps team.

Department Has both development and operations personnel in their engineering
department, without having a separate operations department.

Culture of collaboration Tries to change its organizational culture so that more respect is given to
people doing server engineering or scripting.

Automation Sees automation as the first subject every person joining the DevOps team
should learn about.

Measurement Sees a difference in the way team members of software development and
DevOps teams get measured, ie, devs in terms of features delivered and
ops in terms of how many on-call operations participated in, and tries to
implement measurements spanning both development and operations.

Monitoring Created a DevOps team, which is responsible for monitoring the infras-
tructure which other teams and clients use, so that there always is enough
spare capacity.

Lean Does not consider lean to be a central element of DevOps.

Sharing Sees documentation as the primary means of information sharing. Tries to
reduce tribal knowledge (knowledge only held by a small group of people).
Focuses on creating clear software interfaces and enforces usage of public
interfaces.

(Micro)services Sees DevOps as animportant ingredient of building scalable service infras-
tructures.

The interviewee at UtilCom worked in a large, geographically distributed team of around 100 members. The team was divided into subteams,
of which one was focused on DevOps. This team would alternatively be described as the infrastructure team. The team was mainly responsible for
supporting other teams, by for example orchestrating capacity. Even though there was one team that was explicitly called the DevOps team, every
team within UtilCom used the principles and practices of DevOps.

The interviewee also mentioned how being geographically distributed was beneficial for the DevOps team, as having people on multiple locations
all over the world contributed to the redundancy of monitoring and support facilities. If for some reason personnel working in a facility in the United
States could not be reached, due to for example a power outage, employees working from remote locations could still provide support.

The principles and practices mentioned by the interviewee were continuous integration (a practice in which several members working on separate
parts of a system regularly merge their parts into a bigger whole), continuous testing (automatically checking a system for correctness by executing
an automated test suite whenever a change is made), continuous deployment, feature switches/toggles, staged deployments, upgrade/downgrade
testing (testing whether a software upgrade works properly, but testing whether the software can be downgraded if necessary), infrastructure as
code (defining the infrastructure of a project in the form of code), and infrastructure as a service (being able to request infrastructure using an
automated system and then paying for the infrastructure based on the amount of usage).

Theinterviewee mentioned how at UtilCom there are 3 kinds of deployments: deployment of software, deployment of configuration, and deploy-
ment of both software and configuration. This separation is necessary because in DevOps, feature switches/toggles are used. This means that code
paths can be deactivated through configuration. This is useful when for example working on a new feature, if the feature is not yet ready to be used,

it can be disabled through a configuration setting.

4.5.3 | What problems did UtilCom encounter when implementing DevOps?

DevOps teams at UtilCom had problems with evaluating their progress. Traditionally, the progress of development personnel would be evaluated
based on the amount and complexity of features implemented, while operations would be evaluated based on the availability of service. The problem
was caused by the terminology that was used, as according to the interviewee, work from both development and operations personnel could now
be considered as output. Performance metrics on both team and individual level had to be changed. For development personnel, an example metric
was the number of issues that were planned to be fixed in an iteration, compared to the number of issues actually fixed. For operations personnel,

an example metric was the amount of on-call rotations they participated in.

454 | Whatresults did UtilCom expect to achieve by implementing DevOps and how far have these results been achieved?
According to the interviewee, DevOps infrastructure automation at UtilCom had repeatedly reduced on-call escalations, false alarms, and dupli-
cate alarms over the course of time. UtilCom verified the decrease in escalations by comparing historical escalation patterns before and after

implementing DevOps automation steps.
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TABLE8 Summary of DevOps at CommunitySoft

Code CommunitySoft:

DevOps Defines DevOps as “getting development done and into operations”.

Individual Does not separate between development and operations personnel, mean-
ing everyone has to have experience both in developing and operating the
software.

Team Has development teams who are also responsible for operating the soft-
ware. For each project, there is a team; however, the membership of teams
is flexible, people can easily join and leave a team and can be member of
multiple teams at the same time.

Department Is not divided into departments.

Culture of collaboration Does not divide personnel as being in development and operations, creat-

ing a culture in which collaboration is natural.

Automation Has a high degree of automation of the development and deployment pro-
cesses, only releases to staging and production require a manual sanity
check.

Measurement Has a culture of experimentation with new techniques, but the evaluation
is mostly done qualitatively.

Monitoring Uses no monitoring systems.

Lean Uses a Kanban style project tracker.

Sharing Has teams primarily communicating using a messaging app and holds

Scrum-style daily meetings using Google Hangouts.

Has no focus on services: Most products are web applications primarily
controlled using a graphical front-end.

(Micro)services

4.6 | CommunitySoft

The interviewee at CommunitySoft saw DevOps as “getting development done and into operations.” They had been using DevOps principles and

practices for a few years. The interview is summarized in Table 8.

4.6.1 | Whydid CommunitySoft decide to implement DevOps?

To get direct feedback from stakeholders (customers or clients), CommunitySoft tried to adhere to the Agile Manifesto and also followed the
“release early, release often” philosophy.#” On a frequent basis (eg, weekly) the stakeholders got to see and use a working prototype of the sys-
tem. The community preferred to collaborate as much as possible with the customer and to do this a completely functioning version of the latest
system under development was needed. DevOps practices supported the agile approach of the community and helped in delivering solutions to

stakeholder problems.

4.6.2 | How did CommunitySoft implement DevOps?

Teams at CommunitySoft are largely self-organizing, and the teams decided which tools, principles, and practices they used. The following describes
atypical architecture in terms of processes and technology.

CommunitySoft used continuous integration. Developers made a fork of the repository of the system under development and worked locally
on their fork. If they wanted to integrate their code (because they for example implemented a new feature or fixed a bug) into the original repos-
itory, they submitted a pull request. Automated Cl systems automatically performed an experiment in which the code from the pull request was
merged, and a test suite was run. Project managers then reviewed both the test results and other metadata associated with the pull request. If the
pull request got accepted, the code would become part of the original repository. Then automated continuous deployment systems proceeded with
the new version of the system in the development pipeline. CommunitySoft used cloud-hosted servers in which software was hosted in 3 environ-
ments: development, staging, and production. The development environment was always aligned with the latest integrated development version of
the system under development. The staging environment represented the production environment. The production environment was accessed by
end-users. Project managers at CommunitySoft manually performed sanity checks to decide whether the system could be deployed to staging and
to production once the stakeholder approved it.

CommunitySoft used pivotal tracker and Waffle.io to create a kanban, which is an overview of the work that has been done, will be done, and
currently is being done. Git and GitHub were used as version control systems, and they used Heroku for managing their cloud-hosted development
pipeline. They also used various continuous integration tools such as Semaphore, Travis, and CodeShip.

To teach community members about how to use all the tools, principles, and practices, the community recommended participants to take 2 online
courses, one about engineering software as a service and one about managing distributed teams.

As part of the Scrum methodology, every team had a weekly retrospective in which the members discussed what went right and what went wrong

during the previous iteration. Based on this, the team chose a small number of adjustments that it can start implementing and testing in the following
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iteration. The interviewee described this as a process of constant cautious experimentation. Some of the experiments performed were for example
testing new process support tools, adjustments to deployment strategies, and further automating the deployment pipeline.

4.6.3 | What problems did CommunitySoft encounter when implementing DevOps?

CommunitySoft performed manual sanity checks, which cost up to 2 days. This was still adequate for a weekly release cycle and hence was not a
large problem. The members of the community had different levels of skills, some, for example, combined their membership with a job as a Software
Engineer while others had taken only 1 or 2 online courses on programming. With people of so many different backgrounds, there were sometimes
discussions about nuances of implementing Agile or DevOps. This offered a learning opportunity for the members of CommunitySoft. The intervie-
wee mentioned how it is hard for members of CommunitySoft to find a proper balance between discussing the process and working on developing
and operating products. The interviewee stressed that sometimes the best approach is not to discuss directly but to just try something for a week

or two and then, with some experience gained, to revisit the discussion.

4.6.4 | What results did CommunitySoft expect to achieve by implementing DevOps and how far have these results been
achieved?

CommunitySoft had adopted DevOps practices because it wanted to continuously deliver working software to stakeholders, get their feedback,
and then iterate and improve. Their results were anecdotal, with working software being delivered to stakeholders for over 3 years, and feedback
having played an important role in improving the software.

The interviewee mentioned how it was difficult to say whether DevOps principles and practices had delivered the expected results. The inter-
viewee argued from experience that without DevOps, the principles and practices would not have worked as well and would not have produced
solutions that adequately addressed the real concerns of stakeholders. Hence, even though a company could ask its developers to implement prac-
tices such as continuous integration and continuous delivery, they would not be as effective without having interaction between both development

and operations personnel.

4.7 | Comparison of DevOps adoptions

We compared the DevOps adoption at the 6 organizations through 3 means. First, Table AlV summarizes the interviews in the form a partially
ordered meta-matrix.*® Second, we explicitly answer the level 3 questions. Third, we weigh the applicability of the top level codes of the interviews
to each individual interview and summarize the assigned weights in Table 9.

4.7.1 | What problems do organizations try to solve by implementing DevOps?

Inthe experiences of our participants, organizations are trying to solve awide variety of issues by implementing DevOps. FinCom1 wanted to reduce
lead-time, improve problem solving, and improve feedback. FinCom2 wanted to support automation. SupportCom and PortalCom wanted to reduce
release time. PortalCom furthermore wanted to increase velocity and quality, as well as free resources to work on implementing new features.
UtilCom also wanted to increase velocity and quality. CommunitySoft also wanted to improve feedback.

Implementing DevOps has led to the achievement of a few results. FinCom1 claimed that their lead time had improved. FinCom2 mentioned how
one team had improved its automated testing capabilities. SupportCom noticed better problem-solving and fewer escalations caused by conflicts
between development and operations. PortalCom mentioned how its velocity had increased. UtilCom had been able to turn most of its services
into public facing services. CommunitySoft had deployed software to customers regularly and because of this, was able to receive and incorporate
feedback rapidly.

TABLE9 Applicability of top level codes. O = not applicable, 1 = applicable, 2 = strongly applicable

Code FinCom1 FinCom2 SupportCom PortalCom UtilCom CommunitySoft
Individual 2 1 1 1 2 2
Team 2 2 2 2 2 2
Department 2 2 0 0 2 0
Culture of collaboration 2 2 2 2 2 2
Automation 2 2 2 2 2 2
Measurement 2 2 2 0 2 0
Monitoring 2 2 1 0 2 0
Lean 2 2 0 0 0 1
Sharing 2 2 1 0 2 2
(Micro)services 1 1 1 1 2 0
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4.7.2 | What problems are encountered when implementing DevOps?

Employees working in a DevOps environment need to have a wide variety of technical and interpersonal skills. Software architecture is no longer
limited to the deployed system running at the customer infrastructure, and also includes the systems being deployed for development and staging
as well as the architecture required to support the development and operations pipeline. This new architecture is supported by a wide variety of
tools, including systems for version control (a practice in which different versions of artifacts produced or consumed by a team are stored at acentral
location) such as SVN and Git, Continuous Integration systems such as Jenkins and Travis, and Infrastructure Automation tools such as Puppet
and Chef.

The development and operations pipeline not only consists of technical components but also includes people from various disciplines who are
contributing to the artifacts processed by the pipeline. These people need to be open to collaboration between different roles.

Because DevOps is not a precisely defined concept, organizations have to find their own way of implementing it. This might slow down the rate
of adoption and possibly cause a lot of discussion among employees.

The interviewee at FinCom1 mentioned how some employees are concerned with the sharing aspect of DevOps, which requires a high level of
openness. Developers are worried about the increase in responsibilities, including being within reach when problems occur. Development personnel
also raised concerns about differences in work style between development and operations personnel, the latter being considered to be ad hoc or
chaotic according to developers. The interviewees at FinCom2 mentioned that team members felt like they did not have the opportunity to work
on process improvements due to the pressure to work on product improvements. According to the interviewees at FinCom2, management was
skeptical about DevOps due to a lack of quantitative proof of its effectiveness. The interviewee at SupportCom mentioned that management raised
concerns that closer collaboration between development and operations personnel decreased management's capability of performing their tasks.
Theinterviewee at PortalCom mentioned that employees who have both development and operations skills are rare, and hence, having such aperson
in every teamis considered impractical. The interviewee at UtilCom mentioned that it required a change in mindset to align tracking the progress of
development activities with operations activities, and that teams required new metrics. CommunitySoft has not been able to eliminate all manual
checks and has had a lot of discussion about how to implement DevOps principles and practices.

4.7.3 | What practices are considered part of DevOps?

In DevOps, there is a high degree of interaction between development and operations personnel, up to a level where some organizations no longer
differentiate between both types of personnel. There are various ways in which the interviewed organizations have formalized this interaction.
Some organizations have introduced official titles, eg, DevOps Engineers, DevOps Teams, and DevOps Departments. They have thus introduced
organizational roles to support the DevOps transition. Other organizations do not think these formal structures are needed. They therefore think
that DevOps should be an implicit way of working for every team member and leave it up to the teams themselves to decide how to implement
DevOps in their software process. In any case, the roles of development and operations merge, sometimes partially, and sometimes completely.

According to the interviewees, continuous delivery is an important component associated with the adoption of DevOps.

5 | DISCUSSION

We see DevOps as interaction between development and operations personnel. In the literature and interviews, DevOps interaction takes place
primarily on 3 levels: individuals, teams, and departments.

To develop the tables used to give an overview of DevOps at each organization interviewed, we included the findings of the SLR in the
following ways:

e Culture, automation, measurement, and sharing were all mentioned in multiple interviews.

e Governance was a top label in the literature review. We discussed governance with the interviewees; however, we found it to be implicitly part
of how the organizations managed personnel, teams, and departments.

o We found little proof of Quality Assurance (QA) to be an explicit part of DevOps and hence did not use it in the tables. Including QA in DevOps
seems to be part of a larger movement towards applying the DevOps concept of interaction between multiple disciplines, to other areas. The
interviewees at FinCom2, for example, also discussed their idea of including the business side in DevOps, calling their approach BizDevOps.

e Services were mentioned in the practical literature (the microservice architecture is considered to be a central part of DevOps adoption®), the
academic literature (DevOps is argued to be a strategy to manage cross-functional teams working on systems consisting of services3°) and by
practitioners (eg, the interviewee at UtilCom described a transformation to a more service oriented organization). We grouped these concerns

regarding service orientation under the term (Micro) services.

The literature and interviewees mention the role of DevOps as a personnel trait. The usage of DevOps to describe an employee role (eg, a
DevOps Engineer) is disputed.32 In our interviews, we noticed the same thing, as FinCom1 uses the term DevOps Engineer, while the intervie-
wees at FinCom2 said that DevOps Engineers do not exist. However, the existence of personnel with skills in both development and operations was

acknowledged by all the interviewees.
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The team level is the next level at which DevOps was applied. Five out of the 6 organizations that we interviewed had one or more teams that the
interviewees described as a DevOps team. Some of the interviewed organizations were transforming all of their teams to become DevOps teams
(FinCom1 and FinCom?2). Three organizations interviewed thought that DevOps teams were only needed in special cases (SupportCom, PortalCom,
and UtilCom). One organization (CommunitySoft) had teams that were responsible for both development or operations, but they did not use the
term DevOps team.

The next level on which DevOps can be applied is the departmental level. One paper from the SLR discussed DevOps as if it was a separate group
or department within an organization.2? The organizations studied did not share this definition of DevOps. The interviewee at FinCom1 mentioned
how development and operations departments were merged into DevOps departments. At FinCom2, development and operations teams worked
together in business lines, but this predated the implementation of DevOps. SupportCom and PortalCom still considered development and opera-
tions personnel to work for separate departments. UtilCom and CommunitySoft did separate development and operations personnel into separate
departments, but they did not make this decision as part of a DevOps adoption.

Practitioners have defined various mnemonics to describe DevOps: CAMS (Culture, Automation, Measurement, Sharing),49 CALMS (CAMS +
Lean),>° and CAMM (Culture, Automation, Measurement, Monitoring).>? In the interviews, culture and automation are universally considered to
be core parts of DevOps adoption. Measurement, monitoring, and sharing were considered important by most but not all interviewees. Lean is only
considered to be part of DevOps by a small subset of the organizations. An orientation towards (micro)services is correlated to DevOps adoption
in most cases but is rarely considered to be a core element of DevOps adoption.

Our results show that there is no consensus in the literature on the desired effects of DevOps, and that the various cases presented in the publi-
cations relied mostly on anecdotal descriptions of DevOps. Also, DevOps was not operationalized properly in the literature and the researchers did
not perform any experiments to verify the effectiveness of DevOps.

We do not see DevOps as a discrete concept, ie, organizations do not either “possess or not possess DevOps.” We believe DevOps is something
that is present in every organization that uses development and operations personnel. But the amount of interaction differs and depends on the
particular organization.

We hoped that by studying actual organizations using DevOps, we could move towards operationalizing DevOps and finding some quantitative
data to support the effectiveness of DevOps. DevOps is however rarely operationalized in the organizations interviewed. One metric discussed
in the literature is the mean time between development of a feature and the release of the feature into operations.> None of the organizations
interviewed mentioned that they used this metric.

Some frameworks exist for assessing a DevOps implementation. These are often qualitative that ask closed questions such as “Do development
and operation personnel work together as part of a multidisciplinary team with shared responsibilities?” (from the Xebia framework), while neither
specifying concretely what is meant with the construct, nor offering a metric for measuring the construct.

We believe that the effectiveness of implementing principles and practices should not be only measured subjectively. Based on this, we recom-
mend researchers and practitioners to spend more time on operationalizing DevOps adoption, performing experiments, and measuring the results
of experiments to show that DevOps adoption actually brings concrete quantitative as well as qualitative benefits.

6 | CONCLUSION

The main goal of our research was to determine whether DevOps has a beneficial effect on software organizations and their processes. We were
hoping to find quantitative measures for the effectiveness of DevOps. We found that in practice, multiple definitions of DevOps exist. These def-
initions of DevOps seem to actually represent different perspectives of DevOps. We first performed an SLR and found that most publications
report anecdotal experiences that the term DevOps is ill-defined and that little evidence has been offered showing the actual benefit of DevOps.
For example, we could not find literature in which an organization states that they have implemented DevOps while providing quantitative data on
observed benefits. We then studied 6 organizations to discover how DevOps is being implemented in practice. The interviewed organizations were
positive about their experiences with DevOps and all of them described relatively smooth transitions to using DevOps. They however did not share
any quantitative data to show the effectiveness of DevOps. Future work could focus on such research.

6.1 | Validity

We considered the 4 types of validity pertaining to empirical research: construct validity, internal validity, external validity, and reliability.18
Construct validity can be ensured using these 3 techniques?®: using multiple sources of evidence, establishing a chain of evidence, and having
key informants review the report. During this research, we have applied all 3 techniques. First, we used multiple sources of evidence as we inter-
viewed 6 organizations and combined those findings with our findings from the literature review. Second, we established a chain of evidence by
following a strict process consisting of preparation, performance, transcription, and coding. Third, all informants were given the opportunity to
provide feedback on the report concerning their organization. Three of the 6 organizations provided feedback which we then incorporated in the

final report.
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Internal validity can be ensured using these 4 techniques!8: doing pattern matching, explanation building, rival explanation exploration, and logic
model construction. We have applied 3 out of 4 techniques. First, we applied pattern matching by categorizing the data using axial coding while
retroactively applying codes to earlier studied cases. Second, we have explored rival explanations by relating DevOps principles and practices to
those from Agile, Scrum, and Lean Software Development. Third, we have developed logic models for the cases by constructing concept maps. We did
not formally apply explanation building; however, we have spent significant time on analyzing the literature and the cases by writing and discussing
about the concept maps and attached notes.

External validity can be ensured using these 2 techniques?®: using theory in single-case research and using replication logic in multicase studies.
As this is an exploratory study, we did not start by selecting a theory. However, we setup a multicase research project in which we have applied
replication logic, in the form of using a set of high-level questions that we used for every case studied. A critical external validity question that is
important for exploratory studies concerns the extent to which our findings could be generalizable to other organizations embarking on DevOps.>2
The question is to what extent we expect to find similar findings if we had interviewed more organizations. While we could not claim universal
generalizability based on our interviews at 6 organizations, the diversity of the interviewees (working for organizations active in different industries,
in different countries), and the interviewees explaining DevOps from different perspectives, increases the generalizability of our results.

Reliability can be ensured using these 2 techniques!8: using an interview protocol and developing a database of interviewed organizations. The
first step of the research was to create an interview protocol. The protocol consists of questions (levels 2 and 3) related to the top labels from the
SLR and practical details such as the sites to be visited, how data would be collected, and how we should prepare for the visits. We used this protocol
throughout the project. We also established a database, in which we stored the audio recording, interview transcripts, coding results, research notes,

and case descriptions. Due to reasons of confidentiality, this database is not publicly available.

6.2 | Implications for research

This paper contributes to the research of DevOps in 2 ways. First, it summarizes what has been written about DevOps in academic literature.
Researchers can use this paper to get an overview of the academic literature and to find literature to explore further. Second, the paper summa-
rizes the results of our interview research at 6 organizations that described their usage of DevOps. Researchers can use this as a starting point
for researching DevOps in practice. Organizations can compare their approach to DevOps with the approaches of the 6 organizations that we

interviewed.

6.3 | Implications for practice

We have presented a definition of DevOps being the interaction between development and operations at the individual level, team level, and depart-
mental level. Organizations can clarify their communication and thinking about DevOps using this definition. We have listed the top level codes

originating from the literature and interviews, which organizations can use as a tool to evaluate their own adoption of DevOps.
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APPENDIX

TABLE Al Details about included studies. Column with header Q shows research quality based on Kitchenham. Column with header V shows
venue: journal, conference, and (technical) report

RQ contribution
Ref Q V Description RQ1 RQ2 RQ3 RQ4

34 5 C The construction of a System Dynamics model to achieve a “repetitive, risk-free, and effortless contin- v
uous delivery process” is described. Simulation is used to verify the results. The article explains how
validation could take place, but does not concretely define how it will take place.

24 5 J Disciplined Agile Delivery is presented as an enterprise process for developing software, which includes v v v
DevOps. No validation takes place.

21 5 C Theusage of Knowledge, Skills and Abilities as a framework for finding employees with DevOps skillsis v
described. No validation is done and the process followed is quite unclear from the article.

45 5 C Waysfordevelopers to elicit operations requirements from documents instead of face to face communi- v v
cation are described. No validation takes place.

35 5 J How to support system engineering using knowledge management is described. No validation takes v
place.

23 5 C Acase study of using patterns, which cross development and operations, is described. The results are v 4
limited to a single case.

28 5 J  An experience report of using techniques argued to be part of DevOps, such as system thinking, is v v
described. No concrete cases are described to validate the results.

27 5 J  Acasestudy of the functioning of a company, which has a culture sharing characteristics with DevOps,is v v
described. The results are limited to a single case.

29 4 ) Acasestudy of the business implications on implementing DevOps is described. The results are limited v v v v
to asingle case.

43 4 C Anapproach for applying testing techniques used in software development on operations is described. v
An experiment trying to prove that this is possible is described, but the experiment lacks rigor.

22 5 C A platform for supporting development based on DevOps is described. No results of validation are v v
presented.

30 5 J It is described how DevOps supports continuous delivery. No concrete cases are described to validate v v
the results.

44 5 J  Thelackof involvement of operations in DevOps initiatives is described. No concrete cases are described v v
to validate the results.

39 5 J Theimportance of metrics in a DevOps initiative is argued. No concrete cases are described to validate v v
the results.

7 5 R Thehistory of DevOps is described. Evidence is limited to industry examples. v v

36 5 J  Theimportance of human factors in a DevOps initiative is described. No concrete cases are describedto v/ v v
validate the results.

37 4 C Experience implementing Continuous Delivery is reported. The results are limited to a single case. v

26 5 J It is argued that DevOps can be used together with the CMMI and ITIL standards. No concrete casesare v v v
described to validate the results.

32 5 J  The importance of using DevOps practices in quality assurance is described. No concrete cases are v v v
described to validate the results.

41 5 J  Theuseof DevOps practices in an academic setting is described. The results are limited to asingle case. v

33 4 ) Theexperience using DevOps at a small organizationis described. The results are limited to asingle case. v v v v

42 5 C Loggingis presented as a way to improve cooperation between development and operations. To validate v

some preliminary results, a study is described on high level and its results are presented. There is no
validation of the final solution.

25 5 J It is argued that software installation should be handled by automated processes. No concrete casesare v/ v
described to validate the results.

40 4 C Theinfluence of Software-as-a-Service architecture on the business model is described. Validation was v
done by studying three cases.

38 3 C Problemsrelated to the cooperation between development and operations are explored. The researchis v v
validated by studying a focus group and two cases.

31 5 R A method for building a DevOps culture is described. No concrete cases are described to validate the v v v
results.
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TABLEAIl Literature quality assessment by Kitchenham®3

Rank Description
1 Evidence obtained from at least one properly-designed randomized controlled trial
2 Evidence obtained from well-designed pseudo-randomized controlled trials (ie, non-

random allocation to treatment)

3-1 Evidence obtained from comparative studies with concurrent controls and allocation
not randomized, cohort studies, case-control studies, or interrupted time series with
a control group.

3-2 Evidence obtained from comparative studies with historical control, two or more
single arm studies, or interrupted time series without a parallel control group

4-1 Evidence obtained from a randomized experiment performed in an artificial setting

4-2 Evidence obtained from case series, either post-test or pre-test/post-test

4-3 Evidence obtained from a quasi-random experiment performed in an artificial setting

5 Evidence obtained from expert opinion based on theory or consensus

TABLEAIIl DevOps integration characteristics according to the Xebia model®*

Level Characteristics

Level 1 (base) Operations are actively involved in the final phase of the project.

Code is released with release notes, which allow operations to perform
installation and management.

Level 2 (beginner)

Level 3 (average) Development and operations work together when it is necessary.

Level 4 (advanced)

Level 5 (complete)

A representative from operations and a representative from development

work together on projects.

Development and operations personnel work together as part of a multi-
disciplinary team with shared responsibilities.

TABLE AIV  Case level display for partially ordered meta-matrix: Adopting DevOps

Motivation Implementation Problems Results
FC1 Reduce lead time for new Introduced DevOps Employee discomfort Improved lead time
projects teams with openness
Improve problem solving Adopted DevOps Resistance against Increased software
Engineer job title increased Dev quality
responsibilities
Increase feedback Put Dev and Ops under Devs considering Ops
same management work as ad hoc and
chaotic
FC2 Reduce system downtime Using Xebia and Employees focusing on Improved testing for one
UrbanCode production rather than team
frameworks for improving production
measuring progress capacity
Reduce workforce size Introduced policy of Management
making software skepticism due to lack
available to actual of evidence of
users each iteration effectiveness
Support automation Introduced time and
location overlap
between Dev and Ops
Trained employees in
System Thinking
SC Reduce Introduced a Devs considering Ops Increased problem

miscommunication
between Dev and Ops
Reduce release time of
SaaS product

specialized DevOps
team

work as ad hoc and
chaotic

Reduced capabilities
for management

solving capabilities

Improved Dev and Ops
communication
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TABLEAIV Continued
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Motivation Implementation Problems Results
oversight
Fewer escalations of issues
PC Release software more Experiment with one Restructuring needed Increased process velocity

often

Free up resources to work
on new features instead of
problem solving

Increase product quality
Increase process velocity

ucC Deal with challenges in
developing and operating
complex scalable service
architecture

CS Get direct feedback from
stakeholders

team as DevOps team

Automation (version
control and
environment
provisioning tooling)

Operations personnel
trained in software
development
techniques

More respect given to
people in a DevOps
role than before
Adopted systematic
approach to operations
DevOps is considered
as arole held by select
people

Single team explicitly
called DevOps team
Implicit focus on

DevOps by all dev and ops

Introduced Continuous
Integration as
coordination tool

No separation between

dev and ops roles

Constant cautious
experimentation

Team members needed
to have a wide skillset

No terminology for
evaluating progress
duplicate alarms

New metrics were
needed for evaluating
progress

Hard to find balance
between producing and
improving production
capability

Not every member has
sufficient skills for
DevOps approach

Difficulty automating
everything

Less time spend on
setting up environments

Reduced escalations,
false alarms and

Working software is
regularly being delivered
to stakeholders

DevOps as supporting
instrument of adopting
technical practices such
as Cland CD
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