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Scholars and policymakers are increasingly interested in designing interventions to mitigate harms associated
to manipulative designs — so-called “dark patterns”. However, the experiences of those who are more likely to
suffer harms — i.e. users in positions of vulnerability — remain understudied. This work presents an interview
study to understand how users in situations of vulnerability perceive and resist manipulative designs (N=19).
The findings explain how participants normalised the presence of manipulative designs, how socio-technical
aspects mediate interactions with these designs, and their resistance strategies. Lastly, this paper discusses the
relationship between socio-digital inequalities and vulnerability to manipulative designs, providing directions
for further research to tackle vulnerability by design.
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1 Introduction

How many times a day do you have to reject a cookie consent banner? And how many times do
you have to do so on the same webpage? How often did a notification prompt you to add one more
item to get free shipping, although you knew you did not need it?

The use of manipulative designs that try to manipulate, deceive or coerce users into decisions
they would not make if fully informed — so-called dark patterns ! — is omnipresent in digital
services [10, 57], mobile applications [19, 32, 61], videogames [89] and cookie consent banners
[7, 35]. These mechanisms subtly subvert users’ vulnerabilities [55, 58, 69], which can make it hard
for users to identify them [10, 53]. Consequently, the potential harms manipulative designs cause
have raised the attention of policymakers and scholars [8, 34, 61, 71] aiming to better understand
the problem [14, 30] and develop counter-interventions [7, 35, 75, 81].

Vulnerability is a contested concept discussed in legal and philosophical theories [4, 25, 37, 51, 54].
This paper understands users’ online vulnerability as a situation of power imbalance, in which users
are more susceptible to being harmed and less likely to recover from it in the online domain [66].
Online vulnerability is relational, situated, and layered: while everyone can be vulnerable; situated,

IThe research community is studying this phenomenon using a variety of labels, including deceptive design, nudges,
anti-patterns, and most dominantly, “dark patterns.” Following the ACM recommendations on diversity and inclusion [26] I
hereby use the term “manipulative designs” [69] to describe this phenomenon.
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contextual, and systemic conditions make some users more vulnerable than others [25, 51, 54, 66].
Thus, the extent to which some users are more vulnerable to manipulative designs is also an
important question for the HCI and CSCW community [4, 56] — for instance, in the design of
counter-interventions [66]. Therefore, to understand what it means to be vulnerable online, we
need to study a diversity of populations in specific situations of vulnerability.

While academic research on manipulative designs has increased in recent years [14, 30, 70],
only a marginal body of empirical work has (tangentially) explored how personal or situational
conditions [70] — such as age [2, 10, 71, 72] and socio-economic conditions [10, 50, 88] — may
make users more prone to being affected by manipulative designs. As socio-economic factors — i.e.
education and socio-economic status — are known to impact digital skills [40, 85], and digital skills
impact the outcome of technology use, theoretical work discusses how digital skills can increase risk
of being harmed by manipulative designs [8, 61, 62]. Therefore, beyond these initial studies, there
is a need to understand the unique experiences of users in situations of vulnerability with these
designs to create counter-measures that effectively take vulnerability into account. Considering
vulnerability and the associated socio-economic aspect in the design of interventions can help
mitigate the risk of perpetuating the inequalities [16, 56, 68] coming from these interactions.

To understand how vulnerability to manipulative designs manifests and in what context this
happens, I conducted an interview study with users in situations of vulnerability (n=19). Par-
ticipants were recruited in collaboration with an NGO (Non-Governmental Organisation) that
upskills and teaches digital skills to people in situations of vulnerability. The study consisted of
three parts. First, participants were asked to perform simple tasks on two websites that contain
manipulative designs and were asked questions about their user journey. Second, building on the
critical incidents technique, I conducted a semi-structured interview about their experiences around
online manipulation and the mechanisms of resistance to it. Third, the interview concluded by
showing manipulative designs to the participants and asking them to recall their experiences with
such strategies.

This work contributes in multiple ways. First, by investigating harms through the lenses of
vulnerability and socio-digital inequalities, this paper offers a more contextualised understanding
of vulnerability to manipulative designs. It showcases the value of applying such a lens for the HCI,
CSCW and design community. Second, by reflecting on the experiences of users in situations of
vulnerability, this paper deepens the understanding of what resistance means for them. Third, this
work articulates new challenges particular to the HCI and CSCW community to investigate and
design counter-interventions.

2 Related Work

This section situates the paper in prior research in manipulative designs. It frames the need to
understand users’ vulnerability to manipulative designs, and unpacks digital skills as a component
of vulnerability that can contribute to users’ resistance to these designs.

2.1 Manipulative Designs as a Source of Users’ Harm

Manipulative designs are mechanisms that "subvert, impair, or distort the ability of a user to make
autonomous and informed choices in relation to digital systems regardless of the designer’s intent”
[31]. To define these practices, this study builds on Gray et al. [31]’s ontology of manipulative
designs, as it provides the most comprehensive glossary of definitions in the community. There are
five categories of high-level patterns (Table 1): sneaking, obstruction, interface interference, forced
action, and social engineering. Figures 1, 2 and 3 show examples of manipulative designs.

The literature on manipulative designs has expanded in recent years [30] and both scholars and
policymakers are exploring solutions from different perspectives — e.g. educational interventions
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HL Pattern | Definition

Sneaking “Hides, disguises, or delays the disclosure of important information that, if
made available to users, would cause a user to unintentionally take action they
would likely object to” [31] (p.17) — e.g., hidden costs

Obstruction | “Impedes a user’s task flow, making an interaction more difficult than it in-
herently needs to be, dissuading a user from taking action” [31] (p.17)— e.g.,
immortal accounts which complicate it for users to unsubscribe

Interfaces in- | “Privileges specific actions over others through manipulation of the user inter-

terference face, thereby confusing the user or limiting discoverability of relevant action
possibilities” [31] (p.17) — e.g., manipulating choice architecture to give a false
hierarchy

Forced action | “Requires users to knowingly or unknowingly perform an additional and/or
tangential action or information to access (or continue to access) specific
functionality, preventing them from continuing their interaction with a system
without performing that action” [31] (p.18) — e.g., nagging the user to make
the same decision repeatedly

Social  engi- | “Presents options or information that causes a user to be more likely to perform
neering a specific action based on their individual and/or social cognitive biases, thereby
leveraging a user’s desire to follow expected or imposed social norms’ [31]
(p-19) — e.g., low stock, scarcity and urgency messages

Table 1. This table shows the definitions of high-level manipulative patterns defined by Gray et al. [31]

[3, 44, 45, 47, 81], counter-designs or fair patterns [1, 73]. Yet, previous studies have not dealt
with the question of how users interact and cope with manipulative designs [30, 70]. A set of
literature tangentially explores users’ conditions mediating their relationships between users
and manipulative designs [30, 70], e.g., age [2, 10, 71, 72], education [10, 50, 88], socioeconomic
status [88], or used device [87]. Bongard-Blanchy et al. [10], via an online survey study, presented
education to be related to manipulative design awareness when exposed to them. Luguri and
Strahilevitz [50], with an experimental setting, showed how users with lower educational levels
were more prone to be engaged in these designs unwillingly.

The OECD echoed these studies in their report [61] on digital vulnerability, by highlighting that
education, age, and socio-economic conditions may increase the harm coming from manipulative
designs, rendering certain groups vulnerable, which coincides with the idea of socio-digital vulner-
ability [21]. While there is still debate on this view of vulnerability [88], the aforementioned works
give a first intuition of how education and socioeconomic status can play a role in the interaction
with manipulative designs, and imply these users potentially experience interacting with these
patterns differently. This study aims to contribute to this literature by offering an understanding of
the experiences users in situations of vulnerability have with manipulative designs.

2.2 The (Unclear) Relationship Between Manipulative Designs and Vulnerability

The impact of manipulative designs is concerning scholars and policymakers [8, 61, 62] given the
associated harms [34, 71], but the extent to which users are vulnerable to manipulative practices
and the role that platform design plays in it is unclear [62, 66]. In HCI, CSCW, and design studies,
platform design as a source of vulnerability is understudied [4], and scholars commonly associate
"vulnerability” with labels built on users categories — e.g. children, older adults, minorities [4, 8, 56,
62]. Vulnerability to manipulative designs is understood as a position of higher susceptibility in
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ulation techniques shown to participants.

which the user is less likely to recover from online harm [54, 62, 66], but research at the intersection
of manipulative designs and vulnerability is limited [61, 62, 66, 70].

“Vulnerability” has been extensively discussed in legal theory [25, 51, 54]. This paper follows the
perspective of Malgieri and Luna [51, 54], and considers vulnerability as relational, layered, and
situated: all users are vulnerable, but some are more vulnerable than others. Luna [51] describes
layers as different users’ conditions — e.g. personal, contextual, physical — that accumulate and
overlap, providing a continuum of vulnerability beyond a user category. Why some users are
more vulnerable depends on what Malgieri [54] calls “vulnerability drivers” that trigger specific
conditions of vulnerability (the layers of vulnerability). With a similar rationale, Dechant et al. [17]
call for debunking current assumptions about users’ vulnerability in videogames by looking at the
harms that inherently come from their design. In this line, this paper argues there is a need for
more research that focuses on the experiences with manipulative designs to get a more nuanced
understanding of the contexts in which this happens.

2.3 Socio-digital Inequalities and Resistance to Manipulative Designs

Socio-digital inequalities are the differences in the acquisition, use and outcomes that users can get
out of technology that are determined by socio-economic aspects like education or socio-economic
status [40, 41]. While access to technology is important to make use of it, specific digital skills —
e.g. use of social media, use of services, or coding — would contribute to different outcomes — e.g.,
from buying an online ticket for the cinema to obtaining specific jobs [86]. These theories have
consolidated in recent years [20, 24, 38—41, 86], therefore, policymakers point to digital skills and
literacy as contributing factors of vulnerability [8, 62, 66].
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While other factors can contribute to the development of digital skills — e.g. intelligence, learning
capacity, social media usage, etc.—, this study bridges socio-digital inequalities theories with HCI,
CSCW and interaction design as it brings forth important implications for the research and design
of counter-interventions. The level of digital skills might be a determinant of one’s capability to
protect and resist oneself from harms caused by manipulative designs. Not taking this into account
in the design of counter-interventions could further perpetuate socio-digital inequalities.

Here “resistance" is defined as the capability of users to enact strategies to protect themselves
from the effects of manipulative designs. It draws inspiration from protection theories which
establish that, to protect themselves, users need to perceive an appraisal [78], know about the
intention of persuasion [23] or, be aware of the risk to develop a coping strategy [63]. While
manipulation resistance is still understudied, prior studies provide insights into the usefulness of
focusing on resistance strategies. Bongard-Blanchy et al. [10] explained how people who recognised
more manipulative designs reported higher self-efficacy to resist their influence. On the contrary,
Strycharz et al. [80] demonstrated that increasing the knowledge of participants fell short in helping
them to use opt-out options for personalisation on online services in a controlled study. Similarly,
Klitsch et al. [45] found that providing knowledge about the manipulative design during the
interaction with cookie consent banners did not relate to less consent.

This study aims to contribute to HCI, CSCW, and design scholarship in manipulative designs
by providing an understanding of the ecologies in which users in situations of vulnerability
interact with manipulative practices as a means to understand their resistance strategies. Knowing
the experiences in which users in situations of vulnerability feel manipulated and resist that
manipulation can support the development of interventions to prevent users’ harm. With the
overarching objective of understanding experiences of vulnerability with manipulative designs,
this paper addresses the following research questions:

¢ (RQ1) How do users in situations of vulnerability experience online manipulation?

¢ (RQ2) How do users in situations of vulnerability experience harm coming from manipulative
design strategies?

¢ (RQ3) What are the mechanisms that users in situations of vulnerability use to resist online
manipulation?

3 Methodology

To address the research questions, I conducted an interview study composed of three parts: interac-
tive tasks, semi-structured interviews based on the critical incident technique [65], and the use
of probes including manipulative designs. Before conducting the study, ethical approval from the
University of Luxembourg was granted.

3.1 Participants and Recruitment

Participants were recruited in collaboration with an NGO conducting socio-cultural interventions
with populations at risk of social exclusion in Spain whose aim is to increase well-being among
marginalised and vulnerable groups. After contacting the NGO and clarifying the study’s implica-
tions, the organisation members promoted the study among two participant groups. I make the
distinction in Table 3 for the sake of contextualising participants. This table can be found in the
Appendix.

(1) The first group (here labelled as “A”) was composed of 11 participants who belonged to a
program in which they were upskilled to perform administrative tasks.
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(2) The second group (here labelled as “B”) consisted of 8 participants who belonged to a training
program for youth at social exclusion risk. They were trained in gardening skills accompanied
by skill development in activities around job-seeking and integration into daily life (e.g.,
sending e-mails, making appointments, or basic use of Microsoft Office).

The original aim of this study was to find users with lesser digital skills, both to understand how
this plays a role in vulnerability to manipulative designs and as a indicator of the presence of other
drivers of vulnerability, such as socio-economic status. After the initial conversations with the NGO,
I encountered that all their participants embodied the vulnerability of “risk of social exclusion”,
building on internal institutional criteria. Such condition of “risk of social exclusion" became more
relevant for the intended study of vulnerability and therefore “digital skills" became less prominent
in the sampling strategy. This means that, despite all participants were judged by the NGO to need
courses in digital skill development, these participants may not all equally represent experiences of
lesser digitally skilled users. I report indicators of digital skills to contextualise participants and
present the theoretical implications that low digital skills can have of resistance to manipulative
designs.

Overall, both groups were diverse. Participants’ ages ranged between 17 and 28, and they came
from a diversity of countries. While they differed, most of the participants were migrants who joined
these programs in pursuit of upskilling and helping them find their way in the present country. The
psychologists who work at the NGO premises helped me contextualise the participants’ situation:
participants often lacked a support network, which made them more distrustful overall.

Flyers to promote the study were placed at the venue, and I gave an in-person introductory
talk to present the study before the sessions started. The NGO provided a room to conduct the
interviews where study participants could come and go at their convenience. Once participants
entered the room, they were reminded about their rights and gave informed consent.

3.2 Protocol Overview

This study was conducted between the 21st of March and the 18th of April of 2023, at the NGO
premises. I conducted a 3-steps qualitative study, triangulating different data types. Using websites
with manipulative designs, I invited participants to conduct two tasks. This was followed by a
semi-structured interview using the critical incidents technique. Last, by showing examples of
manipulative designs via static images of platforms, I qualitatively explored participants’ insights
and experiences about these examples.

> e . &5 o O mp
B > & 5 | @) =
socio- : i : i : Interview with . H :
i demographics Tas??rﬁnéiiﬁ?bes' Wal\:;gresu . critical | Interview || pepriefing with
{ and digital skills ont 9 roug Incidents with Probes @ participants
i questionnaire i Fast-fashion shopping with > i
participants Technique

Fig. 4. Main steps of the study protocol

(1) Socio-demographics and Internet skills questionnaire To check participants’ digital skills level,
I used the Internet Skills Scale [84]. I used a translation into Spanish provided by the Disto
project Uruguay [22]. I adapted the questionnaire to the norm and usage of Spanish in Spain,
which uses different terms than other Spanish-speaking countries (e.g. “mévil” instead of
“celular”). Participants filled out the questionnaire in presence of the researcher so they
could ask questions if needed. This questionnaire was meant to have an overview of how
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participants found themselves according to domains of digital skills: operational (i.e. “technical
competences required to command a computer” [86] (p.6), informational (i.e. skills related
to information search), social (i.e. competences related to social interactions and disclosure
online), creative (i.e. skills related to the creation of content), and mobile skills (i.e. abilities
with mobile phones and their platforms). An overview of their skills can be found in the
Appendix.

(2) Interactive Tasks. Participants were asked to conduct two tasks. First, they were asked to

~

reserve a flight on the airline company website “Ryanair.com”. Second, they were asked to go
through the purchase process on the e-commerce website “Sheln.com”.

While participants conducted the tasks, the screen was recorded. Some participants thought
out loud — although it was not required —, which was used as data. After finishing the tasks,
participants were asked about their decisions during the process and their encounters with
manipulative designs.

Critical Incidents Semi-structured Interview. Critical incidents are understood as moments in
the interaction with a product, technology or service, that embody critical consequences
for users and, therefore, more likely to be remembered [65]. In this part of the interview,
participants were asked to remember negative experiences — i.e. critical incidents — in their
Internet usage. I used the laddering technique to detect critical incidents. I asked first about (1)
general negative moments in their online interactions and later moved on to specific incidents
in which participants felt (2) deceived and (3) manipulated online. Laddering from general
to concrete incidents is meant to circumvent the fact users may bring usability concerns
into the interview. The critical incidents technique is suitable given the relational nature of
manipulative designs: users only perceive them when they receive an impact [29, 71, 72].
The topics covered in the interview were: internet usage, moments in which participants had
bad experiences online, perceptions of felt deception, perceptions of felt manipulation, and
responses to those incidents. In some cases, if participants did not mention any harm, two
questions were asked about excessive expenses and time investment online. This technique
was meant to ask for experiences of manipulation in real contexts to unveil how the interaction
occurs.

(4) Manipulative Design Patterns as Probes. In the last part, participants were shown manipulative

designs that were meant to act as probes [9]. Participants were asked questions about them in
relation to their encounters, their perceptions of potential harm to users, and their reactions
towards them. They were shown as patterns, through screenshots, simultaneously on a digital
board. As participants reacted to the probes, I followed up with multiple “why” questions
to elicit participants’ awareness, reactions and general interaction with these designs in the
users’ daily routines. I then asked “What do you do when you encounter such an interface?”
to understand the behavior and potential vulnerability to the manipulative element and
“What happens after?” to understand the potential harms and coping strategies.

(5) Debriefing. Participants were explained about the manipulative designs they had seen in the

interview and given an informative brochure about online safety.

3.3 Data Analysis

The interviews were audio-recorded and transcribed. For the coding, I followed an inductive-
deductive approach with multiple coding strategies, as explained in [67]. | primarily used three
types of coding. In vivo coding captures literal words as reproduced by participants, which is
relevant to give voice to participants. The way they express this topic says a lot about their
perceptions. For instance, participants referred to themselves as "addicts", and although they did
not approach it in a clinical term, their vocabulary encapsulates relevant meaning. Descriptive

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW471. Publication date: November 2025.



CSCW471:8 Lorena Sanchez Chamorro

coding summarises a phenomenon with the words of the researcher. Therefore, it can embody
different lenses (e.g., a participant gave their personal data; she has been afraid of online services).
Versus coding summarises a phenomenon through the opposition of two concepts. The researcher
understands what participants are describing always with a confrontation (e.g. THE PLATFORMS
VS ME, THE INFLUENCERS VS THE INFLUENCED). Given the nature of the topics which were
discussed — sometimes abstract entities of which participants are not expected to be aware or have
knowledge of —, it proved useful to give some nuances to the experiences of manipulation.

To analyse the data, I used an interpretative reflexive thematic analysis process, following Braun
and Clark’s approach, as a way of identifying patterns in meaning within the codes [11, 12]. First,
I familiarised myself with the data and coded with the aforementioned strategies. After coding,
I created preliminary themes based on the analytical memos taken, in which first reflections
about similitudes and differences between participants, as well as connections with theory and
literature, were made. Starting with these main themes, I analysed the codes, looked for patterns, and
created initial themes and sub-themes. I discussed the data and initial themes with two fellow HCI
researchers and, after several iterations, I defined the final themes and sub-themes that addressed
the research questions. I supported this analysis with conceptual maps to visualise codes and
themes.

Inspired by Sanchez Chamorro et al. [71] analysis, when looking at harms coming from ma-
nipulative designs, I used a deductive approach, building on the framework of harms described
by Gunawan et al. [34], and complemented it by Sanchez Chamorro et al. [71]. Similarly, I built
on the existing ontology of Gray et al. [31] when I looked at manipulative instances, which also
include “attention capture deceptive patterns” as one category of meso-level patterns. However,
attention-capture deceptive patterns combine 11 design strategies. Thus, in the reporting of these
attention capture damaging patterns, I use the terms coined by Monge Roffarello et al. [58].

3.4 Ethical Considerations

Given the situations of the participants, care was a priority when conducting this study, understood
as prioritising users’ needs during the study [82]. Specific measures were taken into consideration
when recruiting participants, conducting the interviewing process, and debriefing. The recruitment
information was provided a month in advance to the NGO, so participants were informed in enough
time to make a decision. Before the interview started, participants were given time to read the
information sheet, and I additionally explained every point of the consent form.

The interviews were conducted at the NGO premises to facilitate participation and users’ comfort.
The NGO allocated a room for the interviews, which was continuously available throughout the
month, so potential participants could decide when to participate. The purpose of allocating a
continuous specific room for the activity was to avoid interrupting their usual activities at the NGO
as much as possible. For this reason, I accommodated the interviews to their schedules. For instance,
on two occasions, participants had to stop the interview and resume it afterwards. Spending a full
month working on the NGO premises allowed me to build rapport with participants.

During the debriefing, I paid special attention to explaining the meaning of manipulative practices
as stealthy design instances and reassured participants that it should not feel unusual for them not
to know them. I also provided a brochure with information about online safety. After the interviews,
the NGO was provided with an informative poster with the key points of the debriefing and the
information for consent withdrawal to hang at its premises.
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3.5 Positionality Statement

For this study, I embraced my subjectivity as a resource [28, 46], so I find it important to situate
myself within the work and reflect on my position. The study of manipulative designs and their rela-
tionship with vulnerability is a personal drive that moves me as a researcher and I see manipulative
designs as a potential source of platform-enabled and platform-perpetrated harms [4].

Although I presented myself to the participants as a researcher, I also shared my identity as a
neighbour and showed my interest in helping users in their online interactions. Sharing a similar
socio-economical, cultural, and geographical background with the study participants, I recognised
myself in some of the stories and experiences they shared, and also recognised the reality of the
neighbourhood where I grew up. However, as a non-migrant within the country, I also acknowledge
that I could not relate to the experiences shared by some of the participants.

Beyond the country of origin, a notable difference between my participants and me is the age and
the stage of life in which we are. This implies differences in the usage of the Internet. While I am a
frequent user of platforms commonly mentioned by participants that contain manipulative designs
— e.g., Twitter, TikTok, YouTube Shorts, e-commerce, and video games —; the way the participants
and I use the applications — contexts, purposes of use, and content consumed — might diverge.
Being aware of that, I embraced that difference as a resource for my reflective interpretative analysis.
By reflecting on those differences, I could articulate key links between manipulative designs and
their manipulation experiences.

4 Findings

In this section, I report the findings in three main overarching themes that describe important
instances of participants’ experience of manipulation. First, I explain how the experience of ma-
nipulation contributes to the normalisation of manipulative practices and the role of trust in that
process. Second, I present how contextual and social aspects mediate how participants experience
harm. Third, I show resistance mechanisms for manipulative practices that participants use in
response to harm.

4.1 Perceptions of Manipulation: the Normalisation of Manipulative Practices

The interviews unveiled a general pattern of associating “influence” to influencers and the risk
of being scammed online. While these experiences have been very useful in understanding the
perceptions of manipulation, harm, and coping mechanisms, in this section I will focus on the
perceptions of manipulation exclusively concerning platform design.

This theme explains participants’ conception of platform design-enabled manipulation [4], which
pivots around two ideas: the awareness and the acceptance of manipulation. Participants have
notions about how some interfaces try to steer users in different directions, and they experience
such intents of manipulation by feeling that online business and platforms “play with your mind”
(P10). However, they normalise the phenomenon. Participants do not identify as “risky” what for
them is normal. This idea turns into self-blaming behaviours: participants place the responsibility
for the influence that platforms have on them on the users. Lastly, this theme explains the role of
trust in determining what is “questionable” or not in participants’ online interactions.

4.1.1 Awareness and Acceptability. Participants showed awareness of how the interfaces they see
are trying to steer their decisions. From the interactive tasks — where some participants explained
they never interact with some elements because it can be “fake” or a “scam”—, to the last stage
with probes — where participants expressed that manipulation is what you should expect from the
internet — , an idea of confrontation — “the internet vs. us” — was very present. Expressions such as
“they always want to trick you”, “they play with your mind, and you fall (P10), “they try to manipulate
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you with those games because nobody is going to give money for free” (P19), or “it is a stalemate, you
click, or you click” were common in the discourse of participants. However, participants tend to
perceive these design instances as normal: participants explained how they were used to accepting
consent banners or looking for the “X” to close constant pop-ups, for instance. Indeed, it stood out
that some participants internalised that interacting with the manipulative design, by accepting
some options, was the expected way to continue on the platform.

P9: “[...] There are so many times that, for instance, if you don’t accept on Google, it does
not allow you to get anywhere. And sometimes, I have that habit that, as soon as it is
popping up, I click ‘accept everything’. Or sometimes it gives you reject option, but I say
‘What for?’...because, no, I don’t take those things as something important, so I say ‘no,

nothing is going to happen’, so I click [...]”

In this quote, P9 explained that she accepts cookie consent banners on Google because oth-
erwise, you cannot access any website, and she does not consider it important because she sees
no consequences in accepting them. The absence of apparent consequences seems to create a
reinforcement effect in which participants can continue interacting with the manipulative design
without consequences. P7, who was not fully proficient with the local language, explained he
accepted cookies “because you want to continue; otherwise, you are heading to the settings”. It feels he
was used to cookie consent banners as a way of guaranteeing that he would remain on the website.
As shown in Figure 8, this normalisation also led P1 to fall for a product subscription offer.

Although participants had experienced the effects of these designs, they did not necessarily
recognise them as malicious. Participants normally associated scarcity cues or choice architecture
manipulation — changing colours and showing intricate wording [31] — with marketing strategies.
Participants even sometimes consider them useful: many participants related some manipulative
practices to part of the service — e.g., “They are there to inform you” —, or to some useful exchange —
e.g., ‘If1did not have the scarcity cue I would spend more money”. Although participants recognised
the attempts to steer them, they felt rather safe and in control over their interactions in front
of these practices. In this way, although the presence of nagging techniques, choice architecture
manipulation, and complicated wording that led participants into harms — e.g. providing excessive
personal data, encountering undesired ads, or buying unexpected products —, was common in
participants’ experiences, participants generally shared the idea that “as long as I click X', nothing
can affect me”.

4.1.2  Resisting Manipulative Design is our Responsibility. There is an entanglement of manipulative
practices and interface burdens that participants feel they need to dodge: pop-ups to close, struggles
to find the “X”, notifications, small fonts, different colours, hidden sponsors, or texts full of technical
language are some of the burdens that participants reported to commonly find online. Although
participants have normalised these design features, they feel pushed to dodge these instances
because they are omnipresent. Consequently, participants seem to take the blame on themselves if
they do not manage to avoid them. The narrative of not putting enough effort in avoiding these
practices was common among participants: “Tt is our fault because we are not informed" (P18), “people
don’t read” (P6) or “it is peoples’ fault” represents the common sense of guilt very well.

4.1.3 The Role of Trust in the Experience of Manipulation. Participants showed awareness of some
intents of manipulation or deception online. They declared to be aware that something is deceptive
when they see it, but their interactions are built on trust or mistrust towards a system. Trust in
services seemed to be the driver in assessing the “benevolence” of a service. There was a general
trend to admit accepting cookie banners on Google or Ryanair because they trust these services
and believe their data will not be misused. P15 explained accepting cookies “because the website is
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trustworhy”, “as it is Google, she would not think much about the cookie acceptance, because Google
is safe”. With a similar rationale, P1 reflects on how cookie consent banners are a constant that
people have normalised, and although she — and others — do not know what it is about, she trusts
the services, so she normally accepts. Indeed, she even referred to “my” Google when talking about
the provider.

P1: Because it says ‘we value your privacy’ all the time [...] What is more, in everything I
get in, and it says ‘we value your privacy’, and you have to accept, because otherwise, I'm
not interested, I don’t know... I find it curious...

Interviewer: Why so?

P1: Because [the message ‘we value your privacy’] didn’t appear in the past, and now
they are everywhere, and it is very normalised, so people accept it and totally accept it.
don’t know what I am accepting, but yeah... I didn’t even think about ‘well, I am going
to look at what I am accepting’ because of time, and I decided to go directly. I trust my
Google. I trust these platforms, therefore I accept because I trust and it is better [to do it]
automatically.

The extent to which participants trust what they see and the associated service behind it falls
under the manipulative interface. But, what is causing mistrust within participants? Within their
own experiences of deception and manipulation, and by showing probes, participants expressed
different aspects of the platform affordances that triggered mistrust. A (i) mismatch of expectations
between what they believe to know from the platform and what they perceive, (ii) references from
third parties, and (iii) knowing the platform were some of the triggers of trust or mistrust reported
by users.

Participants reported noticing intents of manipulation or deception when they perceived a
mismatch of expectations between what they believed to know from the platform and what they
saw. P18, for instance, realised her friend was hacked because she realised something was wrong
with their style of writing posts and private messages. Similarly, P15 realised through the writing
style that some accounts are bots. When seeing the disguised ad in the probes we presented to her,
P19 said “it is just something you do not publish on the news”. Thus, although one participant reported
that she does not trust sponsored content when she sees it, none of the participants realised the
disguised ad was sponsored, and not a news article. Trust in these interfaces is also generated by
third parties, such as recommendations from friends and family and referrals. Several participants
reported how they would trust a platform if someone recommended it to them. Similarly, it was a
strategy to look at the reviews on platforms in order to guarantee the platform was trustworthy.

Being familiar with the platform would also increase participants’ trust. Several participants
declared to know the platform in which the interactivity tasks were performed and, therefore, they
would feel comfortable with it. For instance, P14 explained the first time she went to the platform,
she was nervous, but now she was already used to it. Repeated interactions without apparent bad
experiences reinforce trust in the platform.

4.2 The Socio-technical Architecture of Online Harms

This theme expresses how the experience of harm depends on socio-technical aspects. Technological
affordances — notifications, attention deceptive capture patterns, choice architecture manipulation,
and algorithmic personalisation — target the social context of participants — socio-economic or
personal situation — to reinforce their effects. Context and technological affordances of manipulative
designs thus reinforce each other in creating experiences of harm.
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An expression of this phenomenon on the user side is the idea of “tangible harms”: participants
identify harms related to their contexts. For instance, financial harms, and attentional or psycholog-
ical harm (“being addicted to”, in their own words). When asked if they feel influenced by platforms,
participants responded negatively since their idea of influence and manipulation related to the
“influencer economy” or to “financial scams” . However, when explicitly asked if they spend more
time or money online than they intend, all participants admitted that they do. There is a tangible
aspect tied to financial, attentional, and emotional harms, which are more difficult to find in privacy
harms. Table 2 summarises the different socio-technical and personal mediators of harms reported
by participants and their link to manipulative designs. This table is not meant to be exhaustive, but
a supportive visual tool.

4.2.1 Emotional harms. Participants reported experiencing emotional harms derived from people
and intertwined with the attention economy ecosystem. Participants’ discourse shows an association
between the use of mobile phones and emotional harm. Terms like “addiction” and “slaves” were
common in the participants’ vocabulary. Cyberbullying, and harassment were reported as a cause
of fear from participants. Similarly, the influencer economy was reported to be a cause of distress
for most participants: seeing some content would trigger inner insecurities and comparison. One
participant reported having experienced eating disorders in the past, thus being very cautious
about its relationship with Instagram nowadays. While this is not strictly related to manipulative
designs, it is here reported as it also belongs to the participants’ experience of felt manipulation.
Participants reported feeling anxiety and annoyance in the presence of some manipulative
patterns like cookie consent banners that nag all the time, which they end up accepting (P19, P1,
P10). They also felt impulsivity caused by the orchestration of discounts, scarcity cues, and the
position of those (P10) (See Figure 7). P6 also explained she felt “addicted” to those platforms and
would not stop buying. These harms seem also to be related to financial harms on e-commerce
platforms. Participants reported similar anxiety in relation to constant notifications on their phones.

4.2.2 Attentional harms. While most of the participants reported not feeling influenced by any
platform, they also declared to have spent more than they had planned on social media platforms.
Most of them cannot articulate why social media takes hours of their time; others relate it to the
content and to some deceptive affordances like notifications or infinite scroll. P18 explained she
thinks “TikTok is very addictive... although in Instagram I cannot spend much time, it’s true I open it
a lot to see who talked to me and the notifications, to see if someone has posted something new, the
stories, and all of that.”

Attentional harms seemed related to participants’ social context. Several participants have
expressed the reason they spend time on their phones is loneliness, as they use these applications
to escape from their reality. As explained by the psychologists at the NGO, most of the participants
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Expressed Socio-technical and personal | Manipulative design associated
Harm mediator
Impulsivity Activity messages

Emotional Harm Loneliness Infinite scroll”
Nagging (M)
Activity messages

Attentional Harms Loneliness Infinite scroll*
Algorithmic personalisation (M)
Nagging (M)

Financial Harms | Economic situation Drip pricing (L)
Scarcity cues (M)

Privacy Harms Perception of consequences Nagglng (M) . .
Choice architecture manipulation
(M)

Table 2. This table relates the harms reported by the participants to design patterns described in Gray et al.
[31] through the socio-technical and personal mediators observed during participants’ reported experiences.
Designs marked with (M) correspond to meso-level manipulative designs, while those marked with (L) refer
to low-level manipulative designs. The designs marked with “*” correspond to attention capture damaging
patterns, as gathered in Monge Roffarello et al. [58] This table is not meant to be exhaustive but rather a
supporting visual tool to map reported harms with associated manipulative designs

lacked social support or were separated from their families. The conversations with the participants
made the role of the lack of support in reinforcing harms visible, exemplified by P9’s response:

P9: “Tdon’t know, I am with the phone every day because I have nobody next to me, for
instance, a family member or something, so I can stop with the phone. The only thing that
gives me life is the mobile phone. You go on TikTok, then on Instagram, then Whatsapp or
someone calls you [...] and that’s how I spend the day”

4.2.3  Financial harms. Economic incentives are crucial in how participants understood online
manipulation in general, and coming from the designs in particular. Several participants explained
how their economic status led them to interact with deceptive online interfaces that exploited this
vulnerability. For instance, P7 and P1 fell into giving personal data when they see advertisements
about “supposed jobs”. P7 was playing free mobile games when he saw these pop-ups. P1 receives
much content about free courses that catches her attention on Instagram because she has a great
interest in learning, which leads to her yielding excessive personal data. The type of content
participants receive, according to platforms profiling, tries to exploit their economic situation as a
factor of vulnerability, which is fundamental to understanding how they experience online harm.
Their economic situation was also visible within participants’ relationship with manipulative
designs. During the interactive tasks and showing the associated manipulative probes, frequent
users of the e-commerce platforms recognised they were influenced by the discounts that pop
up on the website. Beyond such nagging techniques, in Figure 7, P10 explained the intertwined
experience of manipulative designs that use economic incentives on such websites: the combination
of economic incentives exploiting the sunk-cost fallacy [55] — as participants are already making
an investment, adding something extra is a marginal loss that “compensates” — with the location
of such economic incentives at strategic places in the user journey, makes it impossible to resist.
Economic loss was the most perceived harm by participants, who would sometimes associate
the term “influence” with “money”. In some cases, participants assessed whether or not some
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Fig. 7. Sketch of the platform participant P10 describes during the interview.

manipulative designs would imply money loss. For instance, P12 declares scarcity cues would
not affect her because she values the price the most. Participants explained choice architecture
manipulation as problematic because it encourages them to buy. When exposed to the flight purchase
task, misled by the manipulative design, participants selected the more expensive option even
though they tried to save money.

4.2.4  Privacy harms. The manifestation of privacy harms also embodies the idea of tangibility.
The privacy harms reported by participants were directly related to what they could “actively do”.
Posting content, pictures, or videos online and giving an e-mail address, phone number, or credit
card were clear harms that participants reported to be aware of. Several participants explained not
feeling influenced by TikTok because they did not post any content. Similarly, some participants
declared being very cautious when platforms requested personal data and declared to read what is
deemed “important”, like credit card statements or financial information. For instance, debriefing
P10’s interactive task she exemplified the binomial between tangible and intangible privacy harms.

P10: Yeah, it’s just I always accept everything. I mean, I know it is very bad, but it’s just
reading everything is like...pff, I say ‘well.... The typical stuff from Google, cookies and
such, I accept them. Or things that pop-up in webpages of whatever, so... I don’t know. I
only read what it is like important, important. [...] I just say ‘yes’ to everything because
it’s very long. [...]

Interviewer: And what is the ‘important, important’?

P10: Well, it depends on the webpage. For instance, on social networks, there are some
parts that are important, for instance, about your data or about what you can share. [
read that information because it can be harmful. On e-commerce webpages or so, I always
try to pay attention so the data is not recorded; for instance, when they say something like
‘we are using your data for future purchases’ or things related to credit cards, indeed I do
read it just in case because I have already experienced some problems.”
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P10 normally accepts everything when she does not perceive potential harm for her. Therefore,
she pays a lot of attention to platforms sharing content or introducing financial information because
it might cause her harm, as she had experienced in the past. Similarly, P18 explained that only
when asked for something like “bank account data”, she stopped filling a form without assessing
the sensitivity of other information. When P1 sees requests related to money, she does not follow
up on the e-mails, but she has already yielded personal information.

Similarly, participants associated cookie banners with ads because that is what they directly
perceive. In general, the participants who seemed more aware of cookie banners functioning related
them to online advertisements. P15, for instance, did not want to see recommendations on ads, so
she would not accept the cookie banners. Noteworthily, during this interview, P15 had accepted all
the cookie banners provided to her.

P15: [...] I don’t know. I feel it has to do with the fact they are sending me stuff....or
that later on [ads] are popping around. I don’t understand the topic very well, the term
[cookies], but I usually don’t accept it unless on the website they ask you to accept them,
or that you accept the mandatory ones, the ones that are necessary. If necessary, I go to
the settings, except the ones they ask me to accept [...]

Interviewer: And why did you decide to accept this one?

P15: Because...I mean, it is a webpage, in theory, that is trustworthy for me. So I accept the
cookies, I don’t see the issue of accepting them.

4.2.5 Cognitive burden. This type of harm was found in different conversations with participants.
While commonly they did not identify “cognitive burden” as harm itself; there was a trend of
finding annoying, repetitive and intrusive certain manipulative patterns. Despite its normalisation,
participants reported a continuous fight against these patterns in multiple scenarios. When P14
discussed his impressions of some manipulative patterns, he explained ‘it is normal from the point
of view of the company, but as a customer, it’s a pain”. This cognitive burden triggered participants
not to pay attention to what they were accepting; thus, it is “unthinkable that any user would read
such things”, reported P1 when referring to consent banners.

These techniques were more problematic under some circumstances: when participants were in
a rush or when they simply felt the burden was insurmountable. Similarly, it becomes problematic
when participants are forced to stick to a specific service — i.e., in the case of websites with pirated
content, which was often reported. This cognitive burden was present not only in pop-ups and
nagging techniques, but also in other attentional manipulative patterns. Participants would report
an excessive cognitive burden when they receive notifications, or even when they see videos
on TikTok. On such video platforms, they would struggle to recognise advertisements because
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sometimes it is not visible. Thus, participants reported video-disguised ads on social media platforms
as concrete deceptive instances. This is not only presented as a cognitive burden but also makes
them spend more time on content they would not want to see. When asked P10 if she had seen
disguised ads such as the one provided, her experience illustrated the role of the interface in these

disguised ads:

P10: “On TikTok. Because there are many people that advertise makeup, or a book, or
whatever, and they sell it as a normal video, and you have seen an ad without notice.
L’Oréal and these makeup brands that collaborate with tiktokers, so the tiktokers give you
a video, and then you read the description, and it says down there ‘advertisement’: and
you swallow an ad without notice. Those are the ones I always end up falling for without
noticing.”

4.2.6 Content-related harms. Participants reported several harms related to content rather than the
interface. Misinformation caused by hoaxes, people, and influencers was a common threat identified
by participants. Similarly, identity-related harms were also commonly mentioned. Participants see
how young people are influenced and feel like losing their identity: “everyone is connected and does
the same things”. Concerning identity, one participant received content about gangs and was afraid
of that type of content spreading among youth. She usually scrolls it down very quickly. Seeing
such content may be related to her geographic location, connections, and profile. This is another
example of how the profiling of the participants can fuel harm in different ways.

4.3 Resistance Mechanisms for Online Manipulation as a Response to Harm

This theme encapsulates the strategies participants mentioned to resist manipulative designs. There
was a recurring pattern here: having already experienced harm triggered participants to develop a
variety of resistance mechanisms. P1 and P10, for instance, would try to pay as much attention
as possible because they suffered from subscriptions (P1) or by giving their data (P10). The harm
would put them on alert of something “undesired” happening and make them combat it, being the
narrative of using platforms as a “fight” or a very pervasive burden. P12 described how she “had
and internal fight with [Instagram]”.

The reaction to harm is important, especially for less tangible or visible harms. For instance, we
reported above that P1 was tricked into giving her data to a website that later asked for money, and
she directly closed the page. However, she had already provided data. While she felt manipulated
and dealt with it by disengaging, she did not exercise her rights over her personal data, perpetuating
the damage.

The resistance mechanisms are diverse and correspond to different stages of the interaction.
However, they seem related to the idea of self-efficacy participants have about the landscape of
manipulation and online harms; hence, participants develop the strategies according to their own
perceived ‘capabilities’.

4.3.1 Disengaging as a coping mechanism. Several participants declared they would stop using a
platform, website, or service after experiencing harm. P6 explained she decided not to buy online
anymore after suffering a scam. After experiencing harm online with a deception technique that
led to malware, P3 does not use the computer. When P2 tried to download some content, she
experienced adware in the form of multiple nagging pop-ups until she decided to turn off the
computer. Since then, she prefers to use the phone.

Another common way of disengaging from the platform is “hiding it”. This technique was
common in conversations about social networks. Participants described different strategies to avoid
harm from these platforms: deactivating notifications and attention capture damaging patterns
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(P1), having detox periods (P12), or using a family member to hide the phone (P6) and to distract
them (P17). P12 explained that feeling of anxiety every time she receives a notification. She wants
to feel she has agency to choose, rather than the application controlling her; therefore, she prefers
to deactivate — when not uninstall — the application for her well-being sake.

4.3.2  Information and Understanding is Vital. Participants expressed the importance of information
and understanding. On the one hand, after experiencing some harm, participants would pay so
much attention to the information and try to read everything as much as possible. Indeed, more
information is what participants claimed to be missing when exposed to manipulative designs:
there was a common belief that the more information presented, the better to avoid manipulation.
However, there is also a common belief in seeing themselves as incapable of understanding that
information. For instance, P6 was always very cautious and fearful, therefore she would always
read everything very carefully, coming from a feeling of distrust. However, she would sometimes
not understand and have to ask her partner for help because "she believes everything".

P7, who is not very fluent in the language, accepts the consent banners because he thinks that is
going to help protecting his privacy. He had received some talks about it, so it rang a bell for him,
but he did not have a full understanding of it. This was a common trend even for participants who
were fluent in the language: it was unclear to them why they were rejecting or accepting cookies.
“This is something about the ads, right?” asked P3. She explained she rejected cookie banners because
“she did not feel comfortable giving access to [Google] to her images and sound”, although the banner
that popped up had no reference to such access. Noteworthily, in the interactive tasks probe, none
of the participants that selected one of the highlighted options because of the price, realised they
were selecting a more expensive option. Participants who confirmed they did not read the consent
banners expressed a similar lack of understanding, while others declared they did not do it because
they were used to them or simply did not care.

4.3.3 Mechanisms of Resilience: Leveraging Resources to Resist Manipulation. In this category,
participants, aware of their harm, try to respond to it with the resources they have. They lever-
age these resources to try to recover from the harm. Hence, “resilience” seems an appropriate
term for these mechanisms. These mechanisms are divided into the following categories: seeking
responsibility/accountability, asking for help, and re-appropriating the platforms.

Participants would seek accountability from those they believe have the power to do something
— the platforms. They would open complaints and report problems via social media reporting
mechanisms. Participants also ask external actors for help, like banks or similar entities that seem at
their disposal and accountable. P15 reported a problem on Instagram, but “it sometimes depends on
‘the Internet’ ”, meaning that the platform has actual control over what happens. She complements
the example with the most famous marketplace platform in Latin America, Mercado Libre. P15
says the platform has the power to protect consumers when harm happens, but it is out of users’
control that any action is taken.

P15: ‘if Instagram does not take action, nothing is going to happen, same than the other
webpages [...] If you see that [someone] has scammed you, and you write a comment about
it, they can remove it, and the page... like Mercado Libre, again, does not react and does
not eliminate the person [that scams youl].

Some participants also refer to asking for help when they face a potentially manipulative experi-
ence or already experience harm. For instance, P6 would ask her boyfriend when doubting online.
Similarly, P12, P17 or P18 would quickly ask friends and external parties to face the situation.

Participants decided to deal with the harms by re-appropriating the platforms, and using them in
creative ways. When she was tricked into a subscription to a book platform for a higher amount

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW471. Publication date: November 2025.



CSCW471:18 Lorena Sanchez Chamorro

than promised, P1 decided to download as much as possible and explored the option of re-selling
them. Similarly, P18, to avoid the harm coming from the virality of social media uses the application
to make personal videos that she does not share. Those videos serve for self-reflection only. Trying
to avoid similar harm, P19 has two accounts, a private one and a public one, so she does not share
excessively. In another context, when P6 started receiving calls after being tricked into giving her
phone number, she “responded as if [she were her] mum” so the providers lost interest in talking to
her. A dissonant note in the group was P16. He was the only participant who reported to use a
technical measure to avoid being located by service providers with a VPN. It still shows the idea of
leveraging own resources since, given our conversation and reported data, he seemed to be one
of the most digitally skilled participants. While these techniques do not necessarily resolve all
participants’ problems with felt manipulation, they represent users are not passive since they do
whatever they can to resist manipulation and its associated harms.

5 Discussion

In this section, I discuss what the HCI, CSCW and design communities can learn from the experience
of manipulation to rethink countermeasures that account for vulnerability. I, therefore, dive into
what these experiences with manipulative designs mean for populations in situations of vulnerability.
First, I explain how the idea of normalisation in these designs relates to the users’ self-efficacy
of protection and why it is fundamental for manipulative design scholarship. Second, I explain
how such normalisation leaves users to believe that information will help them resist and its
consequences. Last, I discuss how these experiences can relate to digital inequalities.

5.1 The Normalisation of Manipulative Designs

Participants’ resistance strategies are intimately related to the perception and the normalisation of
manipulative designs. Participants normalised a system that attempts to steer users’ decisions under
the rationale that service providers have a right to sell. Therefore, users consider manipulative
designs as marketing strategies they are expected to dodge — and feel responsible if they do not.
The results show users perceive two differentiated opportunities for behaviour: the system at a
macro level, and the micro individual interactions that are afforded within such system. At the
macro level, users perceive there is little room for action, therefore, disengaging from platforms
or accepting with resignation are the possibilities participants opt for. Participants feel ultimately
responsible for the micro-actions that are afforded within the system because they are presented
with an apparent "way out" to resist it: rejecting the options, closing the banners, or closing the
applications. These results show that the perception at the macro-level may have an impact on
the perceptions at the micro-level: how users perceive the system relates to their self-efficacy of
resistance — i.e. how capable users see themselves to resist.

The idea of normalisation of manipulative practices resonates with previous literature on manip-
ulative designs, mainly in the context of cookie consent banners. Habib et al. [36] show how 50
per cent of the participants that accepted cookies did it because they knew that was the way to
continue to the service, resonating with the results from Utz et al. [83]. Similarly, Nouwens et al.
[60] show how participants who have accepted everything did it to make the banner disappear and
continue with the service.

It is essential to note the participants’ age. Participants had their “digital socialisation” during a
time period in which user experience methods were already used in the development of websites,
and manipulative designs already flourished on the web; particularly since the mandatory imple-
mentation of cookie consent banners in 2001 [43]. It seems reasonable that participants normalised
these designs in cookie consent banners. On top of that, if participants do not have an environment
that helps them realise there is another way to interact, it is complicated for them to imitate that
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o(_b Acceptance with
resignation
Self-blame: users’
responsibility
“It's our fault because we are Using
not well informed” (P18) information

Mechanisms of
resilience

Fig. 9. Model of the participants’ perceptions of manipulation and their corresponding resistance strategies.

behaviour — known as vicarious experiences [27]. Digital skills are commonly learned via informal
education by asking others for help and seeing them in action [24, 86]. Therefore, it is a challenge
for researchers, companies and policymakers to help users who lack this support to exit that state
of habituation. This phenomenon of normalisation of manipulative designs also resonates with
how design practitioners feel about these practices, which are internalised as standards [13, 69, 90].
This presents a challenge for design researchers in breaking the cycle of design norms, standards,
and practices that promote the normalisation of manipulative practices.

The normalisation of these practices also signals that, for users, perceiving manipulative de-
signs and recognising them as problematic are not the same. These results seem to be a practical
manifestation of the experience of manipulative designs as an invisible phenomenon [70] and
that resonates with previous studies. M. Bhoot et al. [52] relate the level of frustration, and the
frequency of occurrence showed to be a predictor for manipulative designs identification [52]. In
that study, participants declare they are not tricked, yet unable to identify manipulative designs,
resonating with Bongard-Blanchy et al. [10] and Di Geronimo et al. [19] studies. This idea is crucial
for the research community on manipulative designs, and it should be taken into account when
considering studying users’ experiences and behaviours caused by manipulative designs.

5.2 Information and Resistance: The Knowledge Paradox

One of the strategies that participants report to prevent the effects from manipulative designs is
using information to make decisions. As part of that responsibility they believe they hold, users
feel that the more (or better) they read — or if the application provides more (understandable)
information — the better they could resist manipulative designs. Prior work already hints at this idea
of gaining agency and self-efficacy through the use of information. In testing different interventions
to prevent manipulative practices, Schifer et al. [75] quantifies the sense of agency expressed by
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participants who are concerned about lacking agency when presented with interventions. This
resonates with the participants in this study, who demand the need for “reject” buttons and other
interface elements that give them control. With that underlying assumption, some studies argue for
increasing the knowledge of users. Tjostheim et al. [81] have tried to use board games to increase
knowledge on manipulative design, which proved not effective, and Chen et al. [15] have designed
an intervention to provide more information about the manipulative design during the interaction,
which proved to be effective for reducing consent on cookie banners.

Building on theories of protection, there is an assumption that if users’ knowledge about ma-
nipulation increases, the appraisal would also increase, triggering protection for users. With this
rationale, Strycharz et al. [80] show how more information did not affect the user’s decisions when
opting out of personalisation and Kliitsch et al. [45] did not find a relationship between providing
more knowledge within the interaction and cookie acceptance in the presence of manipulative
designs. Although the present study does not claim any generalisability, the results showed that
none of the participants understood they were selecting a more expensive option when selecting a
flight, which is in line with existing literature. Berens et al. [5] shows in a controlled experiment on
cookie consent banners how the information provided in the banner did not influence its acceptance,
resonating with previous literature on the topic [48, 49]. Participants show paradoxical behaviour;
they demand more information that later on does not seem to be relevant to the interaction.

The experiences of resistance described in the results resonate with several studies that have
analysed the different barriers on users’ journeys for newspaper subscription cancellation [77],
social network cancellation [74], or e-commerce websites [59]. Participants experience and endure
harm, yet accepting these mechanisms, believing themselves capable of withstanding them. Looking
at theories of motivation [18], it seems that users have a sense of competence over the interaction
when they face a manipulative design in which trust plays an important role, resonating with
the results from Gray et al. [29]. When participants say they trust instances with manipulative
designs and that they would not feel prey, it is because those specific providers manage to fulfil
their needs until the harm comes, but it is a feeling of false agency. Prior work theorised about the
feeling of false agency [76], which is now emerging from users’ data. In this way, by understanding
users’ perceptions of manipulation and their associated challenges around users’ agency, this paper
presents a first approximation of what resistance means for users in situations of vulnerability.

Providing more knowledge to users about the existence of manipulative practices so they are
better equipped to protect themselves is extended among scholars and policymakers [42, 53, 61,
76, 79, 81], but also contested. The idea of “data literacy” or “manipulation literacy” [53, 64, 89]
— as a way to address the problem of online manipulation — embodies risks. As pointed out by
Pangrazio and Sefton-Green [64], interventions that aim to increase literacy appear when regulators
opt by providing control through users’ online interactions. Therefore, if users cannot protect
themselves because, as seen in the results, they feel there is nothing they can do, or they find an
excessive burden related to socio-technical conditions, there is a victim-blaming logic that poses
the responsibility on them [56]. For this reason, I want to invite the community to rethink what it
is that we should make users aware of: the logic of the data economy system, rather than the mere
recognition of individual manipulative designs.

This knowledge paradox is also relevant given the idea of tangible harms presented in Section
4.2. Users would not protect themselves against those intangible harms, but — given information
is not always the solution — how can the HCI, CSCW, and design community contribute to this
end with their interventions? This question opens opportunities to explore what potential design
interventions could look like beyond providing users with additional information: designers and
HCI scholars can further investigate how changing users’ perceptions of the system as a whole and
the opportunities for action within it can reduce risk of harm.
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5.3 The Relationship Between Manipulation Resistance and Inequalities

Approaching vulnerability as relational provided the opportunity to elicit mediating aspects of
the socio-economic and contextual factors shaping users’ relationships with manipulative designs:
participants interact with manipulative designs in relation to their circumstances, not in a vacuum.
The findings show how contextual and personal conditions of users — e.g. loneliness, impulsivity,
economic situation or perception of consequences — mediate the harm coming from manipula-
tive designs. These results resonate with theories of socio-digital inequalities that explain how
socioeconomic conditions impact the way users are able to acquire digital skills [20, 24, 38—41, 86].

This relationship with the users’ socio-economic position is noticeable when developing coping
mechanisms. While this study does not show a comprehensive representation of strategies, nor can
it establish any comparisons among other populations, the findings show that coping by disengaging
from the platform may be a consequence of not feeling capable of conducting a task online or not
being able to recover from harm. Conditions of socio-digital vulnerability make users perceive
themselves as lacking resources, which puts them in more harmful positions and excludes them
from the digital system. This, ultimately, may reinforce the inequalities that put them in this
position in the first place [39-41]. As an example of this, a user could potentially find themselves
in a new country where they are unfamiliar with the system or the language to exercise their
rights, contributing to a feeling of being incapable to protect themselves. Similarly, users in more
precarious positions may find themselves forced to prioritise economic incentives over privacy or
well-being. This, added to a lack of social support, can exacerbate this dynamic and its consequences.

Similarly, the idea of resilience mechanisms as a coping strategy also comes from the users’
self-perceptions and resources for resistance. Therefore, a potential starting point to design counter-
interventions that account for vulnerability is to leverage users’ strengths and resources to increase
their resilience. While this study found some mechanisms of resilience, it is still an open opportunity
for future work to understand what specific resources are associated to users’ vulnerability.

This paper highlights the value of looking at manipulative designs through the lenses of vul-
nerability and socio-digital inequalities and poses the question how interaction design can help
to mitigate socio-digital inequalities by design. This discussion, therefore, showcases different
challenges for the design, HCI, and CSCW communities to help move forward the protection of
users by design and through design:

e How can design scholars and practitioners help users exit the state of habituation, to prevent
them from being harmed by manipulative design?

e How can design researchers better investigate interactions with manipulative designs when
there is a difference between perceiving and recognising manipulative practices for users?

e How can interventions promote awareness through users’ everyday interactions, instead of
decontextualised educational interventions? How can users’ awareness be increased when
more information per se does not necessarily work to promote agency?

e How can we help users leverage their existing resources in resisting manipulation, instead of
requiring them to acquire new ‘universal’ protection mechanisms?

5.4 Limitations and Future Work

This study presents some limitations in its design. Given the nature of the study, it was expected
that participants would bring usability issues during the interview, which was a limitation for
the subsequent data analysis. I tried to overcome such limitations by laddering different critical
incidents. While the initial introductory question was meant to elicit incidents during participants’
online interactions, the interview guide would ladder into moments in which users might have felt
deceived and, ultimately, manipulated.
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This study was designed under the assumption that the more familiar participants are with
the website, the easier the manipulative designs are to circumvent. Therefore, presenting diverse
websites would allow me to see the cases in which participants have adapted versus those in which
they did not have time to adapt to unfamiliar websites. This study does not present any experimental
setting, so there was no quantification of such a phenomenon. The extent to which participants
were acquainted with the applications provided could limit the results — i.e. participants did not
often buy flight tickets and felt limited in their interaction with such platforms. I tried to overcome
this limitation by choosing two tasks in which one scenario would be familiar to them — i.e. the
fast-fashion website, which was very popular among participants.

While data triangulation was conducted to provide a variety of entry points to understand
situated experiences with manipulative designs, the fact that participants were shown static images
rather than an immersive website or application limits the data provenance. Similarly, the interactive
tasks and the probes were conducted and shown in the desktop versions instead of the mobile phone
ones, which could also limit data provenance since participants were generally more acquainted
with mobile platforms. In turn, this offers new opportunities for research that take into account
the differences in experiences in a multi-modality approach. A limited set of literature explores
manipulative instances in mobile applications [19, 33], and preliminary findings indicate differences
in behaviours in the presence of manipulative designs depending on the device [6, 87]. The digital
skills self-reported by participants presented higher than expected, especially in areas like content
creation or operational aspects. Yet, in light of the interviews and conversations with social educators
from the NGO, there are reasons to believe that social desirability played an important role in
participants’ answers. In the same way, some of the skills in this scale could be differently interpreted
by mobile users. For instance, editing videos in light of [86] relates to advanced video editing tools
like Photoshop, while a current mobile and social media user can understand the question through
the frame of using a TikTok plugin. Furthermore, the used scale may be limited in reporting digital
skills that actually translate into resistance and mobile skills.

Digital skills and resistance to manipulative designs, may not only be determined by socio-
economic aspects. This presents opportunities for further investigation, such as expanding on
different aspects of vulnerability to manipulative designs, which are still needed in the literature;
as well as the implications of digital skills beyond the socio-economic perspective. Similarly, this
invites for future work around the exploration of the “knowledge paradox" (See Section 5.2) as
an opportunity to expand the existing incipient works on counter-measures [1, 73, 75]. Given the
qualitative nature of the study design, this study is limited when it comes to establishing comparisons
among user groups. Yet, through its qualitative insights, this study opens the opportunity for the
community to investigate how digital skills can relate to experiences with manipulative designs in
a large-scale study which would allow for comparison among different groups.

6 Conclusion

This study aimed to understand the experiences of users in situations of vulnerability, particularly
those in need of digital skills with manipulative designs. By understanding their perceptions of
manipulation and coping strategies, I have outlined the problems that the normalisation of these
practices brings. This paper sheds light on the problem of recognition in opposition to the perception
of manipulative designs and what that means for the set of actors that try to fight these designs. By
reflecting on these experiences, this paper deepens understanding of the idea of agency, resistance
and self-efficacy among users in situations of vulnerability. It, therefore, helps to unveil what
resistance means for users in situations of vulnerability and opens spaces for new perspectives in
the study of manipulative designs.
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A Appendix
ID | Group| Age| Gender | Country | Education SES| Device
of origin
1 A 26 | Female Colombia | Secondary education (A-| 3 Laptop
levels)
2 A 19 | Female Poland Secondary Education 7 Mobile
phone
3 B 19 | Female Spain Primary education 6 Mobile
phone
4 B 21 | Male Mexico Secondary Education (A-| 8 Mobile
levels) phone
5 A 24 | Male - Secondary education (A-| 4 Mobile
levels) phone
6 B 19 | Female Spain Primary education 3 Mobile
phone
7 B 21 | Male Morocco Primary education 5 Mobile
phone
8 B 27 | Female Bangladesh | Secondary education (A-| 5 Mobile
levels) phone
9 B 23 | Female Romania Primary education 4 Mobile
phone
10 | A 17 | Female Spain Secondary education 6 Mobile
phone
1 | B 24 | Male Venezuela | Secondary education 4 Mobile
phone
12 | B 23 | Female Equatorial | Secondary education 4 Mobile
Guinea phone
13 | A 23 | Male Bolivia Secondary education 5 Mobile
phone
14 | A 17 | Male Spain Secondary education 6 Mobile
phone
15 | A 24 | Female Venezuela | Secondary education (A-| 7 Mobile
levels) phone
16 | A 21 | Female Venezuela | Applied Bachelors 7 Mobile
phone
17 | A 28 | Female Dominican | Primary education 3 Mobile
Republic phone
18 | A 18 | Female - Secondary education 3 Mobile
phone
19 | A 21 | Female Honduras | Secondary education (A-| 5 Mobile
levels) phone

Table 3. Description of self-reported demographic data. More information can be found in Appendix. For self-
reported education, participants were asked to mention the highest level of education achieved. Participants
rated their self-reported socio-economic status (SES) on a socio-economic scale, from 1 (lowest) to 10 (highest).
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Box Plot for Digital Skills
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Question Mean | Std dev
Operational skills 6,17 1,23
OPE1 I know how to open files that I have downloaded 3,81 2,37
OPE2 I know how to download or save a photo that I found | 6,33 1,52
online

OPE3 I know how to use keyboard shortcuts (e.g., Ctrl-C to | 5,78 1,89
copy, Ctrl-V to paste)

OPE4 I know how to complete online forms 5,82 1,74
OPES5 I know how to bookmark a website 5,55 2,14
OPE6 I know how to connect to a WiFI network 6,63 1,05
OPE7 I know how to open a new tab in a web browser 6,43 1,43
Informational skills 5,17 1,35
INFO1 It’s easy for me to decide which are the best keywords | 5,24 1,85
to use for an online search

INFO2 It’s easy for me to find a website that I have previously | 6,06 1,59
visited

INFO3 I enjoy searching for information on the Internet 6,30 1,07
INFO4 Sometimes I end up on websites without knowing exactly | 4,88 2,47
how I got there

INFOS5 It’s easy for me to recognize how accurate the informa- | 5,52 1,71
tion I find on the Internet is

INFO6 I think the way some websites are designed is confusing | 4,94 1,98
INFO?7 I should take a course about how to search online infor- | 4,63 2,31
mation

Social skills 5,84 1,30
SOC1 I know what type of information I should/should not | 5,73 2,02
share online

SOC2Iknow when I should/should not share information online | 5,85 1,61
SOC3 I am careful to ensure that my comments and behaviours | 5,94 1,79
are appropriate for each situation I encounter online

SOC4 I know how to change who I share online content with | 5,82 1,96
(e.g., friends, friends of friends, or the public)

SOC5 I am concerned my behaviours and comments online are | 5,55 1,69
suitable for each situation I encounter

SOC6 I know how to change who can see my information from | 5,42 2,33
a social network

SOC7 I know how to remove friends from my contact lists 6,70 0,82

Table 4. Mean and standard deviation of self-reported digital skills by question and domain. Participants
were asked "Think about the times you are on the Internet. From 1 to 7, to what extent do you agree with
these statements?"
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Question Mean | Std dev
Creative skills 4,95 1,69
CREAT1 I know how to create and upload content to the internet | 5,85 1,93
CREAT?2 I know how to create something new from images, | 5,52 2,14
songs and videos I find online

CREAT3 I know how to design a website 3,87 2,42
CREAT4 I know how to make basic changes to the content | 5,18 1,74
others have created (e.g. edit a picture)

CREATS5 I know how to recognise the different types of licenses | 4,58 2,43

for content, software and internet applications (e.g. copyright,
freeware, etc.)

CREAT6 I would feel safe when uploading videos I had created | 5,06 2,33
to the Internet

Mobile skills 6,13 1,11
MOB1 I know how to buy or pay for an app from my mobile | 6,33 1,50
phone

MOB2 I know how to install apps on a mobile phone 6,73 0,76
MOB3 I know how to manage the costs of Internet usage on | 5,33 2,11

my mobile phone

Table 5. Mean and standard deviation of self-reported digital skills by question and domain (I1)
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