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When DNSSEC was standardized, operators had the choice of
just three algorithms to sign their domains with. Over the past
15 years, 9 new algorithms were added and 5 were deprecated [69].
New algorithms can replace insecure algorithms, or have more
attractive attributes, like smaller keys and signatures. Algorithm
agility has been achieved, if this replacement can be carried out
easily, according to RFC 7696 [27].
As in other Internet protocols, algorithm agility in DNSSEC is
crucial, because we do not know how fast attacks on cryptographic
algorithms evolve, only that, at some point, algorithms will be broken [27]. This becomes even more urgent with the rise of quantum
computers [8]. Even though it is still not clear, when quantum computers will become generally available, they do have the potential to
break all current algorithms used in DNSSEC. Then, it becomes crucial to replace vulnerable algorithms by quantum-safe algorithms
easily and fast.
In DNSSEC, introducing new algorithms and replacing existing
ones is a four-stage process and we explain it in more detail in
Section 2.2: (1) standardization at the Internet Engineering Task
Force (IETF), (2) implementation in software and at entities responsible for registering and publishing domain names, (3) deploying
algorithms at domain names and rolling out validating resolvers,
and (4) deprecating insecure algorithms.
In this work, we analyze the full algorithm life cycle to answer
the question: Has DNSSEC achieved algorithm agility? We find both
barriers, which make algorithm adoption harder and drivers, that
make it easier to adopt new algorithms. Using a mix of passive and
active measurements, and anecdotal evidence we show that:
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cryptography. Advances in both cryptography and cryptanalysis
make it necessary to deploy new algorithms in DNSSEC, as well as
deprecate those with weakened security. If this process is easy, then
the protocol has achieved what the IETF terms “algorithm agility”.
In this paper, we study the lifetime of algorithms for DNSSEC.
This includes: (i) standardizing the algorithm, (ii) implementing
support in DNS software, (iii) deploying new algorithms at domains
and recursive resolvers, and (iv) replacing deprecated algorithms.
Using data from more than 6.7 million signed domains and over
10,000 vantage points in the DNS, combined with qualitative studies, we show that DNSSEC has only partially achieved algorithm
agility. Standardizing new algorithms and deprecating insecure
ones can take years. We highlight the main barriers for getting new
algorithms deployed, but also discuss success factors. This study
provides key insights to take into account when new algorithms
are introduced, for example when the Internet must transition to
quantum-safe public key cryptography.
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(i) Standardizing new algorithms is typically takes several years.
(ii) Support (1) in software of new algorithms is often held back
by the lack of support in cryptographic libraries or their
distribution in operating systems; and (2) registries and registrars can have a positive impact on algorithm deployment.
(iii) Deployment of new algorithms (1) on authoritative servers
(i.e., signing DNS records) is mainly driven by domain names
that have not deployed DNSSEC before, rolling from a deprecated to a new algorithm happens rarely; and (2) on resolvers (i.e., validating DNS records) is mainly driven by
large providers.
(iv) Deprecation and Replacement of insecure algorithms at domains and resolvers is a multi-year effort.

INTRODUCTION

The DNS Security Extensions (DNSSEC) add integrity and authenticity to the DNS [1]. Operators of domain names like example.com
can attest with DNSSEC that information, such as an IP address,
is actually associated with their domain. Clients that validate this
information can detect whether data has been tampered with. By
May 2020, over 7.4M domain names have deployed DNSSEC [63].
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In the remainder of this paper we first describe the background
of DNSSEC and the algorithm life cycle in more detail (Section 2).
Section 3 discusses related work. We describe our data sets in Section 4. Then, our analysis is split into four parts. First, we analyze
the process for standardizing new algorithms in Section 5. Next,
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Figure 1: DNSSEC Trust Chain

Figure 2: Signed domains per algorithm and TLD

we describe, how well software, registries and registrars support
algorithms (Section 6). Then, we analyze their deployment at domain names (Section 7.1), and at resolvers (Section 7.2). Finally, we
analyze the deprecation and replacement of algorithms in Section 8.
To conclude, we discuss to what extent DNSSEC has achieved algorithm agility and where there is room for improvement (Section 9).

they need to rely on their registrar. In any case, the registrar relays
their public key to the registry.

2.2
2

BACKGROUND

We first explain the necessary components of the DNS and DNSSEC
involved when introducing or revoking an algorithm. Then, we
describe the process itself.

2.1

DNSSEC Algorithms

DNS operators can currently choose between 12 different algorithms to sign their domain names (top of Table 1), and 4 hashing
algorithms are standardized to calculate the hash of the key in the
DS record (bottom). Algorithms are identified (left column) by a
number, which is used by DNS software in DNSSEC-specific resource records. Throughout this paper, we use names to refer to an
algorithm. To ensure interoperability, RFC 8624 [69] specifies which
algorithms software needs to support. The document differentiates
between signing and validation and currently gives guidelines ranging from MUST NOT, NOT RECOMMENDED, MAY, RECOMMENDED to MUST.
Table 1 lists these as well. In case a resolver does not support an
algorithm, it should treat the RR as insecure [2]. Figure 2 shows a
breakdown of the signing algorithms used in the five TLDs we analyse in this paper for May 2020. This reveals that some algorithms
are preferentially used and the usages also differ across TLDs. We
will dig deeper and attempt to explain these phenomena in the
remainder of this paper.
The life cycle of DNSSEC algorithms consists of:

The DNS Components

2.1.1 DNS and DNSSEC. Before users can visit the website of
www.example.com. their computers must first resolve the corresponding IP address. To retrieve the IP, users rely on recursive
resolvers, often located at their Internet service provider or at cloud
providers. The resolvers query the authoritative name servers of
example.com, where the IP is published in a resource record (RR).
The DNS is a hierarchical naming system, where different name
servers are authoritative for every part of the domain name
(example, com, and the root ‘.’).
Without DNSSEC, resolvers cannot verify whether the received
information is correct. With DNSSEC, domain name operators can
sign the RRs of their domain name using public key cryptography.
To do so, they have different cryptographic algorithms at their
disposal. The signatures and the public key are then published
together with the actual information in additional RRSIG (RRset
Signature) and DNSKEY RRs.
To avoid resolvers from having to trust every single public key,
the DNS root and the top level domains (TLD) like .com are also
signed. The root zone signs a hash of the public key of .com and publishes it together with the signature. The authoritative name servers
of .com in turn sign the public key of example.com and publish the
corresponding hash in a delegation-signer record (DS). This creates
a chain of trust between the public key of the root and the key of
example.com (Figure 1). For administrative reasons, operators can
create a Key Signing Key (KSK) which signs a Zone Signing Key
(ZSK). Once a resolver has fetched all necessary records it can validate the signatures. Incorrect signatures are considered bogus and
unsigned records insecure.

(i) Standardization: An Internet Draft needs to be standardized
in the IETF. It specifies parameters and RR format to be used
as well as the algorithm identifier.
(ii) Support: Software, responsible for signing RRs must support
the new algorithm and resolvers need to be able to validate
the signatures. Also, the new signatures and keys need to be
published at the name servers of the domain itself and a DS
record needs to be published at the parent domain (.com in
case of example.com).
(iii) Deployment: When the software and the registration channels support the new algorithms, domain names can be
signed. Resolvers that have been updated will then also treat
the new signatures as secure.
(iv) Deprecation and Replacement: Algorithms are deprecated because they are not considered secure enough. RFC 8624 [69]
defines which algorithms should not be used anymore. DNS
operators that still rely on deprecated algorithms for signing should replace these. This algorithm rollover needs to be
carried out carefully. If not, resolvers could fail to validate
the signatures and could consider the RR bogus [40, 51].

2.1.2 Domain Administration. Domain name owners (registrants)
buy their domain names at registrars which in turn are connected
to registries, which administer TLDs. If registrants run their own
name servers they can sign their records themselves. Otherwise,
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1
3
5
6
7
8
10
12
13
14
15
16

RSAMD5 [16]
DSA [65]✝
RSASHA1 [16]✝
DSA-NSEC3-SHA1 [43]✝
RSASHA1-NSEC3-SHA1 [43]✝
RSASHA256 [37]
RSASHA512 [37]
ECC-GOST [15]✝
ECDSAP256SHA256 [24]
ECDSAP384SHA384 [24]
ED25519 [60]
ED448 [60]

Aug. 2000
Sep. 1997
Aug. 2000
Jan. 2005
Jan. 2005
Feb. 2006
Feb. 2006
Apr. 2009
Jan. 2011
Jan. 2011
Jul. 2015
Jul. 2015

May 2001
May 2004
May 2001
Mar. 2008
Mar. 2008
Oct. 2009
Oct. 2009
Jul. 2010
Apr. 2012
Apr. 2012
Apr. 2017
Apr. 2017

273
546
273
1520
1520
1338
1338
456
456
456
581
581

MUST NOT
MUST NOT
NOT RECOMMENDED
MUST NOT
NOT RECOMMENDED
MUST
NOT RECOMMENDED
MUST NOT
MUST
MAY
RECOMMENDED
MAY

MUST NOT
MUST NOT
MUST
MUST NOT
MUST
MUST
MUST
MAY
MUST
RECOMMENDED
RECOMMENDED
RECOMMENDED

DS alg.

The Reality of Algorithm Agility

1
2
3
4

SHA-1 [20]
SHA-256 [23]
GOST R 34.11-94 [15]
SHA-384 [24]

May 2001
Nov. 2005
Apr. 2009
Jan. 2011

Dec. 2003
May 2006
Jun. 2010
Apr. 2012

944
181
456
456

MUST NOT
MUST
MUST NOT
MAY

MUST
MUST
MAY
RECOMMENDED

Table 1: Algorithms standardized for the use in DNSSEC. Recommendations from RFC 8624 [69]. Algorithms marked with ✝
are not recommended or strongly not recommend since 2019-06-11.

3

Support. We analyze the algorithm support of DNS software of
eight signers/authoritative name servers and recursive resolvers
(see Table 2). All of them are open source, which allows us to study
release notes and change logs. The most popular of them, BIND, has
a market share of more than 50% according to some reports [29].
We further assess the algorithm support for 20 registrars by registering a domain ourselves. For the support at registries, we carry
out a survey among registries of (European) country code TLDs,
responsible for managing 15 different TLDs. The survey can be
found here [50].

RELATED WORK

York et al. [71] were the first to look at algorithm agility in DNSSEC
and worked on an informational draft in the IETF where they identify aspects of DNS infrastructure that need to be upgraded to cope
with new algorithms. Chung et al. [9] look at the influence of registrars on DNSSEC deployment in general. They find that a few
registrars are responsible for driving DNSSEC deployment but can
also create barriers. Le et al. [44] analyze the quality of DNSSEC
deployments. They find that often insecure algorithms are deployed.
A 2016 study by Van Rijswijk-Deij et al. [62] analyses early deployment of ECDSA. Finally, in recent work Müller et al. [48] perform
a case study of the feasibility of using quantum-safe cryptographic
algorithms in DNSSEC.
In this paper we are the first to look at the complete life cycle
of DNSSEC algorithms. We look at the aspects of algorithm deployment, as identified by York et al. [71], and extend this work
by analyzing real world data. Like Van Rijswijk-Deij et al. [62], we
rely on data collected by the OpenINTEL DNS measurement platform [63], which now covers more than five years (see Section 4).
This allows us to study the adoption and deprecation of additional
algorithms compared to [62]. We carry out additional active measurements, providing a new perspective on algorithm deployment.
Thereby, our paper has a similar focus as work by Kotzias et al. [41].
They show how TLS deployments and cipher suites have changed
over several years. In Section 9, we compare their findings in TLS
with our findings in DNSSEC.

4

Signing. To study the deployment of algorithms at domain names
we rely on the daily, active, DNS measurements of OpenINTEL [63].
Among others, OpenINTEL queries daily for DNSKEY and DS RRs
of all .com, .net and .org domains from March 2015 and .nl
and .se from mid 2016. Together, these cover 6.7M signed domain
names and roughly 45% of domains overall [70]. We focus on these
TLDs because we measure them for up to 5 years and because
the ccTLDs .nl and .se have the highest share of signed domain
names. Additionally, we rely on archives of the root zone. From
2010 to 2014, we study our own daily copies, from the end of 2014
we rely on a public archive [17].
Validation. We measure the uptake of DNSSEC validation with
RIPE Atlas [56], querying domain names under our control using
their pre-configured resolvers. RIPE Atlas is a global measurement
network with over 11,000 small devices called probes and over
650 larger devices called anchors. These vantage points are spread
across around 9,000 Autonomous Systems. Our domains are signed
with different algorithms and depending on the response we receive
from the resolver we can determine the algorithms it supports. We
receive responses from more than 20,000 unique IP addresses. Our
measurements start in April 2017 and run every hour. We describe
the details of our measurements in Section 7.2.

DATASETS

In this paper, we rely on active and passive measurements as well
as qualitative studies, which we discuss below:
Standardization. We study IETF mailing lists [35], combined with
first-hand experience [57]. Our goal is to find anecdotal evidence
that allows us to identify success-factors for, and barriers to algorithm deployment.
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Ethical Considerations. Our data sets do not contain personal
information. Our active measurements are carried out in cooperation with RIPE and are in line with their ethical guidelines [39].
Furthermore, rather than performing our own measurements, we
re-use data collected by the OpenINTEL project [63].

5

this paper. For example, missing software support and the fact that
it does not outperform existing algorithms (e.g. in terms of signing speed or signature size) is criticized [5]. As another example,
DSA-SHA2 was not adopted by the working group since there was
little interest, as the existing DSA was not used much. The working
group members preferred to either use RSA or work on ECDSA.
The proposal expired without much further discussion [18].

ALGORITHM STANDARDIZATION

We begin our study of the algorithm life-cycle by looking at the
standardization of new algorithms. Most notably, we discuss the
reasons why certain algorithms were standardized and others were
not, by looking at several proposals for standardization and their
outcome. This provides additional insight into the potential barriers
new algorithm proposals may encounter in the standardization
process. The general process of standardization is explained in
more detail in [6].

5.1

Timing. Even though an algorithm can be widely used outside of
DNSSEC, the working group might still not adopt it due to different
priorities. At the time of its initial proposal, SHA256 itself was
widely available, so implementation would not be a blocking issue
for adoption. However, the question was raised whether it was the
right time to add additional algorithms to DNSSEC. The consensus
of the working group was to suspend work on the standardization
of SHA256, and first focus on other DNSSEC-related work [4]. The
initial proposal expired on September 30, 2006.

Process

Unrelated design choices. The standardization of algorithms can
also be blocked by issues unrelated to the algorithm itself. A second
proposal to standardize SHA256 was submitted in December 2007.
Over the year that followed, most of the discussion was not centered
on RSA or SHA256 itself, but on a new method to prove denial-ofexistence (NSEC3 [43]). Due to historic reasons, whether or not
NSEC3 is used in a zone was signaled by using a separate DNSSEC
algorithm identifier until that point, such as 7 for RSA-SHA1 with
NSEC3 (as opposed to 5 for RSA-SHA1 with NSEC). After much
discussion, the consensus of the working group was that support
for RSA-SHA256 —and subsequent new algorithms— would also
imply support for NSEC3, meaning that NSEC3 could be used in
a zone without separate signaling. This historical anecdote also
explains the two missing algorithm identifiers, 9 and 11, in Table 1;
because at first SHA256/SHA512 with NSEC3 required a separate
identifier, algorithm numbers 9 and 11 are marked as reserved [30]
to this day.

The choice of introducing a new DNSSEC algorithm falls to the
relevant IETF Working Group, and is determined by consensus.
This process is started by a working group member submitting a
proposal for standardization, in the form of an Internet Draft with
an initial specification of how to use the new algorithm. Working
group members then discuss the proposal and determine whether
it will be adopted by the working group.
After adoption, the details of the draft are discussed. If working
group consensus is reached, a working group last call is issued. If no
issues are raised during a last call, a formal request for publication
of the draft is made. After that, the document is evaluated by an
IETF Area Director, sent out for another last call in the wider IETF
community, and reviewed by the IESG. Finally, the proposal is
reviewed by the RFC Editor for wording and consistency, and after
that, is published as an RFC [32].

5.2

Barriers

Takeaways for future algorithms. Every algorithm is different,
which makes it hard to draw general conclusions. Still, from our
observations we see that algorithms that do not outperform existing
algorithms, e.g. in terms of signature size or better security, have
a harder time getting standardized. Sufficient software support is
recommended and national algorithms are met with some skepticism. Meanwhile, DNSSEC itself has matured such that changes
in the design of the protocol are likely not a barrier for algorithm
standardization anymore.

This process usually takes around one year and Table 1 shows
the duration for standardized algorithms. In some cases, however,
algorithms never get standardized or standardization takes several
years. This is caused by several barriers.
National Cryptographic Algorithms. Some proposed algorithms
are developed by nation-states. For example, the GOST standards
have their origin in the Soviet Union. A proposal to standardize
the GOST algorithm for DNSSEC was adopted despite known theoretical attacks [46, 47], and despite the fact that at that time, the
only available specification was in Russian. The consensus of the
working group was that, as an important national cryptographic algorithm, the use of GOST should be standardized. An English translation was published during the standardization process, and the
requirement in the proposal was changed from ’RECOMMENDED
(to implement)’ to ’MAY (optional)’ [57].

6

ALGORITHM SUPPORT

After standardization of an algorithm, the software responsible
for creating and validating signatures must adopt the algorithm.
Also, the entities responsible for registering domain names and
propagating key material must be able to process the new keys
and signatures. In this section, we show how both affect algorithm
adoption.

Necessity and Support. Algorithms that should get standardized
for DNSSEC need to be an improvement to existing ones and supported in software. In 2019, a year after the deprecation of GOST, a
proposal was submitted to update the use of GOST to the revised
GOST-2012. The draft update has been adopted by the working
group but controversies are under discussion at the time of writing

6.1

Software

Three different requirements need to be met such that an algorithm is fully supported in software: (i) the DNS software, used
to create and validate signatures, needs to support the algorithm,
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Software

OpenSSL

BIND 9
Knot Resolver
Knot DNS
LDNS
OpenDNSSEC
PowerDNS Auth. Server
PowerDNS Recursor
Unbound

✓*

GnuTLS

Libsodium

Libdecaf

Botan

✓*
✓*
✓*
✓*
✓*
✓*
✓*

✓*
✓
✓

✓
✓

Task

ECDSAP256 (Days)

ED25519

S,V
V
S
S
S
S
V
V

2012-10-09 (179)
(at release 2016-05-30)
(at release 2016-05-30)
2012-05-21 (38)
2017-02-22 (1,776)
2016-07-11 (1,550)
2017-11-27 (2,054)
2012-04-13 (0)

2018-01-23 (343)
2017-09-29 (227)
2017-09-29 (227)
2019-07-26 (892)
—
2017-06-23 (129)
2017-06-13 (119)
2017-05-30 (105)

Table 2: Popular software used for signing (S) and validation (V ), their supported cryptographic libraries (*Default) and their
support of ECDSAP256 and ED25519 (days after standardization).

(ii) cryptographic libraries must support the algorithm, and (iii) it
must be possible to install both components (signer software and
cryptographic library) on an operating system. We discuss how
long it took until each of these three components supported the
algorithms ECDSAP256 and ECDSAP384, and ED25519 and ED448.
Also, we show if deprecated algorithms are still supported.

6.1.2 Cryptographic Libraries. Algorithm support in DNS software
relies on the use of cryptographic libraries. The majority of DNS
implementations automatically uses OpenSSL for cryptographic
operations if detected (see Table 2). Libraries such as libsodium and
libdecaf provide additional algorithm support for some software.
Libraries do not need to support new algorithms in order for
them to be standardized for DNSSEC or vice versa. Whereas all
major libraries supported ECDSA already before it was standardized
for DNSSEC, ED25519 and ED448 were only supported after the
RFC was published. Also, OpenSSL stopped supporting GOST two
years prior to its deprecation in the IETF, but GnuTLS only started
supporting GOST one year before its deprecation.
In case of ED25519 end ED448, libraries that supported these
algorithms did exist prior to standardization. The initial releases
of libdecaf and libsodium were in 2013 and 2014 respectively [11,
22]. Both of these libraries, however, typically need to be installed
manually by operators (i.e., are not part of default OS installations).

6.1.1 DNS Software. DNS software usually is either responsible
for signing, and possibly serving DNS zone files, or for resolving
domain names and validating the signatures. Authoritative name
servers, in principle only need to publish a record, and do not
need an understanding of the underlying cryptographic functions.
Table 2 lists 8 common open source DNS implementations and the
tasks they fulfill.
Unbound and LDNS supported ECDSAP256 within a few weeks
and BIND9 followed within a few months, but for other software it
took up to 5 years. In the former case, Unbound already provided
running code during the algorithm standardization process [52] and
one of the developers co-authored the standard [24]. This could have
sped up its support. The resolver PowerDNS did support ECDSA
before 2017 but relied on a cryptographic library which had to be
installed manually. When PowerDNS Authoritative Server added
support for ECDSA out of the box it also started using ECDSAP256
for signing by default [54].
By May 2020, all but one signer implementation support ED25519.
All popular resolvers added support within a year after standardization. Even though every implementation supports the stronger version of ECDSAP256 (ECDSAP384), the stronger version of ED25519
(ED448) is not supported by Knot and PowerDNS requires an additional library. Software vendors might skip implementation of
ED448 since it is expected that ED25519 will become the recommended default [69].
Support of deprecated algorithms varies between DNS software.
Unbound added the option to treat SHA-1 based algorithms as insecure in 2017 [52]. BIND9 and the name server of PowerDNS
removed support for GOST in 2019 and 2020 respectively [36, 55].
BIND9 additionally removed support for DSA and DSA-NSEC3SHA1 in the same version. From then on, the software treats these
algorithms as insecure. From our own experience 1 we know that
support in libraries and RFC recommendations play an important
role when deciding which algorithm should be supported.
1 Some

6.1.3 Operating Systems. The software and libraries discussed
above can be installed manually or can be downloaded as a package.
Since the latter approach is much more convenient, we assume
most operators prefer it to manually compiling and installing DNS
software. To understand how long it takes until operating systems
provide DNS software supporting the different algorithms of-theshelf, we look at two popular operating systems with different
software management approaches: Ubuntu and OpenBSD.
The versions of software shipped with a particular Ubuntu release is not usually updated [7] and for stability reasons, operators
prefer releases with long-term support (LTS). In case of ED25519,
this meant that even though all popular DNS software in Ubuntu
18.04 LTS already supported the algorithm, the OpenSSL version
did not. It required a stable release update for OpenSSL late 2019 for
full algorithm support – more than 2.5 years after standardization.
In contrast, in OpenBSD new software releases are added when
the corresponding package is updated by its maintainer [26]. Therefore, OpenBSD users generally receive software updates faster,
including support for new algorithms.

6.2

Registration Ecosystem

Besides DNS software, the parties involved in publishing the DNSSEC
records must also support new algorithms. The registrar needs to be
able to upload the DNSKEY record or the DS record to the registry
and the registry must be able to publish the DS record.

of our authors work for NLnet Labs, the developers of Unbound and NSD.
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Default

DS

(Authoritative Nameservers)
Alibaba (hichina.com)
GoDaddy (domaincontrol.com)
NameCheap (r...-servers.com)
Google (googledomains.com)
OVH (ovh.net)
1AND1 (1and1)
Network Solution (worldnic.com)
NameBright (namebrightdns.com)
register.com (register.com)
Amazon (aws-dns)
DreamHost (dreamhost.com)
Rightside (name.com)
eNom (name-services.com)
123-reg (123-reg.co.uk)
HostGator (hostgator.com)
Bluehost (bluehost.com)
WIX (wixdns.net)
WordPress (wordpress.com)
Yahoo (yahoo.com)
Xinnet (xincache.com)

Algorithm
13
13
13
8
7
8
✗
✗
✗
✗
✗
✗
✗
✗
✗
✗
✗
✗
✗
✗

Upload
Web
Web
Web
Web
Web
✗
Email
Email
Email
Web
Email
Web
Email
Email
Email
Email
✗
✗
✗
✗

DS Algorithm Support
RS
AM
D5
Di
ffi
eH
el
DS
lm
A
an
RS
AS
H
DS A1
AN
RS SEC
AS
3
H -SH
A
RS A1
NS 1
AS
EC
H
3RS A2
SH
AS 56
A1
H
A
EC
51
2
CG
EC OST
DS
A
EC P25
6
DS
A
ED P38
4
25
51
ED 9
44
8
PR
IV
AT
PR ED
N
IV
AT S
EO
ID

Registrar

●
●
●
✗
✗
✗
●
●
●
●
●
✗
✗
✗
✗
✗
✗
✗
✗
✗

●
●
✗
✗
✗
✗
●
●
●
●
●
✗
✗
✗
✗
✗
✗
✗
✗
✗

●
●
●
●
✗
✗
●
●
●
●
●
●
●
●
✗
✗
✗
✗
✗
✗

●
●
●
●
●
✗
●
●
●
●
●
●
●
●
●
✗
✗
✗
✗
✗

●
●
✗
●
✗
✗
●
●
●
●
●
●
●
✗
✗
✗
✗
✗
✗
✗

●
●
●
●
●
✗
●
●
●
●
●
●
●
●
✗
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Table 3: Table showing the results of our study of algorithm support for popular 20 registrars; only 6 registrars support DNSSEC
on their nameservers with 3 different algorithms, five of which (except 1AND1) also support DNSSEC when the owner is the
DNS operator by allowing the registrant to upload a DS record. 15 registrars support DNSSEC for external nameservers but
only 4 of them support all signing algorithms.
6.2.1 Registrar. Registrars play a critical role in deploying DNSSEC;
they have an almost exclusive role creating a chain of trust by uploading a DS record for a domain name to the registry.2 It is thus
crucial to understand how their signing algorithms are chosen and
what other algorithms are supported. Moreover, earlier work by
Chung et al. [9] showed that 20 out of 31 DNS operators that manage at least 54.3% of .com, .net, and .org domains are registrars3 ,
which indicates that default authoritative nameservers provided by
registrars contribute significantly to the DNS and DNSSEC ecosystem.
Registrants usually have two options for deploying DNSSEC:
they can use the default name servers provided by the registrar
(thus, the owner does not have any control over choosing algorithms) or external name servers such as the ones managed by the
domain owner or a third-party operator such as Cloudflare. For the
latter, the owners can freely choose an algorithm to sign their DNS
records, but still need to communicate with their registrar to build a
chain of trust by uploading a DS record through a web interface on
the registrar website or via an e-mail; the owners convey four fields
of the DS record to the registrar: (1) the hashing algorithm of the DS
record (i.e., the digest type of the linked KSK), (2) the digest (hash
of the linked KSK), (3) the key tag of the linked KSK, (4) algorithm
number of the linked KSK. In principle, registrants can upload any
DS record regardless of which algorithm was used for their KSK to
their registrar because (1) the key tag and algorithm number of the
linked KSK are just hints for resolvers to quickly identify the KSK

when multiple KSKs are presented and (2) the uploaded DS records
will be stored in the database of the registry, thus the registrar does
not need to store them in their name servers.4
To understand how popular registrars support DNSSEC algorithms, we first register a .com domain via the top 20 popular registrars (the same list as used by Chung et al. [9], where 50% of all
domains are registered) and examine their algorithm support both
when the registrar is the DNS operator and when the owner is the
DNS operator; Table 3 summarizes the results of this experiment.
There, we find that six registrars support DNSSEC on their
default name server, four more than reported by Chung et al. in
2017 [9]. When focusing on default algorithms that they support
on their name servers, we observe that three registrars (Alibaba,
GoDaddy, NameCheap) use ECDSAP256 and two registrars use
RSASHA256, both of which are “must implement” per the best
current practice [69]. However, we also notice that OVH still uses
RSASHA1-NSEC3-SHA1, which is known to be vulnerable to a
hash collision attack, thus not recommended for signing.
Surprisingly, when the owner is the DNS operator, we find that
not all registrars allow owners to choose any algorithm to sign
their records; only four registrars (Alibaba, Network Solutions,
Namebright, and Register.com) support all algorithms. They even
support algorithms 253 (PRIVATEDNS) and 254 (PRIVATEOID),
which are the numbers for private algorithms and will never be
assigned to a specific algorithm.
However, the other 11 registrars partially support specific algorithms, which ultimately restricts the set of algorithms that the
domain name owners can use to sign their DNS records: considering that an algorithm number in a DS record has to be matched with

2 The

CDS and CDNSKEY protocols [21, 42] allow DNS operators to upload their DS
records directly to the registry; however, even after three years since their standardization, only the .cz and .ch registries have deployed it.
3 The other 11 DNS operators are third-party DNS operators and domain parking
services, but only one DNS operator (Cloudflare) among them supports DNSSEC.

4 Registrars may want to check the validity of the uploaded DS record before forwarding

it to the registry, but a previous study showed that registrars rarely do so [9].
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the algorithm number of the corresponding KSK, limiting the pool
of algorithm numbers of a DS record can have a side effect; domain
owners may not able to freely choose an algorithm for their DNSKEY
even if they manage their own DNS authoritative servers; for example,
domain name owners who purchase domains from eNom cannot
sign their DNS records with ECDSA algorithms (i.e.,ECDSAP256
or ECDSAP384).5
We also observe that relatively new signing algorithms are rarely
supported; for example, we find that only six registrars among 15
registrars support external DS records support algorithms based
on EdDSA (ED25519 and ED448), which were standardized in
April 2017. Overall, these results signify that registrars also have a
key role for a broader adoption of newer signing algorithms.

7

ALGORITHM DEPLOYMENT

After software, registrars and registries support an algorithm, it can
be deployed at (i) signed domain names and (ii) validating resolvers.

7.1

Signing

For signing, we focus on the ECDSA-based algorithm ECDSAP256
since it is widely deployed and our data sets cover its deployment
almost entirely. ECDSA algorithms with curve P-256 and P-384
were already standardized for DNSSEC in 2012. ECDSA has smaller
signatures and keys compared to RSA while achieving a similar
security level. It is less prone to issues during transport and makes
DNSSEC less attractive for Denial of Service Attacks [64].
7.1.1 Slow Uptake. Even though signers BIND9 and LDNS already
supported ECDSAP256 in 2012, we only see 21 domains signed in
Figure 3 in 2015. By the end of 2015, 11K domain names were signed
with ECDSAP256, 98% of them operated by Cloudflare. This can
be explained by the fact that in September that year, Cloudflare
started a public beta, allowing their customers to enable DNSSEC for
their domain names using ECDSAP256 [19]. In 2016, Knot and the
authoritative name server of PowerDNS started supporting ECDSA
as well. Shortly after, the number of ECDSAP256 domains in .com
rises significantly, which can be attributed to domains operated by
domainnameshop.com.
Of the domains that were signed with ECDSAP256 by the end
of 2015 and still registered by the end of 2016, 82% were still signed
with the same algorithm. Still in 2014, reports discouraged operators
from signing with ECDSAP256 because of issues with validating
resolvers [28]. The fact that the majority of domains did not move
away from this algorithm shows these issues did not affect signed
domains in 2015 anymore.
In the same year .nl started supporting ECDSA, but initial uptake was lackluster. By the end of 2016 ECDSAP256 accounted
for just 0.2% of signed .nl domain names whereas by the end of
2015, already 1.5% of signed domains at .com, .net, .org used ECDSAP256. The most likely explanation for the slow uptake in .nl
is that operators that already had DNSSEC enabled (at that time
almost half of domains in .nl) saw no good reason to switch to a
different signing algorithm.
From 2019 ECDSAP256 domains in .com grew three times and
.se even 12 times. First, 100K domains get signed with ECDSAP256
at once in January. The vast majority (99%) of those domain names
are operated by Binero, a Swedish registrar. Also the number of
ECDSAP256 domains at .com increases by 26K – also caused by
Binero. The second jump occurs in June. Also in this case, one single
operator is responsible for 99% of new signatures (One.com). These
jumps correlate with the adjustment of the DNSSEC incentives
by the Swedish registry. Registrars already received discounts for
DNSSEC deployment [44]. But in November 2018 .se announced
that they would adjust their incentives, requiring that domains are
signed with either ECDSAP256 based algorithms, Edward Curve
based algorithms or with RSASHA256 and RSASHA512 (with an
adequate key length) [68]. On July 1, 2019, the new incentives came
into force.

6.2.2 Registry. To understand if registries have an influence on the
deployment of algorithms, we asked the members of the association
of European country code top-level domain registries, CENTR [10],
which algorithms they support. We received responses for 15 different TLDs, operated by 13 different registries. Additionally, we
know that .com and .net do not restrict the choice of algorithms.
Combining the results, four TLDs support all algorithms. One
only denies DS records with algorithm numbers 252-255, reserved
for private algorithms or for other purposes. Seven TLDs support
all recommended algorithms but not all deprecated algorithms. Five
TLDs do not support the latest algorithms ED25519 and ED448 and
one does not support algorithm ED448. Registries that limit the
number of supported algorithms, always deny GOST. Nine TLDs
also do not support algorithms DSA and DSA-NSEC3-SHA1 and
three TLDs do not support RSASHA1 and RSASHA1-NSEC3-SHA1.
Five registries that do not support ED25519 plan to support it by
the end of 2021. One registry stated the lack of debugging tools as
a reason why ED448 is not supported. This likely refers to DNSViz,
a popular tool to visualize and test DNSSEC deployments which
did not support ED448 at the time of writing (May 2020) [13].
Three registries do not support some of the deprecated algorithms because of security concerns. Others actively promote the
use of certain algorithms. .se gives financial incentives for signing with algorithms RSASHA256, RSASHA512, ECDSAP256, ECDSAP384, ED25519 and ED448 [68] and .nl is following this year.
One other registry is promoting the use of algorithms ECDSAP256
and ECDSAP384 but is not handing out incentives. Of the operators
that allow all algorithms, one of them has a very liberal policy for
what they accept in their zone and thus also do not want to restrict
the selection of algorithms [12].
Takeaways for future algorithms. Since all studied DNS software
relies on additional libraries for cryptographic functions, algorithm
support in those libraries is crucial. OpenSSL and GnuTLS are most
used and new algorithms should get implemented in both libraries
to become widely supported. Registrars and registries often are
slow when adding support for new algorithms. Operators that want
to deploy a new algorithm should bring their intention forward to
encourage registrars and registries to add support. Both also play a
major role when deploying new algorithms, which we show in the
next section.
5 Domain

name owners may be able to deploy ZSKs with ECDSA algorithms, and
choose a different algorithm for the KSK; however, this trick is prohibited by RFC 6840
and often causes resolvers to fail validation [66].

7.1.2 Large Operators. From the preceding analysis, it appears that
DNS providers (registrars or third-party operators) drive adoption.
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Figure 4: Share of .se and .nl domains signed with ECDSAP256, by provider size

We verify this by grouping domain names by DNS provider, using
the MNAME in the SOA record (previously applied in [44]). Then,
we sort the providers by size in descending order and label the
first providers that together are responsible for 80% of the signed
domains as large, the others as small.
In absolute numbers, the large majority of domains are indeed
administered by large providers (90% by the end of April 2020). If
we look at the share of domains per provider group in Figure 4,
then 52% of signed domains by large providers use ECDSAP256,
compared to 45% by small providers. Small providers, however,
adopt ECDSAP256 faster than large providers. Only after the .se
registry changed its incentives, large providers caught up. This
is also true for .nl, where 20% of signed domain names at small
providers use ECDSAP256, compared to 10% at larger providers.
At .com, .net and .org, ECDSAP256 adoption at small and large
providers have reached similar levels, with a difference of 3% and 1%.
The drop in Figure 4 in May 2018 is caused by one provider signing
99K domains with RSASHA256, growing the total number of signed
domains significantly and thus reducing the share of ECDSAP256
domains.
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Figure 5: Newly signed with ECDSA per week

signed (newly signed domains) and (c), which domains were signed
the day before, but with a different algorithm (rolled domains).
Figure 5 show that only a minority of domains deploying ECDSA
were signed before. The majority of domains are newly registered or not signed before (69% and 24% of all domains). Occasionally large numbers of domain names roll to ECDSA. For example,
domainnameshop.com rolled 10K domain names from RSASHA256
to ECDSAP256 in October 2016, and in July 2019 one.com did the
same for more than 80K domain names. Algorithm rollovers can
cause outages if they are not carried out correctly and operators
might stop signing their domains before moving to ECDSA. For example, before Binero started signing its .se domains with ECDSA
in January 2019, they stopped signing them for more than one
month. We see their return in Figure 5 (center) as a spike in newly
registered domain names.
Newly signed domains, often get signed after changing their
DNS operator. We compared the operator on the day a domain was
signed with ECDSA with the operator a week before for domains
of .net. 33% of newly signed domains changed DNS operator just
before ECDSA signing was enabled. Operator-change rarely leads

7.1.3 Algorithm Rollovers. For a protocol to achieve algorithm
agility it is necessary that deployments can easily roll from one algorithm to another. To understand if this is also the case in DNSSEC
we check for each day in our data set (a) which domain names are
now signed with ECDSA and not registered a week before (newly
registered domains), (b) which were registered a week before but not

302

The Reality of Algorithm Agility

RSASHA1
RSASHA1-NSEC3-SHA1
RSASHA256

Likewise, the root and .net (and rootcanary.net) are signed
with DNSKEY algorithm RSA-SHA256 which thus needs to be minimally supported to validate any of our subzones. We measure DS
algorithm support by testing for DNSKEY algorithm RSA-SHA256 in
subzones using the different DS algorithms in the secure delegation.
According to [2] (section 5.2) unsupported DS algorithms should
be treated as non-existent, so if an otherwise validating DNSSEC
resolver is detected to be not validating with a zone which uses a
specific DS algorithm, than that resolver is considered to not support that DS algorithm. This does not work perfectly; The Google
Public DNS Resolver validates a zone for which it supports the
DNSKEY algorithm and for which it detects a DS record in the parent
with a corresponding keytag, even when it does not support the DS
algorithm.

RSASHA512
ECDSAP256

New gTLD
Program

TLDs

1,000

IMC ’20, October 27–29, 2020, Virtual Event, USA

500

0

11

20

12

20

13 014 015 016 017 018 019 020
20
2
2
2
2
2
2
2

Figure 6: Algorithms used to sign TLDs

to an upgrade to ECDSA. In less than 1% of all algorithm rollovers
operators were changed at the same time.

7.2.1 DNSKEY algorithm support in validating resolvers. Figure 7
shows the overall progression of DNSKEY algorithm support in
DNSSEC validating resolvers measured via RIPE Atlas. The amount
of support per algorithm is relative to the number of resolvers
capable of validating RSA-SHA256; the DNSKEY algorithm which
needs to be supported minimally for DNSSEC validation. A few algorithms are left out as they have largely the same progression as algorithms which are shown; DSA-NSEC3-SHA1 support is identical
to DSA; RSASHA1-NSEC3-SHA1 support is identical to RSASHA1;
RSASHA512 support is identical to RSASHA256 at 100% throughout
the measurement period; ECDSAP384SHA384 support is identical
to ECDSAP256SHA256.
The dent in ED25519 support and the slight bumps in RSAMD5,
DSA and ECC-GOST support are due to a bug in Cloudflare’s
DNSSEC validation which was disabled for all (freshly signed) domains in August 2018. The erratic progression in April 2019 was
due to DNSSEC issues with DNSSEC validation in Google Public
DNS resolvers. This impacted our measurements more severely
than real users experienced, as Google monitored and debugged
their DNSSEC validation with the help of our domains and measurement results, where they had mitigations for other domains.
The decrease of ED25519 support in March 2020 is relative. At that
time there was an increase of new RIPE Atlas probes with DNSSEC
validating resolvers, however without ED25519 support.
Figure 7 also has vertical markers indicating when algorithm
ED25519 and ED448 gained support in software, libraries and distributions. This allows us to determine which support in software,
library or distribution caused which uptake of DNSSEC validation.

7.1.4 Transition at the Root. The root zone was signed in July 2010
and two months later 35 TLDs were signed. From that point on
RSASHA256 (8) was the most used signing algorithm and still is
today (Figure 6). In October 2013, the first new generic TLDs (gTLD)
were delegated [31]. For new gTLDs, DNSSEC deployment is mandatory [33] and the majority choose RSASHA256. In 2018 we see the
first TLD signed with ECDSA, three years after we see the first
second level domain signed with this algorithm. Today, only 14
TLDs rely on ECDSA making it the least used algorithm at TLDs.
All of the TLDs that are now signed with ECDSA are country
code TLDs (ccTLD). Eight ccTLDs rolled from RSASHA256, even
though that algorithm is still considered secure. Two TLDs rolled
from algorithms that are not recommended anymore. This indicates
that security has only played a minor role when moving to ECDSA.
The main barrier to adoption of ECDSA for TLDs is likely the
complexity of algorithm rollovers. Since April 2017, more than 90%
of TLDs are signed and since the total number of TLDs did not increase since then, the only way of adopting ECDSA is by algorithm
rollover. Since 2010, however, only 68 algorithm rollovers were
carried out in total, demonstrating reluctance at TLD operators.

7.2

Resolver Validation

We test resolver validation support for DNSKEY algorithms using
RIPE Atlas, by sending two DNS queries for each DNSKEY algorithm:
one for a validly signed domain name and one with a broken signature. A resolver is considered as validating a certain algorithm
when an answer is returned for the validly signed name (return
code 0) and an error response for the invalid name. If responses
containing an answer are received for both names, the resolver is
considered not validating. All other combinations are considered resolver failures for the specific algorithm. At the time of writing only
two resolvers have this failure; Google Public DNS resolver [67]
and the OpenDNS resolver fail on RSA-MD5 (1).
The DNS zones for all the DNSKEY algorithms are subzones
of rootcanary.net [61]. The DS record for .net uses DS algorithm SHA-256 which resolvers minimally need to support to be
able to validate any of our subzones for the DNSKEY algorithms.
Therefore all subzones for the DNSKEY algorithms, as well as the
rootcanary.net domain, also use DS algorithm SHA-256 in the
secure delegation.

7.2.2 The uptake of ED25519 and ED448. At the time of writing, on
RIPE Atlas, almost 70% of the DNSSEC validating resolvers support
ED25519, and almost 17% supports ED448. To understand who supported these algorithms first, we also run measurements exposing
the IP address seen at the authoritative (o-o.myaddr.l.google.com
TXT and whoami.akamai.net A amongst others [14]). Those measurements are also scheduled for all resolvers on all RIPE Atlas
probes and anchors, for every hour. This allows us to identify resolvers located in the same network as the probe (internal), resolvers
that are in the same network but forward their queries (forwarding) and resolvers that are located in a different network (external).
Whereas internal resolvers are mostly resolvers of local networks
or ISPs, external resolvers are the ones run by large DNS providers
like Google or Cloudflare.
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indicate software using cryptographic libraries that support both,
such as OpenSSL since September 2018 or GnuTLS since February 2020 (used by Unbound and Knot Resolver and optionally with
PowerDNS) opposed to crypto libraries that support only one of
them, such as libsodium and libcafe (used with PowerDNS).
AS42 (Quad9) is the only one that supported ED25519 first (already noticeable since January 2018) and later gained support for
ED448 (in May 2019). We know from private communication that
AS42 uses a mix of PowerDNS and Unbound. This suggests a deployment of PowerDNS linked against libsodium and Unbound
linked against a recent OpenSSL since May 2019. The number of
resolvers from AS42 on RIPE Atlas supporting both algorithms is
twice the amount of the ones supporting only ED25519, suggesting
that on RIPE Atlas we hit about 50% PowerDNS and 50% Unbound
instances.
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Takeaways for future algorithms. Operators only move to a new
algorithm if there is an incentive, e.g. a smaller signatures or a financial reward. Security threats encourage a rollover only if the threat
is imminent. This is the most important takeaway if new algorithms
should be supported widely. Algorithm rollovers are still perceived
as dangerous. If not only new domains should deploy a new algorithm but also already signed domains, then their operators need
to have tools and documentation at hand to have the confidence
to carry out such an algorithm rollover. The number of resolvers
validating a new algorithm rises gradually with every OS upgrade
if a new algorithm is implemented in the standard cryptographic
libraries and resolvers. However, if a new algorithm should gain
wide support fast, then operators of large resolving services can
speed up its adoption.

Figure 9: Uptake of ED25519 and ED448 validation
In Figure 8 (left) we can see that internal resolvers adopt ED25519
slower than external resolvers (Figure 8 right). We therefore zoom
in on external resolvers.
Figure 9 shows the top Autonomous System Numbers (ASNs)
associated with those IP addresses as seen at the authoritative for
resolvers that support validating ED25519 and ED448 respectively.
Looking at top ASNs, we notice that the resolvers within ASNs
that support ED448, do also support ED25519, but not vice versa.
Moreover, except for AS42 (PCH/Quad9), all other top ASNs that
support ED448 started supporting both Edwards-Curves simultaneously. The simultaneous support of ED25519 and ED448 might
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8.1.1 Second level domain names. Figures 10a and 10b show the
number of domains using DSA and DSA-NSEC3-SHA1. RSASHA1
is the less common algorithm of the two, and at the beginning
of our measurements 27K domain names in .com, .net or .org
used it for signing. The impact of the published attacks is visible.
After SHAppening, the total number of domains signed decreased
by 6% within one year and after SHAttered by another 20% . End
of January 2019, however, RSASHA1 sees a revival. In April the
same year, another attack was announced and in June RFC 8624
recommends against using RSASHA1 for signing. Half a year later
the share of domains decreased again by 25%. Since end January
2020, however, the total number of domains is rising again. More
than 99% of these domains are operated by NameBright, which
seem to add the same DNSKEY with this algorithm to each domain
by default without actually signing the other records.
In contrast RSASHA1-NSEC3-SHA1 still remains popular. The
number of domains signed with RSASHA1-NSEC3-SHA1 is increasing in absolute numbers in the first 3 years of our measurements.
At its peak in May 2019, 500K .com domain names are signed, a
growth of 50% since the beginning of our measurements. In relative
numbers, however, the share of signed domains decreases by 37%.
In June 2019, RFC 8624 was published and until ICANN’s announcement not to use SHA-1 anymore, the usage decreases by 18%. Since
the announcement, the share dropped by another 8%. By May 2020,
25% of signed domains rely on RSASHA1-NSEC3-SHA1. For 90%
of these domains, only three providers are responsible: ovh.net,
transip.net and anycast.me.
Of the domains that were signed with RSASHA1-NSEC3-SHA1
at its peak and that were still registered one year later, 93% were still
signed with the same algorithm. 6% were unsigned and only 1% were
signed with a different one. For domains signed with RSASHA1,
36% are unsigned and only 10% of the signed domains have rolled
to another algorithm a year after its high. This indicates that the
decline of both algorithms can be linked more to canceled domains
or domains that turned off DNSSEC than to algorithm rollovers.
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Figure 10: Deployment of deprecated algorithms

8

ALGORITHM DEPRECATION AND
REPLACEMENT

DNSSEC algorithms can also be deprecated. This happens when
the IETF publishes a new standard, advising against the use of an
algorithm [69]. In practice, zones should not sign with an algorithm
that is not recommended, but a resolver should still treat signatures
as secure. Only if an algorithm must not be used anymore, validating
resolvers must treat signed RRs as unsigned.
Since the standardization of DNSSEC, three algorithms must
not be used to sign zones anymore: DSA, DSA-NSEC3-SHA1 and
ECC-GOST. For security reasons, two more are not recommended
for signing anymore: RSASHA1 and RSASHA1-NSEC3-SHA1. Additionally, SHA-1 and GOST should not be used when creating DS
records.

8.1

Signing

The cryptographic hash function SHA-1 is part of four algorithms
standardized for DNSSEC. DSA/SHA-1 and RSASHA1 are part of
the original DNSSEC specifications [3], DSA-NSEC3-SHA1 and
RSASHA1-NSEC3-SHA1 were standardized three years after. Since
2010, NIST disallows use of SHA-1 for governmental agencies [53].
Attacks in 2015 [38] (referred to as SHAppening), 2017 [59] (SHAttered) and 2019 [45] (Birthday Attack) undermined its security
further. Also in 2019, RFC 8624[69] advised against using 3 and 6
for signing and validation and recommends against signing with
RSASHA1 and RSASHA1-NSEC3-SHA1. Resolvers should still validate the latter. RFC 8624 now also strongly advises against using
SHA-1 for creating DS records. In January 2020, ICANN also asked
operators to no longer use SHA-1 based signing algorithms [25].

8.1.2 TLDs. Early deployments at TLDs preferred mostly RSASHA1
but RSASHA1-NSEC3-SHA1 and especially RSA/SHA-256 gained
ground fast (see Figure 6). RSASHA1-NSEC3-SHA1 reached its highest deployment in February 2018 and shrinks continuously since
then. Although hardly visible, in April 2020, 16 TLDs moved away
from signing with RSASHA1-NSEC3-SHA1. These, however, all
belong to the same provider.
8.1.3 DS Algorithms. SHA-1 is also used to create DS records that
link the KSK of the child with the ZSK of the parent. Operators
can choose between four different hash algorithms (see Table 1). At
.nl, DS records are created by the registry, resulting in SHA-256
DS records only. At the other TLDs all four algorithms are seen.
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beginning of our active measurements in 2015, only 300 domains
were signed with these algorithms. By May 2020, only 180 are left.
Support for ECC-GOST, although marked as ‘MAY’ in RFC 8624
for DNSSEC Validation, is also declining and is currently the least
supported DNSKEY algorithm on RIPE Atlas. Also here, the publication of RFC 8624 [69] accelerates deprecation further. Only 23
domain names in our data set are signed with GOST, and will now
be considered insecure by the vast majority of resolvers.
RSASHA1-NSEC3-SHA1 is deprecated for signing but not for
validation and resolvers must still be able to validate it. Figure 7
shows that 96% of resolvers in our data set still do so.
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Implications for future algorithms. If in the future insecure algorithms should be deprecated fast then DNS software and registration channels need to remove support as well. Removing support
at signers makes it harder for operators to sign their domains with
deprecated algorithms. Also, if resolvers stop validating these algorithms, operators do not have an incentive to use them for signing.
At the same time, operators, again, should be confident rolling their
algorithm. Only then, the insecure algorithm is actually replaced
with a more secure one.
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At the start of this paper, we asked: has DNSSEC achieved algorithm
agility? Based on our analysis, we conclude, rather unsatisfactorily: only partially. The introduction of ECDSA has shown new
algorithms can get standardized, gain wide support in software,
registrars and registries, resolvers and get deployed at domain
names. But only over the better part of a decade. The example of
ECDSA, but also other algorithms, shows the DNSSEC protocol
itself is rarely the obstacle but rather the slow adoption at registrars,
lacking of-the-shelf software support, and hesitant DNS operators.
Financial incentives may help, though.
However, when replacing a deprecated algorithm with a new one
the DNSSEC protocol appears to be a barrier. Algorithm rollovers are
still rarely carried out, likely because of their complexity, but also
because of lacking incentives. Most used algorithms are still secure
enough. On the upside, TLD operators slowly seem to exercise
algorithm rollovers more often. On the down side, the root zone
only carried out its first KSK rollover in 2018 [49], with no algorithm
rollover in sight.
We can also see similarities with TLS. Kotzias et al. [41] showed
that also in TLS, transition to more secure versions takes time.
TLS 1.0 was used for more than 10 years, even though alternatives
existed. Also insecure ciphers are still very common, having the
goal to preserve backwards compatibility. This has not been an
issue in DNSSEC so far, since only few deployed algorithms have
been deprecated. This may, however, become a challenge in the
future. In TLS, large operators (browser vendors in this case) play
an even bigger role and have drastically reduced the time for new
algorithms to be deployed. A more centralized DNS could have
a positive impact on algorithm transition as well, but with the
downside of more concentration of power in the hands of a few big
cloud-based operators. Finally, as in TLS, the publication of new
attacks can influence algorithm transition, but their impact varies
and cannot be predicted.

Figure 11a shows the number of domains that publish a DS with
SHA-1 only. Right after the attack on SHA-1 end of 2015, the number
of domains in .com using a SHA-1 DS halves. This was caused by
domains operated by OVH transitioning from SHA-1 to SHA-256.
By May 2020, domains in .com, .net and .org mostly moved away
from SHA-1 – more than 75% publish a SHA-256 DS only. At .se,
60% publish both. 80% of .com domains that also publish DS records
with SHA-1 belong to only 5 operators.
At the root only SHA-1 and SHA-256 are supported [34]. Figure 11b shows, only in the first days of DNSSEC deployment SHA-1
was more often used than SHA-256. After new gTLDs are added,
TLDs only publishing a DS with SHA-256 become the majority. In
June 2015, this changes after TLD operator AriDNS carries out a
KSK rollover for its new gTLDs and additionally adds a DS record
with SHA-1. From then on, the majority of TLDs have DS records
with both algorithms. In 2019, and around the time another attack
against SHA-1 was published, one operator removed additional
SHA-1 DS records. By the end of May 2020, 59% of TLDs still have
a DS record with SHA-1 published in the root.

8.2

DISCUSSION AND OUTLOOK

Resolver Validation

Algorithms RSAMD5, DSA and DSA-NSEC3-SHA1 must not be
considered secure by resolvers [69]. GOST may still be validated.
Figure 7 shows support for algorithms RSAMD5 and DSA is
declining even before they were officially obsoleted in June 2019.
Support declines more rapidly after publication of the RFC. Internal
resolvers deprecated algorithms slower than forwarding and external ones, but they are catching up (Figure 8a). At the beginning of
our measurement 60% still supported RSAMD5, three years later
this is only 36%. Only very few domains are affected: already at the
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Looking into the future, the threat of quantum computers and
Shor’s algorithm appear on the horizon [58]. Based on our observations we conclude that quantum-safe algorithms will only be
deployed widely, if (i) they are well supported in software and
the registration channel and (ii) operators actually feel the need
to move (e.g. because current algorithms are broken or through
financial incentives). In any case, our results show that we need to
starting thinking about the transition to algorithms that can withstand the threat of quantum computers now, as the introduction of
new algorithms in DNSSEC takes years.
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