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Smart products supported by new step-changing technologies, such as Internet of Things and artificial
intelligence, are now emerging in the market. Smart products are cyber physical systems with services
through Internet connection. For example, smart vehicles equipped with advanced embedded
intelligence are connected to other vehicles, people, and environment, and offer innovative data-driven
services. Since smart products are software-intensive, data-driven, and service-conscious, their
development clearly needs new capabilities underpinned by advanced tools, methods, and models.
This paper reviews the status and trends of these emerging development technologies such as model-

based systems engineering and digital twin.
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1. Introduction

With such features as intelligent, connected, and autonomous,
new types of products are appearing in the market, qualitatively
differentiating themselves from previous product generations. In
this keynote paper, these products are called ‘smart products’
[3,12,34,181]. Although ‘smart’ is used as a synonym for almost any
concept to mean ‘intelligent’, ‘clever’, ‘nifty’ or even just ‘advanced’,
the ‘smart product’ concept includes much wider connotations.
This means that it is insufficient just to discuss their development
only from the viewpoint of intelligence. This paper is an attempt to
sharpen the smart product concept and to identify issues,
challenges and research needs associated with the technologies,
methods, tools, and models for the smart product development.

Smart products exhibit several distinctive functional capabili-
ties and technical features that differentiate them from conven-
tional products [3,12] (see Section 2.2). Some of these are listed
below.

o Intelligence: Intelligence is critical for smart products, as this
forms the basis for other (secondary) features. For example,
when smart products interact with human users, their ‘intelli-
gence’ features play the key role. In contrast, obviously
intelligence is indispensable to autonomy of smart products.

e Connectedness: Connectedness addresses the connectivity of
smart products with other products, humans, data and services
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through networks. This also implies potential threat of cyber-
attacks and necessity of private data protection.

Service integration: Intelligence and connectedness features are
indispensable for smart products to create new ‘services’. An
example of new types of services enabled by intelligence and
connectedness is mobility service with autonomous driving
vehicles.

Data driven: Smart products connected over the network form a
platform to collect data and information through their sensing
capabilities. The collected data can be processed with data
analytics techniques [18,154] for both technical and commercial
purposes. For instance, the data collected through the network
could be used to make lifecycle-related decisions such as
maintenance, while the latter can be used to extract user
preferences and profiles that are commercially important.

Fig. 1 depicts the evolution of the smart product concept,
starting from just mechatronics products, intelligent mechatronics
systems, Cyber-Physical Systems (CPS) [19,129,169,170], and then
to smart products. Mechatronics products rely on (mostly
feedback) control of the mechanical system using electronics.
However, as software executes control, sophisticated control
beyond simple feedback control is possible. This leads to so-called
intelligent mechatronics products. CPS extends intelligent mecha-
tronics products with cyber communication with other CPS or any
agents on the Internet. Smart products are defined as ‘CPS, which
additionally use and integrate Internet-based services in order to
perform a required functionality’ [3].

According to this definition, smart products are also smart
product-service systems as an extension of PSS (Product-Service
System) [28,86,231]. Therefore, smart products are part of a


http://crossmark.crossref.org/dialog/?doi=10.1016/j.cirp.2019.05.010&domain=pdf
https://doi.org/10.1016/j.cirp.2019.05.010
mailto:t.tomiyama@me.com
http://www.sciencedirect.com/science/journal/00078506
https://doi.org/10.1016/j.cirp.2019.05.010

728 T. Tomiyama et al./CIRP Annals - Manufacturing Technology 68 (2019) 727-750
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Fig. 1. Smart products as CPS integrating internet-based services.

complex business ecosystem (see Fig. 2) including different
stakeholders (e.g., users, customers, manufacturers, service
providers), physical environment (enterprise, surrounding physi-
cal infrastructure) and other connected product devices.
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Fig. 2. The ecosystem of smart products.

This ecosystem supports two types of value generation
mechanisms. The first one is traditional but explicit value for
users generated by user experiences [92,172]. ISO 9241-210 defines
user experience as ‘a person’s perceptions and responses that
result from the use or anticipated use of a product, system or
service’ [104]. Through localised or personal modification of the
product, it is also expected to improve its fit to the user or local
community. For example, a smart phone can easily accommodate
the needs and preferences of an individual user for superb
experiences that can create value for the user.

The concept of (user) experiences of (smart) products is
strongly advocated by the human-machine interface community
[92]. In the context of product design, Dassault Systémes
emphasises ‘experiences’ in their tool set [89].

The second type of value creation of this ecosystem is business
value generated by collecting data about numerous events that
take place surrounding smart products. The data will be collected
through distributed sensors and processed to extract further
information. This idea shows the relevance of the IoT (Internet of
Things) technologies [82], data mining techniques [18], and Al
(Artificial Intelligence) technologies represented by deep learning
[39,128,191]. The data will also describe how these smart products
are used and potentially bring up with enormous business
opportunities (i.e., business value), because they illustrate the life
style of users.

Fig. 3 illustrates the data-driven value generation mechanism of
the ecosystem. It suggests that developing smart products is not
just about technically developing physical products but about
covering the entire scope of the ecosystem including services,
mechanisms to collect, process and generate data regarding the
use of the products and user experiences. The development should
also take business models and objectives into consideration.
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Fig. 3. Data-driven value generation of smart products.

This keynote aims at establishing an overarching concept of smart
products as well as reviewing technologies needed to develop smart
products. Following this introduction, Chapter 2 will briefly overview
various types of smart products and then list up their features such as
characteristics and architecture. Chapter 3 will overview enabling
product technologies that are fundamental to build smart products.
In contrast, Chapter 4 will examine methods, technologies and
supporting tools to develop smart products and their services.
Existing technologies might not be suitable for coping with the many
new features of smart productsrelated to, e.g., intelligence. Therefore,
Chapter 5 will look into some research challenges of smart product
development, including MBSE (Model-Based Systems Engineering)
[262,83]. Chapter 6 will summarise the discussion and identify future
research directions. Chapter 7 concludes the paper.

2. Smart products
2.1. Examples of smart products

As the number of smart products is growing rapidly, they are
becoming ubiquitous [157]. In order to better understand the
features and the challenges of this new product type the following
section describes several examples of smart products:

e Smart phones (see Section 2.1.1)
e Smart speakers (see Section 2.1.2)
e Smart vehicles (see Section 2.1.3)
e Smart robots (see Section 2.1.4)
e Smart factory (see Section 2.1.5)

Further examples for single smart products are smart lights
[282], smart thermostats [283] and smart meters [113]. An
example of a smart product system is a smart home [43], smart
grids [29,69,83,242], and for a complex smart system of systems a
smart city [237,294].

2.1.1. Smart phones

In 2007, Apple introduced its first smart phone ‘iPhone’.
Originally, this was marketed as a combined product of phone, iPod
(Apple’s MP3 music player), PDA (Personal Digital Assistant) and
camera, but without GPS, Apps or high-speed connectivity
[238]. At that stage, it was merely a sum of these capabilities
without integration. However, the 2008 model (iPhone 3G) made a
step change by introducing the concept of Apps with possibility of
intertwining these system capabilities, together with the intro-
duction of i0OS App Store. The system components of smart phones
can be clustered as in Table 1.

Based on these capabilities, Apple created an ecosystem of
delivering products and services including [51]:

Table 1
System components of smartphones.

Categories Components

Touchscreen that disinguishes 'smart phone’
from other phones, vibrator

CPU, RAM, flash memory, speaker, microphone,
battery

Mobile communications, Wifi, USB, Bluetooth

Mechanical hardware

Electronics hardware

Communication hardware

Sensors Cameras, accelerometer, GPS, light sensor,
touch sensor
Software i0S, Android, Apps




T. Tomiyama et al./CIRP Annals - Manufacturing Technology 68 (2019) 727-750 729

e iTunes Music Store (music, videos, movies)
e App Store (applications)

e Apple Music (music subscriptions)

e iCloud (cloud storage)

e Apple Pay

According to Fig. 1, iPhone as hardware is a CPS. Through
services made available with the Internet connectivity, various
Apps fulfil user needs purposefully [238] which converted iPhone
into a true smart product. An example of such services is Google’s
traffic information on the Google Maps app when it is used as a
navigation system [279]. Using GPS and other technologies, the
phone determines its location. In a certain periodic interval, this
information is sent to the central server, from which the speed of
the vehicle is calculated. Information from a large number of
phones using the application will be compiled to determine the
average speed of the traffic on a certain road. This will be fed back
to the map information with different colouring.

For this smartness of smart phones, Internet connectivity and
collecting information from many anonymous users play a crucial
role. The operating system (iOS) as well as application software is
automatically updated through the Internet connection. Many
applications take advantage of being connected to (cloud) servers,
allowing users to access a variety of information as well as
computing capabilities. In addition, it is important to note that the
way smart phone applications are organised allows a high degree
of individualisation in the choice of applications.

2.1.2. Smart speakers

So-called smart speakers [38] can exhibit highly sophisticated
interaction capabilities with users, which allows them not only to
play or control music but also function as an interactive bi-
directional interface for information search services. The central
function as a ‘voice input/control device’ is attained by advanced
technologies for voice recognition and natural language understand-
ing based on deep learning algorithms [ 128] made available through
the Internet connection. Although obviously the speaker itself is no
way smart, the smart speaker system as a system is able to learn
about the user, her/his preferences, and behavioural characteristics.

The use history and user preferences obtained from these
communications are valuable business data about user’s life style.
The smart speaker might be equipped with additional sensors (e.g.,
for temperature and brightness of the room), which will enable
collection of characteristics of user activities, user profiles, and
other types of business information. Therefore, smart speakers act
as IoT sensing devices to collect information for the data-driven
business ecosystem.

2.1.3. Smart vehicles

The automotive industry is now undergoing revolutionary
transformations [126]. Sometimes captured as CASE (Connectivity,
Autonomous, Shared & Services, Electric), these transformations
include:

e Drive train change (more electrification)

e Autonomous driving

e Connectedness

e Shared (servicification such as MaaS (Mobility as a Service))
¢ Yearly updating

The drive train technology is shifting towards more electrification
for a number of reasons, including sustainability which is becoming
one of the top priorities of the industry (e.g.,[ 149]). However, it has to
be noted that autonomous driving vehicles for sharing services need
to be electric driven for the sake of easy and safe refuelling.

Toyota Prius, the first hybrid electric automobile, launched in
1997, quickly became one of the bestselling cars in the world
[285]. It aimed at improving fuel efficiency by running the ICE
(Internal Combustion Engine) at the best fuel consumption range,
while keeping the emission as clean as possible. All-electric

vehicles (including lithium ion battery-based and fuel cell-based)
with comparable performance to ICE-based vehicles did not
appear until 2008 when Tesla Roadster was launched followed by
Mitsubishi iMiEV in 2009 [281]. Tesla S introduced in 2012 was not
only a luxury all-electric vehicle but also equipped with a number
of features of smart vehicles including [284]:

o AWD (All Wheel Drive) with dual-motors

e Supercharging for 60-100KWh lithium ion battery

o Autopilot (semi-autonomous driving) using radar and cameras
o Connectivity to the Internet

e Automatic software upgrading

Autonomous driving is a technology currently looked into by a
wide range of players from car manufacturers (such as GM, Audi,
Tesla, and Toyota) to suppliers (such as Bosch, Denso and NVIDIA)
to service providers (such as Waymo and Uber). While early efforts
were mostly guided vehicles, truly autonomous driving cars
controlled by visual information captured by stereo cameras were
first developed by MITI's Mechanical Engineering Laboratory in
Japan in 1977 [290]. The group at Carnegie Mellon University’s
NAVLAB funded by DARPA developed an autonomous van in the
late 1980s and succeeded in trans-continental drive in 1995
[230]. This effort eventually led to Alphabet’s (Waymo’s) driverless
vehicle that surprised the world [280]. Technological architectures
for autonomous vehicles are proposed in Refs. [ 16,138,226]. Besides
sensing technologies (such as laser-, vision-, ultra-sonic-, radar-
based range scanning and vision recognition), advanced navigation
based on SLAM (Simultaneous Localisation and Mapping) and Al-
based recognition were breakthrough technologies.

Internet based services in transportation opened a possibility of
new service called MaaS (Mobility as a Service) [286]. This takes a
form of a range of mobility services including share ride, quick car
rental, subscription-based car rental, and non-traditional taxi
service. Replacing traditional public transportation vehicles with
autonomous vehicles would increase convenience as well as
efficiency in less-populated remote areas and aging societies.
Already a number of companies entered into the market in various
cities on the globe. Autonomous driving is considered a next
chapter for this type of MaasS.

Internet connectivity enabled also ‘yearly updating’, which
applies more regular software updates for the operating system
and applications in a similar way as smart phones. Traditionally, IT
equipment (e.g., PCs and handheld devices) and industrial machines
have been maintained by upgrading the software in order:

e to improve functions of the software,
¢ to fix bugs, and more recently
o to tackle cyber security threats.

However, this was never the case for home appliances and cars,
although future smart vehicles will become software intensive just
like many other mechatronic products and CPSs. This trend of
frequent updating will become dominant in case of more electric,
autonomous, shared and connected vehicle to take advantage of
their full capabilities [126].

Although it is not yet clearly advocated, besides those five
trends, individualisation is also considered another advantage of
smart vehicles. The Intelligent software-based control system can
be flexible enough to be individualised according to the
preferences of individual owners (see Section 2.2.10).

Not only drive train technology, but overall car technologies are
shifting towards ‘more electric’. Currently, a typical modern high-
end passenger car may be equipped with more than 100 ECUs
(Electronic Control Units) for, e.g., engine control and break
control, but it is expected not to increase drastically due to the
necessity of managing complexity and wiring issues [261]. The size
of control software has significantly increased, however. Nowa-
days, a high-end passenger car is running more than 150 million
lines of code [37]. Consequently, the control software architecture
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is moving from a ‘federated architecture’ to an ‘integrated one”
|60]; for example, AUTOSAR (AUTOmotive Open Software Archi-
tecture) is jointly developed by a consortium of various industrial
partners to allow such strategy [26].

In response to this trend, Volkswagen recently announced the
shift towards electric vehicles. The core is the newly developed
architecture called MEB (Modular Electrification Toolkit) [260]. The
number of ECU will be significantly reduced to deal with the
complexity issues associated with the number of ECUs and
programme size.

Fig. 4 illustrates how technological elements surrounding smart
vehicles underpin the main trends (electrification, autonomous
driving, connected, servicification, and yearly upgrading) and how
these trends lead to future new service goals. (Fig. 4 depicts only
four examples but there can be many more.) For example, Maa$S
will be supported by autonomous driving, connectedness, and
servicification. Based on continuous monitoring using onboard
sensors that collect data to be analysed using data analytics,
continuous maintenance [190] will become feasible to monitor,
diagnose and repair the vehicle proactively. Similarly, continuously
collected operational data of the vehicle as well as the driver can be
used to determine the option and premium of the insurance. This
will lead to a customised insurance policy for individual drivers.

Technologies Current trends Smart services
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Electric drive train

Al-based recognition IS ass
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Fig. 4. New smart services of smart vehicles.
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2.14. Smart robots

Robots [210] have made rapid proliferation in manufacturing
industry to replace human labour in material handling, assembling,
welding, and inspection. Early robots were mostly equipped with
anthropomorphic arms of up to six degrees of freedom. These are
typically used for highly dumb, dirty, dangerous, and demanding
tasks in which pre-programmed repetitive behaviours without
locomotion capabilities suffice. Robots are also finding applications
in logistics, construction, maintenance, and many other service
industries, as well as household. Advances in robotic technologies
have made it possible to build robots with such features as redundant
DoFarms, dexterous robot hands, and biped locomotion capabilities.
The invention of Honda’s Asimo [ 192] was epoch-making in that this
biped humanoid robot opened up possibilities for applications of
walking robots that are not bound to wheels.

However, robots are not necessarily manipulator-based. One can
definearobot as ‘amachine capable of carrying out a complex series of
actions automatically, especially one programmable by a computer’
(Oxford English Dictionary). Therefore, some robots are not meant for
mechanical automation. For example, drones or UAVs (Unmanned
Aerial Vehicles) have been put to practical use for picture/film
shooting, surveillance, inspection, and light load transport [74]. The
concepts of android and social robot focus on interactions with
humans, so the appearance and conversational capability with
humans are more crucial [75]. In this context, famous Asimov’s three
laws of robotics can be given contemporary meanings [24].

Recently, robotic applications are increasingly requiring intelli-
gence for various purposes including:

o task planning
e navigation (for mobile robots)

e control and planning of locomotion and manipulation
e communication with other agents (human, robot, machines, and
environment).

These capabilities will be executed using a variety of sensors to
capture information from objects and the environment. For
example, a vision-based part assembling robot should be able to
locate and pick randomly placed parts. This robot will be able to
deal with abnormality of the part it picked up by comparing the
image on the camera and the shape information obtained from
CAD. An ‘intelligent caretaking robot’ will be taking physical care of
elderly people and patients. It can also take care of them mentally
by conversing with them. An intelligent robot can be regarded as a
mechanism to deliver such intelligent functions through various
end-effectors and locomotion capabilities. From the viewpoint of
smart products, this is the point where robots are interfacing
between the physical world and the cyber world.

2.1.5. Smart factory

The ‘smart factory’ [162] (Fig. 5) is an example of a complex
smart product system within the shop floor. Fig. 5 indicates that a
smart factory consists of various elements including machine tools,
robots, material handling systems (such as AGVs and conveyors),
controllers, and mechanisms to collect, process and feedback
information. These individual elements need to be ‘smart’, too. For
example, a smart machine tool should be equipped with a variety
of sensors to capture its status and performance data.

Fig. 5. Elements of the smart factory.

The smart factory is direct implementation of the so-called
Industry 4.0 concept, which is a data-driven or -centric operational
principle of industrial systems [106]. The smart factory is based
on CPS or IoT advocating ‘connectedness’ starting from low level
sensors, barcodes, and RFIDs [151,269,302] embedded everywhere
in the factory including raw materials, workpieces, and compo-
nents up to machines, material handling systems, and robots
[107,127,132,299]. Robots can be integrated in the process with
human workers in an assistive manner [56]. Information about all
processes and every event is generated and stored, contributing to
the realisation of a ‘smart enterprise’ [97,114,137,187,264]. This
means that such data will be analysed with data analytics methods
for the purposes of performance management, scheduling,
machining quality control, and maintenance of the machine tool
[135,208,293]. This bi-directional data flow to and from the
machine tool underpins the smartness of the machine tool in the
smart factory. Industrial Internet [ 100] advocates similar principles
and concepts. A Reference Architecture Model for smart enter-
prises (RAMI) has been started as part of Platform Industry 4.0 in
Germany [185].

The past efforts within the research community, such as holonic
[1,136,249,251,252], bionic [243] and fractal manufacturing sys-
tems [270], all pursued data intensive, small-lot, customisable,
flexible, responsive, and agile manufacturing [228]. In this context,
these past efforts laid foundation for smart factory.

In Ref. [162], the concepts and the architecture of smart
factories are analysed. The advantages of the smart factory are
multi-fold, which include:
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e Increased data generation that can lead to performance
improvements through data analytics

o Agile responsivity to failures and abnormality

o Increased changeability and flexible reconfigurability for smaller
production volume (eventually one-off).

o Improved traceability of components and quality.

2.2. Features of smart products

Smart products possess some functional capabilities in
common that distinguish themselves from conventional products.
These include intelligent interactions with human users, autono-
my, dependability, and individualisation. These functional capa-
bilities result from various technical features such as intelligence
and resilience backed up by connectedness, sensing capabilities,
and reconfigurability. Below, these functional capabilities and
technical features are discussed in detail.

2.2.1. Intelligence

Although ‘intelligence’ is very casually discussed, no clear
definition does exist because the notion is used in many fields.
However, the intelligence feature is one of the most distinctive
features of smart products and includes such capabilities as
recognition (voice, vision, language, etc.), reasoning, and learning
(or improving).

In the context of smart products, clearly intelligence has several
meanings. The first is intelligent interactions with human users
(see Section 2.2.5, e.g., natural language interfaces such as Alexa of
Amazon and Siri of Apple). The second aspect is so-called
intelligent control that goes beyond the traditional feedback
control. For example, advanced robots use various types of modern
high-level control algorithms. Third, intelligence is useful for other
features such as autonomy and reconfigurability.

Traditionally, intelligence was implemented using so-called Al
technologies (see Section 3.2) which follow two major approaches.
One is the traditional symbolic logic-based methods to explicitly
implement knowledge [191 ], which was experiencing limitations in
knowledge acquisition and maintenance. A breakthrough came from
so-called machine learning methods based on Deep Neural Network
(DNN) [88], which were a sophisticated version of Artificial Neural
Network (ANN). For specific applications, such as vision recognition,
a special type of DNN called convolutional neural networks perform
outstandingly. The learning capabilities facilitate continuous im-
provement of the performance, which is also favourable for smart
product applications. The ownership of data and knowledge created
as a result of this learning process is yet to be discussed.

However, there are two challenges associated with DNN. One is
training of the network, which assumes clean high-quality
teaching data. Preparing such teaching data can be extremely
difficult, if not impossible. The other challenge is that reasoning
outcomes do not have explanations as DNN is a black box. This is
the difference between DNN and traditional Al approaches.

If real time responses are needed, as this may require
substantial computing power, the Internet connection and the
client-server architecture might be desirable. For example, the
current implementation of natural language interfaces (such as
Alexa of Amazon and Siri of Apple) assumes network connection.

2.2.2. Connectedness

Connectedness to other agents on the Internet constitutes the
foundation for all the features of smart products. It will enable
collection of data but also facilitate self-identification (i.e., from
others) and determination of the location.

There are different types of computing paradigms related to
connectedness that have evolved through historical development.
Ubiquitous computing [276] (or pervasive computing) is a concept
in which ‘the nonintrusive availability of computers throughout
the physical environment, virtually, if not effectively, invisible to
the user’ [277]. Ubiquitous computing is perhaps the most direct

ancestor of IoT. Cloud computing is defined as ‘shared pools of
configurable computer system resources and higher-level services
that can be rapidly provisioned with minimal management effort,
often over the Internet’ [203]. Cloud computing liberated
computing from particular servers and virtually removed the
boundaries of computing capabilities. For example, smart products
do not have to be limited to locally available computing resources.

However, the introduction of the IoT technologies typically led to
huge data traffic as well as heavy loads to the central servers, these
computing and storage capabilities were transferred to distributed
non-central (edge)nodeslocated closer to the user. Thisis called edge
computing or fog computing [59,206] and it is expected to exhibit
computing performances better than cloud computing which is
relying mainly on centralised servers. Edge computing uses
computing nodes that are distributed in the network to maximise
the system throughput and to minimise delays.

The advances of wireless communication technologies are now
pushing the boundaries of wireless communication to 5G and
beyond [17,178]. With the anticipated communication speed of 5G
(20 Gbps), it is expected that many step-changing technologies,
such as (near) real time communication without latency and peer
to peer communication, can be introduced. When applied to
moving agents (e.g., smart vehicles, mobile robots, etc.), these will
facilitate totally different level of functionalities such as high-
resolution image link. Even immobile assets will become free from
wiring. In addition, many applications will have an opportunity to
shift from local to cloud/edge/fog computing. The smart product
ecosystem in Fig. 2 requires such high-speed communication if it
has to be really data-centric or data-driven.

Connectedness (with high-speed communication) has draw-
backs as well. These issues will be discussed in Section 2.3.5.

2.2.3. Servicification

Smart products are by definition product-service systems. They
collect operational and use data through sensors to enhance
service purposes, such as maintenance and life cycle management.

DMG Mori has been deploying their MTConnect system to
monitor, collect, maintain their machine tools in the market
[62,164]. Originally, the system was developed as a remote
monitoring system. It now plays the core role of their smart
factory solutions. The system basically remotely monitors opera-
tions and conditional parameters of the machine and sends it to the
server. This information is used for managerial purposes as well as
maintenance. With these capabilities, the company now claims
that they can provide their customers with Industry 4.0 solutions.

Rolls-Royce started power-by-hour services in the 1980s and this
TotalCare service is now generating more than 50% of turnover of its
civilian jet engine division. For airlines, TotalCare ensures engines’
performance with predictable costs, while for Rolls-Royce it
generates steady revenue. The service can include real time
monitoring capabilities which collect real time engine data to be
used for improving maintenance. Obviously, this smart product
design will bring up with maximum benefits when aligned with
service design. In 2002, the company launched a new programme
thataimed at designing new products truly ‘designed for service’ [91].

Komatsu is known for its successful service called ‘Komtrax’
[109,116] which collects and reports the status of their construc-
tion machinery (such as bulldozers and excavators). The original
purpose was to locate a machine using GPS but now it collects
information including time when the engine started and shut
down, total engine running time, service meter readings, and
information about an eventual unauthorised machine use. These
types of information are fully used for management and
maintenance purposes, but the company is trying to extend its
use to the design phase, too.

This type of capabilities can be critical for smart vehicles used
for autonomous Maas service. It is estimated that actual usage rate
of these vehicles could be above 50%, while currently more than
90% of passenger cars are used for only 5% of the time
[66]. Technically, this implies the need for much higher reliability
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and dependability. Service-wise, new methods for providing
services much faster and more effective, including constant real-
time health-monitoring, predictive maintenance and proactive
maintenance.

2.2.4. Sensors and sensing

Smart products collect information about their environment as
well as their own states and status through massively deployed
sensors. These types of information are used in short term for the
control purposes as well as in longer term, e.g., for autonomous
operations.

[oT is very relevant to smart products
[21,27,90,123,159,248,287]. In particular, the development of
wireless RFID sensors [269] and IoT chips for wireless communi-
cation with low power consumption (which are called ‘smart
sensors’) [289] are the game changer that allows massive
deployment of sensors throughout, e.g., machines, buildings,
factories, and even social infrastructure. These sensors have
typically monitoring applications, e.g., pressure, temperature,
and strain, e.g., for process data mining and maintenance purposes
[80,227,256].

2.2.5. Smart human interaction

Smart human interactions require both verbal and visual
interfaces, and haptic or other forms of interaction [48,171]. Note
that autonomous systems are somehow contradicting to this
feature of smart products, because autonomy requires least human
interaction by definition. However, it should be interpreted that
the best smart product is one that requires only minimum
communication with human users in a very smart way.

The use of (especially) AR (Augmented Reality) technologies as
a human interface to smart products is considered key to
understanding information about user’s behaviour. For example,
traditional screen-based interfaces do not allow bi-directional
interactions, unless the screen is a touch screen. However, even
with a touch screen, the amount of information about the user’s
behaviour is limited. With AR technologies, information obtained
through interactions can be richer, because of the availability of the
user’s focus.

2.2.6. Autonomy

A high level of autonomy is a critical feature of smart products.
Autonomous systems are capable of sensing external information,
intelligently making decisions without human intervention, and
performing actions in response to the situation. They operate and
survive by adapting to the external changes and internal
deterioration, which is the feature of resilience. However, this
also means lack of surveillance. Therefore, it is critical that an
autonomous system is dependable (see the next section). For
example, UAVs (often a drone or a deep-sea robotic submarine) can
be self-driving (flying or swimming) without remote controls. They
should not do any harm to any external parties or get lost in
accomplishing their mission, either.

An autonomous system can also be self-learning, which
represents non-deterministic behaviour. An example of autono-
mous self-learning is a modular product that configures itself after
assembling the modules, which is self-organisation.

The interest in autonomy is growing in various fields. For
instance, the UK government published a series of white papers on
robotics and autonomous systems on such application areas as
surgical robotics; space; robotics in social care; manufacturing;
agriculture; robotics for emergency response, disaster relief &
resilience; resilient infrastructure; urban robotics & automation;
and Al & robotics [245].

2.2.7. Dependability

According to the International Electrotechnical Commission
(IEC), dependability is an ability to perform as and when required
[101]. It is ‘a collective term for the time-related quality
characteristics of an item overarching availability, reliability,

recoverability, maintainability, and maintenance support perfor-
mance’. In some cases, it may also include durability, safety and
security. Similar concepts include trustworthiness, non-stop
availability, and robustness.

In case of autonomous systems, for instance, their performance
needs to be always delivered under any circumstances. High
dependability can be supported by resilience against external
turbulences and internal degradation. Intelligence contributes to
dependability through self-monitoring, self-diagnosis, or even
self-repair. An autonomous system has potential to increase
dependability with the possibility of removing manual mainte-
nance. In an extreme case, autonomous systems might even
benefit from being subject to external stressors, as they can
become antifragile [112].

Recently, safety and security are considered indispensable
elements of dependability [152,189,212]. This is particularly true in
the automotive sector in which functional safety of embedded
software need to be certified [102].

2.2.8. Customization/individualization/personalization

Customisation, individualisation, or personalisation is key to
more value to the customer. In the engineering design research
community, ‘mass customisation’ [52,239,295] was first discussed
in the context of modularisation, product family, and product
platform [105,163,214]. Then, the concept of personalisation that
satisfies implicit personal wants and needs was introduced as
opposed to customisation that satisfies explicitly articulated
requirements [125,240]. The advancement of additive manufactur-
ing is facilitating the creation of really personalised products (e.g.,
[96,111,199,229,288]).

In the context of smart products, customisation, individualisa-
tion or personalisation to meet explicit or implicit user require-
ments could be supported by reconfigurability. We will examine
this issue in Section 2.2.10.

2.2.9. Resilience

Resilience is originally a term in psychology. In the engineering
context, it might be defined as the ability of a system to absorb
external impacts without affecting its structure or behaviour
[156]. This means in order for a system to exhibit resilience, it
needs to have a special mechanism to absorb and counteract to the
external impacts. The mechanism can be ‘reconfiguration’ that takes
place at behavioural and structural levels discussed below [235].

2.2.10. Reconfiguration

The scale of reconfiguration can range from very minor
adaptation to major changeover. The minor ‘adaptation’ or
‘adjustment’ include control responses to external stimuli and
more major model tuning within the controller [184]. The major
changeover can be morphological and topological changes or
replacing units [155]. Reconfiguration, being minor or major ones,
takes place at different levels of the system, i.e., structure,
behaviour, and function [7,8,31,195,196]. An example of reconfi-
gurability is modular architecture, which is supported by module-
wise interoperability and standard interface between modules.

Reconfiguration can take place at any moment over the life time
of smart products [258]. For instance, design-time reconfiguration
is the modification of design to adapt an old model to new user
requirements, while run-time reconfiguration can be any form of
control to adapt the machine to changing external environments
and deteriorating internal conditions. Life-time reconfiguration
targets maximisation of the market value of the product by
modifying part of the product over its life cycle or at the end of life.
These three different modes of reconfiguration commonly use
information obtained from sensors. While run-time reconfigura-
tion is supposed to take place automatically or autonomously, the
other two reconfiguration modes are not.

However, physical (or structural) reconfigurability is difficult to
exercise (particularly, during run-time) for many product catego-
ries unless they have physically interchangeable modular structure
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[7]. For this reason, software-based behavioural or functional
reconfiguration is preferred for several smart products (e.g., smart
phones). Therefore, dynamic real-time reconfiguration of smart
products can be offered and implemented by using different
software services [4,5,6]. Fig. 6 depicts life-time reconfiguration of
a smart vehicle that goes through static reconfiguration in the
middle of its life and later dynamic real-time reconfiguration.
Static reconfiguration means non-personalized reconfiguration for
all instances regardless of the environment in which these smart
products exist, while dynamic reconfiguration is highly personal-
ized based on the environmental data and thus instance-based

[8,196].
Within manufacturing systems design, reconfigurable
manufacturing systems have been well studied

[64,122,130,155,267], Another good example of reconfigurability
is modular reconfigurable robots [ 168,291,292]. Swarm robots are a
group of robots not necessarily physically connected but loosely
coupled with communication that performs tasks as a whole
[15,155,160,274]. For instance, a fleet of autonomous drones exhibit
useful group behaviours. Cellular machines are composed of
homogeneous cells that exhibit simple functions, but as a whole,
useful functions emerge (i.e., storage and transportation of
packets) [120,193]. More recently, Amazon is operating ware-
houses with robots based on similar principles [87].
Reconfiguration is useful for the purpose of maintenance.
Because of external disturbance or internal component deteriora-
tion, system’s functions fail. By reconfiguring at parametric, state,
or behavioural level, the system’s function can be maintained.
Table 2 compares various types of maintenance strategies through
reconfiguration using the framework of the FBS (Function-
Behaviour-State) modelling [246]. The top level is function which
is an abstraction of a behaviour. A behaviour is a temporal
sequence of state transitions. A state is a collection of parameters at
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Fig. 6. Reconfiguration of smart products.

Table 2
Smart product reconfiguration during their use/operation phase.

Function-
Redundant-type
Self-Maintenance

Control-type Self- | Adjustment through

FBS Modelli
odeling Maintenance Control

Network Redundancy | Change Components

Function Maintain Function |Maintain Function |Maintain Function | Maintain Function | Maintain Function
|Abstraction
Different

Behaviours
Behaviours

Different Behaviours |Maintain Behaviours | Different Behaviour Maintain Behaviours

Temporal Transitions
States Different States
Snapshot at a Time
Parameter Network
Topology

Different States Different States Different States Maintain States

N NC Y

Tuning Parameters

Different Topology |Same Topology Values

Different Topology | Maintain Structure

a time containing. It is therefore a snapshot of the structure, which
is a network of parameters.

The simplest maintenance is to diagnose the failure and change
the failed component. This component changing strategy, howev-
er, does not change, other than the broken component, any of
function, behaviour, state, and structure (represented by the
parameter network topology).

Network-type redundancy is often used in transportation
networks (railway, highway, etc.), infrastructure network (e.g.,
electricity distribution grids) and communication network (e.g.,
telephone networks and internet networks). In these networks,
when one path fails, an alternative route is configured quickly,
which results in a different topology. Although the capacity of this
alternative route might not be the same as the broken one, the total
throughput might be almost at the same level.

Parameter adjustment strategy is the control engineering
approach. For example, set point adjustment will not change the
parameter network topology but parameter values can be
different. However, the goal of this strategy is to maintain the
behaviours thereby maintaining the function. This can be
contrasted with the control-type self-maintenance strategy
[207], which is almost the same as set-point adjustment but
when a set point exceeds, e.g., the physical limit, this strategy
chooses a different control model. This means the physical
parameter network does not change but the states and behaviours
could be different. However, the total goal is to maintain the
function.

The last function-redundant-type self-maintenance strategy
will utilise a latent function of components existing in the system
[247]. Therefore, the only thing to be maintained is the top-level
function and anything else can be different.

2.3. Contributions and challenges of smart products

2.3.1. Sustainability

As discussed already, by monitoring status and environment
parameters and later by processing the collected data using data
analytics (see Section 3.3), smart products have a potential of
better performances in maintainability, end-of-life treatment, and
energy consumption, thereby contributing to sustainability
[131,209,224]. For example, energy consumption might be reduced
by understanding the machine condition better. Better capabilities
of predicting failures early will prevent unnecessary stoppage of
the operation, thereby guaranteeing the best use of resources as
well as least waste. Understanding the usage over the whole life
will help better decisions for the end-of-life treatment, thereby
achieving circular economy [177,241].

2.3.2. Multi-disciplinarity

Smart products are mostly CPSs that are an outcome of an
integration process over a variety of disciplines. They also interact
with the physical world through sensors and actuators in a variety
of ways. This physical reality brings up multi-disciplinarity, too.
Multi-disciplinarity on one hand improves the function of the
product significantly. On the other hand, it will add complexity
[65,233]. The trade-off between functional advantages and
complexity becomes a challenge.

2.3.3. System of systems

Large scale CPSs, in particular, are by definition a system of
systems [150] not only for the number of subsystems but also for
the multi-disciplinarity [233]. Being a system of systems means
simultaneous co-existing events, interdependent behaviours, and
consequently emergent functions. All of these add complexity at
phenomenological, behavioural and functional levels.

2.3.4. Complexity

There are several sources of complexity of smart products. The
first area to look into is software complexity. Smart products are
CPSs controlled by software. As seen in Section 2.1.3, the software
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size has been increasing drastically recently due to ever increasing
requirements. Not only size but also qualitative complexity of
software architecture is also increasing [255].

Second, the process complexity of the product development
processes is also very high. There are a couple of reasons. Capturing
user requirements is one problematic area, as incorrectly captured
requirements will lead to ineffective or inefficient product
development processes. Related to this, the fact that the product
development needs to consider the entire ecosystem (Fig. 2)
significantly increases the complexity of product development. In
addition, process complexity increases due to the multi-disciplin-
arity nature of smart products and the system of systems nature.

2.3.5. Cyber security and data protection

Just like any other ICT systems, cyber security has become one
of the most concerning issues for smart products
[44,47,186,218]. As seen in the famous Stuxnet case [200], cyber
attacks through vulnerabilities of the system (even if it is a closed
one) are a huge risk of a catastrophic or even life-threatening
incident.

However, smart products as embedded systems have difficulty
in dealing with cyber security. Traditionally, these systems were
considered relatively safer compared with PCs connected that need
consider cyber attacks, browser vulnerabilities, malwares, e-mail
attachments with viruses, and infected USB devices. As they were
considered isolated from the network, there was no protection.
However, as smart products are indeed connected, it is now
urgently necessary for them to be equipped with appropriate
protection mechanisms. It is known that through the keyless entry
system, vehicles can be stolen.

A related issue is data protection. Commercially sensitive data
and information such as CAD data of a new product needs to be
protected. However, PLMs are not different from any other systems.
In addition, privacy data needs attention.

There is an EU regulation, General Data Protection Regulation
(GDPR), for data protection and privacy [70] and similar measures
are discussed internationally. In the case of commercially sensitive
data, particularly, the ownership of collected data through smart
products can become an issue. Suppose if a machine tool
manufacturer collects data about the operation of a machine tool
for monitoring and maintenance purposes. The problem is that
such data can also be business sensitive and needs protection.

3. Enabling technologies for smart products
3.1. Contributions and challenges of smart products

There are emerging technologies that can underpin the smart
product development. While many of these enabling technologies
relevant to smart products are advanced ICT technologies, it is
interesting to observe that advances in hardware- or material-
oriented technologies are also enriching the concept of smart
products. To name a few, the following can be suggested.

e Additive manufacturing [96,111,199,229,288] facilitates truly
personalised production. There is even a possibility of simulta-
neous, integrated printing of both mechanical and electrical
components. This will change the design and production of smart
products significantly.

Microelectronics is rapidly advancing: Semiconductor devices
(CPU, memories, and sensors) are still making progress in
performance, size, energy consumption and cost, which means
the performance of mobile smart products in particular can
improve. Foldable printed circuit boards and displays are already
available, which allow denser implementation of the system.
Battery technologies are also making progress. It is expected that
soon the current lithium ion and lithium polymer batteries might
be replaced with all solid-state batteries with much higher
energy density and better safety features [ 183]. Flexible batteries

are becoming possible, too [300]. Non-contact charging has been
commercially available.

o New materials are emerging on the horizon, such as Cellulose
Nano Fiber (CNF) with outstanding strength and light weight
[63], 3D printable energy harvesting material [205], self-repair or
self-healing metals, composites, polymer and ceramic that can
significantly reduce life cycle cost [30,32].

The following ICT technologies are leading the way to so-called
“Internet of Everything”. These technical enablers are not
necessarily innovatively disruptive any longer (some are indeed
very classic) but they are technically mature enough to be
integrated in a CPS product together with other technologies to
yield a smart product.

e o Communication technologies
e 5G/6G mobile networks
e NFC (Near Field Communication for contactless cards and RFID)
e Bluetooth Low Energy (BLE)
e M2M (Machine to Machine) networks
o Internet technologies
o IPV6
¢ Social media
e Semantic web
o Software technology
e Al technology such as machine learning and DNN (see Section
3.2)
e Big data and data analytics (see Section 3.3)
e NoSQL databases (to be used for big data)

These technologies together with Al technologies (Section 3.2)
and data analytics (Section 3.3) form the core technologies to be
embedded in smart products. Section 4 will look into technologies
for the development of smart products. However, unfortunately,
we do not have a silver bullet to tackle the challenges discussed in
Section 2.3.

3.2. Artificial intelligence (Al)

Ever since IBM’s Watson defeated human contestants in a TV
quiz show ‘Jeopardy!’ in 2011, so-called deep learning-based Al has
been recognised a breakthrough (IBM prefers to call Watson
Augmented Intelligence, though) [73]. The role and value of classic
symbolic logic-based methods and other types of reasoning
techniques (such as fuzzy logic and genetic algorithm) [191] have
become relatively less valued, primarily because the performance
of deep learning-based methods was drastically superior to those
classic ones. The fundamental difference between conventional
ANN (Artificial Neural Network) and DNN (Deep Neural Network)
is the number of the hidden (middle) layer(s). While ANN uses only
one or a few layers, DNN (and its variants, such as Convolutional
Neural Network, CNN) employs multiple (sometimes more than
one hundred) layers.

In a broad sense, the learning (or training) algorithms for DNN
are part of machine learning algorithms [88]. However, for
machine learning, it was always ‘teaching’ meaning by providing
data; a teacher needs to teach the answer. In some applications
(e.g., image recognition) [124], DNN (e.g., Convolute Neural
Network) does not require teaching provided with a sufficiently
large amount of tagged image data. From a viewpoint of practical
applications, this feature of learning without teaching makes a big
difference and has become the biggest catch.

DNN exhibits outstanding performance, in particular, in pattern
recognition, image recognition, and natural language processing.
Other types of applications are now undertaken, too. However,
obviously, a practical Al system cannot be built using solely deep
learning methods. Many other classic reasoning methods are still
valid and indispensable. If there is not much data available to train
a DNN, it would be necessary to train the network through
teaching, which becomes a tedious task. There is a trade-off
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between teaching time and effort against performance (e.g., output
quality) of the system. Additionally, in principle DNN is a variant of
ANN, therefore it is not possible to give explanations of the reasons
of the reasoning outcomes. These are drawbacks of DNN.

While applications of classic Al techniques to product
development are plenty within the research community, there
are not many applications of deep learning (yet) in product
development. One of the possible reasons for this is that product
developers aim to maintain an overview of the network of
interdependent and non-deterministic decision-making processes
in development cycles. With an increasing number of decisions
that cannot be underpinned - as is the case with deep learning -
developers may feel less confident in governing the design process
as the rationale is increasingly lacking.

However, as obviously seen in robotics and autonomous
vehicles, these techniques are used to develop intelligent features
of smart products. Within the CIRP community, deep learning
techniques have been applied to the following design and
manufacturing research topics; cutting process monitoring [78],
cutting process planning [79], process planning for polishing [265],
robotics [140,266], feature extraction for inspection [275],
optimisation for process planning [180], planning for machine
allocation [188], operation scheduling [271], diagnostics [278,296],
planning and management of energy consumption [46], and design
[268].

3.3. Big data and data analytics

The advances of computing technologies, especially of proces-
sor speed and storage capacity, combined with cheap communi-
cation means made the concept of ‘big data’ [18,154] available in
many application areas. For instance, financial transaction data as
big data allows for the extraction of customer purchasing
preferences useful for future marketing. Similarly, smart products
can function as a distributed sensor network that creates big data
about product usage and users’ behaviours [297]. Its example is the
location information from smart phones used to create traffic
information that will be used for navigation purposes (see Section
1).

Data analytics is a set of mathematical methods to model,
capture, cleanse, analyse, and visualise big data. Among these, data
mining is a set of statistical methods (such as principal component
analysis and regression analysis) to model and discover knowledge
to be used for predictive analysis. As illustrated in Figs. 2 and 3,
smart products will be embedded in a data-centric ecosystem that
will collect a huge amount of operational and life cycle related data.
The collected data will be analysed with data analytics methods for
technical and business purposes.

4. Development methods and tools for smart products
4.1. Currently available methods and tools

For the development of complex mechatronic products, a huge
number of methods and supporting tools with a different level of
maturity are available [234]. The majority of these methods and
tools listed in Table 3 could also be used for the development of
smart products. However, due to the high complexity described in
Section 2.3.4, and due to the special characteristics of smart
products such as intelligence, existing methods and tools are not
powerful enough for the development [147].

Smart products have been discussed from a variety of
aspects including product development methods (e.g.,
[12,76,108,142,223]), marketing (e.g., [57,110,133,202,250], and
CPS based smart products [49,94,158]). Design methods and
methodologies targeting a specific feature of smart products, for
instance, ‘design for reconfiguration’, is useful to develop a smart
product that exhibits dynamic reconfigurability during use phase
(but unfortunately, this has not been established yet). Fuzzy front-

Table 3
Commonly used developing methods and tools.

Procedural approaches and generic methods

o Systems Engineering /| MBSE (Model-based Systems Engineering). V-Model

e Agile methods adopted from the software development,

e Modular Design

e Collaborative Engineering, Lean Development, Concurrent Engineering,
Simultaneous Engineering

e Design for X

System design

e Requirement engineering

e Functional modelling

e Behaviour modelling

e Product architecture design

e FMEA (Failure Mode and Effect Analysis)
e QFD

e Conjoint Analysis, Kano method

Domain-specific design tools and methods of components
e Mechanical CAD | rapid prototyping

o Electrical CAD

o Software Engineering (CASE)

e Service Engineering, PSS Engineering

e Simulation methods and tools (CAE)

System integration, verification and validation
e Multi-physics simulation
o Software in the loop, Hardware in the loop, Human in the loop

Product data and process management

e Product Lifecycle Management (PLM)

e Application Lifecycle Management (ALM)
o [oT integration platform

o Enterprise Resource Planning (ERP)

end methods address early phases of product development
including marketing [33], mapping business strategies of an
enterprise to a business ecosystem (Fig. 2) and value generation
processes (Fig. 3) offered by the smart product. This needs to end
up with function, behaviour, and the physical embodiment of the
smart product. Therefore, product development methods and
service development methods identified in Table 3 cannot be
separately discussed. The multi-disciplinary nature of CPS adds
extra complexity to the smart product development process. Tools
and methods of Model-Based Systems Engineering (MBSE)
[84,273] are utilised for this purpose. We will examine MBSE in
Section 4.4 in greater detail.

Accordingly, it is expected that the way product development of
smart products is undertaken can be drastically different from the
current practices from very early stages. Tools and methods for
smart product development can also be different. For example,
identifying user requirements for traditional products is depend-
ing on user research and market research comprising of a variety of
methods that collects data actively. However, with smart products,
market data can be collected ‘actively’ while collecting use data
and operational data. This ‘continuous real-time feedback’
mechanism will make requirements definition phase totally
different [9,10,11,13,14,54,182].

For example, a smart car equipped with massively deployed
sensors can collect detailed information about how the car is
operated. The information about the status of the car can be useful
for the owner (who can be different from the driver) to perform
predictive maintenance and to contract favourable insurance, for
the manufacturer to improve the car design, and for public road
planner to plan smoother city traffic. The car can also autono-
mously drive collaborating with other cars to offer a new type of
mobility service and to increase the safety on the road. This will
also minimise the congestion, thereby contributing to sustainabil-
ity. This data collection requires careful design of sensors, data
collection methods, data mining methods, as well as data
protection strategies, which means seamless coordination be-
tween hardware design and cyber system design, beyond the
traditional control engineering. In addition, obviously (at least part
of, if not all) the collected data needs to be stored and properly
managed. To this end, the concept of ‘digital twin’ is actually
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standing on the meeting point of these two directions [85] is
becoming important. This issue will be examined in Section 4.3.

Similarly, resilience will increase dependability through recon-
figuration. Resilient architecture contrasts to ‘fixed’ or ‘rigid’
architecture in which once designed, attributes, structure,
behaviour and function will not change. Resilient architecture
allows autonomous reconfiguration and changes, so that the
system fits better to the environment or copes with its deteriora-
tion. This can be regarded as even growth or antifragile behaviour
[112]. In this sense, product design for smart products is not only
about the product itself but also about design of the mechanism for
the product to change or grow. However, in existing literature, such
‘growing architecture’ is not discussed fully.

4.2. Value generation through services

Value generation through features of smart products as
depicted in Fig. 3 will impact the services that smart products
offer [20,58,167]. For example, a ‘smart kettle’ not only offers useful
functions (e.g., automatic boiling of water) but also new service in
the form of reporting abnormal behaviour by elderly users. This
means smart products should take into consideration new PSS
(Product-Service System) development, value chain, and business
models. The smart kettle was developed by Zojirushi, Co., in Japan
and has been in market since 2001 [301]. Due to the age, sudden
illness, or symptoms of dementia, it is often necessary for family
members to keep an eye on elderly people living alone. A direct
solution is to set up a CCTV camera, but this is often problematic
because it gives really an impression of violating privacy. As a
resolution, the kettle not only boils water but also reports water
boiling activities through mobile telephone connection. The usage
information is sent from the server to a familiar member regularly,
so that if there is anything wrong with the elderly person, it can be
detected earlier. Similar products are now in the market, including
‘smart gas meter’, ‘smart photo frame’, and ‘smart air-conditioner’.
All of these sense human activities, although the responsibility of
detecting abnormality is in the hands of family members.

In the case of a smart kettle, obviously not only the owner
(elderly user living alone) but also additional stakeholders (who
might be relatives, friends or neighbours) have to be considered
in the value chain. The business model is different from that of
traditional kettles, because of a new service element which is
charged. However, value creation from available information is
insufficient in the current model, because the system only
reports usage data of the kettle. The system does not warn for
unusual usages, lack of regular usage, or any other irregular
activities. This is where perhaps some Al technologies can be
introduced to generate more value for the user as well as for the
business.

The value generation mechanism in Fig. 3 assumes a stronger
role of service elements than of products themselves. The concept
of Xaa$S (Everything as a Service) is a concept originally developed
in cloud computing [277] that offers well-defined software
components over the Internet. An example of XaaS is MaaS of
smart vehicles as shown in Fig. 4. XaaS is also relevant here,
because functions and services of smart products can be unitised
for composition towards an entire solution. This compositional
approach has a long history in software and Web services as SOA
(Service Oriented Architecture) [67], but this can be analogically
compared with PSS as below and potentially useful for PSS design.

o SaaS (Software as a Service) = Functional products
e PaaS (Platform as a Service) = PSS
o laaS (Infrastructure as a Service) = Service infrastructure

In offering services, information flow plays a critical role. For
example, MaaS requires such information flows as transportation
requests, traffic information, vehicle information, and user
information. Without these types of information, MaaS does not
exist. This suggests that future business ecosystems cannot be

designed without such concepts as XaaS and information flows
associated with this XaasS.

One futuristic way of thinking about XaaS and future services
for manufacturing is Supply Chain as a Service (SCaaS). Tradition-
ally, within a supply chain for a manufacturer, logistics companies
were considered only as a means for transportation and storage.
However, if a logistics company like Amazon extends its services to
‘provision of components’, supply chains may disappear under the
paradigm of cloud manufacturing [139].

4.3. Digital engineering

The notion of ‘digital engineering’ or ‘virtual engineering’
targets all engineering activities and processes from design,
engineering, production, all through product life cycle, virtually
performed on computer-supported systems, thereby reducing
necessity of physical prototyping and testing [253]. While ‘digital
manufacturing’ [50] refers to manufacturing processes, digital
engineering may have an emphasis on narrower fields of processes
and tools for design and engineering. However, e.g., it was
demonstrated that digital engineering and digital manufacturing
could be seamlessly integrated with help of the digital twin
[222]. Digital engineering covers traditional mechanical engineer-
ing design support tools, i.e., CAD (Computer-Aided Design), CAM
(Computer-Aided Manufacturing), CAE (Computer-Aided Engi-
neering), CAPP (Computer-Aided Process Planning), manufactur-
ing process simulation systems, and even systems engineering
tools (e.g., Matlab/Simulink and Modelica). These tools are now
integrated on a PLM (Product Lifecycle Management) platform for
this purpose [219].

PLM is expanding its coverage from purely mechanical
engineering and production engineering domains to electrical
engineering and systems engineering domains. This contrasts with
existing CAD tools in electrical engineering and electronics (e.g.,
those for circuit design) that seem to tend to stay within their own
field, because mechanical CAD deals with physical shapes that are
not necessarily limited to mechanical components but also
relevant to the entire system for physical integration.

Manufacturing information frameworks, such as ERP [161], also
integrate all necessary information about manufacturing processes
and operations and used to control these. ERPs can be connected
even to MES (Manufacturing Execution Systems) and even SCADA
(Supervisory Control And Data Acquisition) for process control.

The integration of digital engineering tools can be seen from
two perspectives. Tool-wise, the degree of PLM-based integration
of all the design and engineering tools for smart products is not yet
complete, although this should be the direction [121]. Data-wise, a
wide range of data can be collected by ERP (rather than PLM)
throughout the product life cycle, beginning with design and
production preparation down to production, operation, mainte-
nance, and end-of-life. The newly emerging concept of ‘digital
twin’ is actually standing on the meeting point of these two
directions [6,40,85,197,216,225,244,254]. A digital twin is a digital
representation of an active unique product (real device, object,
machine, service or intangible asset) or unique product service
system (a system consisting of a product and a related service) that
comprises its selected characteristics, properties, conditions and
behaviours by means of models, information and data within a
single or even across multiple life cycle phases [221]. It captures
design information (i.e.,, to-be information), manufacturing
information and operational information, which represents even
minor differences of individual product (i.e., as-is information),
thereby contributing to different types of decision making such as
maintenance and end-of-life decisions.

Smart factories within Industry 4.0 will be inevitably software
intensive. The software ranges from PLM (Product Lifecycle
Modelling), ERP (Enterprise Resource Planning), MES (Manufactur-
ing Execution Systems), SCADA, PLC (Programmable Logic Control)
to servo controllers of individual equipment and devices on the
shop floor. Among others, the increased number of sensors due to
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the IoT philosophy and finer control of processes will affect the
complexity of software [248,259,263]. The nature of CPS adds
another dimension of complexity. To deal with this, it is critical to
establish a reference model of architecture of smart factory (e.g.,
see Ref.[185]) and to develop software using Model-Based Systems
Engineering approaches (MBSE) [84,273].

The existence of vast use data will have very strong implications
for PLM (Product Lifecycle Management) [2]|, ERP (Enterprise
Resource Planning) [161] and other data management systems for
product development. Traditionally, these tools were meant to be
used during the design and production phases. However, the
concept of digital twin [6,85] aims at storing vast operational and
life cycle related data collected by smart products using the IoT
technologies. Digital twins can be established on these PLM or ERP
platforms, which extends the use of PLM and ERP across the entire
product life cycle and is expected to serve as the basis for digital
manufacturing [50] (see Fig. 7) in which smart products are
expected to function as a mechanism to deliver smart services and
collect massive life cycle related data. The roles and future research
trends of digital twin in the context of digital manufacturing will be
discussed further in Section 6.3.

Design

pres

Simulation

3D
Cloud

End of Life

treatment Production

Big Data

Maintenance

operation

loT

Fig. 7. Digital manufacturing and product life cycle.
4.4. Product development and systems engineering

Modern product development methods for multi-disciplinary
mechatronics or CPS engineering have been discussed by a number
of authors [22,45,93,94,118,119,141,165,179,204,253,298]. Some of
them are influenced by traditional design process models [234],
whereas others are based on systems engineering methodologies,
such as the V-model [77] (Fig. 8). In Fig. 8, the left-hand side is the
requirements (predicted models) whereas the right-hand side
depicts actual implementation. It must be noted that the V-model
is criticised for the discrepancies with the reality (e.g., [272]) and,
therefore, V-model should be treated as a reference model rather
than as a descriptive model.

Requirement analysis Implementation

System A IS
el Validation § System
S :
Sub-system < Verification g' Assemblies/
Level : - Clusters
St Components/Code
Level

Predicted models Implementation Implemented system

Fig. 8. V-model with predicted models and the implanted system.

The features listed in Section 2.2 can potentially influence the
product development process, because these features rely heavily
on software components. Ideally, the machine (hardware),
electronics hardware, and the embedded control software should
be developed as a whole as illustrated in Fig. 9. For instance,
imagine a packaging machine. Fig. 9 reads that the first
requirements were specified (e.g., packaging process description),
which then would be transferred to a choice of the mechanism and
a motion path of the mechanism (behavioural description). This
would have to finally be converted to data for part making as well
as a motor controller programme of the mechanism.

sty Behaviour
(requirement)

Fig. 9. Idealised product development process.

Hardware
(Code)

However, in practice, it is often the case that this ideal process in
Fig. 9 splits in domain-wise (or discipline-wise) separated
processes. There is a tendency that the control software develop-
ment process comes last [22]. This means a realistic multi-
disciplinary product development process would look like
Fig. 10. After the initial product definition phase where functional
requirements are determined, the mechanical and electronic
design teams work almost independently until the design freeze.

Function Mechanical :
; . Mechanisms
(requirement) behaviour
Electronics .
S,
Control code

State transition
i Feedback
behaviours

Fig. 10. Realistic multi-disciplinary product development process.

Then, the integration phase starts and in parallel the control
software development follows up the mechanical and electronic
design. This means the software development team waits for the
mechanical and electronics teams to finish at least behavioural
design. This also suggests that the product development will be
undertaken as collaboration of mono-disciplinary teams [232]. In
addition, practically speaking, the software development phase
tends to delay, as this is the integration and verification/validation
phases in which the only way to solve problems is code but not
going back to hardware design. This means delay in product
release. Therefore, improving this stage (verification and valida-
tion) with software-based methods could be beneficial.

In the near future, ideally, once the requirements are described
and the mechanism is chosen, the behaviour of the mechanism as a
motion path should be calculated automatically. The degree of
automation of electronics CAD or software development is more or
less the same and the control code can be semi-automatically
generated. Fig. 11 illustrates this situation in which a light blue box
indicates a potentially automated process. Due to these automated
processes, project delays could be minimised or avoided.

In the future, eventually the smart packaging machine would
(semi-)automatically programme itself from the packaging process
description. This means that product development becomes
integration of smart parts and we do not have to ‘programme’
the mechanism and design intelligence or embedded intelligence
takes over the role of the designer. Embedded intelligence indeed is

Function Mechanical ;
¢ ; ) Mechanisms
(requirement) behaviour
Electronics .
. ) Electronics
behaviour

State transitions\
Feedback
behaviours /

Control code

Fig. 11. Near future multi-disciplinary product development process.
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a game changer in that the paradigm shifts from ‘programmed
behaviour’ to ‘learning for behaviour modification’ (or growth). In
addition, this also means a higher degree of discipline integration.
Fig. 12 illustrates a future situation in which the three separated
disciplines can be integrated with a help of high-level tools.
Although this is just a vision at this moment, model-based systems
engineering (see the next section) targets such automation. These
research and development efforts in this direction will be looked at
in Section 5.3.

Hardware
(Code)

AU Behaviour
(requirement)

Fig. 12. Future multi-disciplinary product development process.
4.5. Model-based systems engineering

Originating from software engineering, the concept of Model-
Based (Systems) Engineering (MBSE) [84,273] (which was initially
called Model-Driven Engineering (MDE) [198]) means the use of
models to store, exchange, and develop information about the
target software system being developed, rather than traditional
document-based or code-based methods. The core philosophy of
MBSE has a high degree of affinity with physical domains such as
mechanical, mechatronic, and electronic engineering, because
computer-based models are utilised more intensively than the
software domain as observed in the rise of digital engineering (see
Section 4.3).

Embedded software for smart products requires an appropriate
level of abstraction about domain concepts to reduce the
complexity of the domain, which was not sufficiently addressed
in the traditional code-based development paradigm. For example,
it often happens that requirements are recorded in a natural
language in Microsoft Excel sheets. Instead, if requirements are
recorded or illustrated in a graphical model like IDEFO [98] or
something that can be easily converted to a model in UML (Unified
Modelling Language) [175] or SysML (Systems Modelling Lan-
guage) [174], it would be possible to capture, describe, design,
analyse and verify systems requirements, specifications, functions,
and behaviours of the smart project in a formal manner. MBSE is
expected to improve productivity of the code development process
by facilitating reuse of models (i.e., eventually code). To develop
smart products, MBSE is particularly suitable for controller design
(e.g., [71,262]), as well as for programming the cyber part.

There are four significantly different pillars that form the basis
of MBSE (Fig. 13). The first pillar is traditional systems engineering
approach which is concerned about the development of large-scale
complex systems. This approach contains rather top-down
methods such as V-model as a prescriptive process model, formal
definition decomposition methods, and specification methods
including SysML and UML.

The second is the software engineering approach typically
including CASE tools, some of which have links to descriptions in,

S){stem.s Software
En‘?lneznrg Engineering
~model
Formal methods (Crpiesls
Model-based
Systems
Engineering
MBSE
I l Dynamic
Systems
Traditional Modelling
CAD/CAE/PLM Matlab, Simulink,
Modelica,
1D CAD

Fig. 13. Model-based systems engineering.

e.g., SysML, so that outcomes of systems engineering methods can
be transferred into software codes.

The third is dynamic modelling of systems for which tools such
as Matlab/Simulink and Modelica are gaining popularity to define,
model and analyse systems dynamics behaviours. Recently, so-
called 1D simulation or 1D CAE [211] is gaining interests, in
particular, as a way to work with a simplified model which appears
at very early phase of product development. Such a simplified
model (often at physical phenomenon level) captures the essence
of the function to be realised. Then, using a dynamic systems
modelling tool, a conceptual level study (often with simplified
differential equations) is conducted to determine key parameters
(but very roughly). 1D modelling is often understood as a
simplified method to speed up 2D or 3D CAE analysis processes
but this is perhaps a too shallow interpretation. The true value of
the 1D approaches is that they don’t require too much details as is
the case with 2D CAE or 3D CAE analysis.

Finally, the fourth is more recent recognition that physical
models need to be incorporated for the smart products develop-
ment. To do so, MBSE methods are being integrated into a PLM
framework as illustrated in Section 5.3, which should allow easy
transfer or conversion of information among models including
even software code.

5. Research challenges for smart product development

5.1. State of the art of methods and tools for smart product
development

To develop hardware, software, and contents of smart products,
a wide variety of methods and IT tools (see Sections 4.2 and 4.3) is
available. For example, we do know how to define and design
‘connectedness’ and ‘sensor architecture’ with systems engineer-
ing tools by representing information flow in SysML among various
signal processing elements. However, we do not have generalised
knowledge to build a ‘reconfigurable system’ or ‘dependable
machine’, yet. Moreover, it is not obvious for any currently available
model representation scheme within PLM or MBSE to represent
semantic information needed to design services.

For the development of services, while there are a few methods
available (e.g., [23,28,41,194]), there are not many strong IT tools
available. Although the concepts of service CAD [23,117] have been
proposed, they are not yet commonly used in industrial practice. In
addition, the linkage between product design and service design is
rather weak. Whereas general design methodologies to achieve a
certain service goal in the context of technical architecture are yet
to be fully understood and established, it is possible to identify
attempts to develop a methodology that will represent service as a
way to change the states of stakeholders [115,201,231]. In such a
case, services are described as transitions among discrete events
[117].

Smart products and their ecosystem generate information
during their life cycle stages. This information should be processed
to create higher level business value. To do so, techniques and tools
of big data and data analytics can be used. However, feeding the
obtained information back to smart product design is not yet
practically exercised, whereas research is intensively conducted
(e.g., [13]). At this moment, information obtained from product
operations is mainly used for managerial and maintenance
purposes [62,91,109,116,131,134,164].

The state of the art of methods and tools for the development of
smart products could be summarised as follows.

e While there are still some deficiencies (e.g., immature integra-
tion of hardware and software design in MBSE, which will be
discussed later), basic methods and IT tools for the development
of smart products are reasonably mature and available.

o During the product development, the verification and validation
subphases are always problematic. One possible solution is to
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develop a software-based simulation tools for verification and
validation. However, this is not a silver bullet, because the real
root cause could be poor systems definition/decomposition,
unpredicted phenomena [53,233], or impossibility of reversing
design decisions when mechanical or electronics design is once
frozen.

o Although methods for service design are available, IT tools for
service design are undeveloped.

e There is no concrete method that links the smart product PSS
design to user experiences [153].

e We do have a good amount of knowledge on how to deal with
user experiences, but this is mainly focused on user interface
design.

¢ Information generated from the smart product life cycle can be
analysed adequately with a variety of methods and IT tools. But
there are only a few formal methods to feed this information
back to smart product development [9,10,11,13,14,54,182].

In the following sections, we look into some research challenges
and current effort to tackle them.

5.2. MBSE challenges for smart product development

The use of MBSE to develop smart products is motivated in the
first place by the complexity of smart products. The traditional
document-based approach employs pure textual treatment of
requirements, functional capabilities and behavioural properties in
relation to the intended product and technical (sub-)system
characteristics. Apparently, this approach cannot handle complex
situations observed in smart product development, such as
interactions with other products and devices on the network
and completely amalgamated multi-disciplinarity.

Although MBSE offers many key solutions to the challenges
above, there are still challenges to be solved. Table 4 compares
different models in different domains relevant to smart products.
From this table, it is clear that MBSE might be a promising
approach, but there are still issues in model integration and data
exchange among different models in different domains.

e Although it might be possible to represent functions in any
domain using the “to do something” formalism or “input-output
relationship” formalism, there is no trivial connection between
functional models and other models at behaviour, state, or
structure levels.

e Geometric model-based (i.e., PLM-based) integration of struc-

ture is possible for mechanical CAD and CAE applications.

However, there are many other domain specific structural

models that cannot be represented using only geometric models.

Parameter value lists as well as state transitions using, e.g., IDEF,

UML, or SysML, can be used to represent states in many domains.

e A variety of domain specific models exist for representing
behaviours.

e There is no unified “MBSE model” for smart products, let alone
service models. It is more pragmatic to develop translational
approaches among these different types of models, such as ReqlIF
(Requirements Interchange Format) [173], system descriptions
(SysML), interface standards for models (such as Functional
Mockup Interface (FMI) [81]), and general linkages (such as OSLC
(Open Services for Lifecycle Collaboration) [176]).

o This pragmatic translational approach (i.e., federation of mono-
disciplinary models), as opposed to the ideal, unified, single
model approach, seems valid, although obviously there are
inevitable translation losses and inefficiencies.

Mosterman and Zander studied the architecture for Industry
4.0 from the viewpoint of software [166], which pointed out
software challenges including:

e Emerging behaviour design: As a result of compositional
approach, behaviours can emerge unexpectedly. How can these
unpredicted behaviours be dealt with?

o Data sharing: Among models in different domains, the same data
should be the same in a semantically correct manner, which is
sometimes impossible.

e Functionality sharing: Control software needs to assume
hardware limitations. This type of constraint needs to be
correctly shared among different domains.

e Collaborative functionality testing: This is critically necessary for
a dependable smart product, but such testing methods do not
exist yet.

There are also incompatibilities between elements in the
1D CAE library (typically elements that describe differential
equations for systems dynamics models) and functional decom-
positions necessary for systems definition. The latter does
not consider time dependency which is critical in the 1D CAE
library. This is because consistent theoretical foundation for MBSE
is not yet fully developed. Instead, various ad hoc models are
considered across various stages of the product development
process.

With the introduction of services which are mostly defined by
software elements, this incompatibility even exacerbates as
services as software functions have nothing to do with physical
functions. In addition, MBSE does not handle concepts like
‘adaptability’, or ‘customer experiences’ directly. These have to
be first translated to parameters so that they can be modelled and
manipulated with MBSE tools. This is perhaps extremely difficult if
not impossible at all.

Therefore, MBSE for smart product development suffers from
the lack of orchestrated models, if not a single unified model. This
variety of concepts and model types is manifested, e.g., in different
standards such as ReqlF, SysML, FMI, and, but all of them come with
limited semantic expressive power. In addition, there is no formal
standardised method to model and represent function models,
system architecture, and information generated by the operation
of the smart product.

If so many different types of models and standards are involved,
traceability of data and decision making becomes extremely
difficult to achieve due to organizational boundaries. In addition,
due to a missing value model for data, information and digital
models, it remains onerous to argue for investments in MBSE
competence, education and model preparation.

INCOSE conducted a survey comparing various MBSE methods
and tools including UML and SysML [68]. Comparing readiness for
an integrated system approach, the concept of executable SysML
was derived. In summary, the following limitations and short-
comings exist and need to be tackled for MBSE to become ready for
the robust development of smart products.

Structure

3D geometric model

3D geometric model

Force diagram

Table 4
Examples of models in different domains.
Behaviour State
Mechanical Motion diagram
FEM analysis Stress diagram
Electro-nic State transitions

Servo control
Soft-ware in general

Parameter value diagram
State transitions

Force diagram

Parameter value list
Parameter value list
Parameter value list

Mesh model generated from 3D geometric model
Circuit diagram

Block diagram

o Data model

o Flowchart
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e There is no common understanding among practitioners about
how MBSE works, for which purpose and in which cases its
methods can and should be used. Most of them regard MBSE as a
solution for current problems rather than a future direction.
Many experts believe that there is a lack of maturity of the
existing MBSE methodology. This can be interpreted in two ways;
either the methodology really is incomplete, or the knowledge of
practitioners is insufficient.

As it is rather complicated to use many different digital models
correctly, dedicated education and training are desirable. This
should cover various PLM tools, from CAD (E-CAD, M-CAD), CAE
(both 3D and 1D) and various specification models (such as
SysML or ReqIF) as well as integration tools and standards (such
as FMI or OSLC).

Functional models and architecture models have not extensively
been used in traditional engineering areas [236] although the use
of functional models can be seen widely in precision engineering.
This requires a new kind of system thinking away from typical
embodiment design models. The anticipation of logical and
physical dependencies out of those models remain unclear but
offer significant opportunities to avoid late changes during the
development process.

The extensive tool offering makes it difficult to clarify the core
capabilities that are needed from a skill-set and competence
point of view.

Today’s implicit engineering collaboration (mostly based on e-
mails and direct oral communication) needs motivation to
engage a model-based approach. Cultural challenges and better
team-oriented review mechanisms for model-based engineering
are critical in moving forward. In addition, currently, develop-
ment engineers tend not to share certain model knowledge with
others.

No powerful solutions exist yet in helping engineers to manage
associated digital models without significant overhead. There-
fore, it is a must to provide better and (partly) automated
solutions for managing models. Engineers need a relief in
orchestrating models in order to make an effective use of the new
model richness for the anticipation of smart product behaviour
and interactions.

In response to these limitations, efforts are being made, as
depicted in the next section, to develop methods and toolsets that
can address at least some of the issues addressed above. One of them
is the architecture-centric approach (e.g., [232]). According to ISO/
IEC 42010 [103], ‘architecture is fundamental concepts or properties
of a system in its environment embodied in its elements, relation-
ships, and in the principles of its design and evolution’.

At this level of abstraction, e.g., behaviours will be represented
by only parameters and their changes without any implementa-
tional level descriptions (i.e., mechanisms). This means architec-
tural descriptions are domain-independent and units at
architecture level will allow domain-independent compositional
approach to design synthesis [71,118,119,215].

5.3. Industrial development of MBSE

In the following, we will look at two recent approaches
developed by vendors of integrated tools (Dassault Systémes and
Siemens).

5.3.1. Dassault systémes’ approach to MBSE

The developer of the 3DExperience platform, Dassault Sys-
témes, published a white paper on the development of smart
products [34], which advises steps towards successful smart
product development.

e Define the target: Centralise and share information. Make cross-
discipline requirements and design artefacts visible across the
product development team to relevant stakeholders at each step
of the development process.

e Plan the product: Establish the smart product conceptual model
right as early as possible. Use solutions that support systems
modelling and simulate systems behaviours in all operation
modes.

Validate early and often: Use early simulation at the product level
with best visualization techniques. Facilitate informal and formal
information sharing and interaction.

Design product architecture and validate to interfaces: Use
solutions that provide visibility and collaboration at both the
domain level and across disciplines to eventually ease collabo-
rative decision making based on shared KPIs.

Aggressively manage change: change management must be
effectively done in an integrated manner across disciplines.
Extend change management scope beyond the current design.
Use tools for traceability and change impact analysis.

Enable an integrated lifecycle view: Use modern formal data/
lifecycle management solutions as smart products demand more
integration, transparency, and traceability.

A use case of UAV design on the 3DExperience demonstrated
the power of the MBSE approach [42]. This used IEEE 1220 [99] to
integrate requirements, functional, logical and physical views.
Fig. 14 depicts the implementation of these views on the
3DExperience platform with the following features which helped
a rather novice engineer to implement virtual flight simulation in
the 3DVIA environment in a short period of time.

This demonstration achieved the following technical aspects.

e Traceable requirement management.

e Functional and logical design to define functional and compo-

nents architectures with interfaces definition.

Behaviour modelling to add dynamic and static models of various

engineering fields: These models are described in Modelica or

coming from external modelers (such as Simulia for CFD
simulation and Dymola for dynamics simulation, Simulink or

SW code for control) through FMI.

e Virtual physical prototypes to run experiences including 3D,
model-in-loop, hardware-in-loop, and software-in-loop codes
into in the verification and validation processes.

e Automated report generation. An automotive multi-disciplinary
case study was conducted. This demonstrated that the combi-
nation of the 3DExperience platform and MagicDraw (No Magic
Inc.) was useful for, especially, architectural level systems design
[72].

e Virtual physical prototypes to run experiences including 3D,
model-in-loop, hardware-in-loop, and software-in-loop codes
into in the verification and validation processes.

e Automated report generation. An automotive multi-disciplinary
case study was conducted. This demonstrated that the combi-
nation of the 3DExperience platform and MagicDraw (No Magic
Inc.) was useful for, especially, architectural level systems design
[72].

A comparative study compared design thinking [35] and
complex systems engineering through experiments [61]. Design
thinking focuses on creative aspects, while systems engineering
focuses on vigorous modelling and precise simulation. It was
proposed that a combinatory approach of design thinking and
systems engineering was a desirable research direction.

5.3.2. Siemens approach to MBSE

Siemens develops and offers a comprehensive suite of PLM
software, such as NX (CAD), Tecnomatix (manufacturing process
planning and simulation), Teamcenter (PLM), Simcenter (CAE),
Mentor (electronics CAD) and Mindsphere (IoT environment)
[213], across the full product lifecycle targeting industrial
companies in a variety of industries focussed on smart product
development and commissioning. The Siemens PLM approach to
MBSE is based on a digitalisation strategy beginning with concept
design through multi-domain simulation and verification across
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Fig. 14. The 3DEXPERIENCE Platform for Systems Engineering [42].

the full lifecycle of mechanical, electronics, and embedded
software. Fig. 15 depicts the systems engineering methodology
on the Siemens PLM platform. It is also based on the recognition
that the digital twin as the virtual replica of the product can
represent across a vast array of contributors. The digital twin is
central to ensuring the product functions as intended and product
behaviours can be verified to confirm performance, availability and
reliability.

With regard to intelligence of smart products, such as
Autonomous ADS (Automated Driving System) functions, the
system definition is key to representing the scope of the ADS with
respect to its functional requirements and relationships. The ability
to model each aspect of the vehicle, its environment, its occupants,
and the relationships is paramount in verifying if the resulting
product can meet regulatory compliance while also delivering the
consumer features expected. In Ref. [217], a virtual validation and
testing framework is reported that is based on a co-simulation
platform of vehicle dynamics and traffic environment tools. To

System Definition

System Components
Constraints

validate algorithms, it is imperative to take into consideration both
vehicle dynamics and the wide potential of traffic scenarios. By
simulating the algorithms in a software environment, it was made
possible to frontload the verification of control software in the
absence of hardware.

In Ref. [257], optimisation design of powertrain architecture for
hybrid vehicles was illustrated through a combination of automati-
cally generated concepts with optimal control selection. This
demonstrated the possibility of optimal design at the architecture
level taking controls performance (e.g., energy management) into
consideration. The increasing interest in hybrid electric vehicles
imposes the need to provide computational support for design
choices during the development of these vehicles.

Future challenges include the expansion of domains beyond
mechanical, electrical, electronic, and software with classical MBSE
methodologies, extending into smart service design (e.g., mobility,
traffic control, etc.). To do so, work is underway with Mindsphere
applications in collaboration with Siemens’ Smart City Division
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Fig. 15. Systems engineering methodology: Generative engineering to explore and optimize architectural combinations (courtesy of Siemens).
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and eMobility inter-modal solutions to connect smart products to
smart environments. It is also anticipated that the recent advances
of IoT technologies will allow the collection of a massive amount of
data at every stage of product life cycle, which will be stored in a
digital twin creating a ‘hybrid model’ of products [254]. Fig. 16
depicts the digital twin concept used at Siemens, which covers the
whole range of virtual product development processes.

Digital Twin
Product

Insights from performance with MindSphere

eal
delivery /Real

product

Digital Twin
Production

Digital Twin
Performance

Virtual
production

Virtual
product

Continuous improvement
Collaboration platform: TeamCenter

Fig. 16. Digital twin concept at Siemens.
6. Discussions and future research directions
6.1. Findings

This section discusses our findings about smart product
development capabilities and future research directions. The
paper began with Chapter 1 which defined the smart product
concept (Fig. 1) and clarified the data-driven value generation
mechanism of smart products (Fig. 3). In designing smart products,
it is crucial to deal with experiences as well as information
generated at every life cycle stage of smart products appropriately.
Chapter 2 reviewed some existing smart products and summarised
their functional capabilities and technical features of smart
products (such as intelligence and resilience).

Chapter 3 overviewed technologies that need to be implemented
in smart products, including Al technologies and data analytics.
Chapter 4 discussed technologies to be used in developing smart
products such as traditional product development methods, service
development methods, systems engineering, digital engineering
(including digital twin), systems engineering, and MBSE.

Regarding services, we seem to have sufficient knowledge to
process information collected at various life cycle stages of smart
products for the purposes of control and management of product life
cycles. However, we have insufficient knowledge about how to
convert that information useful in designing smart products and
services. In addition to this, we do not have a formal methodology to
develop smart products considering the entire scope of the ecosystem.

Chapter 5 focused on challenges of these developments, among
others, of MBSE. Clearly methodologies to deal with services
consistently with other domains are yet to be developed. In
addition, it seems that multi-disciplinarity of models is best
handled by developing translational standards.

In the following sections, we will discuss future research needs
and trends identified in previous sections.

6.2. Survey on future research needs

Although innovation and business model potentials of smart
products within Industry 4.0 are increasingly recognised by
industrial companies and research institutes, only few research
projects and activities address the development of smart products
topics comprehensively. Two studies [4,5] in collaboration with
about 100 international leading engineering experts have identified
research deficiencies in the context of smart product development
and defined following groups of research needs for the future:

e Procedural approaches and generic methods for smart product
engineering.
o System design of smart products.

e Domain-specific design of smart product components.

e System integration, validation and verification of smart product
components.

e Product data and process management.

e Smart product IT infrastructure.

In the first area of procedural approaches and generic methods,
following main needs for research have been identified:

o Extension ofthe V-model of systems engineering to include service
components as well as cooperative and agile work methods.

e Extension of the smart product development phase: During, e.g.,
the usage phase, some sort of design activities can take place for
reconfiguration purposes. This means application of reconfigura-
tion to all phases of the product lifecycle, in particular, to the usage
phase (run-time reconfiguration and life-time reconfiguration).

e Establishing new disruptive approaches for the development of
innovative smart products.

Regarding the system design of smart products, the following
needs were identified:

e Development of ‘design for smart X’ in which X stands for a life

cycle stage. This also includes IT tools to process feedback

information from physical products [148].

Consideration and modelling of business models, smart services,

system interfaces and product cloud platforms for such business

models during the smart product’s system design phase.

e Use of feedback information from previous product generations

in the system design stage.

Extension of existing requirement engineering and management

methods for the smart product design.

Development of intuitive modelling and visualisation techniques

for incomplete functional structures considering multi-layer

abstractions.

e Development of models for a smart product’s communicational,
interactional and behavioural aspects.

Domain-specific design of product components lacks the
following research topics:

e Designing smart human-machine interactions.

e Virtual functional simulation and validation of a component’s
behaviour including service components using multi-physics
methods.

o Reflecting feedback information from downstream design
phases during the development and optimization of individual
product components, including new design for smart X methods
and security requirements.

e Designing digital/virtual product twins, and of RAMI 4.0 admin-
istration shells [185] and product cloud platforms.

The main research needs for system integration, validation and
verification of smart products are:

e Review and certification of a smart product with the objective to
reduce the time required for validation and verification

o Field data and feedback information for validation purposes from
the product’s usage phase.

e Hybrid validation of real and virtual smart product components
(hardware in the loop, software in the loop, human in the loop).

o Integration of customers and stakeholders into the product
validation.

In the context of the product data and process management, the
following research topics have been suggested:

o Integration of all virtual models (e.g. communicational, interac-
tional and behavioural models) into PLM.
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o Extension of existing product lifecycle management approaches
with field data of real product instances.

o Instance-based management of virtual product models (man-
agement of the digital/virtual product twin).

o Integration of flexible and agile methods into engineering
workflows.

o Integration of product reconfiguration concepts into the product
lifecycle management.

Research needs regarding IT infrastructures are:

e Extension of existing neutral data formats (e.g. STEP and ]JT).

¢ Definition of comprehensive and application-specific, semanti-
cally rich data models (e.g., ontologies and semantic networks).

e Use of cloud platforms as partial smart product components as
well as a part of engineering IT tools.

e Open software system architectures for engineering IT tools.

Additionally, engineering reference models and solution
libraries for the development of smart products are yet to be
addressed by scientific work. Furthermore, pervasively a high need
for standardization in the context of smart product engineering
and design has been identified.

6.3. Digital twin

In Section 4.3, it was argued that digital twin taking advantage
of PLM should be combined with IoT in the future. Data is collected
using the IoT technologies at every life cycle stage of smart
products starting from development, production, logistics, opera-
tion, maintenance, and end-of-life. The data will be converted to
more useful information using big data and Al technologies and
should be used for other activities.

Fig. 17 illustrates the roles of digital twin in the context of digital
engineering [145,146]. First, the smart product will be designed,
and its product model will be stored in the PLM as a digital master.
From the digital master, digital prototypes are generated for
various types of evaluation through simulation (or analysis). The
results of the evaluation will be reflected in design improvements.
Smart products will be produced from the digital master, released,
and operated as smart product service system. Its life cycle data
will be collected and stored as an as-is model in the digital twin.

Smart product
service system

Interface Interface

Digital .
Product model System As-is
Reference model

Digital Master

Digital Prototype

Learning - Feedback - Validation

Fig. 17. Smart products and digital master, digital prototype and digital twin.

In Fig. 17, there is an interface between the product model and
the smart product service system through which production takes
place. The interface between the smart product service system and
the as-is model is the IoT sensors and any other data collection
mechanisms. The feedback mechanism, particularly the one from
the as-is model to the product model, is not yet sufficiently
understood, which is a future research topic. At the same time, the
figure stresses the importance of the information backbone in
development cycles as well as the necessity of 4D-based digital
twin (i.e., including time scale) rather than only 3D-based digital
twin.

6.4. Smart digital engineering

This section illustrates a new research topic of ‘smart digital
engineering’, which is now tackled within one of the authors’
laboratory [36,112,119,223]. Smart digital engineering represents
technology and engineering capabilities required for smart
product development and may include the following four types
of Smart Digital Engineering Capabilities (SDEC) [223]. In each of
these areas, possible research topics will be explained.

o Smart Digital Engineering

e Smart Virtual Engineering

o Smart Model-Based Systems Engineering
e Smart Lifecycle Engineering

6.4.1. Smart digital engineering capabilities

Digital engineering, in general, describes capabilities of creating
digital product models, of handling digital models in the PLM in a
consistent manner and of generating representations using the
information sets within the PLM following digital workflows. This
leads to the following definition.

SDEC will address new digital assistance and intelligence in
creating, revising, exploring, collaborating, testing, signing-off and
releasing diverse sets of traceable artefacts as part of digital
engineering workflows, processes and activities.

From this definition, clearly digital engineering workflows,
processes, and activities must be linked to behaviours of engineer
(i.e., digital behaviour). Therefore, the first Smart Engineering
Capabilities is:

e SDEC #1: Identification of digital work behaviour (type: digital)

Location within the EOS (Engineering Operating System): EOS is a
system that controls and operates various types of a human
engineer’s cognitive activities during product development within
the triangle of artefacts, processes, and (IT) tools [143,144] (see
Fig. 18). A work behaviour of the engineer is located at the
intersection among ‘virtual and physical artefacts’ (digital models
and data), ‘IT tools and systems’, and ‘process and organisations’.

Process and
organisation

Activities
Virtual & Tools
Physical and IT
Artefacts systems

Fig. 18. Engineering Operating System (EOS) [144].

Problem description: Engineers and their management face
problems to properly match the type of digital work with the
digital computer application during typical engineering work
patterns and associated collaboration scenarios.

Solution requirement description: In order to improve engineer-
ing activities patterns and styles with respect to quality, efficiency,
relevance and compatibilities, it must be possible to seamlessly
choose the best digital work behaviours for individuals and teams.
Since the amount of digital work and its associated activities are
steadily growing, optimised low-cost (time- and money-wise) IT
solutions are needed, not only for individual and collaborative
technical tasks but also administrative tasks.

Current research concepts and demonstrators: The influence of
digitised work environments on engineering activities has been
neglected so far, but it is necessary for the scientific research



744 T. Tomiyama et al./CIRP Annals - Manufacturing Technology 68 (2019) 727-750

community to look into activities of information procurement,
agreements and documentation in computer applications [143].
Potential first implementation experiences: Individual digital
work behaviour patterns of engineers at a computer workstation
can be capturable and related to specific development activities.
This is achieved by automated identification and comprehensive
analysis of such activities with respect to the development task,
digital tools in interplay, work processes and digital models [144].

6.4.2. Smart virtual engineering capabilities

Virtual engineering addresses a range of scientific, technologi-
cal, organizational and business activities using advanced infor-
mation and communication technology and methods with a major
focus on process and systems integration, immersive visualization
and ‘human-machine-human’ interaction [95], potentially com-
bined in so-called Synthetic Environments [55]. The overall aim of
virtual engineering is the early, continuous, networked (process
view) and integrated (system view) support of the entire product
life cycle concerning collaboration, assessment, concretisation and
validation of products and processes with participation of all
partners using virtual artefacts.

o SDEC #2: Smart hybrid prototyping (type: virtual)

Location within the EOS: The idea of smart virtual engineering is
validation as early as possible in the product development process
(‘process and organisation’ in Fig. 18). For this purpose, the most
suitable virtualization tools are selected in the ‘tools and IT
systems’ area. Then, appropriate models are built in the virtual
artefacts area to be validated with, e.g., user interfaces with VR
technologies again in the ‘tools and IT systems’ area.

Problem description: The requirements for the new engineering
capability of SHP (Smart Hybrid Prototype) is derived from higher-
level objectives to fix industrial challenges of virtual engineering,
e.g. the growing complexity of product and process requirements
while drastically reducing time-to-market and classical physical
product prototyping. Additionally, there is a need to ‘physically’
experience virtual models (e.g., CAD models). This can be achieved
by using haptic devices, which enable force-feedback, thereby,
interaction with virtual models.

Solution requirement description: The SHP approach is defined as
a combination of physical prototypes and digital models in a virtual
reality environment in order to enable a realistic experiencing of a
mechatronic system [220]. Furthermore, it enables a multimodal
experience of mechatronic products, which means that the human
factor is given much greater prominence when validating the
overall system in real-time.

Current research concepts and demonstrators: These include
visualization technologies such as virtual, augmented and mixed
reality, modelling and simulation technologies with physics-based
game engines or professional tools such as MATLAB/Simulink or
Dymola, interaction technologies and human machine interfaces
(HMIs) like haptic interfaces and tangible user interfaces (TUIs).

Potential first implementation experiences: The SHP technology
was validated by developing, assembling and testing a passenger
car’s tailgate device [25]. The tailgate test setup is shown in Fig. 19.

6.4.3. Smart (model-based) systems engineering capabilities

Systems engineering addresses issues such as requirements
engineering, reliability, logistics, coordination of different teams,
testing and evaluation, maintainability and many other disciplines
necessary for successful system development, design, implemen-
tation, and ultimate decommission. Its scope needs to be expanded
when dealing with large or complex projects. Systems engineering
deals with work-processes, optimization methods, and risk
management tools in such projects.

o SDEC #3: Model intelligence for IoT and Industry 4.0 (type: model
based)

Fig. 19. SHP demonstrator [25].

Location within the EOS: From product development up to
commissioning and final realization of the product/production
system, each process step requires different types of digital models
and their respective data. This means that MBSE sits in the
‘activities’ area in Fig. 17. MBSE operations need to be processed by
IT tools and applications that allow lossless information transition
and storage as well as accessibility during lifecycle phases, across
engineering domains and across company borders. The new
challenge here is to establish a meaningful feedback to design
channel: information from product operation back into design and
engineering phases and to provide services and capabilities to
handle models and data appropriately.

Problem description: MBSE methodologies and tools are
required because smart products are software intensive. This is
even getting more so, because of the introduction of IoT
technologies such as Industry 4.0 for smart factories. However,
there are no commonly accepted and widespread technologies and
formats of how to define interconnectivity and services of smart
products during the product development phases.

Solution requirement description: MBSE calls for sophisticated
multi-disciplinary models that integrate all domains of engineer-
ing. There can be two approaches to realise such an integrated
model. One is to develop a truly integrated model that can cover
many different disciplines, but this is impossible unless the level of
descriptions is high-level without much details. One such a model
could be the architectural level model discussed in Section 5.2. The
other approach is to develop an integrated framework that can
accommodate different types of models. PLM systems are typically
based on this approach.

Current research concepts and demonstrators: An example
demonstration cell ‘Smart Factory 4.0’ is being developed at
Fraunhofer-IPK in Berlin, Germany. It is a miniature production line
for conducting research and acts as a testbed for tool and component
vendors. The Smart Factory itself can be considered smart to an
extent that it manufactures individualized batch-size products right
after the customer has entered his/her product definition into the
system. The basis here is a set of simulation models that interact
intelligently with each other and based upon sensor data created in
the physical as well as in the virtual production line. Both worlds are
inter-connected with IoT technology.

Potential first implementation experiences: The Fraunhofer-IPK
implementation can be considered the first implementation of the
kind.

6.4.4. Smart life cycle engineering capabilities

Smart products and services require new capabilities in
connectivity of information and data sets across all lifecycle phases.
Additionally, new IT platforms (e.g. IoT) and technologies (e.g. CPS)
change common methodologies in engineering design, business
development and lifecycle thinking. Some examples of this ‘smart
life cycle engineering’ have been discussed in Section 2.2.3.
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o SDEC #4: Smart services (type: life cycle)

Location within the EOS: Products are becoming smarter and
services are offered across the entire life cycle. In the EOS in Fig. 17,
the digital and physical artefacts are changing in the way they exist
in the life cycle, which coincides with the evolution of the IT tools,
applications and systems. This means that traditional engineering
companies will have to adapt their engineering processes and
organization. For instance, it is clear that, as the IoT technologies
advance, products will be equipped with more sensors, which will
generate more information of different types. These will force the
IT infrastructure to change and eventually, which will change the
business as well as products, which we have seen in the cases of
Rolls-Royce [91] and Komatsu [109,116].

Problem description: Smart products and smart services require
new engineering capabilities for development, manufacturing, use
and end-of-life treatment. For these, dedicated data and connec-
tivity management is required.

Solution requirement description: Solutions are needed for both
engineering processes and life cycle processes. Harmonized
interaction of artefacts requires synchronized data management
and information standards up to business model including PDM/
PLM and IoT platforms.

Current research concepts and demonstrators: In the future, data
about business as well as consumer behaviours becomes the main
resource for the data-driven business paradigm. Technically, this
means big data technologies will play a key role here.

Potential first implementation experiences: Data driven engineer-
ingis the major challenge in smart life cycle engineering. Several data
levelsand datasets(e.g.,sensor data, product system behaviour data)
need to be combined, processed and analysed. Based on that,
engineering conclusions can be drawn. Different heterogeneous data
needs to be linked and be prepared for analysis. Consequently,
semantic level data integration seems to be a key enabler for gaining
serious results in the understanding of engineering.

7. Summary and conclusions
7.1. Summary

This paper attempted to shape the concept of smart products
and to identify issues and challenges of their development from
the viewpoint of engineering capabilities. Overall, the increasing
population of smart products will drive significant changes to the
conventional and to the current digital transformed engineering
practice.

First, the concept of smart products was defined as CPS
integrating internet-based services, which means smart products
are software intensive, data driven, and service conscious. Smart
products generate value in two ways (Fig. 3). One is through smart
services that will increase the value of user experiences. The other
is through operational data and information created at every life
cycle stage. This has mostly business value.

In Chapter 2, various types of smart products were briefly
reviewed, followed by identification and analysis of commonly
found features of smart products.

Chapter 3 discussed product technologies that will be used or
implemented within smart products. Among them, it is worth-
while to focus on Al, big data and data analytics.

Chapter 4 reviewed product development technologies (in-
cluding those for service development). From recent development,
the paper picked up some important technologies including
service development methods, digital engineering, and model-
based systems engineering (MBSE). While PLM and ERP are widely
used in product development, it is important to note that data
collected with IoT technologies during the life cycle of smart
products needs to be stored and properly processed. For this
purpose, the concept of digital twin seems promising. MBSE is
useful to co-develop multi-disciplinary complex CPS, in particular,
those software intensive smart products.

Chapter 5 discussed insufficiency and weak points of currently
available development methods and tools. Among others, the
following five weak points were identified.

e Many smart products specific aspects (such as resilience) lack
design methods (i.e., design for resilience).

e Dealing with software intensive nature of smart products and
resulting multi-disciplinarity, MBSE is considered promising from
the viewpoint of co-development, but at this stage it still needs
further development. Among others, at this moment, a single
unified model about various aspects is not possible, which means
conversion of models are left with ad hoc interfacing standards.

e Service design is not well connected to other elements of smart
product development as PSS.

e Capturing and storing information generated at every life cycle
stage of smart product are not that difficult. However, our
knowledge on how to feed that information to design is still poor.

Chapter 6 first described the outcome of an industrial survey
about smart product development. This largely matched our
findings, especially regarding the immaturity of theoretical devel-
opment, and the lack of unified theory integrated design. This
chapter also proposed the concept of smart digital engineering.

7.2. Conclusions

The concept of smart products is now getting clearer, i.e., CPS
with integrated internet-based services, which suggests software-
intensiveness, data-driven, and multi-disciplinarity. However, the
development of smart products is not just about introducing more
software related capabilities. It is significantly different from the
development of previous generations.

e Smart products are software intensive and the degree of multi-
disciplinarity is much higher than, e.g., traditional mechatronics
products, because the role of information is more than control.
This suggests the architecture of smart products needs to be well
established and clearly defined.

The data-driven aspect of service elements coming from value
creation through life cycle related information needs to be
modelled, presented and utilised appropriately for smart product
development.

Information flow within the ecosystem of smart products is
complicated and, consequently, the entire product development
can be very complex.

Decision-making processes during the product development
become mutually dependent, thus controlling the product
development cycle can be extremely difficult. This means the
currently available prescriptive development models (e.g., V-
model) can be inappropriate.

The role of digital twins will be increasing and requires further
research (e.g., to extend it to 4D models).

MBSE seems a promising approach to tackle multi-disciplinary
nature integrating four relevant approaches (i.e., traditional PLM,
systems engineering, software engineering, and dynamic sys-
tems modelling). While this requires a unified single object
model, this is currently replaced with a group of translational
interface standards. Further research is needed to establish the
sound foundation of MBSE for smart product development.
From the viewpoint of education and training, solid competence in
digital engineering, software engineering, Al algorithms,and MBSE
will be needed for engineers and designers of smart products.

7.3. Future outlook

o It is not difficult to imagine that future smart products will be
enjoying faster and better connectedness, intelligence, and
sensors leading to step-changing improvements. For instance,
far better vision capabilities will be installed in robots, thereby
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improving material handling capabilities. New applications of
such robots will be more non-traditional situations like home,
office, and society rather than factories.

New capabilities that are not really present nowadays include
autonomously reconfigurable products adapting to many un-
foreseen situations and extremely resilient products requiring no
maintenance. For these products, validation and verification can
be based on self-learning elements by adjusted algorithms.
Research-wise, researchers and industry have to mobilize
aligned efforts to sketch out a complete foundation consisting
advanced theories about cross-domain models that can be used
for future MBSE.
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