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Introduction

1. Take Charge of your Health

“Take charge of your health with the latest from Fitbit” (Fitbit, 2021). This slogan
advertises a well-known mobile health (mHealth) product, the Fitbit, to potential
customers, targeting individuals interested in self-monitoring, self-measuring, and self-
quantifying health- and healthy lifestyle-related activities. mHealth apps, including
the Fitbit app that accompanies the Fitbit bracelet—a wearable that can measure
various parameters, such as heart rate frequency, sleeping patterns, or walking
distance—have become increasingly popular over the past decade and respond to
various health needs. mHealth apps are used in medical domains ranging from
reproductive health, diabetes, mental health, or physiotherapy, and they are also used
to support patients at risk of cardiovascular disease, cataracts, or liver cirrhosis.
Examples include Flo, which allows users to track their menstrual cycles; AliveCor,
which enables the monitoring of heart rate frequency and detects atrial fibrillation;
and Healthy Minds, an app that supports meditation practice and promotes mental
wellness.

The term “mHealth” is a neologism that combines the words “mobile” and
“health.” It was introduced in 2003 by proponents and creators of Information and
Communication Technologies (ICTs) within the health and public health domain and
is intended to emphasize the benefits of using mobile ICTs for health purposes
associated with its patient-centeredness and ubiquitous usability (Bashur et al., 2011).
The World Health Organization (WHO) subsequently defined it as a ... medical and
public health practice supported by mobile devices, such as mobile phones, patient
monitoring devices, personal digital assistants (PDAs), and other wireless devices”
(World Health Organization, 2011, p. 6). While this definition does not exclusively
refer to mHealth apps, it reflects the fact that mHealth generally encompasses a wide
variety of different mobile technologies that are often combined to promote health as
their common goal.

Given that mHealth promotes ubiquitous usability and mobility, it obscures the
distinction between medical practice and lifestyle-oriented endeavors. Products
primarily intended to support users in achieving lifestyle goals, such as apps centered
on exercise and fitness, allow users to share the data collected by these mHealth apps
within professional healthcare contexts. Moreover, products developed for medical

use also find application outside such contexts because users are interested in
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measuring their physical activity or in preventing health risks. The dichotomy
between medical and lifestyle contexts exacerbates the difficulty in clearly categorizing
different mHealth products to ethically assess or regulate them (Lucivero & Jongsma,
2017). This hybridity 1s particularly evident in the example of Health, an mHealth
app that comes preinstalled on Apple devices such as iPhones, iPads, or Apple
Watches. Health allows users to synthesize and store health-relevant information from
various other mHealth apps that the user has installed on their device. This
encompasses information about medication and heart rate frequency as well as the
user’s exercise regime or sleeping patterns. The user can access the data and share it
with their doctor or they can simply use the data themselves to ostensibly improve
their overall wellness, productivity, or life satisfaction independently of traditional
medical contexts.

Although it 1s difficult to trace a clear boundary between mHealth products that
support users’ self-care and telemedical products embedded in traditional healthcare
settings, I regard the latter as an extension of clinical practice, while mHealth products
often demand a greater degree of commitment and responsibility from the individual
user. Thus, to capture the unique aspects of mHealth, it is appropriate to focus on
products that seek to promote the accessibility of self-care independently of healthcare
professionals while also acknowledging that mHealth products are increasingly used
in professional healthcare to support the relationship between patients and
professionals.

Aside from their hybrid use, mHealth apps are becoming increasingly salient
within the field of public health. During the COVID-19 pandemic, in particular, the
use of mHealth apps increased to compensate for the limited access to medical services
(Statista, 2020; Khilnani et al., 2020). Moreover, mHealth apps were deployed to
monitor the spread of infections, and data from mHealth apps were analyzed to
predict infection sites (Robert-Koch-Institut, 2021). As public health organizations
such as the WHO predict, mHealth apps will likely play an increasingly central role
in promoting public health by facilitating wider access to health services, enhancing
the cost-efliciency of the healthcare sector, promoting healthy behavior changes to
prevent and mitigate health risks, and facilitating public health research (WHO,
2018).

Both the medical and the more lifestyle-oriented mHealth app categories are
relevant to the public health context. For the potential public health benefits of
mHealth apps to be fully realized, they must be included in everyday care practices

within clinics and hospitals, and practitioners and patients must learn how to use them



and how data from lifestyle-oriented products can inform medical decisions.
Moreover, lifestyle-oriented mHealth apps can play a key role in preventing or
mitigating health risks by fostering healthy behavioral habits and thereby addressing
public health challenges, such as cardiovascular disease, diabetes, obesity, or tobacco
use. Finally, with the emergence of medical and public health research supported by
machine learning, data from mHealth apps promise to be valuable for conducting
medical trials and developing new drugs, demonstrating how both medical and
lifestyle-oriented mHealth products directly and indirectly support public health
objectives.

Analyses of mHealth apps that emphasize their potential benefits for society
highlight the inequalities connected to their deployment. The degree to which users
will benefit from mHealth apps depends on various social, cultural, and political
factors. Those factors shape the extent to which the individual user is capable of
positively affecting their own health and ultimately public health. Users’ varying
digital competency levels, geographical locations, or income brackets cause the
benefits of mHealth apps to be realized to different degrees (Paldan et al., 2018). Biases
in the data sets collected from mHealth apps used for medical research pose the risk
of entrenching existing inequalities in healthcare and public health. Given that users’
motivation and competency with respect to mHealth apps differ, several challenges
must be overcome to realize their potential benefits for public health.

Several mHealth apps raise the concern that such technologies may reinforce pre-
existing inequalities simply because they do not meet the right social conditions. This
issue hints at the conditions under which mHealth apps are developed, deployed, and
used, as well as the background inequalities that influence these processes. Thus, in
considering how mHealth apps might best be implemented, we should investigate not
only how their benefits might be more fairly distributed, but also how we can avoid
background inequalities limiting the realization of their benefits.

This dissertation will thus focus on developing more refined conceptual tools to
better understand the background inequalities that hinder the success of mHealth
products and risk creating more entrenched structural injustices. This will help to
guide measures aimed at mitigating inequalities in the context of mHealth apps more
effectively, ultimately leading to a better understanding of the societal impacts of

mHealth apps in particular and biomedical technologies more generally.
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In the following section, I shall narrow down this objective to one particular type
of mHealth app—mHealth apps designed to facilitate self-monitoring!, which are
paradigmatic in that they encompass everything that is unique about this technology.
Next, a brief overview of the existing literature on mHealth apps will connect the
concern about entrenched inequalities with the wider ethical discussion on mHealth
apps, highlighting the need to refine the conceptual tools that can be used to
normatively assess this technology. This analysis will support a more precise
formulation of the main research question and its sub-questions, mirroring the
structure of this dissertation. The methodology used to answer the questions will be

introduced briefly, followed by a concluding outlook on the individual chapters.

2. What is Special About mHealth Apps?

What distinguishes mHealth apps from other biomedical technologies, making them
an interesting topic for the study of the moral and societal impacts of digitization
processes within the health sector? How do mHealth apps contribute to the public
health objectives of monitoring and promoting public health?

In the present landscape of digital technologies, smartphones—to an extent that
surpasses all other digital technologies—represent severe digitization processes across
almost all societal domains, including healthcare and public health. The devices’
ubiquity enables a range of new functions and new qualitative approaches for reaching
domain-specific goals facilitated by the numerous sensors included in the device as
well as the device’s capacity to connect to the Internet. Smartphone use has increased
tremendously in recent years: in 2021, 85% of US citizens owned a smartphone (Pew
Research Center, 2021). The majority of users’ time spent using their smartphones is
spent using apps (Comscore, 2020). mHealth apps thus occupy a special position by
virtue of their ubiquity, which is attributable to their mobility and their availability.
Those conditions present us with new qualities and quantities of data collection that

promise various public and private benefits.

Throughout this text, I will use selfmonitoring and self-tracking interchangeably, although both
terms have different connotations. Self-tracking seems to refer to an active practice supported by the
recording of information, whereas monitoring implies a rather passive activity overseeing the course
of a process without necessarily recording it; the meaning of both terms merges when it comes to
mobile apps, which almost always entail the recording and storing of information, even if this only
assures the functionality of the app.

xxil



Apps constitute a paradigmatic mHealth product type because they enable the
ubiquitous and mobile collection of health-related data through self-tracking, which
1s the main condition for the realization of its health and public health benefits. In
allowing users to self-track various health-related parameters, mHealth apps combine
their data-centered interests with the ambition of promoting health. This, again, is
supported by the apps’ mobility and the devices’ sensors. Self-tracking is one of the
primary determinants for successful engagement with an app over a longer period and
1s thus directly linked to the potential health benefits for the user. This is because self-
tracking offers considerable support for behavioral change, as the tracked information
provides a nudge to improve and exceed previous achievements to progress toward a
set health-related goal.

mHealth apps are particularly promising in terms of promoting public health
objectives. The easy accessibility of these apps via various app stores implies that large
population groups are able to use them. Moreover, mHealth apps often function as
an interface between external sensors that capture health-related data and algorithms
and cloud-based data storage platforms that facilitate data processing. It is thus
through the apps that the data become available for public health research purposes.
The ubiquitous use of mHealth apps supports the implementation of healthy
behavioral change in almost all aspects of life in addition to supporting public
healthcare and prevention measures. mHealth apps thus constitute technological tools
that have the potential to scale individual health benefits up to the level of public
health, whose primary concern is the promotion and maintenance of population
health.

Policymakers in the European Union (EU) as well as in non-EU low- and middle-
income countries have widely acknowledged the potential of mHealth apps to
facilitate health promotion measures and primary care (Barkman & Weinehall, 2017).
By serving as a tool aimed at fostering behavior change, self-monitoring of symptoms,
or diagnosis, mHealth apps may be understood as a preventative public health
measure. Consideration of mHealth apps in the context of public health entails not
only approaching them as a top-down measure but also understanding them in terms
of public participation in maintaining and promoting this public good. This aspect is
crucial for bridging the gap between the increased responsibility for health borne by
the individual user and the technology’s relevance for public health.

The intention of promoting public health goals as an incentive measure to facilitate
and increase the adoption of mHealth apps applies to both commercial and non-

commercial mHealth apps. Commercial mHealth apps tend to be based on business
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models centered on the collection, storage, or analysis of data; non-commercial
mHealth apps might include apps published for research purposes or by patient-
interest groups. Both types are relevant to public health.

Moreover, mHealth apps obscure the distinction between users as customers who
merely purchase a commodity for lifestyle purposes and patients who require a certain
product to diagnose, treat, or manage a condition. While some scholars tend to
describe the users of mHealth apps as customer-patients or user-patients, I shall refer
to users in general and to patients whenever the context implies the obligations,
norms, and responsibilities that are specific to the medical context.

In the ethical literature on mHealth apps, scholars often focus on apps for specific
medical domains, such as mental illness (Burr & Morley, 2020a; Chivilgina et al.,
2021; Miller et al., 2023; Skorburg & Yam, 2021) or women’s health (Jacobs & Evers,
2023). I abstain from adopting too narrow a focus on a specific medical domain for
several reasons. First, focusing exclusively on a single domain risks neglecting the
wider societal trend of digitization in the health sector that is implied by the
deployment of mHealth apps. Second, the approaches to achieve the medical and
public health goals across the different categories of illnesses addressed by mHealth
apps are similar in several respects. Functionalities across those categories include
symptom tracking, reminders, social networks for patients, chat-bots, or artificial
intelligence (Al)-driven diagnosis. Third, the use of all mHealth apps is motivated by
the belief that a focus on biomedical innovation in the form of technology and

enhanced access to medical services increases public health.

3. The Ethical Discussion Surrounding mHealth Apps

To realize this technology’s potential for public health, it is necessary to assess the
extent to which mHealth apps’ relevance for public health is correlated with
background inequalities. The ethical literature on mHealth apps has largely neglected
the connection between the relevance of mHealth apps for public health and social
injustices. This gap in the literature becomes evident when reviewing the wider ethical
debate on mHealth apps that focuses on the benefits and burdens of this technology
in terms of the apps’ ability to empower users while simultaneously increasing their
responsibility for self-care outside clinical settings and in terms of their effects on
different social groups.

I argue that the ethical discussion surrounding mHealth apps is structured around

three major themes. First, it investigates whether and how it can promote the
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empowerment of individual users, and whether this results from the design of the
technology itself or from the altered relationship to healthcare providers. Second, it
examines how responsibility for health has been re-distributed between health
organizations and individuals by the deployment and use of mHealth apps. Third, it
asks how mHealth apps affect different groups, what benefits or burdens they can
expect, and whether mHealth apps increase social injustices. All three components of
this discussion are guided by the underlying question of whether mHealth apps can
realize the benefits they promise and prompt significant improvements in individual
health and well-being as well as greater cost-efficiency on the organizational level.

On the level of individual use, the question arises as to whether mHealth apps
have the capacity to facilitate or negatively impact their users’ empowerment
(Kreitmair, 2023; Lucivero & Jongsma, 2017). The concept of empowerment is often
framed as increased user autonomy or independence from traditional care settings as
well as increased medical knowledge or competency. Studies of mHealth apps thus
require a meaningful conception of empowerment (Morley & Floridi, 2019; Kapeller
& Loosman, 2023) as well as an adequate conception of autonomy to understand their
influence on users agency (Schmietow & Marckmann, 2019; Wagner, 2019).

Evaluation of the improved empowerment that users may gain from mHealth apps
has focused primarily on the individual level, while the consequences and moral
ramifications of empowered patients for public health are not addressed. The focus of
the discussion seems to acknowledge that the potential for empowerment depends on
the background conditions that determine how users fare in life. It refrains, however,
from drawing the appropriate normative conclusions to address the social
circumstances of the technology’s development and deployment and rather limits itself
to proposing measures aimed, for instance, at altering the technology’s design or the
manner in which it is deployed within the patient-doctor relationship.

The advent of mHealth is often associated with increased individual responsibility
for health and public health (Davies, 2021). The increased responsibility on the part
of the patient is referred to as responsibilization. In essence, responsibilization refers
to the progressive involvement of individual users in the monitoring of their own
health and health-related behavior with the ultimate goal of promoting healthy
behavior changes, preventing health risks, and reducing costs for the healthcare
sector. The advent and availability of digital health technologies that facilitate the
surveillance of healthy behaviors has sparked a debate as to whether citizens should
be held accountable for any (un)healthy lifestyle decisions that they make in the
context of their impact on public health (Feng-Gu et al., 2021). Critics of the
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responsibilization of citizens have pointed out that its successful implementation
would necessitate unfeasible surveillance measures (Davies, 2021) and would therefore
conflict with other important moral values, such as privacy. Moreover,
responsibilization carries the risk of healthism (Brown, 2013)—that is, the
moralization of individual lifestyle choices as they relate to health (Crawford, 1980).
Healthism thus conflicts with self-determination, given that health and engagement in
health-related activities are increasingly linked to social expectations that may project
unrealistic or unfeasible health ideals.

One issue that is conspicuously absent from this discussion is the different degrees
to which groups of people are affected by mHealth apps. The effects of promoting
responsibilization through mHealth apps may imply different degrees of moral
relevance for different parts of a population. Limitations to self-determination or
privacy may disproportionately impact those whose lives are already more restricted
than others’. In turn, different sectors of the population may have different capacities
to satisfy healthist expectations because they have at their disposal the requisite
temporal or financial resources. Moreover, moral values other than self-determination
or privacy, such as personal attachment, will likely be affected by the promotion of
responsibilization through mHealth apps. Therefore, a comprehensive framework is
required to assess the different degrees to which groups are affected by the rationale
of responsibilization in various life domains.

Several attempts have been made to evaluate the background conditions that
cause and entrench unfair power relations in the context of mHealth apps, with a
particular focus on apps and digital tools targeting women or women’s health (so-
called “femtech”). Several mHealth apps in this category appear to reinforce gender
stereotypes, thus benefiting heteronormative power structures and ultimately
diminishing users’ self-determination in other life areas outside the use of the apps
(Hendl & Jansky, 2021). One possible means of addressing such problems might be to
include capability-sensitive design within the development process (Jacobs, 2020a).
This method provides developers with the necessary guidelines to identify conflicts
with user’s capabilities to flourish in life and comprehensively addresses the
technology’s impacts—both direct and indirect—on users’ lives.

While these attempts have prompted discussions surrounding the background
conditions of mHealth use, they do not resolve the question of how the further
entrenchment of such power structures might affect mHealth apps’ prospects in terms
of promoting public health. Given that they operate under the assumption that the

major goal of mHealth apps is to promote individual empowerment, they are not
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sensitive to the effects on public health. Herzog et al. (2021), however, point out that
a comprehensive understanding of digital behavioral technologies, including mHealth
apps, requires that their impacts on individual users be understood in view of the
societal conditions that determine the users’ lives. They argue that adequate
evaluation of this technology requires drawing from theoretical approaches that
integrate the normative tools used to evaluate technologies’ effects on individuals with
considerations of social justice and systemic vulnerabilities traditionally located in the
domains of bioethics and public health ethics. However, a comprehensive theoretical
approach that aims to address this research gap remains missing from the literature.
While the literature on mHealth apps has primarily focused on the benefits and
risks of this technology for individual users, the research gap identified by Herzog et
al. (2021) shifts the lens toward the societal dimensions that define individuals’ lives.
This shift toward the social structure is necessary to understand why some users are
more likely than others to benefit from this technology. It is necessary, therefore, to
evaluate mHealth apps with respect to both their potential and actual impacts on
social justice. Furthermore, it will permit evaluation of the effects of the deployment
and use of this technology on existing inequalities. This will enable assessment of the
overall benefit of mHealth apps for public health, since the realization of mHealth’s
benefits for public health will depend substantially on overcoming those inequalities.
It is important to merge considerations of social justice with public health because
public health can provide an additional argument as to why we should address certain
issues raised by mHealth apps. In particular, it lends additional normative force to
attempts to render design and deployment processes in the user’s interest. If we can
argue that the mitigation of inequalities in the design and deployment processes of
mHealth apps is necessary to realize their benefits for public health and that increased
inequalities would be detrimental to this objective, the argument in favor of adopting
such measures purely for the sake of social justice is strengthened. In turn, it makes
those who cite public health as justification for the deployment of mHealth

technologies responsible for promoting social justice by mitigating inequalities.

4. Research Questions

This dissertation is most broadly concerned with the question of what the social justice
implications are for users of self-monitoring mHealth apps given the role of private
mHealth providers as public health agents. This question is based on the assumption

that the obstacles to realizing the public health benefits of mHealth apps lie beyond
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questions of how access to this technology might be more fairly distributed and focuses
on exploring the background inequalities that shape individual users’ capacity to
benefit from such apps. This will pave the way for ethical analysis and moral
innovation to distribute the responsibilities for mitigating the negative background
conditions more broadly and fairly while addressing the responsibilities for inequalities
borne by mHealth app providers.

This will include an explanation of why several of the issues raised in relation to
empowerment, responsibilization, and increased inequalities are morally problematic.
Moreover, it entails the development of conceptual tools to identify problems that
have not yet entered the ethical debate surrounding mHealth apps. It is only by
acknowledging new challenges that a fairer assignment of responsibility for mitigating
the negative consequences of users’ background conditions will become feasible. This
is an important step toward realizing the public health benefits of mHealth apps.
Much of the ethical discussion surrounding mHealth apps has focused on how the
benefits and demerits of the use and deployment of this technology ought to be
distributed in a fair way. This approach centers the understanding of social justice as
a matter of the morally right distribution of goods, including access to this technology
or opportunities to use it. Only minor parts of the discussion have highlighted the
background conditions that also determine the extent to which such distributions can
be realized.

These approaches to evaluating mHealth apps operate according to a different
understanding of social justice, focusing primarily on the injustices associated with
mHealth apps. Injustices such as increased inequalities, unfair patterns of
disadvantage that accumulate for certain population groups, or unfair power relations
may also be described as structural injustices. They are structural in the sense that
they emerge from social structures, by which I mean the modalities of social
institutions and arrangements. The structural component refers to precisely those
background inequalities that determine whether an otherwise fair distribution of
certain goods or opportunities may be realized by their recipient or whether the ways
in which institutions or arrangements are structured prevent this.

Beginning with the focus on structural injustices when it comes to evaluating the
ethical ramifications of mHealth apps, five sub-questions emerge, which I shall
address in the five chapters that make up this dissertation.

1. How should we understand the relationship between public health and social
justice in the context of mHealth apps generally? This question aims to establish the

premises necessary to address the main research question. The response implies a
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conceptualization of public health as well as mHealth apps as a public health measure.
As such, it includes private agents as public health agents. Moreover, it clarifies the
link between public health and social justice and evaluates possible understandings of
social justice in relation to public health that are necessary to identify the relevant
justice implications for mHealth app users.

2. What should the components of a theory of justice be for the purpose of
normatively evaluating mHealth apps? This question addresses the ethical framework
necessary to address the main question, in that it highlights how I conceptualize the
social justice implications for users of mHealth apps. Given that I rely significantly on
Madison Powers and Ruth Faden’s theory of structural injustice, the discussion will
include a presentation of Powers and Faden’s theory, their taxonomy of the structural
injustices that imply the main categories of unjust power relations and unfair patterns
of disadvantage, and a critical engagement with some of the objections to their
approach.

3. Do the deployment and use of mHealth apps entrench existing unjust power
relations in terms of exploitation, exclusion, and domination? This question seeks to
test the findings of the study’s previous steps. Thus, it focuses on highly specific types
of structural injustice that constitute the first category of structural injustices that are
relevant in linking many of the concerns raised by mHealth apps to public health
considerations. It provides an answer to the question of what injustices users
experience in relation to mHealth apps and how we should conceptualize those
injustices to improve the applicability of Powers and Faden’s theory. This will benefit
our general understanding of mHealth apps’ justice implications.

4. Do the deployment and use of mHealth apps entrench unjust patterns of
disadvantage? This question constitutes a continuation of the previous question. The
response will address another category of structural injustice and provide insights into
how mHealth app users are disadvantaged by the choices they must make between
different moral goods when they engage with commercial mHealth apps.

5. Should the providers of mHealth apps be held responsible for creating inflated
or false hopes for vulnerable or disadvantaged user groups? This question focuses on
yet another normative dimension of structural injustices. Given the results of the
previous steps, this question aims to identify some of the roots of structural injustices
in relation to mHealth apps and to provide guidance as to how best to apportion
responsibility—in particular, to the providers of mHealth apps—for mitigating the

negative effects of the deployment and use of mHealth apps on social justice. It aims
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to demonstrate how we can mitigate some of the negative implications for

disadvantaged users of mHealth apps.

5. Methodology

The attempt to address the above questions will be based primarily on the application
of the theoretical framework presented by Madison Powers and Ruth Faden. They
offer a sufficientarian theory of justice based on an objective-list account of well-being
that encompasses several dimensions. In essence, they suggest that social justice is
achieved once every individual has attained a minimum threshold of well-being.
Whenever individuals fall below the threshold of well-being in any of the dimensions,
this 1s an indicator for structural injustices. At the same time, they argue that the
realization of sufficient well-being for all should also be the goal of public health, as
they perceive structural injustices as the main obstacle to the successful realization of
public health. Putting well-being at the center of considerations of public health thus
allows the identification of those injustices that must be addressed if public health, as
they define it, is to be realized. They thus acknowledge the complexity of public health
issues that are often rooted in the social contexts of individuals and groups. While they
agree that this view of public health would exceed the responsibility of public health
organizations and health professionals, they argue that public health endeavors should
be evaluated in accordance with their impact on a comprehensive account of well-
being rather than on the affected individuals’ health. The application of Powers and
Faden’s theory will facilitate the evaluation of mHealth apps as a public health
measure in terms of their impacts on the health of individuals and groups as well as
on other dimensions of well-being; it will thus yield insights into whether and for
whom this technology entrenches existing structural injustices. Moreover, the
application of Power’s and Faden’s theory on mHealth apps will require the further
development and definition of several of their major theoretical concepts, including
the different categories of structural injustices that they propose.

This dissertation rests on the assumption that the purpose of social justice theory
1s not so much to identify first principles according to which ideally just institutions in
a given society should be created. Rather, I hold that theories of justice should explain
what constitutes a just society and offer guidance as to how the unjust nature of any
given society might be improved independently of the nature of its social institutions.
This view entails that theories of social justice should focus on identifying existing

injustices and provide the conceptual tools required to develop measures aimed at



mitigating them (Sen, 2011). This broader project, which is generally categorized as
non-ideal theory, provides the foundation of this dissertation.

This research is located at the intersection between bioethics, public health ethics,
and the ethics of technology. I consider it the responsibility of bioethics and public
health ethics to critically question recent biotechnological developments and to point
out the problems that put the promises made by the proponents of such technologies
in perspective. The ethics of technology will provide additional concepts when I
address the expectations raised by mHealth apps. Moreover, I shall link my
argumentation to several approaches developed within the ethics of technology, such
as anticipatory technology ethics (ATE) or value-sensitive design, and explain how the
questions that I address can contribute to those approaches.

By engaging in these reflections, I shall contribute to the development of a new
language that describes the circumstances that we must address if we are to create a
world of biotechnologies from which we, as a society, can benefit. Although the
critique of such technological developments might be radical at times, I argue that it
is better to be highly sensitive to the risks and uncertainties that accompany every
technological development (and risk being labeled a techno-pessimist) than to adopt
such novel technologies in an overly naive manner. If recent developments in tech
have taught us one thing it is that minor improvements in convenience often do not
justify the risks that some technologies may pose to society’s very foundations, which
secure our fundamental interests.

To arrive at a coherent answer to my main rescarch question, I shall apply the
method of reflective equilibrium throughout this dissertation. This method describes
a mode of deliberation that is best understood as a dialog between our considered
judgments about instances or cases and the rules and principles governing them
(Daniels, 2020). The objective of the method of reflective equilibrium is to achieve the
most coherent response possible to a question that also provides the best explanation
as to why some of our beliefs are more accurate than others. The method of reflective
equilibrium, as I apply it in this dissertation, constitutes a dialog between the concepts
used and their real-world applicability. Thus, the practicability of my approach must
be testable against specific use cases as well as potential future mHealth app
developments. I hope to achieve this by referring to multiple real-world examples
informed by data from empirical studies in the social and medical sciences as well as
publications expanding the scope of this dissertation beyond the disciplinary borders
of philosophy and ethics.
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The testing of Powers and Faden’s theory against real-world scenarios will
inevitably generate new insights into the theory, meaning that central concepts of this
theory must be critically evaluated or defined in greater detail. Moreover, the back
and forth between theory and practice will require the formulation of new duties and
responsibilities. It is only by extending and amending the theory that we can arrive at
normative outcomes that will offer sufficient guidance as to how we should act in

response to the risks and ethical problems raised by our technologies.

6. Outline of Chapters

In Chapter One, I shall focus on the question of how we should understand the
relationship between public health and social justice in the context of mHealth apps.
This will include the clarification of the central concepts that will be relevant
throughout the text. I shall begin by addressing the question of what public health is,
who constitutes the public and what I see as the purpose of public health. Next, I shall
argue that mHealth apps are relevant to public health because they not only support
and facilitate public health objectives but also engage the public, including private
companies, as agents of public health. Following this discussion, I shall clarify the
connection between public health and social justice, arguing that public health
concerns and concerns about social justice often represent two sides of the same coin.
This will lead me to the next step, which is to highlight the justice-related concerns
associated with mHealth apps discussed in the ethical literature. This analysis will
further justify my claim that public health and social justice must be combined if we
are to fully understand the implications of the implementation and use of mHealth
apps for their users. Finally, I shall discuss several public health ethics frameworks that
integrate social justice and public health and argue that a sufficientarian approach to
social justice based on an objective-list account of well-being is best suited to the
normative assessment of mHealth apps. The main objective of this chapter is to
provide an overview of the already-known justice-relevant implications for mHealth
users while demonstrating how the effects on social justice in this context can be
addressed more comprehensively.

In Chapter Two, I shall present the sufficientarian theory of social justice
developed by Madison Powers and Ruth Faden. The presentation of this theory will
address the question of what the components of a sufficientarian theory of justice that
1s equipped to normatively evaluate mHealth apps should be. First, I shall explain the

basis of Powers and Faden’s theory, which is an objective-list account of well-being.
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This understanding of well-being constitutes the necessary conditions for a decent
human life. Second, I shall elaborate on the social justice norms that follow from this
account of well-being and their role in relation to other types of moral norms. This
will enable the identification of several types of injustices in the third step and a
taxonomy of injustices that will form the basis for the analysis of social justice 1ssues in
the subsequent chapters. Powers and Faden primarily distinguish between unjust
power relations and unfair patterns of disadvantage. Fourth, I shall discuss three
objections to sufficientarian theories of justice and explain how Powers and Faden’s
theory can be extended to circumvent these concerns. Finally, I shall explain how the
extension of Powers and Faden’s theory is relevant and indeed facilitates the
normative assessment of the deployment and use of mHealth apps. The main goal of
this chapter is to comprehensively present a theoretical approach to identify and
evaluate the justice implications of mHealth apps for their users and to provide a
starting point for formulating the respective duties of such products’ providers.

Chapter Three will focus on the question of whether mHealth apps entrench
unjust power relations in terms of exploitation, exclusion, and domination. It focuses
on analyzing the first category of injustices—unfair power relations—in the context
of mHealth apps. First, I shall explain how discussions about mHealth apps address
exploitation and how we should understand exploitation in view of Powers and
Faden’s theory of social justice. I shall then apply this understanding and elaborate
how it enhances our understanding of the social justice challenges raised by mHealth
apps. Second, I shall focus on exclusion in a similar manner. In addition, I shall argue
that mHealth promotes good health as a quasi-virtue and that a comprehensive
understanding of exclusion as a type of injustice must include exclusion from good
health as a quasi-virtue. Finally, I shall focus on domination and demonstrate how
mHealth apps tend to entrench gender stereotypes. This chapter will highlight several
new implications for social justice to which certain user groups of mHealth apps are
exposed.

Chapter Four asks whether the advent of mHealth apps entrenches unjust patterns
of disadvantage in the area of public health. Therefore, it focuses on the second
category of injustices identified in Chapter Two: unjust patterns of disadvantage. I
shall first conceptualize patterns of disadvantage as a form of structural injustice and
elaborate on how patterns of disadvantage are discussed in the context of mHealth
apps. Second, I shall introduce the concept of value trade-offs, whereby users of
mHealth apps often must compromise certain moral goods of value to them once they

accept the apps’ terms and conditions, and offer some examples of such trade-offs.
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Third and fourth, I shall illustrate how such value trade-offs impact the user’s self-
determination and their capacity to form personal attachments. Fifth, I shall argue
that such trade-offs are particularly problematic for users who are already subject to
patterns of disadvantage because they further undermine their capacity to attain a
sufficient standard of well-being. This, however, would be detrimental to public health
objectives. Finally, it is important to note that this chapter has already been published
as an article in the peer-reviewed journal Public Health Ethics. For the purpose of this
publication, it focused exclusively on commercial mHealth apps, because they offer
more convincing cases by which to illustrate the importance of value trade-offs for the
ethical discussion. The relevance of the discussion herein, however, extends beyond
commercial mHealth apps to encompass non-commercial products. The main goal of
this chapter is to argue for an additional type of disadvantage that occurs for some
groups of mHealth app users.

In the final chapter, which has been submitted as a journal article to Digital Society
and was written together with my supervisors Yashar Saghai and Philip Brey, I pose
the question of whether we should hold the providers of mHealth self-tracking apps
responsible for creating inflated or false hopes for vulnerable or disadvantaged user
groups regarding the prospects of health improvement or the level of protection of
their personal data. This question aims to explore the importance of the users’ hopes
for assessing the benefits of mHealth apps. The first section will demonstrate how the
providers of mHealth apps foster hopes and disappoint their users. To illustrate this,
I shall draw on various sources, such as the websites or advertisements created by
mHealth apps’ developers. In particular, I shall examine hopes relating to
empowerment, long-term health benefits, and informational privacy. The second
section will focus on the concept of hope and argue that hope is the appropriate term
to describe users’ attitudes when they engage with mHealth apps. The third section
will elaborate on how disappointing or inflating hopes for vulnerable or disadvantaged
user groups entrenches pre-existing injustices. This is because providers of mHealth
apps benefit from false or inflated hopes while simultaneously limiting the capacities
of vulnerable or disadvantaged user groups to attain sufficient standards of well-being.
The fourth section will establish the connection between the creation of hopes and the
assignment of responsibility. This conceptual link lays the foundation for the final
section, in which I propose measures by which the providers might avoid creating
false or inflated hopes. This chapter argues for a way in which the providers of
mHealth apps can be held responsible for some of the injustices that are further

entrenched by the implementation and use of their products.
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In the conclusion, I shall demonstrate how approaching mHealth apps as a public
health measure will provide greater scope to evaluate previously unaddressed justice-
relevant implications for their users. Moreover, applying this conceptual lens will
allow a more refined understanding of the types of injustice at play and the duties of
mHealth products’ providers toward their users. Thus, this dissertation not only
identifies the pitfalls that must be avoided if we are to realize the public health benefits
of mHealth but also argues for a different understanding of injustices in this context

and the duties to mitigate them.
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Chapter 01: The Relevance of
mHealth Apps for Public Health

and Social Justice

1. Introduction

The main research question that I am pursuing in this dissertation is as follows: what
are the social justice implications for users of mHealth apps for self~monitoring given
the role of private mHealth providers as public health agents? This question is aimed
at exploring the normative and conceptual grounds for addressing other important
questions, such as who will potentially benefit from the implementation and use of
mHealth apps? Who will have to bear the costs? How does the implementation of
mHealth apps impact existing inequalities inside and outside the health context? Can
mHealth apps promote public health? Who should be held responsible for mitigating
potentially increased inequalities? To what degree should we allow mHealth apps to
entrench pre-existing inequalities? In the following chapters, I shall develop the
necessary conceptual framework to provide answers to those questions and to identify
potential approaches to solving them.

The first step is to clarify the key concepts that I shall use throughout this
dissertation. Thus, the goal of this chapter is first and foremost to establish the public
health “lens” on mHealth, which will form the basis for my entire analysis. I shall
begin by offering a working definition of the term “public health” as well as its
components “public” and “health.” I shall then argue in favor of regarding mHealth
apps as a public health measure that should be assessed from the perspective of public
health ethics. This claim is based on three pillars: (1) the technological character of
mHealth apps, (2) the facilitation of behaviors aimed at supporting public health
through mHealth apps, and (3) the public health-related expectations raised by this
technology.

Developers and researchers, the companies producing mHealth apps,
policymakers, health insurance companies, or public health organizations such as the
WHO all hold various expectations regarding the public health benefits of mHealth
apps. I shall outline what I believe to be the most prevalent claims made about

mHealth apps regarding public health. Studying the complete ecosystem of
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expectations, promises, research agendas, and financial or political interests that
determine how expectations emerge comprehensively would require an in-depth
empirical analysis that exceeds the scope of this dissertation and would be of only
limited relevance to the main argument.

The second goal of this chapter is to argue for the necessity of evaluating mHealth
apps 1n terms of their impact on social justice. The bioethics literature offers various
theoretical approaches considering public health in the context of social justice
because the structural factors of public health, including the social, cultural, political,
economic, and environmental aspects of health and public health, have received
increased attention in the development of public health initiatives (Sommer & Parker
2013). Thus, I shall explain how public health and social justice relate to one another
both conceptually and in practice.

The rough sketch of the expectations raised by mHealth apps will lead us to the
worries and concerns raised in the ethical literature about the impact of mHealth apps
on social justice. I shall provide an overview of the social justice-related concerns,
drawing heavily on the ethical and social scientific literature. This will support my
argument that we must adhere to ethical theory to address those worries in a
normative sense and provide guidance on how to mitigate and overcome the negative
effects on social justice.

In the final step, I shall argue that the best way to perform this task is to apply a
theory that encompasses a comprehensive notion of both public health and social
justice. Among the available theories of justice in the domain of public health ethics,
I shall discuss theories that are informed by an account of justice as fairness and
theories informed by the capabilities approach. However, I shall argue for a third
option that shares several similarities with the capabilities approach that foregrounds
realized outcomes within several dimensions of well-being. This argument will form
the basis for a more detailed analysis of the impacts of mHealth apps on public health

and social justice that I offer in the chapters that follow.

2. What Is Public Health?

Unlike medicine, healthcare, and clinical practice, which focus primarily on
individuals’ health, public health is concerned with the health of populations.
Standard definitions of public health often state that public health as a practice is “the
science and the art of preventing disease, prolonging life, and promoting physical

health and efficiency through organized community efforts [...] and the development
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of the social machinery which will ensure to every individual in the community a
standard of living adequate for the maintenance of health.” (Winslow, 1920, p.30).
Today, this means that public health is concerned with adapting our life world to our
health needs but it also includes surveilling and monitoring the health of populations
and the spread of diseases such as COVID-19. Public health has thus become a data-
driven science that seeks to anticipate future health risks and prevent the
overburdening of healthcare systems by promoting health and preventing health risks
using data-driven models.

Moreover, public health is a common good of the group or collective that
constitutes the public (Faden & Shebaya 2015). Public health measures are morally
justified by the assumption that health and healthcare are valued by all members of
society and that a decent human life is one that is largely free of prolonged disease and
major health risks. Given that the term “public” implies society at large, definitions of
public health often center on two main questions: what is the definition and role of
the public, and what is the meaning of “health”?

A conceptualization of public health must specify whose health should be the
objective of public health measures. Three major answers may be offered to this
question, ranging from narrow to wide accounts (Faden & Shebaya 2015). First, public
health interventions may address specific communities sharing one culture or
language. Second, they may be aimed at the public at large, which describes a wider
group sharing a single geographical space or a set of governmental institutions.
Finally, they can target entire populations. This is the widest and most general
category, encompassing both small groups and humanity on a global scale?. I refer to
the public in the second sense, in which it is conceptualized as a group who shares a
geographical space or a set of institutions.

In the following chapters, I shall draw heavily from examples situated in European
countries, such as Germany or the Netherlands, and in the United States. The
member states of the EU share several political institutions and regulations, implying
similar public health objectives and, to some extent, a common regulatory ground.
Moreover, EU member states offer a high level of digitization, which provides for
good study cases. The same is true for the United States. Although the regulatory
background of the United States is different, examples situated in this context can

nonetheless offer insights, given that the United States shares many fundamental

Public health interventions can also include non-human species as in the One Health approach,
which argues that the health of humans as part of a wider ecosystem depends on the health of other
species.



mHealth Apps and Structural Injustice

social values. The theoretical lens that I am adopting can, however, be applied to a
more global context, since it understands the challenges raised by mHealth apps in
terms of threats to universal human interests.

Any conception of public health must specify responsible agents whose duty it is
to maintain and promote the health of the public by initiating and conducting public
health interventions. Public health interventions include promotion, monitoring,
surveillance, and research. Marcel Verweij and Angus Dawson understand the public
not only as the target of public health interventions but also as an agent who actively
contributes to this common good (Verweij & Dawson 2007). Thus, I understand
public health not simply as a set of top-down actions conducted by public
organizations, bodies, or agencies, but also as a joint effort that encompasses many
different stakeholder groups, including private companies, citizens, and public bodies
and nstitutions.

Public health strategies may include top-down government actions, but they may
also entail decentralized efforts on the part of citizens seeking to contribute to the
greater good of a healthy society from the bottom up. The importance of individual
actions for public health became particularly evident during the COVID-19
pandemic, during which social distancing, washing one’s hands, and the wearing of
face masks exerted a limiting effect on the spread of the virus. Moreover, top-down
public health measures can heavily rely on individual participation—for instance,
when it comes to health education and the building of citizen’s health competency.

Intuitively, the understanding of public health as a combination of individual
responsibilities is correct, given that the health of the public is only as good as the
health of the individuals who constitute it. Assuming that each individual has an
interest in their own health, individuals contribute to the health of the public by
maintaining or promoting their own well-being. However, the individual
responsibility for public health can only be fulfilled with the support of institutional
action, because individual action is limited in its ability to impact the societal, cultural,
and political circumstances that affect health. Thus, public health measures must
include collective and institutional action.

The second question that a definition of public health must address is how we
might understand health itself. Conceptions of health are often formulated in either
naturalist or constructivist terms (Murphy, 2021). Naturalist conceptions of health
argue that we can make empirical judgments about the human physiology that
determines a person’s health status. Such judgments might consider, for example, the

efficient functioning of a person’s organs or body. The challenge that such
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conceptualizations face is to identify scientifically sound distinctions between normal
and abnormal functioning. Those distinctions, however, often incite suspicions that
they are being guided or influenced by value judgments and thus present the risk of
discrimination against social minorities.

Constructivist conceptions of health claim that normative judgments determine
whether somebody may be considered healthy. Such judgments depend on the
society’s attitude toward the individual’s well-being. Perception of health in this light
directs less attention toward a certain level of physical ability that should be enabled
or maintained by public health measures and toward the question of how far-reaching
public health measures should be to ensure a certain level of well-being. Such well-
being might include other important factors aside from physical wellness, such as self-
determination or equality of moral status.

Both conceptions of health are relevant to public health. Public health
interventions often focus on improving the physical conditions of the members of the
public. This is the case, for example, when measures aimed at reducing air pollution
are implemented or iodine is added to salt to counter the formation of thyroid nodules,
as 1s the case in Germany. By contrast, disease prevention or the promotion of a
healthy lifestyle operate more prominently with constructivist conceptualizations of
health, since they imply normative judgments about how one can live well. Such
measures may include the promotion of exercise or meditation practice aimed at
reducing stress and achieving comprehensive well-being rather than focusing on
particular health risks.

The purpose of discussing health in the context of public health, however, is not
to provide a convincing theory of health but rather to explain the goals of public health
and to evaluate public health measures. This 1s evident in the understanding of public
health presented by Madison Powers and Ruth Faden. Their understanding of public
health suggests that public health is the realization of sufficient well-being for everyone
to allow them to lead a decent human life (Powers & Faden 2006). Well-being, they
argue, consists of several objective dimensions that follow fundamental human
interests that everyone would agree on: health, personal attachment, security, respect,
self-determination, and knowledge and understanding.

In addressing the question of what the adequate goal of public health is, this
conception avoids adopting a clear position between either naturalist or constructivist
conceptions of health. However, it shifts this decision to the level of the components
of well-being. Powers and Faden define health in naturalist terms as a commonsense

understanding of good physical and mental health. Their approach, however, leaves
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some room for normative judgments in the context of public health, since they
evaluate public health measures in terms of their effects on well-being rather than
their effects on the naturalists’ account of health. Moreover, their theoretical
framework for assessing public health endeavors is not dependent on the
conceptualization of health that one adopts. It thus becomes possible to accommodate
both value-guided judgments about how one should live to contribute to public health
and biomedical judgments about species-typical functioning.

Examination of the goal of public health from the perspective of well-being has
another advantage. Health is highly dependent on various social circumstances and
social drivers, such as wealth, education, gender, ethnicity, cultural background, and
age. Centering well-being in the evaluation of public health endeavors does justice to
the complexity of public health promotion. Improvements in public health are often
achieved by means of policy interventions, only indirectly addressing health by
impacting its social determinants or implementing social policies. Thus, measures
aimed at promoting education, for instance, constitute contributions to public health,
since knowledge and understanding form an important dimension of the well-being
necessary for public health.

In relation to mHealth apps, it is helpful to adopt an understanding of public
health that goes beyond the objective of mere monitoring and the restoration of
physical health. Understanding public health’s purpose of promoting well-being in a
wider sense helps frame mHealth apps aimed at improving physical or mental health,
facilitating nutrition or sleep tracking, or promoting healthier lifestyles as
contributions to the health of a population and thus as relevant to public health.

The understanding of public health that I wish to propose as the basis for the
following chapters relies on the definition of the public as the population within a
certain geographical region sharing several political institutions. A public that consists
of various stakeholder types is both the recipient of interventions for the promotion of
its health and an active agent in coordinating these interventions. The goal of public
health is to ensure a certain level of well-being of the public beyond the naturalist
understanding of health. It acknowledges the complex relationship between health
and the social, cultural, political, economic, or environmental circumstances that

determine it.
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3. Why We Should Treat mHealth Apps as a Public Health Measure

Advances in public health throughout history have been closely linked to the
development of new technologies. Technical engineering achievements, such as the
sewage systems of the early Roman Empire or the invention of the smallpox vaccine
by Edward Jenner in the late 18th century, emphasize an intimate relationship
between the protection of public health and the necessity of technological innovation.
Inherent in every technological innovation that finds wide application in our lives are
new possibilities in terms of how we act and behave as well as restrictions on the ways
in which we formerly behaved and acted. Technology, in this sense, is not a neutral
tool but is shaped by decisions, values, and norms throughout its development, design,
and deployment.

Alongside technological innovation, innovation in social practices is the other
force necessary to maintain and promote a certain level of public health. This becomes
evident from the hygienic conventions embedded in religious traditions (Tulchinsky
& Varavikova, 2009, p. 3) or the ways in which people altered their behaviors during
the COVID-19 pandemic, for instance through social distancing. Those alterations
and changes in behavior mark another type of innovation that is often—but not
necessarily—connected to technology. Understanding both the technological
conditions of public health and the changes that take place on the social level in terms
of behavior or changing social values is crucial for arguing that mHealth apps should
be regarded and evaluated as a public health measure.

Generally, mHealth apps allow individuals to contribute to the public health
objectives set out by the standard definition of public health in several ways. Using
mHealth apps, users can engage in activities such as health monitoring or exercising
with the aim of preventing health risks and diseases. Moreover, users wishing to
change their behavior to a healthier lifestyle that is likely to increase their longevity
can refer to mHealth apps. Finally, public health agencies may be able to access the
data collected via the apps to support public health research, monitoring, and
surveillance.

The definition of public health set out in the previous section emphasized the role
of the public and the individual citizen in the promotion and maintenance of health.
To fully understand how the individual can contribute to public health by using
mHealth apps—and might even be expected to do so—it is important to examine the
expectations raised by mHealth apps in the context of public health. Detailed

discussion of these expectations helps to crystallize a certain intention that follows
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public health objectives but places great emphasis on the individual’s contribution to
public health.

Given their widespread availability from app stores, mHealth apps raise
expectations of cheaper and easier access to health services for all social groups within
a population (Lucivero & Jongsma, 2017). This expectation becomes evident in the
very term “mHealth” itself, which emphasizes mobility and ubiquitous use. Owing to
those properties, mHealth apps raise the expectation to deliver health services and
insights into their users’ health in almost every life situation or context. By means of
automated and digitized processes designed to save costs, the ubiquitous use of
mHealth apps facilitates data collection and increases the availability of health services
through the Internet (Lucivero & Jongsma, 2017). Moreover, since the user can
determine how, when, and to what extent they use the mHealth apps, the apps raise
expectations of personalized services that are adaptable to the users’ needs and
requirements (Lupton, 2013c). However, the necessary conditions for realizing the
expectation of ubiquitous use and increased accessibility are low prices, usability for
people with low digital and health competency, and adequate Internet connectivity.

On the level of social practice, we can observe that mHealth apps spark
expectations about the ways in which their users can self-monitor their health, self-
manage their health conditions, and change their behaviors in favor of a healthier
lifestyle (Lupton, 2013c). This self-measurement is expected to generate vast volumes
of health-related data. Through the collection and analysis of these data, users can
contribute to health research. This raises expectations about improvements in health
research and the discovery of new diagnosis and treatment methods (Sharon, 2016).
All of those measures support the public health objective of preventing and mitigating
health risks as well as improving the health prospects of entire populations.

Aside from the opportunities provided by mHealth apps for citizens to engage in
the prevention and mitigation of health risks, mHealth apps imply individuals’
increased contribution to public health. This becomes visible through the promise of
empowerment frequently reiterated by the providers of mHealth apps. However
imprecise the term “empowerment” might appear, it often describes increased self-
knowledge and self-determination (Morley & Floridi, 2019), potentially resulting in
more independence from traditional healthcare settings (Lucivero & Jongsma, 2017).
The users become profoundly aware of their health and can utilize the information
acquired via the apps to mitigate symptoms, prevent illnesses, and progressively
exercise control in the relationship with their health professionals. The narrative of

empowerment implies that the users assume greater responsibility for their own self-
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care. This shift of responsibility from organized institutional action toward individual
action—often referred to as responsibilization—has raised concerns about the
sufficient protection of privacy (Davies, 2021) as well as social justice and democratic
values (Wieczorek & Rossmaier, 2023).

Critics of mHealth apps often refer to risks to the users’ privacy and ill-designed
informed consent mechanisms in self-tracking technologies (Lanzing, 2019).
Moreover, critics expect digital health tools to negatively impact the relationship
between doctor and patient in clinical practice (Boers et al., 2020). Since many digital
health tools lack sound empirical evidence as the basis for their design and methods,
critics expect that they will fail to provide the promised health outcomes for their users
or that they may even cause new health risks through misdiagnosis (Boers et al., 2020).

One objection to the claim that mHealth apps should be treated as a public health
measure 1s developers’ lack of intention to exert a public health impact. With
commercial mHealth apps, at least, the developers’ primary intention is first and
foremost commercial in nature. Many mHealth companies, however, enter into
public—private partnerships with public health agencies. For instance, Fitbit, one of
the largest manufacturers of wearable sensors that can record health-related data via
a mobile app, has announced its cooperation with the public health agency of
Singapore (Reuters, 2019). While it is Fitbit who will give their products to citizens,
the Singapore government can access the collected data, provided the users consent
to it, with the aim of better monitoring and researching public health (Yee, 2019).
What differentiates public health measures from other endeavors is a clear objective
with the intention to either promote or maintain public health. Simply releasing new
products onto the market that may or may not affect their users’ health depending on
the context of their use, seems insufficient to justify the public health “lens.”

Although the development of mHealth apps lacks this clear intention, the main
stakeholders for public health—public health organizations—do, in fact, have a strong
intention to promote the use of mHealth apps. Public health organizations, such as
the WHO, contribute to responsibilization by recommending the deployment and use
of mHealth apps and promoting behavior change for individual citizens and groups
(World Health Organization, 2011). Health insurance providers incentivize their
customers to self-track by engaging with mHealth apps to reduce costs within the
health sector (Henkel et al., 2018). Finally, national public health organizations, such
as Germany’s Robert Koch Institut, have called for the donation of data from
mHealth apps to inform models for predicting new outbreaks of Covid-19 (Robert

Koch Institut, 2021). Thus, responsibilization may be understood in two ways—either
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as increased individual responsibility for one’s own health or as increased
responsibility for population health. Both understandings of responsibilization appear
to apply in the context of mHealth apps.

This shows that mHealth apps already play an important role in public health
organizations’ reasoning, which relies on individual responsibility for preventing
health risks. This individual responsibility is endorsed by the ways in which the apps
are designed. Increased responsibility for health aims at adding a layer of motivation
to promote behavior change through the apps’ designs beyond the pursuit of
individual health goals. Apps that include, for instance, gamification mechanisms or
other incentives that keep users engaged promote and facilitate public health
objectives since they aim to nudge individuals’ behavior toward healthier lifestyles.
This becomes relevant for population health once mHealth apps are distributed across
society and widely implemented. Thus, although heavily endorsed and incentivized,
mHealth apps might not be a top-down measure rolled out by public bodies.
However, it follows their call for individual responsibility to contribute to public
health. Therefore, it should be subject to the same ethical treatment as other public

health interventions in terms of analysis of its normative repercussions.

4. Public Health and Social Justice

Public health interventions are closely related to considerations about justice—
understood as social justice in moral terms, in contrast to legal justice, epistemic
justice, or justice as a virtue. This becomes evident from the number of theoretical
approaches aimed at integrating justice and public health. For example, scholars have
argued that justice is a necessary condition for public health (Powers & Faden, 2006),
or that public health is a necessary condition for justice (Daniels, 2007). Moreover,
the close connection between public health and justice is rooted in the fundamental
features that all accounts of justice share. Those features track the most fundamental
questions that need to be answered in endeavors to promote and maintain public
health whether this includes institutional action, or not. Thus, I shall provide an
overview of how the most fundamental and general features of justice relate to public
health.

As David Miller convincingly suggests, four general components are found in
different accounts of justice that appear to be essential to its conceptualization (Miller,
2021). These components may be derived from the fundamental idea of justice, which,

according to Miller, is a concern for how individual persons are treated (i.e., to each
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their due). First, justice refers to what individuals owe one another, meaning that
justice describes the claimability of opportunities, goods, resources, rights, freedoms,
etc. This implies that justice is a moral principle that allows us to derive social norms—
that 1s, the rules that govern behavior in groups or societies (Bicchieri et al., 2018)—
that yield insights into who owes what to whom and who can advance claims against
whom in a way that is morally legitimate. Any attempt to theorize justice must first
espouse an understanding of justice as a principle from which we can derive
claimability norms.

Public health measures often depend on the distribution of limited resources.
Considerations regarding how scarce resources may best be distributed to promote
the health of certain groups or populations necessarily imply a rationale for
determining who should receive how much of the resources from whom. This
rationale for distribution also extends to other areas, such as rights or freedoms that
we can claim from one another or that others owe to us. In public health crises, such
as the COVID-19 pandemic, many agreed to the social norm of social distancing to
protect vulnerable groups from the risk of infection. Thus, justice dictated that we
owed it to vulnerable groups to curtail our social interactions.

Propositions regarding the rightfulness of justice claims are the second key feature
of justice. Accounts of justice provide us with social norms that tell us against whom
we might advance justice claims against the dispensers of justice. The dispensers of
justice may be other individuals or public institutions equipped with the power to
distribute the currency of social claims such as rights, opportunities, or resources.
Different accounts of justice disagree as to whether such claims should be enforceable
or whether they persist independently of this property.

The ability to refer to norms concerning the enforceability of justice claims is
important in the context of public health when we regard health, for instance, as a
fundamental right. If we wish to promote public health—particularly among groups
for whom baseline standards of health, however we understand it, are not realized—
we need to know from whom we can claim the actions necessary to achieve this goal
and whether we can enforce those claims in a morally legitimate way. For example,
patient interest groups need to know from whom they can claim measures to ensure
that their members have sufficient access to certain health services. Specifying
individuals’ or institutions’ obligations to promote public health is key to determining
where the responsibility and accountability for, for instance, public health risks lie.

Third, justice requires that the claims individuals put forward against the

dispensers of justice are consistent. That is, justice requires that similar justice claims
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are treated in the same way with respect to their moral legitimacy and rightful
enforceability. This is why the obligations that follow from justice norms are typically
codified in law (Miller, 2021). This ensures that those norms, although subject to
moral change, can be applied in a perpetual manner.

To promote and maintain public health, it is important to acknowledge the
consistency of justice norms. This is particularly the case if we consider health to be a
fundamental right that tracks a basic human interest that all humans share—the desire
to live in good health and without disease, pain, or suffering. As long as this interest
persists, both the right and the claim to this right will also persist. Claims to this right
are then independent from any properties except that of being human. Public health
organizations, such as the Centers for Disease Control and Prevention (CDC), for
instance, acknowledge this fundamental interest by referring to health equity as one
of their major public health goals (CDC, 2022). Health equity ensures that all human
beings are in a position that allows them to realize their healthiest life, meaning that
by virtue of being human, people can legitimately claim equal opportunities to realize
their healthiest life.

Finally, all accounts of justice must include an understanding of agency that acts
as the cause of either justice or injustice and that can identify the dispenser of justice.
This agency may take the form of individual agency, institutional agency, or the
omission of agency, which may cause injustices by means of intentional or
unintentional non-action. In this case, scholars speak of systemic or structural
injustice. Causes for structural injustices are power imbalances that form social
arrangements and institutions (Powers & Faden, 2019). Morcover, structural injustices
can exist as the acknowledgment of persons as epistemic subjects—so-called epistemic
injustices (Fricker, 2007).

The promotion and maintenance of public health also requires agency. For
example, vaccination campaigns require agency both on the institutional as well as on
the individual level. Public health requires agents to distribute scarce health resources
and draft policies. Moreover, scholars researching public health have widely
acknowledged the relationship between the social, cultural, political, economic, and
environmental circumstances of persons or groups and their health (Daniels, 2008;
Powers & Faden, 2006; Ruger, 2010; Venkatapuram, 2011). This implies that poor
health may result from systematic failure to promote the welfare of certain individuals
or groups. Social arrangements, institutions, or policies aiming to promote public

health can unintentionally disadvantage groups with consequences for their health.
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To theorize justice in the context of public health, it is important to clarify several
distinctions in terms of where this discussion should be situated within broader debates
surrounding the intention and definition of justice. These distinctions relate to the
challenges and questions that accounts of justice must address both generally and in
the context of public health specifically. They will become relevant again in the
following sections in discussing which theory of social justice should be used to
evaluate mHealth apps.

The first distinction creates two main categories for approaches to justice: ideal
and non-ideal theories. Ideal theories of justice seek to define the moral conditions for
an ideally just society and rest on the assumption that endeavors promoting social
justice should set this ideal as their goal. Non-ideal theories aim to provide norms that
guide the mitigation of present injustices with fewer concerns for the conceptualization
of ideal social justice.

Second, some approaches to theorizing justice are procedural and outcome-
oriented. Procedural approaches to justice specify justice norms that ensure the
embedding of just procedures in institutions, for instance for the distribution of
resources. As John Rawls argues, just procedures necessarily result in just outcomes
(Rawls, 1971). Outcome-oriented approaches are less concerned with the right
procedures than with the right outcomes. They often ask what circumstances—in
terms of, for instance, sufficient well-being—must be realized for every subject to
which the justice norms apply (Powers & Faden, 2006).

The goal of public health is to promote or maintain health or well-being for a
certain population. Public health is thus very much outcome-oriented. Intentionally,
theories of justice that focus on what everyone should have enough of are thus more
casily applicable to the context of public health, because they are not dependent on
the right social institutions and processes but rather on the parameters that should be
promoted. This—in theory, at least—makes it casier to determine whether public
health endeavors meet the requirements of social justice.

Approaches to theorizing social justice require a clear understanding of their
scope. That is, they must define to whom the justice norms apply. This may be
individuals, groups, or institutions. In the context of public health, justice norms apply
to the public. Above, I defined the public as the population who shares the same
geographic region and governing institutions. Moreover, public health also depends
on organizations, such as public bodies or private companies. Thus, the scope of

justice must include different organization types as the subjects of justice norms, too.

13



mHealth Apps and Structural Injustice

Moreover, the scope of justice norms must tell us something about whose claims
to justice we should prioritize. For example, if two persons have equal rights to claim
a scarce resource that can be provided to only one of them, justice norms must be able
to guide our decision to prioritize one over the other by determining whose claims
should be prioritized and must thus be addressed most urgently. Approaches to
theorizing justice must therefore establish a principle that establishes a certain
hierarchy of justice claims. However, this is most important for approaches to non-
ideal justice that assume that the goal of justice 1s to address present injustices. Ideal
theories need not necessarily accommodate such a principle, since they rely on fair

institutional processes to achieve a just distribution of resources or opportunities.

5. Justice-Related Impacts of mHealth Apps

The public health “lens” on mHealth apps warrants an examination of its impacts on
justice that are associated with its development, design, and deployment. I thus aim
to provide an overview of the ethical discussion of mHealth apps within their broader
context as a sub-domain of digital health technologies. In the following section, I shall
discuss the approaches that ethicists have adopted to normatively evaluate those
impacts as well as my justification for providing a distinct and more comprehensive
approach for assessing them. Moreover, I shall demonstrate how the discussion in the
literature refers to the different components of justice: claimability, rightfulness,
consistency, and agency.

In examining the justice-related impacts of mHealth apps, it is not feasible to focus
too narrowly on mHealth apps; rather, they should be understood as a type of digital
health tool that represents digitization developments on a general level. This rationale
has guided recent literature overviews that focus either on the Internet of Things in
the health domain (Mittelstadt, 2017) or on eHealth (Barello et al., 2015; Fang et al.,
2018; Jokinen et al., 2020) in general, which are similarly vague fields of interest. As I
have already suggested, mHealth plays a paradigmatic role in broader developments
within the healthcare domain. These developments consist in the digitization and
automation of health services aimed at shifting the responsibility for contributing to
public health increasingly onto the individual patient, user, or citizen. The self-
monitoring of health-relevant parameters and various attempts to promote healthy
behavior changes facilitate this shift.

Two arguments justify the adoption of a less fine-grained lens to explore the

impacts of digital health technologies with the aim of identifying mHealth apps’
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impacts on social justice. First, various systematic literature reviews on the ethical
1ssues of digital health technologies, such as eHealth (Jokinen et al., 2020), digital well-
being products (Burr et al., 2020b), eHealth products for elderly care contexts (Fang
et al., 2018), the health-related Internet of Things (Mittelstadt, 2017), Al for digital
health (Trocin et al., 2021), and eHealth interventions aimed at promoting patient
engagement (Barello et al., 2015) express similar concerns and expectations regarding
the impacts of the respective technological domains or families of products on matters
of social justice. Although the reviews vary in terms of the exact technology
investigated, the context of application, or simply the exact terms they use to refer to
the same type of technology, it is difficult to identify many differences in terms of the
expected impacts on social justice.

Second, most digital health technologies are either based on a mobile app or
include an app in their technological ecosystems. The benefits of wearables such as
smartwatches, fitness trackers, or portable electrocardiogram (ECG)-devices can be
realized only if the data collected are somehow transmitted to an app in which they
can be stored, analyzed, and shared. Moreover, the rise of portable digital devices,
such as smartphones and tablets, has increased the number of hours that people spend
using their mobile devices, in contrast to their personal computers, to access the
Internet (Statista, 2022). Internet access is, however, an important condition for using
most of the digital health tools that are presently available. Most digital health
technologies that were previously developed for computers and accessible via websites
are now increasingly offered as mobile apps. Therefore, I assume that the justice-
related impacts of digital health technologies in general generate helpful insights into
the impacts associated with mHealth apps.

I understand the impacts of digital health technologies on social justice in a broad
sense without assuming a particular theoretical lens. For the purpose of this
dissertation, I understand justice-related issues as impacts on social equality, the
distribution of goods, and opportunities and impacts on the well-being of different
social groups as well as the impacts on social arrangements, institutions, and
structures. Impacts on social justice may either further entrench existing inequalities
(Paldan et al., 2021) or mitigate these injustices since mHealth apps promise to provide
greater and easier access to health services, which—it is hoped—will particularly
benefit underserved populations (Lucivero & Jongsma, 2017).

The ethical and social scientific literature discusses several major justice-related
themes in the context of digital health technologies, including their entrenching or

mitigating effects on digital inequalities (Robinson et al., 2015) or the consequences of
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biases in the data collected from various products (Dalmer et al., 2022). The fair
distribution of benefits arising from the implementation and use of digital health tools
is primarily framed as a matter of who can access such technologies with the ability to
use them, which relates to the issue of digital inequality (Burr et al., 2020b). While
these issues are often acknowledged and addressed by normative guidelines, the more
detailed question arises of what renders certain biases, inequalities, or distributive
circumstances unjust. T'o address this question, it is necessary to effect a closer and
more detailed investigation of the concerns, challenges, and problems facing social
justice as well as the existing approaches seeking to solve those problems. Given that
the mentioned reviews merely scan the horizon of ethical issues relating to health
technologies that only address the concept of justice superficially, it will therefore be
beneficial to better understand the reasoning behind the justice-relevance of certain
circumstances as well as the proposed measures to address the identified problems. In
the following sections, I shall offer a more detailed analysis of the challenges posed by
digital inequalities as well as data biases and types of discrimination. Finally, I shall

review the ethical approaches available to solve those issues.

5.1. Digital Inequalities

Digital inequalities—otherwise labeled as the “digital divide”—refer to societal
differences in terms of access to digital technologies (Bauer, 2003; Baur, 2008; Brall et
al., 2019; Gémez-Ramirez et al., 2021; Jokinen et al., 2020; Paldan et al., 2018; Sethi
et al., 2012) as well as the competency for using them (Bauer, 2003; Lupton, 2018;
Robinson et al., 2015). These inequalities can become evident alongside various social
determinants, such as age, gender, race, ability, income, cultural background,
education, or geographic location (Lupton, 2018).

As such, digital inequalities constitute a major obstacle to realizing the potential
benefits of digital health technologies, including digital tools for mental health (Burr
et al., 2020a; Martinez-Martin et al., 2020; Skorburg & Yam, 2021), eHealth (Baur,
2008; Jokinen et al., 2020; Khilnani et al., 2020), digital health (Brall et al., 2019;
Figueroa et al., 2022; George et al., 2018; Lupton, 2018), remote therapy for children
(Aishitt et al., 2022), mHealth apps (Paldan et al., 2018), telecare (Sethi et al., 2012),
and digital technologies for public health (Gémez-Ramirez et al., 2021; Sauerborn et
al., 2022).

In the context of the COVID-19 pandemic, in particular, digital inequalities were
a major challenge to the distribution of health services to vulnerable groups suffering

from mental illnesses (Martinez-Martin et al., 2020; Skorburg & Yam, 2021), leaving
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already disadvantaged groups behind and entrenching existing inequalities (Gann,
2020; Khilnani et al., 2020). The implementation of digital health technologies for
mental healthcare risks exacerbating digital inequalities, resulting in increased access
to care for advantaged groups and a reduction in care-opportunities for disadvantaged
groups (Burr et al., 2020b; Paldan et al., 2018).

The reality that digital inequalities present an obstacle to the implementation of
digital health technology qualifies as a social justice issue because it either prevents the
fair distribution of health resources (Bauer, 2003) or entrenches existing disadvantages
because groups who are subject to digital inequalities are more likely to find
themselves subject to more far-reaching disadvantages (Martinez-Martin et al., 2020).
Women in developing countries, for example, are particularly vulnerable to digital
inequalities as gender-based power dynamics may be intensified (George et al., 2018),
as digital inequalities prevent women from attaining digital and health literacy
through mHealth apps and translating this competency into a more self-determined
life. eHealth technologies might, however, be seen as promoting equal opportunities
if digital inequalities connected to, for example, geographical aspects are mitigated
(Bauer, 2003).

Digital inequalities are relevant to considerations about justice because they
require us to specify several norms relating to claimability, rightfulness, consistency,
and agency. Claimability becomes relevant since we must ask to what extent the access
to mHealth apps are opportunities that fall within the scope of justice and whether
access to mHealth apps is of sufficient substantial importance that justice should be
the guiding ethical principle. Reference to rightfulness is justified by the need to ask
to what extent digitally disadvantaged populations can claim access to mHealth apps
from dispensers of justice (e.g., governments). Moreover, digital inequalities warrant
reference to consistency norms, since we must ask whether everyone should be able
to claim access to mHealth apps to the same extent. Finally, we must ask what kind of

agency caused digital inequalities and is responsible for countering them.

5.2. Data Bias and Discrimination

Digital health technologies that include Al algorithms or large data sets as well as
products that render the collected data available for research purposes or the
development of new treatments have been particularly criticized for introducing
biases into the data that potentially discriminate against certain social groups (Callier
& Fullerton, 2020; Mulvenna et al., 2021; Jokinen et al., 2020). Taking digital health

and care technologies as an example, scholars have pointed out that agist biases
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influence the design and implementation of such products and devalue female care
work, creating the additional burden of data care for female care workers. Data care
concerns activities that are necessary for the correct storage and control of sensitive
data and information. Moreover, many mHealth apps exhibit significant gender
biases in their design (Davies, 2021).

Turning to the problem of digital inequalities, Ibrahim et al. (2021) point out that
certain groups who might not participate in the use of digital health technologies are
at risk of data poverty. The data poverty concept describes biases in the datasets
collected from digital health technologies to facilitate research or the development of
new treatment or diagnosis processes, such as personalized care. This may ultimately
lead to the exclusion of digitally disadvantaged groups from those processes and their
benefits. In addition to digital inequalities, the benefits of digital mental health
products may not be realized owing to biases in the design in terms of available
languages and the diversity of care teams if products are embedded in healthcare
settings (Marinez-Martin et al., 2020).

Biases within the data reinforce existing injustices, such as structural racism, and
generate the need for guidelines to regulate the design of digital health technologies
(Figueroa et al., 2022). The benefits associated with using data that have potentially
been gathered for reasons of medical research and the development of treatment may
be distributed unfairly as a result of biases within the data (Ibrahim et al., 2021). To
counter this problem, principilist approaches have been put forward to provide ways
for mitigating the negative effects of data biases (Trocin et al., 2021). Moreover,
avoiding biases in the data requires that care be taken to ensure a certain quality of
the data. In professional healthcare contexts, in particular, the increased need for data
care bears risks creating an additional burden for women who already perform the
majority of care-tasks (Dalmer et al., 2022).

Discrimination against certain groups can take the form of epistemic injustices,
meaning injustices referring to the under-acknowledgment of a person as a knower.
Epistemic injustices in apps targeted toward women who experience domestic
violence, for example, risk entrenching existing structural injustice, since apps neglect
to acknowledge the structural dimension of violence against women. Flaws in the apps’
security, insufficient privacy in the design, or a lack of supportive offers might thus
create additional risks for the users (Sauerborn et al., 2022).

Data bias and discrimination prompt several questions regarding the fundamental
components of justice. First, in terms of claimability, what exactly can the victims of

data biases and discrimination claim from the providers of mHealth apps? Second,
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how are such claims supported by social institutions in the form of regulations or
policies? In other words, are those claims rightful according to the standards set by
those institutions? Third, does every victim of a data bias or data-based discrimination
have the same right to make such a claim? And finally, what kind of agency is

responsible for data bias and discrimination in the context of mHealth apps?

5.3. Normative Approaches

The ethical literature on digital health technologies discusses several ways to address
the justice-related concerns. For the design and development of digital health
technologies, scholars often discuss value-guided approaches that shape the design
and development processes early on (Lupton, 2018; Baur, 2008). Furthermore,
authors have called for the creation of additional policies or guidelines to mitigate
negative impacts on social justice during the implementation process (Burr et al.,
2020b; Khilnani et al., 2020; Gann, 2020). Concrete suggestions regarding both the
development and the implementation stages have been offered for specific types of
digital health technology, such as eHealth (Baur, 2003) or telehealth (Aisbitt et al.,
2022).

Approaches to the implementation and design of digital health technologies that
are based on broader theories of social justice have also been presented. Brall et al.
(2019) argued for the inclusion of trust and empowerment within the design process
as well as transparency, accountability, and inclusivity as guiding values for the
implementation process on the basis of Norman Daniels’ theory of justice (Daniels,
2008). Herzog et al. (2022) propose an evaluation of concerns regarding structural
injustices that start from the theory of structural injustice articulated by Iris Marion
Young (2011). Moreover, Sorell (2011) has called for a recourse to fully-fledged
theories of justice for the assessment of telecare in contrast to principilist approaches.
Finally, Hendl et al.’s (2019) response highlighted the need to include a feminist
perspective on mHealth apps motivated by the gender-specific ramifications of design
decisions, data biases, or digital inequalities. Although these represent attempts to
devise more comprehensive frameworks, all authors have pointed out that further
research is needed to not only provide a comprehensive overview of social justice-
related issues but also to propose approaches to evaluating these issues normatively
(Herzog et al., 2022; Brall et al., 2019).

Paldan et al. (2018), Herzog et al. (2021), and Hendl et al. (2019) proposed
approaches to mitigating the justice-related impacts of mHealth apps, specifically

mHealth apps that include self-monitoring mechanisms. The challenges raised by
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those authors reflect the issues of digital health technologies that we can observe if we
adopt a broader societal view that frames mHealth as a paradigmatic example of a
more general digitization process. However, none of the authors to date has offered a
comprehensive framework that specifies norms of claimability, rightfulness,
consistency, and agency. Rather, they are limited to a single type of justice issue
(Paldan et al., 2018) or they present a rather programmatic argument (Herzog et al.,
2021).

Moreover, the literature shows that most papers addressing the impacts of digital
health technologies on social justice focus primarily on questions of distribution and
fairness. Questions of distribution are those concerning the accessibility of digital
health tools as well as the benefits resulting from the processing of health-related data.
Questions of fairness, meanwhile, are concerned with the processes by which this
distribution is achieved. They include, for example, concerns about data biases
resulting in biased treatment methods as well as development processes that lack
sensitivity to the needs and interests of potential users.

A small number of papers, however, have emphasized the structural dimensions
of these issues. Structural injustices include the negative consequences of social
arrangements for individuals as members of identifiable social groups (Powers &
Faden, 2019). This includes, for instance, the risk that digital health technologies will
entrench disadvantages, particularly for women. However, few authors have
responded to the need to introduce comprehensive frameworks that would allow the
identification of a wider variety of potentially disadvantaged groups. Moreover,
conceptual tools suitable for determining the precise point at which social
arrangements reflected in the development and design of digital health technologies
constitute structural injustice are missing from the debate. Therefore, several authors
have called for the analysis of structural injustice concerns in relation to digital health
technologies (Hendl et al., 2019) in addition to more comprehensive normative
frameworks for addressing them (Herzog et al., 2021).

The aim of this dissertation is to fill this gap and provide a more comprehensive
approach to normatively evaluating the impacts of digital health technologies—here,
mHealth apps—on structural justice. My approach considers social justice to be an
important condition for public health. This is relevant to my argument that public
health is both an important motivation to deploy mHealth apps and the main societal
benefit that may be attained through the implementation of mHealth apps. Assessing
mHealth apps as though they were a public health measure justifies the application of
theoretical approaches from public health ethics that integrate the concept of public
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health with social justice. In the following section, I shall investigate which of the most
prominent theories of justice in the domain of public health ethics is best suited to

comprehensively addressing issues of structural injustice.

6. Theories of Justice in Public Health Ethics

The goal of this section is to survey the theoretical approaches at play within the
domain of public health ethics that integrate public health and social justice to justify
the decision to assess the justice-relevant challenges raised by mHealth apps from the
viewpoint of a sufficientarian theory of justice focused on structural injustices.
Categorization and critique of the available theories will result in an argument for the
theory of structural injustice presented by Madison Powers and Ruth Faden. A more
detailed discussion of their theory as well as possible lines of critique will follow in the
next chapter.

Several theories have been advanced to explain the normative relationship
between social justice and public health. These theories fall into two categories. The
first category is informed by Rawls’s theory of justice and is mainly concerned with
the question of how health resources may be fairly distributed in conditions of scarcity.
Theories that integrate public health and social justice following this approach are
process-oriented. The second category broadly follows the capabilities approach
developed by Amartya Sen and Martha Nussbaum. It poses questions concerning the
sufficient conditions for a good or healthy life that should be realized for everyone.
Theories of justice in the context of public health that broadly follow this approach
are outcome-oriented. To explain the rationale behind my decision to start from
Powers and Faden’s account of social justice, I shall briefly outline my reasons for
rejecting the first category of theories in favor of outcome-oriented approaches.
However, there are also several reasons for rejecting most theories that strictly follow
the capabilities approach. Thus, I propose to instead follow the sufficientarian theory
of justice articulated by Powers and Faden.

Norman Daniels’ objective is to theoretically integrate social justice and
population health by extending Rawls’s theory of justice. Rawls argues that a social
contract among free and equal citizens would entail three general basic principles in
lexical order: the first principle is to protect equal basic liberty; the second principle is
to guarantee fair equality of opportunity; and the third principle is to limit inequalities
for those who are worst off. Daniels poses three main questions (Daniels, 2008): first,

he asks whether health is of special moral importance. Daniels responds affirmatively
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to this question by stating, that “... health is of special moral importance because it
contributes to the range of opportunities open to us. Therefore, the socially
controllable factors that promote health — medical service, traditional public health,
and the distribution of the broader social determinants of health — derive special
importance from their contribution to protecting opportunities” (Daniels, 2008, p.
21). For Daniels, health has instrumental value insofar as it contributes to the range
of opportunities available to a person since the provision of equal opportunities to
flourish constitutes the aim of a socially just society.

The second question asks when health inequalities qualify as unjust and which
health inequalities matter most or should be addressed most urgently. Daniels argues
that health inequalities are unjust whenever access to healthcare is inequitable (and
thus leads to unequal opportunities) or when the social determinants of health, such
as socio-economic status or education, are not distributed according to Rawls’s
principles.

The third question asks how we can meet health needs fairly under the assumption
that limited resources prevent us from accommodating everyone’s health needs.
Daniels answers this question by pointing out that Rawls’s principles could give us
some guidance for approaching this question but are ultimately too indeterminate to
resolve common limit-setting problems that are subject to disagreement. Therefore,
he suggests a fair process to ensure the legitimacy and fairness of limit-setting
decisions, a process that he calls accountability for reasonableness. This approach is
based on four conditions: transparency, relevance, revision, and regulation of the
distribution process. Although Daniels’ theory yields valuable insights into the
relationship between health or public health and social justice, several points limit the
applicability of his theory to the normative evaluation of social justice issues relating
to mobile health apps.

First, Daniels’ approach to ensuring the distribution of scarce health resources
fairly is based on several contestable assumptions. He assumes that his theory can offer
guidance to the fair distribution of health resources around the globe. This implies
that liberal institutions must be met with wide acceptance. Liberal institutions even
impose conditions on the fair distribution of health resources where they are not or
only partially implemented. This makes it difficult to apply Daniels’ theory because
the condition of fair institutions is particularly difficult to meet in countries facing the
most severe public health challenges. mHealth is often acknowledged as particularly
beneficial in terms of increasing the accessibility of health services in low- and middle-

income countries with little or no health infrastructure. In those countries, the
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institutions often cannot provide fair mechanisms to mitigate the inequalities that are
further entrenched by the deployment of mHealth apps. How might we approach this
issue without the need to first establish a high-integrity democratic government with
“fair-minded” decision-makers? Even the EU, which is the focus of this dissertation,
exhibits tendencies that intentionally disrupt the legitimacy of democratic institutions
and the division of power. This would limit the applicability of Daniels’ theory even
in this context.

Second, the role of private companies for public health, and especially in relation
to mHealth, calls for a rationale to not only address issues of social justice on a national
level. Given that many mHealth app providers operate on a global—or, at least,
supranational—scale, national institutional mechanisms aimed at enforcing and
discussing the fair distribution of health resources might not be able to answer to the
challenges for social justice sufficiently. Moreover, mHealth poses the question of what
the public-health-related responsibilities of private actors are, which requires an
extension of justice-relevant agency that we do not find in Daniels’ theory.

Third, Daniels has been criticized as having framed the importance of health
merely on instrumental terms rather than assigning intrinsic value to it as a necessary
component of human flourishing (Powers & Faden, 2006: 36). Health may be severely
affected without compromising a considerable range of the opportunities available to
an individual. Nonetheless, health-related deprivation may give rise to important
questions relating to social justice. Daniels’ account includes only situations that arise
during various stages of an individual’s life in which major life decisions might depend
on the individual’s health but neglects the implications of, for instance, pain and
suffering during palliative care, where health in terms of mitigating pain, does not
impact the range of opportunities (Buchanan, 1984).

Fourth, Daniels points out the importance of the social determinants of health
without specifying them. He focuses primarily on education and income without
addressing more far-reaching relationships, such as those between health and social
arrangements or structures. A more fine-grained approach to defining the social
determinants of health as well as their relationships with one another is required for a
comprehensive normative evaluation of the implementation and use of mHealth apps.
Potential problems for uses concerning increases in isolation or gender discrimination
are closely related to health (or mental health) (Eccles, 2015; Hendl & Jansky, 2021).
Those problems point toward moral goods, such as social attachment or equal respect,
that warrant a more fine-grained analysis of their relationship to health rather than

being merely categorized as social determinants.
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Rawlsian approaches to theorizing social justice and public health focus on the
procedural conditions for achieving this ideal goal. Such process-oriented accounts of
public health and justice rely on various assumptions that lack the ability to provide
normative guidance for solving justice-related challenges in the context of mHealth
apps that relate to the implementation of mHealth apps on a global and international
scale and the fact that such apps are mostly provided by private companies, which fall
outside the scope of the basic social institutions, according to this family of theories.

In contrast to this focus stand theories that are considerably more concerned with
providing better outcomes under the non-ideal circumstances that we encounter in
real-world contexts. In general, such theories claim that for a policy or social, cultural,
or economic circumstance to be deemed just, it must fulfill one major condition: it
must result in the correct amount of the correct types of benefits and burdens (Fourie,
2017b, p.11). According to this view, a just policy requires that a threshold level of
primary social goods is achieved for certain populations.

Capabilities approaches are one type of outcome-oriented theory. The theories
presented by Jennifer Prah Ruger (Ruger, 2010) and Sridhar Venkatapuram
(Venkatapuram, 2011) attempt to compensate for some of the limitations of Norman
Daniels’ approach. Their theories are based on two main assumptions: First, that
health is an important moral good that is necessary for the flourishing of individuals.
Second, to achieve health, it is important to provide people with sufficient health
capabilities, by which they mean the social and structural conditions that enable
people to become or stay healthy.

Jennifer Prah Ruger offers a two-pronged theoretical approach to normatively
evaluate health policy from a social justice perspective that she calls the health
capability paradigm. She connects her theory of justice to a model for the governance
of public health that she calls shared health governance. The health capability
paradigm is informed by the capabilities approach and centered around the
assumption that to achieve health, health policy should promote health capabilities.
Her main argument is that health contributes to our capabilities to act, which are
necessary to allow us to flourish as individuals in society. She distinguishes between
core and non-core health capabilities. Gore health capabilities should be prioritized
over other health capabilities and include the ability to avoid premature death and
morbidity. Ruger’s account of justice is based on the view that, within a socially just
soclety, every individual should be able to avoid premature death and escape
morbidity to a threshold that is their unique maximum or is the highest population

average value in the world. Moreover, this should be achieved through appropriate
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and necessary medical care, public health interventions, and health research as well
as through the active participation of relevant actors (public and private) while using
as few resources as possible. Inequalities in health are shortfalls from the optimal
average and should be addressed by means of a balance between state interference
and the promotion of individual liberty.

Ruger’s model of shared health governance is aimed at clarifying the distribution
of responsibilities for public health on both the individual and collective levels. She
formulates her model as an answer to the problem of cooperation. The problem of
cooperation articulates the concern that individuals who pursue the maximization of
their self-interest cause a lack of social cooperation, leading to suboptimal collective
outcomes. Ruger rejects the strong enforcement of cooperation by means of law and
sanctions because she is not convinced of their effectiveness and moral legitimacy due
to their potential conflicts with autonomy. Instead, she suggests that, through public
reasoning and democratic practice, individuals will internalize public moral norms of
redistribution that function as internal motivation to live up to the demands of social
justice (Saghai, 2011).

This theory has three limitations that I wish to address here. First, critics have
pointed out that its focus on the optimal average or personal maximum health
overlooks the conditions that are necessary to lead a decent human life
(Venkatapuram, 2010). In her formulation of the capabilities approach, Martha
Nussbaum argues that arguments for capability claims derive their justification from
the view that sufficient capabilities must be realized to live a worthy life in dignity
(Nussbaum, 2000). Although Nussbaum does not specify the degree to which
capabilities must be realized, she implies that objective circumstances must be
achieved to lead a life in dignity, independent of a person’s individual capacities.

Second, although Ruger recognizes the social determinants of health and assigns
moral importance to them in terms of health capabilities, she states that “...even in
light of existing information on social determinants of health, it is unwise to attempt
to improve health with broad non-health policies...” (Ruger, 2010, p. 6). The reason
for this is that addressing health through the inclusion of non-healthcare-related
policies risks obscuring the means and objectives of health policy as well as our ability
to evaluate their impact. Although Ruger took the first step of introducing broader
capabilities as an evaluative tool for the justice of health policies, she limits her own
approach to the realm of health policy. To evaluate mHealth apps, however, it would
be necessary to include capabilities that fall outside the realm of traditional health

policy such as promoting digital literacy or improving digital infrastructure.
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Third, her model for shared health governance has been criticized as providing
only a vague explanation of the impacts and contents of public moral norms on social
cooperation (Saghai, 2011). However, this is important for the successful creation of
particular duties that specify the responsibilities of different stakeholders to promote
or maintain public health. This is of particular concern in the context of mHealth
apps, because the concern of responsibilization points toward morally unjustified
responsibilities for public health that are shifted onto the individual with the help of
technology. To provide an adequate answer to the question of whether mHealth apps
are a just public health measure, such duties must be evaluated.

Sridhar Venkatapuram has offered a theory aimed at overcoming the limitations
of Ruger’s theory. In his book Health Jfustice: An Argument from the Capabilities Approach,
he presents a general conception of social justice that prioritizes health. By rejecting a
naturalist conception of health that understands health merely as the absence of
disease, he states that health consists of the capability to health. It “...is a person’s
ability to achieve or exercise a cluster of capabilities and functionings, and each at a
level that constitutes a life worthy of equal human dignity in the modern world”
(Venkatapuram, 2011, p. 42f.). He thus presents the capability to health as a meta-
capability to achieve several subordinate central human capabilities inspired by
Martha Nussbaum’s formulation of the capabilities approach (Venkatapuram, 2011,
p. 143). The moral importance of health is rooted in its necessity for ultimately leading
a life in dignity. As Venkatapuram argues, the capability to health is a freestanding
moral entitlement grounded in the dignity of the human being. As such, it serves as a
normative tool to assess the state of a society in terms of its justness, since the
fulfillment of the central human capabilities depends on the capability to health.
Conceptualizing the capability to health as an entitlement that precedes any social
agreement or principle allows him to formulate it as a fundamental human right.
Although this theory provides a comprehensive account of the relationship between
health, its social determinants, and social justice norms, it is bound to several
limitations.

For one, Venkatapuram’s conception of health has been criticized as excessively
expansive. It encompasses all aspects of human life that contribute to a life lived in
dignity. As such, this conception of health has many practical implications. Daniel
Takara Kim argues, for instance, that framing health as a meta-capability would risk
shifting the responsibility for meeting all requirements of social justice onto health
practitioners. At the same time, it would blur the mandate of public health
organizations such as the WHO (Kim, 2013).
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Second, Venkatapuram acknowledges that his conception of the capability to
health requires further interdisciplinary methodological innovation to transform it
into a suitable tool for the successful measurement of social justice within society.
However, he is unclear about the exact threshold at which a person has achieved
sufficient capability to health. Thomas Schramme notes that the lack of such a
threshold poses the risk of healthism, meaning that health acquires a normative
dimension that leads individuals to pursue health beyond the prevention and
treatment of disease (Schramme, 2016).

Finally, theoretical approaches focused on securing capabilities have received
criticism for their very emphasis on capabilities. When evaluating the effectiveness of
policy decisions aimed at promoting capabilities, measurements often focus on the
realized functionings or outcomes from which capabilities are derived, given that
capabilities are relatively difficult to measure. They only constitute the potential of an
individual rather than a realized outcome. Moreover, there appear to be social groups
for whom the achievement of certain outcomes—rather than a focus on their
capabilities to realize those outcomes—is crucial. Children, for instance, can flourish
and become capable adults only if certain outcomes, such as a safe environment or
education, are realized for them (Powers & Faden, 2006). It appears that the
realization of certain outcomes is necessary to enable people to capitalize on their
capabilities, and such outcomes are thus more fundamental.

Madison Powers and Ruth Faden present a neo-Aristotelian theory of justice that
offers a solution to the limitations of the approaches discussed above. Their theoretical
approach is based on an objective conception of well-being that manifests in six
different dimensions. Each dimension tracks fundamental human interests that are
necessary to lead a decent human life: health, personal attachment, security, respect,
self-determination, and knowledge and understanding. Those dimensions of well-
being track what all humans would likely agree are of fundamental importance to
them. Their theory assumes that all dimensions of well-being must be sufliciently
realized to achieve social justice.

This requirement is simultaneously a public health concern because health is
tightly interwoven with other aspects of a human’s life. The degree to which somebody
1s accepted as a moral equal or the degree to which somebody is able to form personal
attachment are, for instance, important social determinants of their health. Although
the primary concern of public health should be the promotion of a population’s health
and the mitigation of health risks, public health must also consider other life aspects

that may be key to protecting the population’s well-being.
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The sufficient realization of well-being is not intended as a paternalistic goal;
rather it serves as an evaluative tool that facilitates the assessment of policies’
complicated effects on all aspects of a human’s life. By basing their theory on well-
being, Powers and Faden allow for the assessment of policies on a global scale rather
than linking them to the requirement of liberal democratic institutions. In contrast to
Norman Daniels’ approach, the justness of public health measures is conceptually
independent from liberal democratic institutions, which potentially allows for better
and wider applicability of policies designed after their conception of well-being.
Moreover, this allows them to address various stakeholders—public and private—
which is important, given that public health measures often include public—private
partnerships.

Moreover, Powers and Faden’s approach is not limited to the domain of public
health. Rather, it can be applied to all policy domains because it allows for the
comprehensive assessment of potential and actual impacts on human well-being. It
thus offers a more comprehensive theory that is independent from discussion about
what does and what does not fall within the scope of public health.

Unlike the process-oriented theory offered by Daniels, Powers and Faden widen
the scope of basic social institutions. They introduce national governments as the main
addressees of social justice claims, because only governments have the capacity to
counter structural injustices across multiple dimensions of well-being. However, they
also assign responsibility not to entrench structural injustices to private companies
because of their ability to substantially impact the dimensions of well-being, which is
particularly relevant in the context of mHealth apps.

Finally, their assessment acknowledges the importance of realizing outcomes
rather than promoting capabilities to achieve certain levels of functioning. This is
particularly relevant for public health measures targeted at children. For children,
being in a position of sufficient well-being is crucial to support their development over
the course of their lives. To promote capabilities exclusively would be to overlook the
reality that children must develop sufficiency in those functionings so that they can
eventually benefit from capabilities (Powers & Faden, 2006). Moreover, the success of
practical approaches that implement public health measures designed in accordance
with the capabilities approach is often measured by studying realized outcomes.
Measuring capabilities i1s a complicated task, and, thus, to determine whether
capabilities have been realized, scholars must draw on realized functionings as well as
the individual’s preferences, which are more easily measured, to assess the public

health measures’ impact on capabilities (Coast et al., 2008).
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7. Conclusion

mHealth apps should be of concern in deliberations regarding both public health and
social justice. My understanding of public health is informed by the view that the
public is a population within a shared geographical region governed by the same
political institutions. The public functions both as the receiver and the initiator—that
1s, the responsible and active agents—of public health endeavors. The goal of public
health is to promote and maintain a certain level of well-being for all. However, health
is merely one component of well-being, because it depends on the individual’s social
circumstances that constitute a decent human life.

Although mHealth app developers might not necessarily intend to positively
impact public health (rather than to achieve financial goals), public health
organizations heavily promote the use of these apps. This is because mHealth
technology holds considerable promise for public health. mHealth apps qualify for the
ethical assessment through the public health “lens” because they facilitate and
incentivize individual responsibility for public health and support the public health
paradigm of responsibilization.

The perception of mHealth apps as a public health measure justifies their
evaluation from the perspective of social justice. This is because the promised social
benefit of mHealth apps—the promotion of public health—is dependent on structural
factors such as social, cultural, political, economic, or environmental aspects. We
might expect that users of mHealth apps, depending on their life situations with
respect to those structural aspects, will benefit from mHealth apps to different degrees.
This circumstance warrants a moral evaluation of the unequal degree to which users
can benefit from mHealth apps. Moreover, theories of social justice offer moral norms
that specify the obligations of different stakeholders to mitigate such inequalities.

I have reviewed the major challenges and concerns for social justice in the context
of mHealth discussed in the ethical literature. They may be divided into concerns
about digital inequalities, data biases, and discrimination. While several authors have
devised frameworks aimed at addressing and mitigating those problems, a more
comprehensive theory that is able to decide why certain inequalities are morally
relevant and which challenges should be prioritized is still required. This is
particularly the case when it comes to structural injustices.

Finally, several authors have offered comprehensive theoretical approaches to
integrating public health and social justice. Neither a focus on justice as fairness and
health as a condition for the equality of opportunity nor accounts of social justice

based on the capabilities approach appear to be adequate normative tools for the
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evaluation of mHealth apps. Rather, I shall focus on the neo-Aristotelian approach
offered by Powers and Faden that evaluates public health interventions in a
consequentialist manner based on realized outcomes. The following chapter will
discuss Powers and Faden’s theoretical edifice in depth and argue for the specification
of norms regarding unjust power relations to enhance its applicability in the case of

commercial mHealth apps.
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Chapter 02: A Sufficientarian Account

of Structural Injustice

1. Introduction

In this chapter, I present Powers and Faden’s account of social justice as structural
injustice and demonstrate why their theory provides such useful guidance for the
moral evaluation of mHealth apps. To this end, I shall detail the most important
components of their theory and respond to two major criticisms. Their theoretical
approach aims to explain how social justice relates to well-being. In particular, they
focus on the structural injustices that are indicated whenever well-being is
insufficiently fulfilled. In so doing, they delineate the fundamental dimensions of well-
being that must be sufficiently fulfilled to ensure a decent human life.

Therefore, I shall first discuss the threshold for sufficient well-being that is
constituted by its six fundamental dimensions. Second, I shall show how Powers and
Faden’s account of well-being supports their theory in fulfilling the requirements for
theories of justice and thereby distinguishes it from other moral theories. Third, I shall
demonstrate how Powers and Faden conceptualize social justice by discussing their
conditions for structural injustices and offering a taxonomy of the various types of
structural injustice that they identify. Fourth, I shall respond to three criticisms of
sufficientarian theories that structural injustice in general and Powers and Faden’s
account specifically must respond to: the problem of aggregation, the problem of hard
cases, and the culprit problem. The first two criticisms imply an extension of Powers
and Faden’s theory to include a duty to compensate for deprivations in any of the
dimensions of well-being when the well-being of certain individuals or groups must be
weighed against socially valuable projects, as well as a duty to anticipate the future
impacts of decisions that impact the well-being of the relevant stakeholders. The third
problem addresses the question of how theories of structural injustice can assign
responsibility for injustices in a meaningful way. Finally, I shall synthesize the results

of the discussion and apply them to the case of mHealth apps for self-tracking.

2. Sufficient Well-Being

Sufficientarian theories of justice build on the notion that justice requires all

individuals within a population to attain some primary social good to a sufficient
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degree (Fourie, 2017b). They are thus concerned with the question of what everyone
should have enough of (Frankfurt, 1987) rather than with the question of how limited
resources and opportunities might best be distributed. Sufficientarian theories of social
justice require that economic and cultural circumstances or policies yield the
appropriate amount of the correct type of primary social goods for all (Fourie, 2017b).
This has given rise to debate on two fronts: first, what social goods should everyone
have enough of? And second, when can this sufficiency be deemed to have been
realized?

Powers and Faden offer two complementary theories. The first theory, presented
in their book Social Fustice: The Moral Foundation of Public Health and Health Policy, is
centered on the question of what public health is and how the justness of public health
measures should be evaluated (Powers & Faden, 2006). The second theory, which they
develop in their later work, called Structural Injustice: Power, Advantage, and Human Rights,
focuses on the relationship between social justice and human rights and offers a more
general theory of social justice (Powers & Faden, 2019). I consider both theories to be
extensions of one another on the grounds that they share the same fundamental moral
assumptions. Both refer to the same type of primary social good while arguing for the
same understanding of an adequate threshold of sufficiency.

Central to their understanding of social justice is an objective list-based account of
well-being, which constitutes the primary social good at the heart of their theory.
Thus, according to Powers and Faden, social justice requires that each member of a
given society achieves a minimum threshold of well-being. In fact, sufficient well-being
1s necessary to lead a decent human life in general, meaning that their theory extends
to all human beings. They define multiple core dimensions or elements? of well-being
as necessary components of a decent human life: health, knowledge and
understanding, personal security, personal attachment, equal respect, and self-
determination. These dimensions of well-being track what is of fundamental
importance to everyone and point toward the most basic human interests. Each of the
fundamental dimensions of well-being must reach a sufficiency threshold, as a life
lacking fundamentally in one or more dimensions of well-being is—for Powers and
Faden—an indicator for structural injustice, although they acknowledge that some
individuals may thrive even while falling beneath the threshold in one or more

dimensions.

In their earlier work, Powers and Faden speak of “dimensions” of well-being; later, they refer to
“elements” of well-being. I shall retain the term “dimensions.”
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Powers and Faden base their account of well-being on two main arguments. The
first, called the Socratic argument, claims that their account of well-being entails all
aspects of a decent human life that most people would concede are of fundamental
importance. Their concern is not to provide a prescriptive theory of well-being telling
us how we should live a decent human life; rather, they aim for a common ground in
descriptive terms that seems reasonable to support for most of humankind. Their aim
1s not to exclude those who do not share one of those common interests that constitute
the qualification of being human; rather, they wish to demonstrate that all humans,
irrespective of economic or cultural context, value those core dimensions of well-being
and that it makes sense from the perspective of dispensers of social justice, such as
states or governments, to support those dimensions.

The second argument, the structural dependency argument, claims that the
sufficient fulfillment of the core dimensions of well-being depends on specific social
structures. By social structures, they mean the social arrangements and institutions
that organize societies, including for example legal systems, education systems,
healthcare systems, and civil partnerships. To attain sufficient well-being, the
individual depends on those social arrangements and institutions because without
them, the realization of minimum well-being—and thus a decent human life—would
not be possible. Powers and Faden thus refute the notion that states, for example,
should be concerned only with ensuring a certain degree of self-determination for their
citizens. By contrast, they support the claim that a good life can be achieved only
within the appropriate social structural framework, which increases the responsibility
of states (or other dispensers of social justice).

If both the Socratic argument and the structural dependency argument apply,
Powers and Faden’s account of well-being must track the fundamental human
interests that individuals cannot realize for themselves. This holds independently of
cultural, political, and social background conditions. Powers and Faden thus arrive at
six essential dimensions of well-being: health, knowledge and understanding, personal
security, equal respect, personal attachment, and self-determination. Their realization
is dependent on the social agreements and institutions that create the framework and
basis for the individual’s life.

The core dimension of health includes both the concerns of public health and of
clinical health services (Powers & Faden, 2019, p. 29). It encompasses a broad scope
of domains, including physical health, reproductive health, and mental health. The
applied conception of health is based primarily on a naturalist understanding of health

that defines it in terms of the correct biological functioning of organs. However,
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correct organic functioning does not sufficiently explain the absence of health, as, for
example, in some instances of chronic pain. Thus, Powers and Faden agree that health
and public health policy should also be concerned with subjective evaluations of
health, given that that which is considered to be normal health depends on what is
technologically possible (and feasible) within a society and thus varies historically and
geographically. As a useful proxy for the extent to which health must be achieved to
facilitate a decent human life, one might consider what is technologically possible at
the time. This is also important in determining which life expectancy should underlie
public health decisions. Obstacles to health typically lie beyond individual control,
such as access to clean water, vaccinations, health education, or a functioning
healthcare system. Therefore, good health is highly dependent on social structures,
such as a functioning medical infrastructure or an education system.

Knowledge and understanding encompass the ability to reason both theoretically
and practically for the purpose of navigating the natural and social worlds (Powers &
Faden, 2019, p. 29). For a person to lead a sufficiently decent life, the ability to make
theoretical judgments about given evidence is key to making effective life decisions in
all areas of life. Practical reasoning skills offer the ability to make judgments regarding
other moral agents, which is necessary for active participation in society. The social
conditions for both types of reasoning depend on structural conditions that the
individual cannot realize by themselves, such as institutionalized education, sufficient
access to information, parenting, or non-exposure to health risks during early
childhood that might subsequently impact the individual’s cognitive capacity.

Personal security guarantees the absence of physical or psychological abuse
(Powers & Faden, 2019, p. 31). This core dimension of well-being appears to overlap
with other dimensions of well-being, such as health, which would be insufliciently
realized if a person were to be subjected to physical or psychological violence.
However, personal security also concerns the absence of certain risks to well-being.
Thus, personal security is not merely concerned with the absence of abuse but also
with the very risk of being abused. The fulfillment of this core element relies on
different social institutions, such as a functioning legal system, diplomacy, a police
force, or the military. Moreover, societal measures against such issues as
institutionalized racism and sexism are necessary to assure a sufficient level of personal
security and the absence of actual and potential harm.

The core dimension of equal respect refers to the acknowledgment of cach
individual’s equal moral status as well as the attribution of self-worth (Powers & Faden,

2019, p. 33). This implies that every individual is treated equally in terms of their
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fundamental interests as well as in regard to the protection of such interests by, for
instance, the legal system. It also implies that no individual must be discriminated
against based on their race, gender, ethnicity, religious beliefs, etc. which follows if we
assume that equal respect excludes social hierarchies based on those characteristics.
Moreover, equal respect includes a sense of self-worth that allows the individual to
pay attention to their own needs and constitutes the condition for a flourishing and
self-determined life. Social institutions and arrangements are necessary to counter
biases that might undermine the equal moral status of individuals.

Sufficient fulfillment of the core dimension of personal attachment requires that
persons can sufficiently engage in reciprocal emotional involvement (Powers & Faden,
2019, p. 37). In essence, it means that individuals are sufficiently embedded in social
relationships with other individuals. The term “attachment” can also be used in the
sense of being attached to an object or a celebrity. This conceptualization of
attachment excludes reciprocity and thus falls outside the scope of minimum
requirement. One could, however, argue that also pets fall within the scope.
Institutions are not obliged to provide persons with such relationships, but they should
not hinder the formation of personal attachments. This is especially true for
institutions that severely impact the individual’s capacity to form personal
attachments, such as schools, prisons, or care facilities.

Self-determination, finally, is the capacity to structure the course of one’s life
according to one’s own life plans (Powers & Faden, 2019, p. 38). Powers and Faden
adopt the authorship view of self-determination based on John Stuart Mill’s
understanding of liberty. They thus highlight the exclusion of external coercive factors
that impact the individual’s life on a very general level. However, individuals can
accept short-term limitations to their self-determination provided they serve the long-
term goal of realizing one’s life plans (Powers et al., 2012). This includes the different
types of coercion, such as incentives, disincentives, or nudging, that are externally
imposed on a person. By accepting this conception of self-determination, they also
provide the basic moral justification for public health measures. To be able to lead a
self-determined life depends on various structural conditions, such as the form of
government under which the individual is living, or the sufficiency of other dimensions
of well-being, such as personal security, attachment, health, respect, and knowledge
and understanding.

This minimum of well-being is thus essentially equivalent to leading a decent
human life and defines the sufficiency threshold that must be realized for all members

of society to satisfy the requirements of social justice. Moreover, this threshold is not
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only the criterion for a just society but also a tool for identifying the most acute
injustices. Whenever individuals fall beneath this threshold, we have a good indicator
for pressing social justice issues. Cases in which insufficient well-being extends across
various dimensions are particularly alarming, because the dimensions of well-being
interact: insufficiency in knowledge and understanding, for example, might cause
insufficiency in self-determination, health, or other dimensions. Given that such
complicated overlaps can only be addressed by comprehensive measures, such as
policies or public health interventions, the sufficiency threshold of well-being also
serves as an evaluative instrument for assessing the justness of such policies. Thus, the
sufficiency threshold serves as the starting point for the creation of social justice norms
and the clarification of the question of what we owe one another in a just society.

As proponents of sufficientarian accounts of social justice have argued, it is
impossible to set an absolute value for sufficient well-being that is universally
applicable. Martha Nussbaum stated, for instance, that the elements that constitute a
flourishing life are “not commensurable in terms of any single quantitative standard”
(M. Nussbaum, 2007, p. 166). Powers and Faden agree that that which is considered
sufficient depends on the societal or technological standards that are necessary to lead
a decent human life within a certain society at a specific time in history. Differences
between cultures or societies can, however, show us what is possible in any of the
dimensions. To establish a global sufficiency threshold, we should choose the best
“normal”—that is, we pay close attention to societies with, for instance, the highest
average life expectancy to determine the minimum threshold in the dimension of
health. Moreover, several dimensions are independent from considerations about
gradual sufficiency. This is the case, for instance, for respect: either individuals have
equal moral status, or they do not.

Sufficientarian theories of justice must explain why the distribution of certain
social goods 1s of less consequence above the sufficiency threshold. In some instances,
authors suggest pluralist approaches that combine sufficientarian principles with other
principles (for example, egalitarian principles) of distributive justice (Fourie, 2017a).
However, such approaches are often vulnerable to the concern that the sufficiency
threshold and its content are arbitrarily determined (Axelsen & Nielsen, 2016). Given
that Powers and Faden reject principle pluralism, they imply that considerations
regarding the just distribution of primary social goods above the sufficiency threshold
are not the moral concern of theories of justice. For this reason, they set a relatively
high threshold for sufficient well-being. I shall address this concern in greater detail

later in this chapter.
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Powers and Faden focus primarily on social groups that are lacking in fundamental
aspects of well-being. Here, they have in mind primarily groups who suffer the
consequences of systematic disadvantage or are subject to exploitation and human
rights violations. Their approach emphasizes the importance of addressing the most
vulnerable and disadvantaged groups, who must endure extreme conditions that
prevent them from leading a decent human life, such as poverty, war, or systematic
abuse. Such conditions, they argue, constitute public health issues.

Attempts to apply this theoretical framework to mHealth applications must
confront the challenge of explaining what a framework focusing on the minimum
required to lead a decent life and the most vulnerable and disadvantaged groups
within a society can tell us about the use and implementation of mHealth apps. After
all, such apps appear to be ecither additions to regular treatment or everyday
commodities that are nice to have and accompanied by ethical concerns but not to
the extent that it may threaten anything of fundamental importance to the decency of
a person’s life. As I shall demonstrate in the following chapters, however, the use of
mHealth apps affects the different dimensions of well-being in ways that are indeed
worth considering.

In conclusion, the core dimensions of well-being constitute the “thick” concept for
Powers and Faden’s sufficientarian account of social justice, meaning that it presents
both the main descriptive and normative components of their theory. Their account
of well-being provides a descriptive component of what is important to each individual
under all circumstances. At the same time, it also provides the main normative
component in terms of how much of each dimension should be realized to lead a
sufficiently decent human life. The situation of well-being at the center of this theory,
both as a descriptive and normative concept, facilitates a better understanding of the
moral importance of social justice on one hand and the acknowledgment of social

justice as structural justice on the other hand.

3. Justice Norms

According to Powers and Faden, a theory of justice must fulfill several conditions that
distinguish it from other moral theories. A theory of justice must provide explicit
descriptions of distinct types of moral norms: justice norms. Moral norms can be
understood as a type of social norms. Social norms are “the informal rules that govern
behavior in groups and societies...” (Bicchieri et al., 2018). Moral norms refer to the

rules we apply in order to form judgments about those behaviors. Justice norms
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identify specific circumstances as either just or unjust. They explain what we owe to
each other in terms of social goods, opportunities, and certain duties and obligations.
A theory of justice must specify what constitutes justice norms as well as the nature
and assignment of the associated duties and the ramifications of breaches thereof.
Moreover, it must provide mechanisms to distinguish justice norms from other moral
norms. Powers and Faden formulate those conditions as special importance,
stringency, specificity, and rightful enforceability.

The condition of special importance refers to the view that matters of justice are
distinctly important relative to other moral norms (Powers & Faden, 2019, p. 59). In
the case of Powers and Faden’s theory, this special importance refers to the most
fundamental human interests. Those interests are reflected in the core dimensions of
well-being which are dependent on the social structures the individual is embedded
in. A life severely lacking in one of the core elements of well-being is not decent and
is thus not worth living*. If the purpose of justice norms is to preserve or track those
fundamental interests, it renders them more important than other moral norms. As
such, justice norms are too important to allow for balancing against other things of
moral value given their aim of preserving the most fundamental human interests.

The stringency condition is linked to this view in that it specifies justice norms as
revealing a distinct force that is in competition with other social goals or norms
(Powers & Faden, 2019, p. 60). In contrast to Rawls, Powers and Faden do not claim
that justice norms are automatically superior to other moral norms; rather they argue
that justice norms present a strong resistance if balanced against other social goals or
moral norms. This resistance results from the circumstance that justice norms protect
fundamental human interests that are expressed in the core dimensions of well-being.
Therefore, justice norms require robust strong moral justification if harmed or
otherwise compromised for the benefit of another norm.

The specificity condition refers to the content and addressees of justice duties
(Powers & Faden, 2019, p. 63). Specificity indicates that a theory of justice must specify
the content of a duty and the duty bearer against whom the duty is claimable. Two
types of duty may be broadly distinguished: perfect and imperfect duties. Perfect
duties require a fixed duty bearer as well as a defined deontic content of the duty—in
other words, it 1s always clear who can claim the fulfillment of a duty against whom.
Imperfect duties lack a clear identification of the duty bearer and do not require a

spectfic action to be fulfilled. Against the view that justice duties must always be perfect

This is not to say that this life should not be lived, because the applied conception of well-being is

descriptive rather than normative.
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duties, since any unjust circumstance will otherwise become either everyone’s or
nobody’s moral responsibility, Powers and Faden argue that justice duties—as
imperfect duties—fulfill a beneficial role within their theory of justice. While the duty’s
content is fixed in terms of the sufficient fulfillment of the core elements of well-being,
they intentionally refrain from specifying the duty bearer, leaving it open to moral
innovation. Changing institutional circumstances and social arrangements must allow
for a certain degree of flexibility in determining the duty bearer. This is particularly
important in the context of social or institutional structures that determine which
groups—rather than individual agents—are most deprived of their well-being. They
believe that empirically founded practical judgments present the correct heuristic tools
to make claims about the specificity and duties of justice under changing social,
political, or institutional circumstances. This suggests that evaluations pertaining
inequalities in well-being should be accompanied by empirical findings that yield
insights into the causalities of those inequalities.

The condition of rightful enforceability refers to the view that the enforcement of
justice norms 1s morally justified under all conditions (Powers & Faden, 2019, p. 71).
The rightfulness is rooted in the circumstance whereby justice norms protect
fundamental human interests. The enforceability of justice norms is rightful against
coercive state agents and applies to wider societal contexts. Powers and Faden argue
that the rightful enforceability of justice norms must include a comprehensive
understanding of what actions are morally permissible as a mode of resistance against
injustices in general. In today’s globalized world, it is reasonable to broaden the scope
of rightful enforceability to include non-state actors, such as globally operating
enterprises or supranational organizations, given that these also play an important
role in the achievement of sufficient well-being. It is important that the rightful
enforceability of justice norms be established to legitimize protest against coercive
state actors or to facilitate the creation of new political tools to address injustices.

Social justice norms must fulfill the requirement of special moral importance
because they track fundamental human interests. As such, they entail a certain
stringency or moral force that renders them difficult to balance against other moral
interests. Although the content of the social justice norms—to achieve or maintain the
sufficient level of well-being—is fixed, the recipients of those norms are not. Empirical
evidence for the causality between different circumstances leading to impacts on well-
being should guide the attribution of responsibility under changing cultural and

political circumstances, among others. The enforcement of justice norms is always
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rightful, irrespective of the agent it addresses, as such norms protect the fundamental
human interests that are necessary to lead a decent human life.

In clarifying the conditions for justice norms that a theory of justice must provide,
according to Powers and Faden, the normative role of the core dimensions of well-
being become increasingly visible. The sufficient fulfillment of the core dimensions of
well-being both explains the role of justice norms in relation to other moral theories
and provides normative guidance for shaping our social arrangements and institutions
in such a way that a decent life 1s made possible for everyone. However, the sufficient
fulfillment of well-being is heavily dependent on the social arrangements and
institutions created within a society. In fact, this dependence on social structures is so
crucial that insufficient well-being constitutes a matter of structural injustice.

However, this term must be clarified more extensively.

4. The Conditions for Structural Injustices

Injustices must meet several conditions to qualify as structural. In general, structural
injustices are unfair power relations that sustain or entrench patterns of systemic
disadvantage in addition to systemic disadvantages that are unrelated to unfair power
relations. The first condition for structural injustices, according to Powers and Faden,
are deprivations within at least one core dimension of well-being. Unless at least some
dimension falls below the threshold, no structural injustice is at play. This includes
deprivations that result in insufficiently fulfilled core dimensions of well-being or the
prevention of the sufficient fulfillment of the core dimensions. The second condition
1s that injustices that qualify as structural must result from circumstances outside the
individual’s scope of action. This condition is emphasized by the structural
dependency argument and points to the dependency of the core dimensions of well-
being on social arrangements and institutions.

Powers and Faden specify four conditions or types of impact on well-being that
render injustices structural: asymmetric, near-inescapable, profound, and pervasive
impact. Those four conditions characterize the structural component of injustices and
emphasize the severity of injustice’s impact on the achievement of a decent human
life (Powers & Faden, 2019, p. 87). All these conditions must be satisfied for a set of
circumstances to qualify as an instance of structural injustice. Moreover, those four
conditions apply to all types of structural injustice and highlight how structural

injustices are rooted in the fabric of society.

40



A Sufficientarian Account of Structural Injustice

Asymmetric impact describes the type of effect on the individual’s well-being that
results from unjust social arrangements. Such arrangements may be observed in
Institutions or organizations as well as in everyday social practices. The asymmetry of
this impact consists in the outcome or consequences of the structural arrangements
favoring one social group while simultaneously disfavoring another. The sufliciency
threshold determines the degree to which asymmetry is justifiable or unjust. An
individual may benefit from social arrangements at others’ expense. However, this
only harms a social justice norm if the impact is such that it causes them to fall below
the minimum level of well-being. Moreover, the asymmetry condition holds, despite
the fact that some may benefit from unjust social arrangements unintentionally. In
particular, the irrelevance of individual intentions renders these asymmetric impacts
of this nature structural, because the impact is caused by various circumstances and
not just one particular action.

Racism against persons of color in job interviews is an example of how an
asymmetric impact can favor some individuals—for instance, white applicants—while
disfavoring others. This is because the chances of white applicants for being offered a
job increase. At the same time, applicants of color are disfavored because they must
deal with an insufficient fulfillment of the dimension of equal respect. This asymmetry
1s unjust even if white applicants are not intentionally racist. The fact that one group
benefits at the expense of another to the degree that the group who carries the burden
1s rendered insufficiently well is enough to qualify this example as an instance of
structural injustice.

A near-inescapable impact describes a group’s incapacity to enter into alternative
arrangements. This circumstance arises as a result of a complex fabric of ongoing
social interactions whereas certain social groups’ disadvantaged position prevents
them from escaping the threats to and impacts on their well-being. It may be that
those groups can in no way escape the impacts on their well-being or that it is
particularly difficult for them to escape the impact. The degree of the limitation of
agency that is required for circumstances to qualify as near-inescapable must be
judged on a case-by-case basis, and Powers and Faden offer no general rationale for
this.

Near-inescapability becomes particularly visible in the example of townships or
slums. Groups living in such urban areas have little opportunity of improving their
prospects given that the mere fact that they live in a certain area prevents them from
securing employment and enjoying social advancement. It may be the case that their

residency in this area implies low socio-economic status, prohibits connection to
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public mobility infrastructures, and exposes them to stereotypes and prejudice. While
it may be possible for some to improve their situation, for the vast majority this is a
very slim possibility. The near-inescapability of the impact is thus both conceptually
vague and adequate.

The condition of profound impact describes the significance of the negative effects
of social arrangements on people’s lives and on the core dimensions of well-being.
That is, the effects must impact the most fundamental human interests to a significant
degree and thereby prevent a decent human life. The impact must be profound to the
extent that at least one core dimension of well-being is insufficiently fulfilled. Powers
and Faden specify no exact criterion that determines profoundness. However, there
appear to be clear cases in which groups suffer significantly as a result of impacts
caused by others that considerably restrict their prospects for a decent human life.

Such cases arise, for example, when certain groups are exposed to severe health
risks, such as the disposal of toxic waste near their township or slum. The waste
increases the likelihood that people living nearby will develop severe health issues and
may affect their cognitive capacities. At the same time, the company or organization
that disposed the waste benefits financially because they can circumvent expensive
safety measures. Here, we may say that the impacts are so profound that nobody can
reasonably be expected to live in this area.

The condition of pervasiveness requires that the effects of social arrangements are
such that the negative impacts on well-being endure throughout the affected
individual’s lifetime or large parts thereof. Moreover, pervasiveness means that the
effects on one dimension of well-being tend to bleed into most other aspects of the
person’s life. This points toward the interconnectedness between the different
dimensions of well-being that often determine each other. It 1s difficult to accurately
explain the direction of causality between those deprivations. However, it has been
argued on the basis of empirical evidence that disadvantages linked to well-being have
the tendency to cluster for certain groups (Wolff & De-Shalit, 2007).

Pervasive impacts on social groups might include, for instance, limited or no access
to education or healthcare. The deprivations or risks to one dimension of their well-
being, such as knowledge and understanding or health, impacts other dimensions,
such as self-determination—that is, the degree to which someone can exert influence
over the course of their own life. Moreover, poorly educated or chronically ill
individuals might be exposed to stereotypes or stigma that deprive them of the

dimension of respect in terms of equal moral status. Again, this may also impact their
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general ability to thrive. Naturally, the profundity of the impact increases the longer
the individual is exposed to it and the more other domains of their life are affected.
The conditions that foster structural injustice result in three major types of
structural injustice: deprivations in well-being, systemic disadvantages, and unfair
power relations. Unfair power relations are expressed in three subtypes: exploitation,
exclusion, and domination. All structural injustice types typically emerge
simultaneously, making it difficult to determine precisely how and whether the

different types of structural injustice cause one another.

Structural Injustices

Deprivations in Well-Being Disadvantages ~ Unfair Power Relations

Exploitation Exclusion Domination

Figure 1: The taxonomy of structural injustices according to
Powers and Faden (2019).

Deprivations in well-being are instances in which social groups are deprived in one or
several dimensions of well-being to a degree that renders them below the sufficiency
threshold. Deprivations in well-being are thus the first condition for all other types of
structural injustice. Deprivations require that another social group receives a benefit
from the fact that one group is deprived of well-being. This is also the case for all other
types of structural injustice in this taxonomy.

Deprivations in well-being occur, for instance, in the toxic waste example offered
above. The disposal of the toxic waste causes health deprivation for the township’s
citizens by means of intoxication, leading to cognitive malfunction and other health
impacts. This impact is asymmetrical, given that one party (i.e., the disposer)
benefits—in financial terms, for example. The impact is near-inescapable in that
people would be obliged to give up their homes, which is only possible if the necessary
resources are available. Once the person’s health and cognition have been affected,
the damage cannot easily be amended. Moreover, the impact is profound, given that

it significantly affects several dimensions of well-being, including health and personal
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security. Furthermore, the direct effects on the individuals’ health are likely to bleed
into other aspects of their lives over lengthy periods, rendering the impact pervasive.

Deprivations in well-being often go hand-in-hand with—or result in—systemic
disadvantage. Systemic disadvantage is a structural impediment that profoundly,
pervasively, asymmetrically, and near-inescapably diminishes a person’s well-being
prospects (Powers & Faden, 2019, p. 16). To be disadvantaged is to be in a situation
in which one lacks the opportunities to sufficiently achieve well-being. Being
disadvantaged and lacking the same opportunities as others may even result in further
direct deprivations with respect to well-being. For example, it may result in chronic
stress, which poses a health risk. Disadvantage thus entails the risk of entering a
downward spiral where a lack of opportunities causes deprivations which again
mitigate the number of opportunities. Being denied a job due to a position of
disadvantage, for instance, might result in poorer income. This renders it more
difficult to access sufficient healthcare, results in increased stress levels or burnout, and
thereby presents an additional health risk. Again, this further limits the person’s
employment prospects.

A disadvantaged position creates vulnerabilities that invite unfair power dynamics,
such as domination, exploitation, or exclusion. Domination occurs when a group is
unfairly subjected to control by another group by virtue of the morally illegitimate
nature, means, and extent of the dominant group’s power. Domination primarily
results in the limitation of self-determination. Other aspects that are dependent on the
achievement of sufficient self-determination might, however, also be affected.
Limitations to self-determination affect, for instance, the degree to which a person is
capable of engaging with others and forming personal attachments. The inability to
determine one’s own life plan can also result in depression, which diminishes self-
respect and thus impacts the dimension of respect.

Exploitation, by contrast, is a situation in which one agent or group takes unfair
advantage of another agent or group. While this conception of exploitation is vague,
it suggests a certain intentionality on the part of the exploiter. To take advantage of
someone else suggests either passively ignoring measures to avoid this unfair
circumstance or actively bringing these circumstances about. Moreover, such
instances of taking advantage violate social justice norms if they result in the
exploitee’s insufficient well-being. This means that not every situation in which one
person takes advantage of another qualifies as exploitation. It is only the case if it

negatively impacts the exploitee’s well-being to the extent that it becomes insufficient.
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Finally, exclusion is characterized as the prohibition of or marginal permission to
participate in valuable activities or social interactions (Powers & Faden, 2019, p. 18).
Exclusion from such activities or interactions implies that the group in question is
denied access to the social arrangements and institutions necessary to attain the well-
being threshold. Here, again, it is important to note that not all instances of denied
permission to participate in valuable activities should be understood as morally
problematic exclusion according to justice norms; rather, it refers only to those
activities that are necessary to lead a decent human life.

Powers and Faden do not posit a clear unidirectional causality for the three main
categories of structural injustice—deprivations, disadvantage, and unjust power
relations. However, they point out that all three types of injustices almost invariably
occur simultaneously and may reinforce one another. While it might not always be
clear how to categorize structural injustices, since deprivation, disadvantage, and
unjust power relations often overlap, it is important to note that each requires that
another social group benefits—either directly or indirectly—and that this benefit is
the result of certain social arrangements. Moreover, to constitute morally problematic
circumstances that present a violation of justice norms, instances of deprivation,
systemic disadvantage, and unfair power relations must meet the conditions of
structural injustice: that is, they must be asymmetric, near-inescapable, and pervasive
and must exert a profound impact.

This concludes the outline of the most important components of Powers and
Faden’s theoretical approach that will be necessary to the ethical assessment of
commercial mHealth apps. It should be evident by now that most normative work is
conducted in accordance with the sufficiency threshold of well-being. This threshold
determines which circumstances may be conceptualized as structurally unjust in
addition to the dimensions of well-being that are relevant to considerations about
justice. In the section that follows, I shall respond to two main criticisms of the
sufficiency view and highlight how Powers and Faden’s theory can respond to them.
This will strengthen the argument in favor of this theory’s application to the case of
mHealth apps and will support the formulation of recommendations as to how the
challenges to social justice in relation to mHealth should be addressed in the final

chapter.
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5. Sufficientariaism and Prioritization

Sufficientarian theories of justice face one substantial problem: they appear to fail to
explain the requirements of social justice above the sufficiency threshold. Once
everyone meets the sufficiency threshold, how should scarce resources be distributed?
Which social groups should we prioritize in cases where we have to allocate limited
resources? How should we approach inequalities that persist above the sufficiency
threshold? In the context of Powers and Faden’s approach, this gives rise to the
question of what the requirements of social justice are once every individual has
attained sufficient well-being and is thus leading a decent human life.

One of two options may be pursued in responding to this problem. The first option
1s to adopt a pluralist standpoint and draw on another principle that can solve this
question. For example, one could adopt Rawls’ second principle of justice, which
entails fair equality of opportunity. In line with this view, inequalities should be
attached to offices and positions that are open to all. This means that—above the
threshold—we can tolerate inequalities, provided everyone has equal opportunities to
achieve the winning end of inequalities. Moreover, we could adopt the difference
principle, which states that inequalities are to be of the greatest benefit for those who
are least advantaged. This means that even if everyone attains sufficiency, we should
still prioritize those who are worse-off than others. Even in adopting another principle,
however, we would have to counter the critique that this principle was rather
arbitrarily applied, since we could equally adopt any other justice principle. This,
however, would undermine the main arguments in favor of sufficientarian
perspectives on justice.

Powers and Faden are no pluralists in this regard; they set a high threshold for
sufficiency in all dimensions of well-being. This allows them to argue that inequalities
above the threshold are beyond the concern of social justice theories. They argue that,
once every member of society meets the sufficiency threshold of well-being and is
capable of leading a decent human life, the job of justice has been completed, as we
will live in a just society that still permits of inequalities. Those inequalities, however,
are no longer the concern of justice theories because every person meets a high
standard of well-being that ensures a fulfilled and prosperous life and the fulfillment
of the most fundamental human interests.

Moreover, they note that the sufficiency threshold is flexible and depends on that
which is considered normal within a given society at a given time. For instance, given
that technological innovation allows us to provide better healthcare, which establishes

a higher average life expectancy, the threshold rises. Thus, a decent human life
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depends not on absolute conditions but on what may possibly be achieved in a given
society at a given time. Their theory works based on the assumption that social and
technological progress necessitate a continuous re-evaluation of the status quo, which
will inevitably bring about winners and losers. Thus, the concern as to how to respond
to inequalities above the sufficiency threshold is likely to be relevant only to a purely
conceptual discussion on social justice. The main concern of their theory, however, is
to guide individual and collective decisions on how to improve the lives of those who
are not faring well under current circumstances.

Although Powers and Faden adopt this monist position, two major lines of critique
against sufficientarian theories build on the relationship between those who are
further away from the threshold and those who are closer to—if not above—it. I shall
call those two objections to sufficientarianism the problem of aggregation and the
problem of hard cases. The problem of aggregation is concerned with the distribution
of the benefits and burdens of socially useful projects and the question of how we can
justify the pursuit of socially useful projects if they entail the imposition of a burden
on some, rendering them insufficient. The problem of hard cases is concerned with
the question of which groups should be prioritized in sufficientarian theories of justice
and the question of how we should proceed in distributing limited resources if there is
no chance to improve the circumstances of those who are worst off.

Both problems are primarily a critique of sufficientarianism as a principle of
distributive justice. Powers and Faden state that the objective of their theoretical
approach is not focused on the question of the right distributive principle. Rather,
they center their approach on the means of distribution: social institutions and
practices. Their main concerns are the consequences of unfair power relations, the
deprivations of well-being and systematic disadvantages within our social institutions
and practices. If their theoretical approach aims, however, to create social justice
norms that are expected to find application within social institutions and guide social
practices, such as public health initiatives, they cannot neglect those concerns. This is
because the problem of aggregation and the problem of hard cases highlight issues
that arise in the most practical contexts, including the implementation of mHealth
apps. Thus, if their theory is aimed at improving real-world conditions, it is relevant

to address both objections.

5.1. The Problem of Aggregation

The problem of aggregation constitutes the first objection to sufficientarian theories

of social justice. In the discourse surrounding distributive theories of justice, the term
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“aggregation” implies that an individual’s benefits can outweigh another individual’s
losses if the sum of all aggregated morally relevant benefits outweighs the morally
relevant losses (Huseby, 2017). This means that, for example, great benefits to a worse-
off individual can outweigh small losses to a rather well-off individual. By contrast, it
can also mean that significant benefits to a well-off individual can outweigh small
losses to a worse-off individual. Accepting small losses for worse-off individuals,
particularly if they fall below the sufficiency threshold, is problematic from the
perspective of sufficientarian accounts of social justice.

The problem of aggregation states that, according to sufficientarian theories of
justice, it would not be possible to follow socially useful projects if it meant that some
individuals would become worse-off to the extent that they would fall below the
threshold of sufficiency (Holtung, 2012; Widerquist, 2010; Knight, 2022). For
example, a society might have to refrain from building a bridge, which would improve
traffic to the extent that more people would gain access to valuable resources, jobs,
and other opportunities, if it implied dislocating a few individuals making them fall
below the sufficiency threshold. This critique of sufficientarian accounts of social
justice suggests that, following sufficientarian reasoning, it would not be possible to
pursue socially useful projects, since the justice norm represented by the sufficiency
threshold does not allow people to be made worse off to the extent that they fall below
this minimum. Following Powers and Faden’s account of well-being, it would conflict
with those individuals’ most fundamental human interests.

As an outcome-oriented theory, Powers and Faden must explain why we might
still permit projects that may enhance a society’s overall well-being of a society while
such a project would result in losses within the dimensions of well-being for a small
number of individuals. The utilitarian rationale that the problem of aggregation
implies forces proponents of sufficientarian theories of justice to specify a norm for the
distribution of benefits and burdens that explains why the aggregated benefits for some
outweigh the losses for others.

Robert Huseby (2017) offers two ways of circumventing this concern. First, he
argues that the problem of aggregation merely refers to weighing the benefits of
socially useful projects against the losses for those who are worse off in the present.
However, if we consider the future benefits of socially useful projects, they appear to
be justifiable. A bridge might, for example, connect more people to a mobility
infrastructure, perhaps allowing more people to attain sufficiency in the future.
Although some people might fall below the threshold, numerous others who also fall
below the threshold might be able to reach sufficiency.
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Moreover, failure to engage in socially useful projects may cause an even greater
number of people to ultimately fall below the threshold. This also applies to projects
that are ostensibly less socially useful, such as building a chocolate factory, for
example. To refrain from building it owing to its likely cost to a few individuals who
would have to be dislocated would be to limit many others’ potential employment
prospects. This, again, might render an even greater amount of people insufficiently
well-off. Sufficientarian theories of justice should thus take into account how decisions
taken with respect to socially useful projects might affect the future well-being of the
affected individuals and groups.

Huseby’s second response to the problem of aggregations entails compensating the
losses incurred by those who will be disadvantaged as a result of such projects. He
suggests that socially useful projects, which render some insufficiently well-off, imply
the obligation to offer compensation. Policies should be designed such that individuals
or groups who bear the burden of socially useful projects are compensated to an extent
that ensures they do not fall below the sufficiency threshold.

In some cases, however, it may not be possible to compensate losses owing to the
nature of the impact. This implies that an answer to the problem of aggregation must
specify the conditions for compensation measures precisely. If we apply Powers and
Faden’s theory in this regard, it follows that compensation must be offered in a way
that prevents deprivations to the extent of insufficient well-being caused by socially
useful projects. Moreover, the expected impacts on well-being should fulfill the
conditions of asymmetric, profound, near-inescapable, and pervasive impact. This
implies a careful assessment of the impact of socially useful project on their
stakeholders’ well-being in the different dimensions of well-being, including an
assessment of possible future impacts.

What follows from this consideration if we cannot offer compensation in the
impacted dimension of well-being? In the bridge example, the dislocated persons
could, for instance, lose many of their social contacts, negatively impacting the
dimension of personal attachment. Compensation in this case might be indadequate
because their community has emerged over time and is impossible to replicate. Powers
and Faden do not formulate this dimension as a mere capacity to form attachments;
rather, they are interested in whether a person is sufficiently embedded in social
relationships. Such relationships cannot easily be compensated for, in that the loss
cannot be directly rectified.

A solution to this problem may be found in the fact that the dimensions of well-

being are interrelated and can affect one another—positively or negatively. As such,
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the compensation need not be limited to a single dimension of well-being; in fact, this
1s already how compensation often occurs in real-life situations. Gompensation of
physical harm to oneself caused by another person—in a car accident, for example—
can take the form of a financial payment. While the payment may be intended to
compensate by covering healthcare costs, the payment does not directly impact the
dimension of health. However, this hints at the interactive relationship between the
various dimensions of well-being. The receipt of the money increases the person’s
capacity for self-determination, allowing them to take advantage of healthcare and
thus compensates for losses within the dimension of health. It has to be noted,
however, that compensation must be provided with utmost care because
compensation bears the risk of a detrimental effect on the recipient. It might even
worsen the recipients’ position, for instance in cases where compensation is offered
but the recipient perceives the offer as an insult or is again reminded of what they
have previously lost.

Compensation may always be possible, albeit not necessarily in the dimension of
well-being that was originally affected. The compensation may be such that the
individual being who has been rendered insufficiently well-off can take advantage of
the interactive effect of the dimensions of well-being. Just as disadvantages tend to
cluster for certain individuals, leading to a downward spiraling effect, the promotion
of certain aspects of a person’s life often yields positive effects in other aspects.
Jonathan Wolff and Avner De-Shalit call this effect “futile functioning.” In their
theory of disadvantage, which is based on the capabilities approach, they argue that
the promotion of certain functionings can positively affect other functionings
indirectly (Wolff & De-Shalit, 2007). This effect could be taken into account in
deliberations about compensation, revealing the value of adopting a multidimensional
account of well-being within sufficientarianism.

Compensation for being made insufficiently well-off in the context of socially
useful projects might, for instance, take the form of publicly financed insurance
schemes. When socially useful projects risk affecting some individuals’ health, they
may be compensated with lower health insurance premiums or improved access to
healthcare so that it is possible for them to maintain their health. Similarly, the
experience of dislocation and deprivation in the dimension of personal attachments
could—alongside compensations regarding one’s house and property—be
compensated by the creation of opportunities to form new attachments, such as the
establishment of associations, clubs, or societies that allow people to engage with one

another.
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Moreover, Wolff and De-Shalit argue that merely being exposed to the risk of
increased disadvantage is in itself a form of disadvantage (Wolff & De-Shalit, 2007).
This risk can, for instance, manifest in insecurities about future employment prospects
or exposure to health hazards, ultimately affect how individuals fare in life. Applied
to Powers and Faden’s theory, this means that exposure to the risk of falling below the
sufficiency threshold in itself compromises an individual’s well-being. The risk of
increased disadvantage can affect several dimensions of well-being, such as the level
of self-determination, since the affected person might not consider certain options in
planning their life that they otherwise would. Moreover, if the risk is so severe that it
causes stress or stress-induced depression, it can compromise the person’s health.
Thus, being at risk of falling below the sufficiency threshold also warrants
compensation measures.

Finally, the question arises as to who ought to compensate those who fall below
the sufficiency threshold due to socially useful projects, or those, who are exposed to
the risk of falling below the threshold. It is difficult to determine who exactly benefits
from socially valuable projects, even more so, if we take into account the future
consequences of such projects on the whole society. The duty to compensate is not
fixed in terms of the duty bearer, and Powers and Faden refer only to “moral
innovation” in addressing this problem. Thus, the existence of a multitude of different
stakeholders poses a problem in terms of determining who can be held accountable
such that compensation measures could be meaningfully enforced. Therefore, an
answer to this question must refer to the dispensers of social justice who can both
legitimately distribute primary social goods and have the capacity to do so.

Powers and Faden identify governmental bodies and public institutions as the
primary dispensers of social justice (Powers & Faden, 2019). This implies that states
are responsible for compensating those who bear the downsides of socially useful
projects. Tax-funded policies aimed at addressing the losses of sufficient well-being
might offer a feasible means of realizing compensation in a just way, since it distributes
the costs of compensation equally among those who bear the advantages. This is also
true for public insurance schemes that may be another way to realize compensations.

Private organizations, however, also bear responsibility for social justice, according
to Powers and Faden (Powers & Faden, 2006). Private organizations like companies
play an active role in increasing or mitigating structural injustices if they take into
account or neglect the effects of their actions on the different dimensions of social
groups’ well-being. Powers and Faden establish private organizations’ duty to at least

not prevent or actively hinder the fulfillment of sufficient well-being of those who are
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directly affected by their actions. This excludes them from the general responsibility
for mitigating injustices in general. If, however, a private organization benefits
immensely from socially useful projects and this benefit can be causally linked to a
group’s fall below the sufficiency threshold, the enforcement of compensation
measures 1s just.

Moreover, private organizations’ duty not to hinder sufficient well-being implies
the duty to anticipate the consequences of their actions for the relevant stakeholder
groups whose well-being is compromised or who might be at risk. Anticipation is not
only key in determining who should be compensated for what but is also important in

justifying engagement in socially useful projects.

5.2. The Problem of Hard Cases

Another relevant concern about sufficientarian theories of justice is the problem of
hard cases, which is otherwise known as the bottomless pit problem. It suggests that
most resources are invested in elevating the most disadvantaged sectors of a
population to the sufficiency threshold, which might not even be possible.
Consequently, the resources spent on the most disadvantaged parts of a population
cannot be distributed among those closer to the sufficiency threshold (Huseby, 2017).
This means that exorbitant amounts of resources are invested without any significant
effect in terms of achieving sufficiency for the most disadvantaged, while it might have
helped those closer to the sufficiency threshold to attain sufficiency. The problem of
hard cases thus concerns the question of how much we should spend on those who
are worst off to try to bring them up to the level of sufficiency.

This problem also applies to Powers and Faden’s approach, since they claim to
focus on those populations who are most deprived in terms of the core dimensions of
well-being. As a consequentialist theory, it must provide an answer to the Problem of
Hard Cases, since the overall rationale of this sufficientarian account of social justice
is to render as many people as possible sufficiently well-off. Powers and Faden thus
need to explain why we should prioritize the well-being of those who are worst off
over the well-being of those who are somewhat better—but still insufficiently well—
off.

Although Powers and Faden state that they are not concerned with distributive
questions, it is important to find a way of refuting this critique. This is because Powers
and Faden suggest that, for instance, public health policy should implement social
justice norms based on their well-being threshold. The well-being threshold supports

the identification of the inequalities that matter most and that should be addressed
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head-on. However, identifying inequalities is only the first step. If, in the case of public
health organizations, inequalities ought to be tackled by the allocation of limited
resources, it 1s important to address the problem of hard cases.

One solution to this problem, as Huseby (2017) suggests, again consists in the focus
on the future deprivations of well-being that are implied when resources are
disproportionately funneled toward the worst off. Here, it seems to be beneficial to
apply a consequentialist rationale centered on the future impacts of the policy or
alteration of the social practice at hand. If| for instance, all resources are invested the
least well-off without addressing the needs of those closer to the sufficiency threshold,
graver outcomes may ensue in the future.

Moreover, Powers and Faden argue, although it might be futile to invest limited
resources in cases in which, for instance, improvements in health are near impossible,
it does not mean that resources cannot be invested in the worse off in other dimensions
of well-being. Given the interconnectedness of the various dimensions of well-being,
this may impact other areas of the individuals’ lives, thereby enhancing their well-
being. Here, again, the multidimensionality of Powers and Faden’s theory helps to
refute the critique on the basis of the aforementioned futile functionings idea.

To counter the critique of sufficientarian theories of social justice, anticipation of
the future effects of decisions on the affected individuals’ well-being becomes a central
requirement. Whether to support the justification of socially valuable projects, specify
compensation measures, or identify those groups who should be prioritized in
considerations regarding the allocation of scarce resources, the anticipation of future
impacts 1s an important component of a comprehensive sufficientarian theory of
justice. To improve the applicability of sufficientarian theories of justice, however, the
need to anticipate future consequences must be further specified to provide guidance

on how to choose a feasible methodology for this task.

5.3. Anticipating the Effects on Well-Being

Taking into account the future effects of these decisions on sufficiency levels implies
that sufficientarian theories of justice must include a means of anticipating the future
impact of decisions. Here, I shall offer a brief proposal as to how this requirement
might be met, although I shall not provide a comprehensive methodology of
anticipation.

If we follow Powers and Faden’s conception of well-being, anticipation of the
impact must take into account the effects of a decision on all six dimensions of well-

being for those who will be affected by it. The consequences that anticipation should
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focus on are the impacts that any justice-relevant decisions may have on the different
dimensions of well-being. An investigation of this nature must primarily address the
question of whether a decision can be expected to lead to an outcome that renders a
group at risk or below the sufficiency threshold with respect to any dimension of well-
being.

One possible way in which anticipation might be enacted in sufficientarian
theories of justice —particularly when it comes to anticipating the effects of
technology—would be to draw on anticipatory approaches within the ethics of
technology. In the discourse surrounding ethics of technology, anticipatory
approaches combine ethical analysis with various kinds of “foresight, forecasting, or
futures studies techniques, such as scenarios, trend analysis, Delphi panels, horizontal
scanning, as well as various methods of TA” (Brey, 2017, p. 179). These methods are
used to project possible, likely, plausible, or desirable future consequences in terms of
application, usage, impacts, and further developments of emerging technologies. This
allows for the identification and assessment of ethical issues connected to these
technologies and ultimately makes it possible to steer, counteract, or avoid likely risks
and undesirable outcomes. This is particularly feasible in the context of assessing how
the implementation and use of technologies such as mHealth apps impact social
justice.

While foresight methodologies of this nature are merely one approach to
anticipating future consequences, they primarily focus on the causal links between a
technology and its concrete impacts on various stakeholders. This is important and
necessary because—in contrast to considerations about desirable futures, for
example—it can help to determine and clarify responsibilities for mitigating or
preventing the entrenchment of structural injustices.

Further elaboration of how the task of anticipating the future effects of decisions
affecting social justice in terms of sufficient well-being should be performed lies
beyond the scope of this dissertation. However, we may identify two main challenges
that any attempt would have to confront. First, relying on anticipation to justify trade-
offs, as in the problem of aggregation, bears the risk that the anticipated positive effect
on the future well-being of the affected persons will not manifest. In this case, the
decision would have deprived some individuals of their sufficient well-being. In
hindsight, this would render the decision unjust and therefore immoral. Anticipation
thus includes the risk not only of failure to achieve greater well-being in the future but
also of moral failure. This implies the challenge of specifying the conditions under

which accepting such a risk is legitimate. The result would have to be a function of
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the probabilities of the possible outcomes and the expected utilities in terms of the
positive or negative impact on the different dimensions of well-being.

Second, a methodology of anticipation would have to limit the extent to which the
anticipation of future impacts on the dimensions of well-being is required. Several
authors suggest that empirical evidence should serve as the basis for determining
priorities regarding the distribution of limited resources and the ensuing effects on
social justice (Powers & Faden, 2006; Wolff & De-Shalit, 2007). Efforts to anticipate
future impacts on the dimensions of well-being would have to specify how much
empirical evidence is necessary or required to sufficiently fulfill this requirement and
to legitimize the implied risk. This implies a discussion about how extensively
anticipatory endeavors should be conducted under conditions of limited financial and
timely resources, particularly when the anticipation of future consequences would
have to be undertaken by private organizations. Moreover, such an account would
need to specify the modalities of such discussions and how they could, for instance, be
guided by democratic values.

A sufficientarian account of social justice must define the sufficiency threshold both
as the criteria for social justice and the currency of justice. Additionally, it should apply
the sufficiency threshold within the different dimensions of well-being as a means of
determining future impacts on social justice that may arise from mitigation measures.
To specify and integrate anticipatory methods not only allows for the rejection of
major lines of critique against sufficientarian theories of justice but also supports their
applicability in practice, which is particularly relevant to the discussion surrounding

mHealth apps.

6. The Culprit Problem

Finally, Powers and Faden’s theory of structural injustice faces a challenge related to
its structural component. As Iris Marion Young formulated in her widely cited theory
of structural injustice, structural injustice is a blameless moral wrong (Young, 2011).
This means that the moral wrong—in terms of domination and other types of
structural injustice—cannot be attributed to individual moral agents. Rather, it is the
societal structures, the ways in which institutions are created and shaped as well as the
assumptions and underlying values that accompany these processes throughout
history and form the roots of structural injustice. This results in the assumption that it
1s impossible to attribute culpability to individual moral agents because it is near

impossible to ascertain the exact causal connection between one individual’s action
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and their contribution to the pattern of structural injustice that is affecting a specific
social group. This inability to hold a moral agent culpable of a wrong also means that
the responsibility for countering structural injustices is diluted. From whom, then,
should we expect measures to counter structural injustices, and how can we apportion
blame for them? Some scholars have called this problem the “culprit problem”
(Estlund, 2020).

To circumvent this problem, Young as well as Powers and Faden restrict
themselves to formulating a forward-looking duty to mitigate and avoid entrenching
structural injustices (Powers & Faden, 2019; Young, 2011). This duty can result in a
diversity of actions, such as the formulation of policies, activism, or even civil
disobedience (Powers & Faden, 2019). Those measures bear their own moral
limitations, determined by adequacy and intelligibility conditions, and require
methods to anticipate the impact of such actions on the structural injustices that they
seek to dismantle. The responsible agent in this forward-looking account are those
agents who are capable of countering structural injustices. Powers and Faden specify
this responsibility for municipalities and governments, since they are the only
organizations who can comprehensively address structural injustices. In democratic
states, the public as a collective is responsible for exerting political pressure on those
institutions in the form of activism or participation in elections.

The forward-looking account of responsibility, however, might prove
unsatisfactory for victims of structural injustices. In the case of structural racism or
colonial exploitation, for instance, victims of structural injustices may wish to demand
reparations and blame some agent for their suffering. Governments have the capacity
to adhere to this demand when it comes to reparations; however, they can casily
highlight the fact that structural injustices are often rooted in historical moral wrongs
for which the current administration bears no responsibility. Thus, to validate such
demands on the part of victims of structural injustice, a clear understanding of the
causal relationship between today’s structural injustices and their historic roots is
necessary as well as a principle of justice that allows for the formulation of justice
duties across generations.

Powers and Faden’s account of well-being offer both a way of ascribing forward-
looking responsibilities and backward-looking culpability to moral agents. They state
that public institutions are obliged to mitigate structural injustices as the only entities
that can comprehensively address them. However, they also assign responsibility for
sufficient well-being to, for instance, private organizations. This responsibility does

not entail the duty to comprehensively mitigate structural injustices but to avoid
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entrenching them within the limits of the societal context in which the organization
operates. Thus, private organizations are not responsible for the complex and
interwoven injustices that lead to the marginalization, exploitation, and domination
of social groups, since this would transgress their capacities and competency. Rather,
they have a duty to avoid entrenching structural injustices within their direct context
of influence—that is, where their actions impact their stakeholders’ dimensions of
well-being.

Simultaneously, assessing the contextual impact of private organizations on their
stakeholders’ well-being paves the way for analyzing the causalities between the
organization’s actions and structural injustices. If the impacts are reduced to the level
of the individual dimensions of well-being, the causalities can be more precisely
analyzed, creating space for the attribution of culpability. While the roots and causes
of structural injustices in general are difficult to study, the individual impacts on
certain stakeholders’ dimensions of well-being are considerably easier to grasp.
Having discussed the forward-looking consideration of the impacts on well-being in
detail in previous sections, I shall provide a more elaborate account of how private
organizations may be held accountable for the impacts on well-being that they have

caused in the context of mHealth apps in Chapter Five.

7. Sufficientarianism and mHealth

What makes Powers and Faden’s account of structural injustice so well-equipped to
assess the normative implications of the development and deployment of commercial
mobile health apps for self-tracking? The primary benefit of adopting this perspective
lies in the shift from studying the moral ramifications of the interaction between the
individual user and the technology toward the societal level. This shift from principle-
based approaches to questions of social justice allows helps align mHealth’s overall
objective—to promote public health—with questions concerning its legitimacy on a
societal level, rather than asking how we might reap the benefits of this technology
while mitigating the risks it poses to individual users.

Like other theories of justice, Powers and Faden’s theory allows us to clarify the
question of what we owe one another on a societal level if we wish to use mHealth
apps to promote public health. Unlike other theories of social justice, however, the
multidimensional account of well-being allows us to integrate the requirements of
compensation and anticipation as a necessary part of the theory while acknowledging

the complex interweaving of systemic disadvantages and unfair power relations. In
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contrast to approaches that focus exclusively on individuals’ capabilities, Powers and
Faden’s theory is primarily concerned with the outcome of such patterns and relations
as the measurement for justice that facilitates the quantification and study of the
(future) impacts of justice-relevant decisions and the associated deliberations about
compensation measures. After all, increases or decreases in capabilities can only be
measured indirectly by adhering to functionings or outcomes that imply increased or
mitigated capabilities.

Moreover, applying Powers and Faden’s understanding of social justice as
sufficient well-being across various dimensions opens up the normative assessment of
mHealth apps to considerations about the multiple moral goods at stake. Thus, it
becomes possible to evaluate the practice and technology of mHealth not only with
respect to its effects on health but also in the context of other dimensions of well-being
that are of fundamental universal importance. The multidimensional understanding
of well-being emphasizes issues and challenges that were previously neglected by the
literature, such as the normative implications of value trade-offs that I shall address in
Chapter Four (Rossmaier, 2022) or the implications of mHealth for our perception of
virtues that will become relevant for the discussion in Chapter Three (Wieczorek &
Rossmaier, 2023).

Another advantage of this approach is that it provides clear guidance as to how
we might mitigate the potentially negative impact of mHealth apps on well-being.
Acknowledging that the use and deployment of mHealth apps affects potential users’
well-being across all dimensions is merely the first step. By focusing on well-being
rather than justice as procedural fairness, the norms derived from this approach are
indifferent to the nature of the addressed stakeholders. As such, the obligations and
responsibilities to mitigate, avoid, and anticipate the negative consequences may be
specified for public institutions and private agents alike. Moreover, the approach is
not bound to certain forms of governance or legal systems since it assumes that the
dimensions of well-being track universal human interests.

The requirement to consider multiple dimensions of human well-being and the
inclusion of anticipatory methods may be effectively combined with approaches to
assessing and improving the technologies that are present in ethics of technology
literature. In particular, value-sensitive design approaches that adopt human
capabilities as a starting point (Jacobs, 2020a) for creating better technologies often
fail to assign of clear obligations and responsibilities that require the developers to
achieve certain well-being outcomes. While the development of methods to improve

technological developments that consider certain values or human capabilities is a
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worthy effort, it cannot be enforced on the grounds of moral norms that have special
moral importance and thus balance out other values, such as economic or industrial
values.

Linking such attempts, however, to a conception of social justice that requires the
realization of fundamental human interests to the level of sufficiency provides extra
normative force. The inclusion of values into design decisions is relevant not only to
the improvement of the user experience but it is also a necessary requirement for
managing the risk created by new emerging technologies for social justice. In cases
wherein technologies are expected to result in deprivations of well-being for certain
groups, value-sensitive design can thus be enforced on the grounds that it aims to
protect something that is of special moral importance: social justice and fundamental
human interests.

The same holds true for the requirement to anticipate how a certain technology
might potentially negatively affect social justice. While anticipation is already
incorporated into approaches to ethical assessment (Rodrigues et al., 2018) within the
EU’s Responsible Research and Innovation Framework, such as the Anticipatory
Ethics for Emerging Technologies (Brey, 2012), anticipation is often part of a
voluntary commitment to the ethical development and deployment of technology.
The argument that the anticipation of effects on the dimensions of well-being is an
obligation derived from social justice norms lends the obligation additional moral
force. Anticipation thus ensues from a morally special and morally important goal to
which all public agents are accountable.

Solving the problem of aggregation is relevant for the wide implementation of
mHealth apps within a public health strategy framework, since it is concerned with
the question of how we might justify negative impacts on a particular group’s well-
being to the degree of insufficiency on the basis of the positive impacts on another
group. In the ethical literature on mHealth apps, some authors have asked whether
we can accept that some people will be unable to benefit from mHealth apps while
accepting the potential benefits for other people (Paldan et al., 2018). The answer to
this problem lies in attempts to anticipate and mitigate the negative effects, while
compensating those who lose out as a result of such a public health strategy.

The problem of hard cases relates to the implementation of mHealth apps when
we consider digitally disadvantaged populations. To what extent can we invest
abundant resources in improving the health and digital literacy of underserved groups
so that they might attain the capacity to benefit from mHealth apps? The answer to

this question requires anticipation of the effects that the implementation of mHealth
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apps exerts on digitally disadvantaged populations. From the perspective of mHealth
app providers, the required amount of resources must be such that existing structural
injustices are not further entrenched. Therefore, this question relates to the wider
question of how responsibilities for countering and preventing structural injustices in
the context of mHealth may be clearly assigned.

The culprit problem addresses this concern. While I am not in a position to settle
the question of who is responsible for mitigating structural injustices, the answer to
the culprit problem lies in accurately identifying the impacts of mHealth apps on
various dimensions of well-being. In the final chapter, therefore, I shall return to the
question of responsibility and sketch out a way in which we can hold the providers of
mHealth apps responsible for the potential impacts of mHealth apps on digitally and
medically disadvantaged populations.

In the next chapter, I shall investigate how the use and implementation of mHealth
apps creates and reinforces existing unfair power relations and develop the conceptual
tools to analyze them. While Powers and Faden divide structural injustices into three
categories—deprivations of well-being, power relations, and systematic
disadvantages—the discussion will focus primarily on the two latter types. This is
because I do not assume that mHealth apps directly intend to deprive individuals of
their well-being. However, systematic disadvantages and unfair power relations may
indirectly result in deprivations in well-being. Thus, I perceive deprivations in well-
being as a phenomenon that occurs simultaneously with or a result of other types of
structural injustices within this context. The in-depth discussion of unfair power
relations, however, offers the most extensive grounds for moral analysis in relation to
mHealth apps. This discussion is followed by an argument that specifies a type of
systematic disadvantage that is context-specific in relation to this technology: unjust

value trade-offs, which I shall discuss in Chapter Four.

8. Conclusion

In this chapter, I have presented Powers and Faden’s sufficiency threshold of well-
being in terms of six fundamental dimensions as the primary requirement for social
justice. Moreover, theories of social justice must explain the special moral importance,
stringency, specificity, and rightful enforceability of social justice norms. In the case of
Powers and Faden’s approach, those conditions are linked to their account of well-
being, because their dimensions of well-being track fundamental human interests. For

matters of social justice to qualify as structural, they must meet the criteria of
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asymmetry, near-inescapability, profoundness, and pervasiveness that qualify impacts
on well-being as relevant to considerations of social justice. Structural injustices
include systemic disadvantages and unfair power relations in terms of exploitation,
exclusion, and domination for which deprivations within any of the six dimensions of
well-being to the extent of insufficiency are the primary indicators.

Sufficientarian theories of structural injustice must confront several lines of
criticism regarding the requirements for social justice above the sufficiency threshold,
the establishment of priorities for the distribution of scarce resources, and the
assignment of responsibilities for countering structural injustices. I have argued that
Powers and Faden’s account of structural injustice must include the obligation to
anticipate negative effects on well-being where exacerbated injustices may be avoided
and the obligation to compensate impacts on well-being if they are expected to be
asymmetric, near-inescapable, profound, or pervasive. Finally, the applicability of this
approach to mHealth apps for self-tracking is rooted in the multi-dimensionality of
fundamental moral goods, as well as its universal applicability, which allows for the
formulation of obligations for institutional and private stakeholders alike.

The argument in favor of applying Powers and Faden’s theory to assess mHealth
apps can convince only if the applicability of their theory becomes visible. The
following chapters, therefore, will focus on applying Powers and Faden’s
sufficientarian theory of structural injustice to discuss specific mHealth apps.
Simultaneously, the application will facilitate new reflection on Powers and Faden’s

understanding of the individual types of injustice.
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Chapter 03: mHealth Apps and

Unjust Power Relations

1. Introduction

The application of Powers and Faden’s theory of justice to mobile health apps for self-
monitoring in the context of public health requires a more detailed understanding of
the categories of structural injustice that are at play. Powers and Faden offer only
limited definitions of the different categories of structural injustices, because they are
not overly concerned with presenting such types of injustice in detail. To support the
application of their general theory of structural injustices in situations in which
concerns about structural injustices are present, such as mHealth, their theory must
be extended by a more fine-grained understanding of the categories of structural
injustice.

This chapter will focus on unfair power relations and the ways in which unfair
power relations occur in the context of mobile health apps. This chapter asks whether
the deployment and use of mHealth apps entrenches unjust power relations and
attempts to provide a more detailed conceptualization of the unfair power relations
that are at play. Powers and Faden categorize unfair power relations as instances of
exploitation, exclusion, and domination. A detailed investigation of how these
concepts apply to mHealth will help to highlight moral wrongs that have not yet been
addressed in the literature and will offer new ways of balancing them against the public
health benefits associated with the deployment of mHealth apps.

In this chapter, I shall draw on specific examples that will serve as the basis for an
analysis that applies more finely grained conceptualizations of exploitation, exclusion,
and domination. I shall begin by discussing the concept of exploitation, followed by a

discussion of exclusion, before finally offering my considerations of domination.

2. Are the Providers of mHealth Apps Exploiting Their Users?

Exploitation in the context of mobile health apps is often associated with unethical use
of the data processed by the apps. A superficial Google search reveals that exploitation
is frequently mentioned in the context of data and informational privacy. In the

context of mHealth apps, however, it is not the user who is exploited but rather the
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data that they provide. Privacyinternational.org, for example, published a blog post
about mHealth for reproductive health, entitled “How digital health apps can exploit
users’ data” (Privacyinternational.org, 2022), arguing that the informational privacy
of those who use apps to support their reproductive health—primarily women—is
insufficiently protected, that sensitive data are shared with third parties in
untransparent ways, and that the app providers fail to comply with European data
protection law.

This diagnosis 1s supported by a study that was conducted by the Mozilla
Foundation in 2022, which found that 18 of the 25 most popular cycle-tracking apps
insufficiently protect their users’ privacy, including apps such as Flo, Glow, Ovia, Period
Calendar Period Tracker, and My Calendar Period Tracker (Mozilla, 2022). This is
particularly problematic in the US, where women are at risk of having their data used
in criminal cases in states that outlaw abortion. The Guardian reported that women in
the US are increasingly deleting their period trackers in fear that their data may be
used against them (Garamvolgyi, 2022).

Moreover, an opinion on mHealth published by the European Data Protection
Supervisor (EDPS) in 2015 stated that the biggest concern for the users’ privacy is “the
commercial exploitation of the insights obtained through the combination of data
[from mHealth apps]” (European Data Protection Supervisor, 2015, p. 9) and that
the information asymmetry between operators and users of mHealth apps allows the
operators to study new possibilities to exploit user data for the promotion of new
initiatives and profit (European Data Protection Supervisor, 2015, p. 8). This implies
that the providers of mHealth apps have extensive access to the data provided by the
users and are capable of using these data to generate a profit. This is particularly the
case when the data from mHealth apps are combined with other data sets. This, in
turn, will yield new insights, thereby creating information of which both the users and
the providers were unaware when the data were originally collected. Thus, this
information could not have been specified in the terms and conditions the users
accepted prior to using the apps and is therefore not covered by the users’ informed
consent.

Both the insufficient protection of the users’ privacy in relation to apps for
reproductive health and the risks highlighted by the EDPS suggest that this form of
exploitation consists of the use of personal data for financial benefit without sufficiently
respecting the users’ privacy or taking into account the users’ right to data protection.

Following this understanding, exploitation is further characterized as taking
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advantage of the users in a way that disregards the users’ interests, rights, or need for
privacy, which ultimately yields some financial benefit for the app’s provider.

The moral wrong implied by this transaction is imposed on the user because it is
the user’s privacy that is compromised. To state that the user’s data are being
exploited would be misleading, because data cannot be subject to a moral wrong. The
data are exploited, however, in the sense that resources are exploited®. However, this
understanding does not tell the full story, because it neglects the reference to the moral
good of privacy and users’ interests. Thus, it 1s more precise to say that the user is the
recipient of the moral wrong because the app’s provider uses the data in ways that lie
beyond the user’s control, without their consent, or contrary to their best interest. This
applies on three levels. First, the data might be shared with third parties in contrast to
the users’ expectations or need. Second, the data generate new insights when
combined with other data. Insights, the user has not been able to give consent to.
Third, the provider benefits financially from this circumstance.

In the context of this largely common sense-based understanding of exploitation,
how should we best understand the moral dimensions of such accusations? Is that
which is described here a moral wrong, or are the providers of mHealth apps following
a morally sound business model since the users have given their initial consent to their
terms of use? A more precise definition of exploitation is required to answer those
questions and to demonstrate the ways in which the users’ situation might be
improved. Therefore, I shall draw on three different accounts of exploitation to
identify the exploitative features of mHealth apps. Consideration of transactional,
structural, and deontological approaches to conceptualizing exploitation helps to
clarify which aspects of mHealth apps may be considered exploitative from all three

perspectives.

2.1. Wertheimer’s Conception of Exploitation
Following Powers and Faden’s theoretical approach, exploitation describes a situation
in which one party takes unfair advantage of another party. This condition implies

that one party benefits from the other, with the result that the exploited party is made

The exploitation of material resources necessary for digital transformation processes and the
generation of energy that sustains the digital infrastructure has received little attention in the context
of mHealth apps. Adopting, for instance, a One Health perspective on public health would facilitate
assessment of the moral ramifications of the exploitation of resources required to implement mHealth
technologies.
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worse off by the exploiter. This general account of exploitation, however, does not
specify what constitutes unfairness and what it means to take advantage of somebody.
Moreover, it does not explain in detail how exploitation instantiates a case of
structural injustice, how it 1s precisely linked to the core dimensions of well-being, and
whether anything changes on a moral level once the user has given their consent to
the terms and conditions of the app.

Alan Wertheimer (1996) offered what is perhaps the most influential theory of
exploitation. He postulates a distinction between consensual and non-consensual
instances of exploitation. For non-consensual exploitation, it is questionable whether
the moral work for describing a situation as morally wrong is provided by the fact that
the situation is exploitative or whether the immorality is rooted in the fact that the
situation conflicts with autonomy. From the perspective of Powers and Faden’s theory
of structural injustice, non-consensual transaction would qualify as an instance of
domination. For now, Wertheimer’s understanding of consensual cases of exploitation
are most relevant. Consensual in this case means that both parties enter into the
transaction on a voluntary basis, despite the fact that one party benefits at the other’s
cost.

Wertheimer further distinguishes between harmful and mutually advantageous
exploitation (Wertheimer, 1996). He cites some instances of transactions in which the
exploiter gains at the exploitee’s expense in such a way that the exploitee is worse off
than they were prior to the transaction, according to a specific moral baseline. This
baseline is represented by certain rights that the exploited party has. This may be the
case, for instance, if a person accepts a salary below minimum wage. The person has
the right to a certain minimum wage, while the right to minimum wage functions as
the moral baseline. This agreement harms the moral baseline even if the agreement
is consensual because the person’s consent is insufficient to protect their right. Thus,
breaching the baseline makes the exploited party worse off which instantiates a case
of harmful exploitation.

However, this is not applicable in the case of mHealth apps. Users typically give
their consent to defined ways of processing the data. While the legal right to privacy
1s arguably not identical to a moral right to privacy, let us assume that the processing
of the users’ data is rightful and does not harm Wertheimer’s moral baseline.

Wertheimer further argues that there are instances in which both parties gain from
the transaction. However, the exploiter gains significantly more than the exploitee.
Here, the moral baseline is not harmed, but the agreement between both parties is

such that it is unfair to the exploitee. According to Wertheimer, such instances of
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exploitation require a principle of fairness that determines a fair distribution of the
surplus created by the transaction®. A mutually advantageous case of exploitation
might arise if, for example, one person attempts to sell another person who needs a
car urgently a car at an exorbitant price. Here, the moral baseline does not appear to
be harmed, since there is no moral or legal right to a particular price for a car.
Applying a distributive principle, however, we can say that the transaction is unfair,
concluding that the fact that the exploiter gains significantly more from the transaction
than the exploitee is immoral.

According to Wertheimer, harmful and mutually advantageous exploitation are
distinguished by their moral weight as well as their moral force. Wertheimer
understands moral weight as the degree of moral wrongness and moral force as the
moral upshot of a transaction—that is, the resulting actions that should be undertaken
to prohibit certain cases of exploitation. The moral weight and moral force of harmful
instances of exploitation are determined by the degree to which they harm the moral
baseline and are thus easier to identify as instances of exploitation that are both
immoral and should be prohibited by society. The case is less clear for instances of
mutually advantageous instances of exploitation, since they imply a moral wrongness
that, given that no moral baseline is harmed, might carry less moral weight to the
degree that they either should or should not be prohibited or that persons should even

have the right to enter into such agreements.

2.2. Three Components of a Comprehensive Account of Exploitation

Jeremy Snyder, by contrast, argues that Wertheimer presents only one dimension of
exploitation. He suggests that a comprehensive understanding of the moral
dimensions of exploitation would need to include three components. The first of these
is the fairness-centered account that Wertheimer suggests. According to Snyder,
Wertheimer conceptualizes exploitation as the relationship between benefits and
harm within a transaction without concern for the background injustices that might
influence the levels of benefit and harm that the parties experience. An account of
exploitation that takes background injustices into consideration would have to
demonstrate that the exploiter has taken unfair advantage of the background
conditions of the transaction—for example, the political, cultural, economic, or social

circumstances. This, however, is not implied by Wertheimer’s definition of

Wertheimer recommends drawing from the Rawlsian account of the fair distribution of primary
social goods and opportunities.
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exploitation. Only when a person is subjected to special unfair advantage in terms of
a rights violation or a conflict with a distributive principle does the instance qualify as
exploitation. Mutually advantageous agreements in which one party pays low wages
to sweatshop workers without them being able to sustain a living under “fair” market
conditions, for instance, would lack the moral force required to justify measures aimed
at preventing such exploitation. The problem, according to Snyder, is that, in this
case, the background conditions that allow markets to emerge are not questioned since
they entail no rights violation.

Second, Snyder argues for the necessity of a structural account of exploitation that
does consider such background conditions of exploitative transactions. This includes,
for instance, how markets or institutions are structured, or the social, political,
economic, or cultural conditions under which a party enters into a transaction.
Accepting that the background injustices are important is necessary to understand
why people accept unfair transactions even if none of their rights are being infringed.
Expanding the scope of exploitative transactions to their background conditions
allows us to question whether the circumstances—for instance, rights—adequately
protect the fundamental human interests at stake.

Finally, Snyder suggests a third and superior understanding of exploitation from
which the other two derive. It follows from the Kantian duty to refrain from using
persons as a means to an end. This understanding suggests that instances of
exploitation describe situations in which a person uses another person as a means to
an end without respecting the person’s dignity (Snyder, 2021). Snyder argues that
treating others as ends implies positive steps to promote their ability to act
autonomously (Snyder, 2021, p.55) and thus to lead a life in dignity. Treating others
as a mere means to an end implies failure to show others respect on the basis of their
humanity, which includes disregarding both their rights and the circumstances under
which they enter exploitative transactions. Exploitation is thus the failure to fulfill a
spectfic duty of beneficence by disregarding what the other person needs to lead a
dignified life.

Although Powers and Faden are primarily concerned with structural injustices,
which would imply that a conceptualization of exploitation following their theory
would merely have to adhere to the structural dimension that Snyder proposes, it is
worth considering how Powers and Faden’s theory can also help us to understand
exploitation in the other two senses. This will provide a stronger argument in favor of
Powers and Faden’s approach and help us better understand the instances of

exploitation that arise in the context of mHealth apps.
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2.3. The Well-being Threshold and the Transactional Fairness Account
of Exploitation

One possible response to the critique of transactional fairness accounts of exploitation
would be to implement the sufficiency threshold of the core elements of well-being as
the moral baseline in Wertheimer’s understanding of exploitation. It thereby becomes
possible to differentiate between harmful and mutually advantageous exploitation and
to determine the moral weight and force of such agreements. It expands the
considerations about the moral implications of exploitative agreements beyond the
scope of rights violations and allows consideration of the impacts on the exploitee’s
well-being. Although this does not necessarily imply reference to the background
injustices of the exploitative transaction, reference to sufficient well-being is a good
indicator for how a person fares under external circumstances and thus points toward
possible injustices.

To illustrate how the sufficiency threshold for well-being functions as the moral
baseline for determining harmfully exploitative transactions, let us consider the
following example: A is the provider of an app for self-monitoring fitness activities,
eating habits, and body weight. The more often users engage with the app, the more
A benefits from the app, since A’s business model is based on data collection and
analysis. B is a user at risk of exercising too much’. Excessive exercise can have
physiological and psychological consequences that manifest in exercise-related
musculoskeletal injuries and immediate changes of mood, such as feelings of
depression when the person is unable to exercise (Landolfi, 2013). B uses the app,
which encourages B’s excessive exercise, as the app’s nudging mechanisms cause B to
exercise considerably more than is in their best interest. B becomes increasingly
obsessed with self-tracking and exercising, compromising their physical and mental
health, while A benefits from the data that B produces. Moreover, B pays a significant
monthly subscription fee so that they can access all of the app’s features.

As a result of their use of the app, B becomes worse off to a harmful degree, since
their excessive exercise habit poses risks to their physical and mental health. This
compromises B’s well-being in the dimension of health and their level of self-
determination, since B’s addictive behavior limits the degree to which they are able to
decide when and how often to use the app and when and how often to exercise. It also

impacts B’s choices with respect to their life’s wider context, since B is at risk of long-

While the question of whether exercise addiction exists remains the subject of debate, there are clear
cases in which an individual can engage in excessive exercise to the point of compromising their
health.
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term health issues. However, it is in A’s interest that B continues to use the app since
A’s benefit increases the longer and more often B engages with the app, produces data,
and pays the subscription fee. If the impact on B’s physical and mental health as well
as their self-determination is such that it renders B’s state of well-being below the
sufficiency threshold, while A continues to benefit, then the agreement to use the app
constitutes an instance of harmful exploitation.

It is important to note that B was already at risk and thus vulnerable to
deprivations within the dimensions of their well-being owing to their disposition
toward developing an excessive and detrimental habit. It is important to consider not
only whether the agreement itself renders the exploitee worse off but also how their
overall well-being relates to the sufficiency threshold in general. This means that the
same type of agreement will exert different effects on different users relative to their
existing status in terms of well-being. An individual exhibiting an excessive exercise
habit might suffer more severe consequences from the app’s nudging mechanisms
than somebody without such a habit.

One could, of course, rightfully argue that the disposition to developing excessive
exercise habits per se is not an instance of a structural injustice. The individual’s
vulnerable position relative to the sufficiency threshold of well-being together with the
impacts on their well-being caused by the exploitative transaction are, however, a
good indicator for identifying the social circumstances that create the vulnerability
that the transaction exploits. Excessive exercising is often linked to an obsession with
ideal body images (Landolfi, 2013). Thus, the vulnerability is caused or reinforced by
certain social norms that determine what an ideal body should look like. In the
example, A gains an advantage from this circumstance. I suggest that some providers
of mHealth apps may even pursue this advantage intentionally. For instance, the
provider of the weight-loss app Arise states on their website that users of the app will
feel more attractive every day®, thereby linking weight-loss to beauty. It is not
implausible that this may sound intriguing to those who use the app primarily not to
promote their health but to be perceived as attractive, where attractiveness
corresponds to a low weight, which is the case for individuals with eating disorders or
excessive exercise habits.

An application of Wertheimer’s understanding of exploitation would focus on
whether the user’s right to a certain level of health or self-determination would be

harmed and how much the user gains (or does not gain) relative to the app’s provider.

Arise website: https://www.arise-app.com/, accessed October 25, 2022.
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Wertheimer’s approach would, however, neglect to acknowledge that both conditions
depend on factors external to the transaction that risk being entrenched or
exacerbated by the transaction itself. Thus, integrating the sufficiency threshold of
well-being as the moral baseline of harmful cases of exploitation facilitates evaluation
of the background conditions causing the vulnerabilities that are exploited. Moreover,
the multidimensionality of this threshold allows those vulnerabilities to be evaluated
across all fundamental dimensions of well-being rather than focusing exclusively on

the rights at stake.

2.4. Exploitation as Structural Injustice

Cases of insufficient data protection in mHealth apps, particularly in apps targeting
women’s health, arguably fulfill the requirements of harmful exploitation in
Wertheimer’s sense. The users are harmed because their right to privacy is violated
by the mHealth apps’ providers. This holds true even if they consent to the terms and
conditions set out by the providers because the right to privacy persists independently
of any agreements that might seek to limit it. Thus, adherence to the concept of
harmful exploitation might identify circumstances wherein the user’s privacy is
violated as an instance of moral wrong.

Such cases of privacy violation might also be described as instances of mutually
advantageous exploitation in Wertheimer’s sense. This is the case if users consent to
terms and conditions that limit their privacy but do not constitute a rights violation.
Although the users consent to the terms and conditions set out by the app’s providers,
which limit their privacy, they reap the benefits offered by the app. However, these
benefits are significantly less than those that the providers reap in terms of subscription
payments, as the result of selling user data, or the insights obtained from combining
the data with other data in their control. The ability to focus exclusively on the
transactional understanding of exploitation 1s, therefore, dependent on the
understanding and definition of rights that is applied.

From the cases laid out in the beginning of this chapter, the moral wrong is
insufficiently explained as a result of the exclusive focus on the right to privacy. The
consequences for the users’ well-being that result from privacy violations have given
rise to concerns. Thus, to evaluate such concerns in terms of their wider consequences
for the users, it is necessary to apply an understanding of exploitation that takes into
account the structural circumstances that determine the position from which a person
enters into an exploitative transaction or that are further entrenched by the

exploitation.
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For exploitative transactions to qualify as structural, they must fulfill the conditions
that Powers and Faden define for structural injustices: near-inescapability, profundity,
pervasiveness, and asymmetric impact. It is those conditions that define the moral
weight of exploitative transactions. In essence, this means that the consequences of
the exploitative transaction must be such that the affected person can hardly escape
them. Moreover, the person must suffer from profound impacts on their level of well-
being. The impact on their well-being caused by the exploitative circumstance must
be pervasive, persisting throughout an extensive period of their life. Finally, the impact
must be asymmetric in the sense that it benefits the exploiter and harms the exploitee,
a condition that is already fulfilled by the general understanding of exploitation
presented earlier.

Exclusive consideration of the benefits and disadvantages arising from the
exploitative transaction itself neglects the initial position from which the exploitee
enters into the transaction. Although the transaction itself might impact the exploitee’s
well-being only minimally, the exploitee’s overall life circumstances might change
such that their position is worsened, producing near-inescapable, pervasive, profound,
and asymmetric impacts on their well-being.

This might be the case, for instance, when minor data protection violations exert
severe impacts on an individual because the sharing of sensitive user data creates or
exacerbates vulnerabilities, resulting in more severe impacts on the person’s well-
being. This may be the case for users whose data are shared with their health
insurance providers and inform the individual stipulation of their insurance
premiums, as prominent medical organizations fear in the United States, for example
(Singer, 2019). While the impact on the users’ privacy is unfortunate, it derives most
of its moral significance from the anticipated consequences since the users are at risk
of a near-inescapable, profound, and pervasive impact that results from opaque data-
driven mechanisms that disadvantage those who provide the insurers with reasons to
evaluate their health or future health as requiring costly treatments. It is near-
inescapable, since they may not be even aware of such mechanisms and require health
insurance; it is profound, since health insurance premiums require the necessary
financial resources; and it is pervasive, because the data may also be shared when the
user changes their insurance provider. At the same time, the impact is asymmetrical,
since the app’s providers gain significantly more, for instance, in terms of subscription
fees or profit as a result of making the data available to third parties. Thus, applying

the conditions of structural injustice implies that exploitative transactions must be
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evaluated beyond the mere transaction itself and take into account the wider

circumstances of the exploitee’s life as well as the consequences that ensue from it.

2.5. Exploitation as Using a Person as a Means to an End

Snyder suggests, however, that exploitation may also take the form of using a person
as a means to an end (Snyder, 2021). Based on the Kantian duty not to use a person
as a means to an end, Snyder argues that the duty not to use a person as a means to
an end results in the duty to respect the person’s autonomy. This is a necessary
condition for a dignified life. Following this reasoning, exploitation is a transaction in
which one party follows an objective without respecting the exploited individual’s
fundamental interests. This might be the case, for instance, when an mHealth app’s
provider compromises the user’s privacy without breaching their right to privacy and
without any immediate effect on their well-being. Such transactions nonetheless
violate the Kantian duty not to use a person as a means to an end as the mHealth
app’s provider disrespects the user’s interest in privacy. This is at odds with respect
for the user and undermines their capacity to lead a dignified life. At the same time,
the provider benefits from disrespecting the user’s interest, because they benefit
financially as a result of making the user’s data available to third parties.

It may appear in this example that the mHealth app’s provider does not
compromise the user’s well-being, since the user consents to the limitation of their
privacy and privacy is not a fundamental dimension of well-being. Respect, on the
other hand, is a necessary component of sufficient well-being. Powers and Faden
conceptualize respect as equal moral status, meaning that the fundamental interests
of all individuals are respected equally. Moreover, it entails a sense of self-respect that
allows an individual to pay attention to their own needs. Terms and conditions in
mHealth apps that limit the users’ privacy or are intransparent or deceptive in the
modalities in which they describe how the data are processed, undermine respect in
the second sense. When privacy notices are formulated imprecisely or intransparently,
they limit the user’s capacity to pay attention to their fundamental needs in terms of
privacy.

If the provider disrespects the users’ interest in privacy, respect as a dimension of
well-being 1s impacted. Given that respect is a binary function—one either receives it
or does not—the intentional distraction of the user from their interest in privacy
conflicts with the sufficiency threshold of well-being. Thus, the application of Powers
and Faden’s conception of well-being to Snyder’s understanding of exploitation can

accommodate this last conception of exploitation, which formulates the duty not to
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use a person as a means to an end. It consists in the insufficient respect that the
provider of the mHealth app exhibits toward the user and their interest.

Finally, this allows us to explain why the exploitation of mHealth app users’ data
is morally problematic and instantiates an instance of exploitation following various
different conceptions of exploitation. First, failure to adequately protect data gathered
from users of cycle-tracking apps for a financial benefit is a case of exploitation in the
sense of Wertheimer’s transactional fairness account because it violates the moral
baseline of the users’ right to privacy. Second, it also puts them at risk of further harm
to their well-being, because being exposed to the risk of the data being used for
purposes that result in harm to the users limits the users’ access to health services and
health insurance. Finally, transactions of this nature are also exploitative in the third
sense, since the providers show no respect for the interests of the users’ privacy by
profiting from the collected data without considering the background injustices and
the impact on their users’ well-being. This implies that they are using the users as a
means to an end.

Beginning with Powers and Faden’s theory of structural injustice, all three
conceptions of exploitation constitute a moral wrong. As the violation of a
fundamental right, exploitation constitutes a moral wrong because Powers and Faden
rely on an interest-based theory of rights. They argue that rights follow fundamental
human interests. In the case of privacy, for instance, the underlying interest would be
self-determination. Second, exploitation that consists in taking advantage of unfair
structural circumstances would constitute a moral wrong, since it fulfills Powers and
Faden’s condition of structural injustice. Finally, exploitation that takes the form of
using a person as a mere means to an end also constitutes a moral wrong, because it

undermines respect as a fundamental dimension of well-being.

3. How are Digitally Disadvantaged Users Excluded from the Benefits
of mHealth Apps?

Exclusion occurs in relationship to mHealth apps on three levels. First, as
demonstrated in Chapter One, digital inequalities are among the chief concerns for
social justice in the context of digital health tools. Digital inequalities concern
populations’ different capacities to access digital tools and digital infrastructure, their
ability to use those tools, and their competency and motivation to navigate the digital
world (Van Dijk, 2020). Such inequalities result in disadvantages for those who lack
access, skills and competency, or motivation because they cannot benefit from digital

tools or can only benefit to a limited extent. Therefore, the question arises as to
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whether digitally disadvantaged populations are excluded from the benefits of
mHealth apps in a way that is morally relevant and whether mHealth apps’ providers
contribute to this exclusion through the modalities that shape their products’ design
and implementation processes.

A study conducted among 4,495 adults in Finland, for example, demonstrated that
the benefits derived from online digital health services are associated with the
availability of offline resources, such as income or education. Persons with lower
personal, social, or economic resources perceived digital health services as less
beneficial to them than persons with relatively more offline resources. Thus, digital
inequalities, such as poor access to services, poor skills to use them, and negative
attitudes toward online services, are correlated with other economic and social
inequalities (Heponiemi et al., 2021).

Moreover, it is primarily young and educated populations who use mHealth apps,
as data collected from a large representative sample of the Dutch population
(n=1,079) suggest (Bol et al., 2018). However, this applies primarily to the use of
fitness apps and apps for reproductive health (Bol et al., 2018). Meanwhile, older
populations represent the largest user groups for apps that support their users in
managing chronic illnesses or measuring blood pressure. In general, the ability to use
and benefit from mHealth apps, education, and eHealth literacy are the most
important requirements (Bol et al., 2018).

Second, exclusion in the context of mHealth apps occurs on the level of the data
collected from the apps. Populations that are digitally underserved will engage in less
use and less continuous use of digital tools. This implies that the majority of data
collected from mHealth apps stem from user groups who are not digitally
disadvantaged. Regarding public health and healthcare, therefore, digitally
disadvantaged groups might be excluded on a second level. The data collected from
mHealth apps are used to inform public health decisions or research, including the
development of treatment methods or drugs (Radbron et al., 2019). Data sets from
mHealth apps are biased because they fail to include sufficient data from digitally
disadvantaged populations. Digital disadvantages, however, often go hand-in-hand
with other forms of disadvantage that are connected to race, gender, age, ability,
income, or level of education, etc. (Van Dik, 2020). Digitally disadvantaged
populations are thus at risk of exclusion not only from the potential benefits of using
such apps but also from research and policy decisions that are based on the data
collected through the apps. This indirect exclusion poses the risk of entrenching

already existing inequalities.
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In particular, medical or public health research based on big data sets has been
criticized as reproducing social biases (Igoe, 2021; Norori et al., 2021). This problem
occurs, for instance, in new machine learning-based diagnosis methods that rely on
big data analysis. In early 2021, for example, Google announced a new app capable
of detecting 288 skin conditions. The app called Derm Assist allows users to take
pictures of their skin with their phone and identifies the condition based on their
photographs. The app has even received the C.E. certificate and is classified as a class
I medical device in the EU (Glatter, 2021). However, the app has also attracted
criticism on the grounds that it was trained on pictures of primarily white and light
brown skin. As such, it fails to detect skin conditions in people with darker skin tones
(Gerke, 2021), thereby excluding people with dark skin from its potential benefits.

The third type of exclusion relevant to the context of mHealth aside from direct
and indirect benefits is exclusion from the quasi-virtue of healthiness. The self-
monitoring aspect of mHealth supports healthism, which is the increasing shift from
institutional responsibility for public health toward progressive individual engagement
in actions aimed at maintaining health or mitigating health risks. This public health
paradigm results in a shift from understanding health as the mere absence of illness to
regarding health as the performance of certain rituals that project healthiness. The
analogy between healthiness and traditional virtues suggests that the implementation
and use of mHealth apps excludes populations who are subject to digital inequalities

from participating in the quasi-virtue of healthiness.

3.1. Unfair Exclusion

All technical innovations create winners and losers and thus create inequalities.
Considering this problem, a theory of justice has to explain to what extent we can
accept that some individuals or groups will benefit while others don’t and potentially
bear the burden of this technological development. This is particularly relevant if the
technology’s aim is to promote a public good, such as public health. This implies that
a moral norm is required to determine cases in which the exclusion of some from the
benefits of this technological innovation is morally problematic and to what extent we
can morally accept exclusion and thereby potentially realize an overall social benefit.

Powers and Faden understand exclusion as “...being unfairly excluded from, or
permitted only marginal participation in, some valuable activity or social interaction”
(Powers & Faden, 2019, p. 18). This definition of exclusion provided by raises several
questions. First, they do not specify what precisely it means to be unfairly excluded?

Second, their account lacks a clear understanding of wherein lies the value of the
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activity or social interaction exactly. Their definition implies that exclusion is not
morally problematic in and of itself; it only becomes morally problematic when it
qualifies as being unfair. Moreover, their definition does not provide a detailed
analysis of how the concept of exclusion presents a type of structural injustice that is
connected to the dimensions of well-being, although the reader might already suspect
that unfair exclusion is conceptually linked to the sufficiency threshold of well-being.
Being excluded would thus qualify as unfair if the excluded individual lost their
capacity to attain sufficient well-being.

Taking the threshold of sufficient well-being as a starting point, to be unfairly
excluded means to be excluded to such an extent that it negatively impacts the core
dimensions of well-being. The extent to which this impact constitutes unfairness is
determined by the threshold of well-being, meaning that the act of exclusion must
impact the core dimensions of well-being to such an extent that they become
insufficiently fulfilled, the excluded person becomes at risk of being insufficiently well-
off, or, in case they are already insufficiently well-off, the gap between the level of well-
being and the sufficiency threshold is widened as a result of the exclusion.

This understanding of unfair exclusion is analogous to the case of exploitation,
wherein harmful exploitation (as distinct from mutually advantageous exploitation) is
defined by the harm it imposes on the sufficiency threshold of well-being. The
difference between exploitation and exclusion however is, however, that exploitation
involves a transaction between the exploiter and the exploitee that makes the exploitee
significantly worse off. In the case of exclusion, however, the unfairly excluded party
cannot enter into any transaction and is simply prohibited from participation in
valuable activities or social interactions. Moreover, exploitation implies that the
exploiter benefits from the transaction. This need not necessarily be the case for
exclusion, given that unfair exclusion may occur due to a lack of acknowledgment of
and sensitivity to the needs of marginalized social groups that do not necessarily
provide any specific benefit to identifiable individuals. This means that a net benefit
for a social group, as in the case of the app Derm Assist, need not follow from the fact
that another party is being excluded. Had the app included pictures of darker skin
tones in the training data sets, the benefit for persons with lighter skin would remain

the same.

3.2. Valuable Social Activities and Interactions

The second component of Powers and Faden’s definition of exclusion are valuable

activities and social interactions. What constitutes the value of activities and social
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interactions? What precise criteria do they apply for the value of such activities and
interactions? As the structural dependency argument highlights, the well-being of
individuals and, ultimately, a population depends on the structural conditions—
meaning the social arrangements and social institutions—that determine their lives. It
1s those structures that both potentially enable sufficient well-being, while
simultaneously being the root of injustices. Valuable activities and social interactions
are thus precisely those activities and interactions on which an individual depends to
meet the sufficiency threshold of well-being across all its fundamental dimensions.

To achieve sufficiency within the dimension of knowledge and understanding, it is
necessary, for instance, to participate in educational activities, to contribute to the
science and heuristics that define the body of knowledge on which education is based,
or to have access to the institutions that provide education and conduct research to
an extent that is considered “normal” within a given society. Exclusion that affects the
dimension of knowledge and understanding thus implies restricted access to
educational or scientific institutions—that 1s, less access than is considered normal.
Alternatively, it may entail being wholly prohibited from participating in educational
and scientific practices.

This assumption, however, neglects one crucial problem. In the Socratic
argument, Powers and Faden state that the core dimensions of well-being are
representative of what everyone would agree constitutes a decent human life. This
descriptive understanding of well-being serves as a proxy for evaluating the legitimacy
of organizational agency. The ability to evaluate, for instance, specific policies,
depends on how the social group targeted by a policy perceives the sufficient
fulfillment of the core dimension of well-being at stake. In other words, to evaluate
certain policies, it may not be sufficient to adhere to a general consensus on the
dimensions of well-being; it may be necessary to also consider the subjectivity of the
affected stakeholders. Thus, a definition of unfair exclusion that solely includes
exclusion from participation in valuable activities or social interactions in relation to
securing a fundamental well-being is not enough.

A satisfactory definition of exclusion must entail that a group is prohibited from
participating in forming the basis of social arrangements or institutions. Exclusion also
means the exclusion of a group’s subjectivity regarding fow sufficient well-being ought
to be realize and Aow social agreements and institutions ought to be structured. This
1s important to assure that the social arrangements and institutions yield the outcome
required by the sufficiency threshold. Miranda Fricker coined the term “testimonial

injustice” to denote a group’s insufficient credibility to contribute to a society’s pool
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of beliefs (Fricker, 2007). This describes the exclusion of a group’s subjectivity from
epistemic practices. It is an important condition for assuring that the sufficiency
threshold of well-being 1s met for everyone.

For example, determining what constitutes sufficiency in the dimension of health,
requires an unbiased specification as to the level of pain we can ask individuals to
endure before they are treated. The testimony of patients of color about their levels of
pain is subject to racial biases (Hoffman et al., 2016). A study conducted with 418
medical students in the US suggests that half of the sample of white medical students
and residents incorrectly endorse the belief that Black people’s skin is thicker than
white people’s skin and thus more resistant to pain (Hoffman et al., 2016). Avoiding
such biases is necessary, however, for improving medical practice and sufficient
healthcare for all. Therefore, unfair exclusion applies not only to the denial of access
to the sources of sufficient well-being and participation in the social practices that
promote well-being, such as access to healthcare but also applies to the exclusion of
groups from the conditions that form the basis for these arrangements and institutions,
such as unbiased testimony regarding what it means to endure pain. Therefore, a
comprehensive account of unfair exclusion must pay attention to the fact that
exclusion may occur arbitrarily on the basis of existing social biases.

To illustrate how exclusion from the basis of creating social arrangements and
institutions links to the sufficient fulfillment of the fundamental dimensions of well-
being, let us consider one example. Women’s health has been severely underexplored
subject medicine (Jackson, 2019) owing to multiple factors, such as socially embedded
sexist stereotypes about women in general, male biases in the development of scientific
methodologies and trials, and the lack of sufficient opportunities for women to enter
scientific careers to such a level that they are able to set research agendas. Women’s
exclusion in this case extends across various dimensions of well-being. First, access to
sufficient treatment for certain conditions, such as endometriosis, may not be provided
since sexist stereotypes render female patients hysterical or “crazy” with the result that
they are not taken seriously which in turn might pose a health risk®. This is a case of
testimonial injustice, as defined by Miranda Fricker. For many women, this implies
severe health risks and thus threatens the core dimension of health. Second, it affects
the core dimension of equal respect, as the neglect of women’s health needs implies
that it is somehow inferior to men’s health needs. However, the exclusion of women

in this case only extends to insufficient access to the right kind of healthcare. Were

This aspect has been discussed in the bioethical literature, particularly in the context of patients being
subject to epistemic injustice (see Kidd & Carel, 2017).
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male-dominated medical research institutes to acknowledge this problem and pay due
attention to the gender-related biases in their research, this structural injustice would
only partially be eliminated. To fully eliminate the exclusion of women in this case, it
would be necessary to include the subjective understanding of precisely how women’s
health should be researched, assessed, and addressed by the healthcare system. This,
however, can only be achieved if a sufficient number of women can contribute to
setting research agendas and developing diagnosis and treatment methodologies.

The definition of unfair exclusion that results from this is as follows: a group or
individual is unfairly excluded when they are prohibited from participation in valuable
activities or social interactions that are necessary for securing the sufficient fulfillment
of the core dimensions of well-being, either intentionally or arbitrarily on the basis of
existing social biases. The unfairness of exclusion from participation in valuable
activities and social interactions applies whenever the impact of the prohibition leads
to insufficient well-being, increased insufficiency in one or several dimensions of well-
being, or the risk thereof. Therefore, it is not only cases of de jure exclusion that are
of moral significance but all de facto cases of exclusion that result in impacts on the
level of exclusion from well-being. Valuable activities and social interactions are those
activities and social interactions that provide the conditions for the social structures
that contribute to the sufficient fulfillment of all dimensions of well-being as well as
determining the ways in which the sufficient fulfillment of these dimensions should be
realized.

Applied to the case of mHealth apps, this means that unfair exclusion affects
several dimensions of well-being. Insufficient access and ability to use mHealth apps
poses a risk to the health of digitally disadvantaged groups in situations wherein
mHealth apps offer the only feasible way to access a health service. Examples of such
situations might include people living in remote areas without medical infrastructure
or the context of a pandemic, during which vulnerable groups are at increased risk if
obliged to leave their homes to see a doctor in person. In fact, during the early stages
of the COVID-19 pandemic, particularly vulnerable groups, such as persons with
disabilities and pregnant women, relied on mHealth products because they could not
visit a doctor in person and risk and infection (Khilnani et al., 2020). If such
vulnerabilities overlap with digital disadvantages, such groups will be excluded from
the benefits of mHealth apps to the extent that it may impact their health and thus
pose a threat to their well-being. For this case of exclusion to qualify as unfair, it would

require greater insight into whether this occurred intentionally, which is unlikely, or
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on the basis of existing social biases, which would neglect the health needs of such
vulnerable groups in discussions public health against the pandemic.

Moreover, insufficient access to and use of mHealth apps impacts digitally
disadvantaged populations’ levels of knowledge and understanding. Health literacy is
considered an important determinant for health (Nutbeam & Lloyd, 2021), in terms
of allowing individuals to avoid health threats and engage in activities that help
prevent health risks. Studies conducted among people who fall into traditional
categories of disadvantage have demonstrated that mHealth use exerts a positive effect
on health literacy (Axelrod et al., 2017; Fernandez-Gutiérrez et al., 2019). Health
competency gains appear to be highest for persons who formerly had low health
literacy and low education in general (Axelrod et al., 2017). Thus, the inability to use
mHealth apps excludes digitally disadvantaged groups from a valuable source of
knowledge and understanding to navigate the complex domain of health, which,
again, may translate into an impact on their health. While this instance of exclusion
is arguably not necessarily morally problematic from a social justice perspective,
digitally disadvantaged populations are at risk of being increasingly left behind and
entering a downward spiral that inhibits their acquisition of up-to-date health
competency.

Indirect exclusion from the benefits of mHealth apps occurs when disadvantaged
populations are excluded from the medical and public health research outcomes that
are based on the data collected through mHealth apps. This exclusion impacts the
dimensions of health and safety. As in the case of Derm Assist, individuals are not only
excluded from the benefits of improved diagnosis but incorrect diagnosis resulting
from biases in the data may even endanger their health, since it might prevent carly
detection of an illness. Unfair exclusion of this nature may thus result in a health risk
that is based on biased data.

Moreover, neglecting the epistemic capacities of potential user groups in terms of
their capacity of being valuable sources of knowledge has been shown to pose a threat,
in contrast with the intended effects of mHealth apps. This is particularly the case for
apps designed to respond to violence against women. The fact that the affected women
are often not included in the design process and no studies specifically address their
needs has in fact placed them at increased risk of being subject to violence. This has
occurred mainly because safety procedures were not put in place, nor was the users’
privacy adequately protected (Sauerborn et al., 2022). Thus, the users were exposed

to threats to their personal safety. This illustrates how biased assumptions in the design
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of mHealth apps can reinforce mechanisms of exclusion with severe consequences for

users’ well-being.

3.3. Exclusion and Responsibility

It appears, however, that the definition of unfair exclusion as prohibited access to the
conditions to achieve sufficient well-being is not helpful with respect to attributing
clear responsibilities for counter exclusion, since it refers solely to social arrangements
as the root of exclusion. When confronted with acts of exclusion, such as racism and
the exclusion of ethnic minorities from, for instance, education systems, we want to be
able to point out specific agents or groups of agents who are responsible. We see those
agents as the cause of the exclusion and the results of it for the excluded persons’ well-
being. It is thus important to specify the precise nature of the responsibility not to
exclude.

If we accept the norm that sufficient well-being should be granted to every person
in order to lead a decent human life, we can derive the duty not to put in place policies
or create social arrangements that undermine this sufficiency threshold. This means
that we cannot make decisions that result in deprivations of well-being to the level of
insufficiency. Social arrangements that result in exclusion are the product of collective
rather than individual decisions and actions. The recipients of the responsibility for
preventing exclusion would thus be collectives, such as groups, organizations, social
classes, or whole societies. An understanding of responsibility as blameworthiness
(Strawson, 1962) does not help us here, for it would mean that the net was cast too
widely and would have to hold all individuals within a collective accountable.
However, I argue that social arrangements exceed individuals’ accountability because
they can have further reaching effects on the affected groups’ well-being than
individuals. Therefore, we must apply a different understanding of responsibility that
focuses more on its forward-looking nature as an obligation to act in a specific way.

Edward Sagarin, for example, argued that we should not adopt accountability and
blameworthiness as our understanding of responsibility when addressing groups since
they do not justify intergenerational punishment. How should we hold past
generations accountable, for instance, for their contributions to climate change? We
should rather view collective responsibility as an obligation to bring about social
justice (Saragrin, 1983). This indicates the obligation to refrain from creating social
arrangements or institutions in unjust ways. Applied to the theory at hand, this
indicates the responsibility to avoid negatively affecting the well-being of groups such
that they either fall below the threshold, risk falling below it, or create a situation that
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increasingly deteriorates for those who have already fallen below it. As I argued in the
previous chapter, this includes the obligation to anticipate potential negative impacts
on the core dimension of well-being for the affected stakeholder groups when, for
instance, laws are drafted or policies are put in place. Of course, this also applies to
the decisions that mHealth apps’ developers must make when designing or

implementing their products.

3.4. Exclusion from Healthiness as a Quasi-Virtue

The third type of exclusion relevant to the context of mHealth, aside from the
exclusion from direct and indirect benefits, is the exclusion from the quasi-virtue of
healthiness. As Michat Wieczorek and I argue in a paper called Healthiness as a Virtue:
The Healthism of mHealth and the Challenges to Public Health'°, the self-monitoring aspect of
mHealth apps supports healthism, which describes the increasing shift from
institutional responsibility for public health toward individual engagement in
maintaining health as well as mitigating health risks. This paradigm leads to a shift
away from understanding health as the absence of illness to perceiving health as the
performance of certain rituals to project healthiness. Drawing on the analogy between
healthiness and traditional virtues, we argue that the implementation and use of
mHealth apps tends to exclude populations situated at the losing end of digital
inequalities from participation in the quasi-virtue of healthiness.

The outcomes that mHealth technologies promise, such as empowerment and
improvements in public health, are offset by the healthism and medicalization
inherent in their design, marketing, and deployment. As argued by Robert Crawford
(1980; 2006), since the second half of the twentieth century, alongside the rise of
neoliberalism, health and the management of health-related risks has been
increasingly delegated to individuals, shifting the responsibility away from various
health and public health institutions. In the last 40 years, political and financial
resources have been diverted from systemic means of addressing the problem of
population health, with decision-makers instead investing effort in the mobilization of
individual citizens to assume a greater part of the burdens related to health and health-

related risk management.

Although we both contributed in equal parts to this paper, Michat Wieczorek initiated this
collaboration and came up with the idea of conceptualizing healthiness as a quasi-virtue within
healthism. It was my idea then to demonstrate how this is relevant to the public health context and
leads to concerns about social justice.
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This individualization of health-related responsibility has been accompanied by a
shift in our understanding of health in general. Within the healthist paradigm, health
cannot be understood merely as an absence of illness but as a performance of
numerous rituals intended to project healthiness. Healthy individuals are expected to
abstain from risky behaviors, such as smoking and snacking on fatty foods, while
simultaneously developing healthy habits, including regular exercise, proper diet, and
increased monitoring of one’s body for the presence of unwanted symptoms (Lupton,
2013b; Swan, 2012).

Naturally, some degree of self-management on the patient’s part has always been
part of the systemic provision of healthcare. However, as a result of healthist attitudes,
unhealthy individuals are subjected to wide-reaching normative judgments. In the
current era of individualized responsibility for health, ill-health does not merely derive
from a patient’s bad luck or the limited availability of resources within the healthcare
system. Rather, poor health is often framed as a personal failure—a direct
consequence of one’s inability or lack of motivation to engage in regular exercise,
maintain a healthy diet, and limit the influence of risk factors (Brown, 2018). In short,
in the public imagination, healthiness and health are closely tied to character and
normative judgments. We shall return to this point in the next section by drawing on
parallels between healthiness and moral virtues.

Mobile health technologies for self-monitoring have also been shown to operate
within the healthist paradigm (Gabriels & Moerenhout, 2018; Kleinpeter, 2017;
Lupton, 2013a, 2013b). Patients who use mHealth apps are expected to invest
significant time and effort in managing their existing conditions, fostering healthy
habits, and tracking and limiting their exposure to risk factors. This is particularly
important when health-monitoring apps and devices are used within professional
healthcare contexts or are tied to patients’ health insurance, as is increasingly
common. In such situations, patients have little choice but to conform to the
expectations placed on them by healthcare and insurance providers and thus, perhaps
unwittingly, assume greater responsibility for their own health and engage in the
performance of health (not necessarily for health-related reasons but sometimes
merely to lower insurance premiums).

Moreover, users of mobile health technologies for self-monitoring often develop
anxious and obsessive attitudes toward their health and are prone to medicalization—
that is, treating even innocent and entirely natural aspects of their daily life as
indicative of underlying health issues or potentially unhealthy inclinations (Kreitmair

& Cho, 2017; Lomborg et al., 2020). All data points are perceived as relevant for
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health monitoring, and users are trained by their devices to remain vigilant so as not

to let undesirable (i.e., unhealthy) influences evade their attention.

3.4.1. Healthiness as a Virtue

Since Aristotle’s influential discussion of virtues, the term may be understood as a
stable disposition for specific types of action or an excellent trait of character (Aristotle,
ca. 350 B.C.E/2004). Those willing to develop virtues should evaluate their character,
identify existing inclinations, and engage in repeated action that would bring them
closer to the desired state, often through imitation of those who are already virtuous.
A virtuous individual is not necessarily defined by the actions that they perform, nor
by their positive outcomes (although they are bound to arise if said individual truly
possesses the virtues) but by a set of habits that propel them in a certain direction.

In this way, virtues serve as internal motivation for a certain kind of behavior (“I
act courageously because of my courage”), but they also possess an interpersonal
normative dimension (Annas, 2015). Others are capable of evaluating a given
individual’s character and form expectations regarding their actions, praising or
blaming them, depending on the perceived presence or lack of a specific virtue (e.g.,
“Mark is a coward. We should not expect him to do the right thing”).

Finally, in the virtue ethical tradition, virtues are a key component of the good
life—it is not possible to flourish as an individual and in a community without
possessing these virtues. This is particularly well expressed by MaclIntyre (2007), who
argued that individuals (and their roles in communities) are not only defined by their
excellence in morally salient practices. To make sense of their dispositions as well as
their relationships to some notion of the good life and the wider community, people
share and construct narratives that express how certain aspects of their lives
contributed (or not) to their flourishing. In this sense, the stories we tell about ourselves
help us to understand and communicate our moral experiences. Morally relevant
factors will typically find their way into descriptions of important moments in our lives
and into the narratives about our lives that are understood as unified wholes. In
responding to questions such as “who are you?”, “what do you do?” or “what you
have been up to?”, we often express the moral values that play a central role for us.
Even simple responses to these questions, such as “I am a medical doctor”, “I teach
philosophy”, “T haven’t done much recently, because I have been really tired,” may
hint at the speaker’s ideas about the good life and their relationship with these ideas.
Consequently, the analysis of values and sentiments expressed in narratives can help

us make sense of the moral beliefs and attitudes expressed by an individual or that are
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present in the society as a whole (see also Reijers & Coeckelbergh, 2020 for an in-
depth analysis of the role that narratives play in virtue ethics).

Healthiness, as framed within the healthist paradigm, bears close resemblances to
a virtue, as characterized above. First, healthiness is arguably more a matter of
character than of particular actions or specific health-related outcomes. Healthy
individuals possess a set of habits, but these habits do not necessarily translate into the
absence of illness. While a significant proportion of people who maintain a healthy
diet, exercise regularly and abstain from drinking or smoking are more likely to possess
good health, some outliers illustrate that it is the individual’s character rather than
good health that defines healthiness within the public imagination. It is not
uncommon to hear stories about somebody’s friends and family members who, despite
living a healthy life (i.c., demonstrably engaging in the practices of healthiness),
ultimately succumbed to a serious illness. These stories are typically framed as a
matter of bad luck that befell an otherwise healthy person. For most, becoming ill is
not incompatible with remaining healthy (in the healthist sense). Arguably, those who
happen to become ill are often even more encouraged to engage in healthy behavior.
Perhaps in parallel to the belief that those who possess a virtuous character are more
likely to attain good outcomes through their actions, it is commonly accepted that
individuals who exhibit the virtue of healthiness are more likely to enjoy healthy
outcomes, irrespective of circumstances. Gonversely, in the case of those who are
considered unhealthy, regardless of their actual health, illness is more likely to be
interpreted as a sign of their inferior habits. In such situations, it is the person’s
character rather than bad luck that is blamed for their deteriorating health (similarly,
a coward is more likely to be blamed for a failed courageous action, whereas a brave
individual’s failure would be attributed to bad luck or strong competition).

Second, the normative aspects of healthiness are similar to the normative aspects
of virtues. While healthiness is perceived as a character trait that is internally valuable
to specific individuals, others are also capable (and it is conventional) of forming
normative judgments regarding their healthiness. Demonstrable healthy habits
commonly attract praise, just as their absence is often met with admonishment and
social disapproval. As argued above, healthiness is seen by others as a predictor of
spectfic health outcomes but often also serves as a basis for a positive evaluation of an
individual’s overall moral character. Conversely, unhealthiness is associated with
moral failings in other areas—for example, laziness, unreliability, irresponsibility or

lack of temperance.
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Third, healthiness is seen as a necessary component of the good life. In the popular
imagination, narratives about human flourishing and happiness almost invariably
include references to health, but healthiness 1s also commonly framed as characteristic
of a life worth living. Contemporary media are saturated with aspirational stories
about healthy individuals, and members of the public are encouraged to pursue
healthiness not only as a good in itself but also as a set of habits that contribute to their
overall happiness (of course, this encouragement may also be seen as driving
consumption of health-related goods and services and forms a significant part of
mHealth’s marketing: see, for example, Apple Newsroom 2021). The practices of
healthiness (and their perceived inherent excellence) occupy a central position in
contemporary narratives about the good life. At the same time, skeptics may argue
that what matters today is not necessarily healthiness (or even health) but the
possibility of narratively framing one’s behavior as healthy—the ability to portray
oneself (to both oneself and others) as a healthy—and thus praiseworthy—individual.

3.4.2. Healthism as a Threat to the Promises of Mobile Health ‘T echnologies for Self-monitoring
The healthist notion of healthiness resembles a moral virtue in yet another crucial
sense: not everyone is capable of adequately engaging in the pursuit of healthiness
since the ability to develop healthy dispositions is co-determined by individual and
societal/structural factors. In the virtue ethical tradition, moral agents differ in their
ability to develop and exercise their virtues. Opportunities to flourish are limited by
circumstances, and individuals might not be able to become virtuous if they are
constrained by factors such as money, care responsibilities, health, or lack of political
agency (Annas, 2011, pp. 146-168; Aristotle, ca. 350 B.C.E/2004, p. 198). After all,
Aristotle’s ethics reflects the perspective of moral agents belonging to the aristocracy
(see Honneth, 1998) and accepts that members of the general public can aspire to—
but are unlikely to attain—the levels of virtuousness and happiness that are available
to the select few. As Aristotle himself notes (2004, 1178a), a slave is unlikely to be
happy in the proper sense.

Similarly, healthiness (both in terms of actual performance of healthiness and the
construction of narratives about it) appears to be an aristocratic pursuit that is
radically at odds with the democratic promises of mHealth. In fact, mHealth reflects
the needs and perspectives of society’s most privileged members. In view of this elitist
outlook, and the virtue-like idea of healthiness, such technologies might function in an
anti-democratic manner, despite the best intentions of those responsible for their

design and implementation. This may occur for several reasons.
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First, these technologies aim to alter their users’ behavior with the overall aim of
reducing health costs, thus increasing the efficiency of healthcare systems. By
promoting healthy habits, mHealth would reduce the number of expensive medical
examinations, contact hours with medical professionals, and costly treatments.
However, these costs do not disappear; rather, they are offset to individuals, who, as
already noted, are increasingly expected to invest time, money, and other resources
in assuming responsibility for the management and performance of their own health.
However, not all users are equally able to engage in the practices of healthiness, and
preexisting resource inequalities may result in the imposition of a proportionally
greater burden on the society’s less privileged members (Owens & Cribb, 2019). While
the promise of reduced healthcare costs is instinctively appealing, it assumes that
healthiness (in the virtue-like sense) is the baseline set of habits and dispositions
attainable to all. Many users struggle, however, to meet the standards that are
applicable only to a small group of people and incur high financial, emotional, and
temporal costs as a result of their efforts to close this gap, often with mixed results.
Moreover, as resources are shifted away from systemic healthcare interventions,
society’s less privileged groups encounter complications when trying to access vital
care (Kleinpeter, 2017). At the same time, they must confront numerous normative
judgments relating either to their perceived unhealthiness or to the amount of work
they must do to maintain the quasi-virtue (since, once acquired, virtues are seen to
function automatically and without additional effort).

Second, the individual benefits of mobile health technologies for self-monitoring,
often discussed through the lens of empowerment, are similarly undermined by the
undemocratic, virtue-like view of healthiness that dominates the healthist paradigm.
As noted above, users are expected to possess a degree of self-determination and
readiness to assume responsibility for their health. However, just like virtues and the
propensity to develop them, these characteristics are not equally distributed among
members of the public. Mobile health technologies have already been criticized as
contributing to the “rich get richer” effect, as those with more resources, time, and
practical wisdom are more likely to reap their benefits (Gabriels & Moerenhout, 2018).
However, we argue that this effect is even more pernicious in the context of
institutionalized use of mHealth in healthcare systems. If the quasi-virtue of
healthiness is assumed as the standard set of dispositions possessed by the users,
systemic solutions will be designed in ways that account for the perceived distribution
of healthy habits across the population. It is likely that mHealth-dependent healthcare

systems will refer more to potential empowerment benefits rather than to professional
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interventions in individual health. Consequently, while it is certainly true that the rich
may become richer through the use of mHealth technologies for self~monitoring, the
poor might also get poorer, and not just in relative terms as they are significantly more
likely to face unfavorable trade-offs connected to potential positive health
developments (Rossmaier, 2022). For example, users from less privileged backgrounds
who are more dependent on traditional care may ultimately lose access and resources
previously available to them if mHealth products are implemented as a replacement
for conventional care services. Thus, they may find themselves doubly disadvantaged
as a result of the allocation of medical resources. First, because they cannot sufficiently
access mHealth products and second, because other conventional options may fall
prey to digitization processes and cease to be widely available. Unfortunately, this is
bound to affect poorer people’s ability to engage in health-related practices and is thus
likely to widen the gap between them and users who find themselves closer to the
healthist ideal.

Third, the successful use of mHealth technologies for self-monitoring requires a
degree of health and digital literacy (as well as general hermeneutic capabilities, or
practical wisdom). Similarly to our other concerns, these abilities are not equally
distributed, and—particularly in the case of health literacy—they are more likely to
be possessed by those who are already healthy (in the healthist sense)!!. Patients who
fail to exhibit healthiness or engage with their apps and devices to the desired degree
(often for structural reasons, such as limited Internet access or lower education level)
require more help from healthcare professionals, similarly to how those that have not
yet acquired the virtues can benefit from education (Gabriels & Moerenhout, 2018;
Klugman et al., 2018). However, since a significant portion of health management is
relegated to mHealth and to the patients themselves, these patients would lose out on
vital contact with healthcare professionals, who would ordinarily offer health-related
advice and guidance. In this sense, healthcare systems’ overreliance on mHealth
would once again negatively impact society’s less fortunate members and further
widen health inequalities.

Additionally, although the adoption of smartphones is relatively similar across
income and education levels, age, and gender (Pew Research Center, 2021), the use
of mHealth apps and fitness trackers deviates from this trend. U.S.-sourced data
demonstrate that while 43% of high-income households had adopted health apps in
2022, only 27% of low-income households are mHealth users (Statista, 2022).

Of course, higher education and wealth also impact individuals’ hermeneutic capabilities as well as
their ability to engage in the practices of healthiness and actually achieve positive health outcomes.
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Similarly, a survey of 4,272 U.S. adults suggests that only 31% of households earning
$75,000 or more per year use wearables and fitness trackers, while only 12% of
households earning $30,000 or less per year own such devices (Vogels, 2020).
However, the use of wearables is often necessary to collect more accurate data and
unlock all the apps’ features. Aside from differences in the adoption of mHealth apps,
income inequalities also determine the modalities of use independently of the users’
digital literacy. Low-income households are less capable of spending financial
resources on premium subscriptions to unlock features that will grant them more
efficient and less invasive use of the products. Thus, they are at risk of being financially
excluded from the more effective and efficient mHealth options, which limits their
capacity to live up to healthist expectations.

On a related note, the above argument assumes that mHealth technologies work
as advertised, which is not always the case. According to Piwek et al. (2016), there is
simply not enough evidence to conclude that mHealth actually provides the expected
benefits. Empirical literature cites numerous examples of devices that fail to capture
reliable metrics for even simple parameters, such as daily step counts (Crawford et al.,
2015) or heart rate (Lomborg et al., 2020), and this becomes even more problematic
when mHealth devices are used to monitor more complex factors, such as mental
health (Xie et al., 2022). Moreover, authors note that many devices tend to break
down, interrupting monitoring continuity or erasing users’ data in the process
(Klugman et al., 2018; Kristensen et al., 2021). Such shortcomings further
problematize concerns raised in the context of wealth inequalities and their impacts
on the beneficence of mHealth. It may be that only well-situated users will be able to
afford mHealth technologies that offer a level of accuracy and reliability that would
more likely result in a positive impact on their health. In this sense, the technological
shortcomings of mHealth tools would mean that the attainment of health (in the
healthist sense) was possible only for a select few, if at all.

Of course, these concerns are not exclusively linked to the healthist paradigm and
the virtue-like view of healthiness (i.e., they also arise from existing inequalities in
resources and access to healthcare). However, an analysis accounting for the
aristocratic view of moral life present in the virtue ethical tradition may illuminate
some of the issues surrounding mobile health technologies for self-monitoring. Despite
promises of cost-efficiency, empowerment, and improved access to healthcare,
healthist attitudes underpinning mHealth yield contrary effects: the costs and burdens
of health are disproportionately offset to underprivileged users, empowerment is

primarily attainable by a select few, and healthcare inequalities are widened. As
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argued in the next section, the design and implementation of mHealth needs to be
refashioned. The virtue-like, aristocratic understanding of healthiness is not
compatible with the ideal of democratization, and several design intervention as well
as conceptual changes that would help these technologies fulfill their promises are

proposed herein.

3.4.3. Healthiness and Social fustice

In the Nicomachean Ethics, Aristotle emphasizes the relevance of his ethical inquiry into
virtues and the objective of a virtuous life not only for the individual citizen but for
the more “noble and godlike end” of the goodness of the people or the city at large
(1094b). Individuals do not pursue a virtuous life for their own sake but rather because
it contributes to the goodness of a wider social context. If healthiness should be
conceptualized as a quasi-virtue at all, then engagement in health-related activities
and the development of a healthy character should ultimately be undertaken with an
outlook toward health as a social-—and not merely individual-—good. This is why
campaigns encouraging individual responsibility for health by, for example,
promoting individual awareness of health risks, the development of healthy habits,
and active engagement in measures to maintain and promote health should be
evaluated on the basis of their impact not on the health of specific persons but on the
health of the society as a whole.

The question of the extent to which a person is able to realize virtuous character
traits thus appears to be linked to the social circumstances that determine their lives.
In turn, this raises the question of whether it is just to expect the person to realize a
virtue. By contrast, taking into account the societal necessities for the ability to live up
to virtuous expectations prompts us to ask how we should evaluate cases in which a
person cannot meet this normative objective. In other words, what are the impacts on
those who, due to digital inequalities, lack the capacity to meet healthist standards?

In accordance with Powers and Faden’s conception of well-being, two impacts on
the well-being of digitally disadvantaged populations may be identified. First,
exclusion from participation in healthiness as a quasi-virtue undermines social
relationships with those for whom this is not a problem. This results from the
normative dimension of both the quasi-virtue of healthiness as well as the healthist
public health paradigm. Both include a normative judgment about the individual’s
health-related behavior. In cases wherein a person succeeds in projecting healthiness,
this implies praiseworthiness. By contrast, when this is not the case, normative

judgments tend to go the other way implying, for instance, that individuals themselves
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are at fault when they become ill. While it is debatable whether the dimension of
personal attachment is undermined by this circumstance to the degree of insufficiency
for digitally disadvantaged populations, it nevertheless hinders the formation of
personal attachments between those who can meet the requirements of healthiness
and those who cannot.

The considerably greater impact on the well-being of digitally disadvantaged
populations manifests primarily in the dimension of respect. In particular, those who
are unable to live up to healthist expectations must perceive themselves as insufficient
in addressing the normative requirement of healthiness. This may induce additional
stress and anxiety, since healthiness becomes a determining factor of whether one lives
well. In fact, scholars have already pointed out that responsibilization endeavors in
public health risk moralizing health and health-directed behavior, leading to further
types of discrimination (Braun, 2018). This is particularly relevant if, for instance, a
person is not only digitally disadvantaged but also obese. For instance, Puhl and
Brownell (2001) argue that persons who are obese are often met with prejudices about
their character—for example, the idea that they are lazy or lacking in self-control. In
other words, the ascription of those characteristics is based on the belief that obese
individuals are responsible for their condition and that an imperfect body reflects an
imperfect person. This attitude is reinforced by the cultivation of the quasi-virtue of
healthiness that mHealth apps promote. However, this undermines not only how such
user groups perceive of themselves but also how they are treated in terms of their equal
moral status.

Whether or not the exclusion from healthiness as a quasi-virtue qualifies as a
structural injustice depends on whether the consequences of this exclusion meet the
conditions of near-inescapability, profundity, pervasiveness, and asymmetry. mHealth
apps’ promotion of healthiness as a quasi-virtue is certainly not a feature unique to
mHealth. In fact, it is part of a wider social phenomenon that is concerned with
individual responsibility for one’s own life, health, self-improvement and beauty that
1s rooted in cosmetic ideals, self-improvement, and fitness movements. The impacts of
not being able to live up to the standards promoted by influencers, the cosmetics and
fitness industries, and eventually by mHealth app producers are near-inescapable
since they pervade large sectors of social life. The impacts may be profound, if the
individual’s insufficient capacity to project healthiness results in additional
discrimination and undermines the dimension of respect and personal attachment to
insufficiency, as in the case of obesity. Moreover, pervasiveness occurs through the

impacts on respect and personal attachment since, depending on their extent, they
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limit people’s long-term prospects. By contrast, helping digitally disadvantaged
populations to access and use mHealth apps can contribute to avoiding pervasive
impacts. This becomes possible, however, only if'it is assured that it does not result in
other structural injustices discussed throughout this text. Finally, the impacts of the
exclusion from healthiness are asymmetric, since those who cannot live up to healthist
expectations will suffer the consequences to their own well-being. However, the
question of who actually benefits from excluding some from achieving or cultivating
healthiness remains up for debate. To argue for this case would entail a detailed
analysis of how groups benefit from the norms and expectations that shape our social
interactions. While such an analysis lies beyond the scope of my objective in offering
this argument, one could, however, expect that in competitive situations, such as job
interviews, those who project healthism have an advantage over those who do not,

since they are not exposed to the same stereotypes.

4. Do mHealth Apps entrench Domination?

In her book Invisible Women, Caroline Criado Perez describes how biases inherent in
the design of digital tools disadvantage women. She argues that most apps work under
the assumption that the smartphones on which they are installed are carried in the
pockets of their users’ trousers. For apps that passively track their users’ activities, such
as mHealth apps, this implies greater inaccuracy in collecting data from women, since
they often cannot fit their smartphones in their pockets and must carry their phones
in a purse (Perez, 2019, p. 179). Ultimately, this translates into fewer benefits from the
apps’ features for women because the collected data are inaccurate and cannot
produce the same personalized insights and suggestions that they do for men.
Moreover, scholars have pointed out that mHealth apps and mHealth products in
general are designed according to male standards (Hendl & Jansky, 2021; Perez,
2019). However, this results in distorted accuracy during data collection and
negatively impacts the results for female users of activity-tracking devices. A study
conducted among 30 participants across all ages and based in the United States tested
the accuracy of fitness trackers such as the Fithit One and various other popular
products. It found that those devices underestimate steps taken during housework by
up to 74% and underestimated the number of calories burned during household tasks
by 34% (Nelson et al., 2016). Given that housework is unequally distributed between
men and women, with women performing the majority of the work (Schaeffer, 2019),

this suggests that these apps create more inaccuracies for women.
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The assumption that male bodily proportions should form the standard for the
design and development of such apps follows an inglorious tradition in medical
research and the development of medical devices, treatments, and drugs (Cleghorn,
2021; Wachter-Boettcher, 2017). In recent years, femtech apps—a sub-category of
mHealth apps that address female health needs—have sparked hope that the
collection of more data from female users could help to fill research gaps and provide
female users with deeper insights into the functioning of their own bodies (Jacobs &
Evers, 2023). Among adults, femtech apps are the fourth most popular category of
apps and the second most popular category of apps among female adults (Taylor,
2021), promising to yield significant quantities of data that may be used in research
on women’s health.

This potential is, however, called into question in the light of criticisms leveled at
femtech apps—in particular, that they entrench gender inequalities and
heteronormative and sexist stereotypes (Gorbin, 2020; Hendl et al., 2019; Hendl &
Jansky, 2021). This is because femtech products are mainly developed in an industry
dominated by men (Corbin, 2020) who are largely unaware of the political and social
dimensions determining the design and development processes. As has been pointed
out in the literature, for instance, many femtech apps, such as Flo, use pink or purple
color schemes and other stereotypically feminine design elements, such as hearts,
clouds, or flowers. This not only reinforces feminine stereotypes but also portrays
feminine health needs in a normative fashion (Jacobs & Evers, 2023), thereby
excluding persons who do not fall within binarized gender categories or who are not
heterosexual. By reinforcing such stereotypes, the apps define what is considered
normal for their users, thus excluding experiences that might deviate from this. Since
such apps operate under the biased assumptions that form the basis for data collection,
scholars question their capacity to contribute to the empowerment of women or
persons who identify as women as well as the value of the insights that can be gained
from the use of such products (Jacobs & Evers, 2023).

Female users wishing to engage with femtech apps and other mHealth products
must often accept sexist gender stereotypes, heteronormative design features, or less
accurate data gathering and analysis. In addition to excluding possible user groups,
such as LGBTQ+ individuals or homosexual women, femtech apps have been
criticized as entrenching male dominance over what a normal female body is, how it
functions, and what it needs to stay healthy (Corbin, 2020). This is because the biased
assumptions determining the design are used to collect data for the purpose of

obtaining insights into female health while simultaneously reinforcing the very norms
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that prevent progress in this area. This is in contrast to the promises of empowerment
and feminist attitudes that characterize the advertising campaigns for femtech apps,
since it limits the user’s agency and excludes them from the potential benefits of such
mHealth products.

While none of those examples directly highlight fundamental threats to the users’
sufficient well-being, the examples suggest that femtech apps entrench existing
structural inequalities. They raise the suspicion that they contribute to the unfair
power structures that already exist both in the domain of technology development and
in healthcare. Thus, I shall take femtech apps as an example of how we might best
understand domination in the context of mobile health apps, which implies the
necessity to develop a more elaborate account of domination. Femtech apps offer a
useful case study since they often entail different self-monitoring and self-tracking
functions that allow their users to track their menstrual cycle, sexual activities, or
mood.

As I shall argue, domination is distinct from the other two categories of unfair
power relations—exploitation and exclusion. Although all three categories of power
relations share similarities and often occur simultaneously, it is necessary to define the
concept of domination in greater detail to explain its distinctive features and apply it
to the case of femtech apps. As in the latter two sections, I shall refrain from providing
a fully-fledged theory of domination but will instead offer a more elaborate
understanding that is just detailed enough to allow a normative evaluation of the
different dimensions of structural injustice that are relevant to the discussion of
mHealth apps.

Powers and Faden offer only a preliminary definition of domination when they
state that “domination involves being subjected to control by members of another
social group in ways that are unfair because the nature, extent, or means of power
exercised 1s without sufficient moral justification.” (Powers & Faden, 2019, p.18)
Before expanding on this definition, several relevant observations should be made.
First, the definition provided by Powers and Faden refers to a type of control that lies
at the heart of the concept of domination. Second, this type of control is not sufficiently
justified in a moral sense and thus demands a more detailed account of how this
justification might look.

Thus, several questions emerge, that I would like to address throughout this
section. The first question concerns the agency that is implied by the aspect of control:
who exercises power over whom and what is the nature of the agent who controls the

other party? The second question refers to the modality of power: how exactly does
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this agent exercise power—that is, how do they control the other party? And, finally,
an account of domination following this initial definition must provide an answer to
the question of which moral principle determines whether this type of control presents

a moral wrong.

4.1. Domination and Agency

The question of agency regarding morally unjustified control over someone has three
possible answers. First, individuals can exercise morally unjustified control over other
individuals if they exercise arbitrary power over others (Petitt, 1997, p. 52). We are
frequently confronted with individual agency and intuitively accept that individuals
have the capacity to exercise control over others, as may be the case in certain
relationships wherein one partner controls everything the other partner does.
Domination in this sense describes an intentional and arbitrary interference with
another agent’s capacity to act (Petitt, 1997).

Second, groups can exercise morally unjustified control over individuals or other
groups. This may be the case in certain political systems wherein the ruling group
exercises control over dissidents through incarceration. The main condition of this
type of collective agency are the shared intentions of the collective’s members, which
result in acts of domination. This implies that collective agency may be reduced to
individual agency, since the intentions are shared by all individuals. This perspective
on domination, however, resists the objection that the collective agency necessarily
depends on the shared intuition of a/l its agents. There may still be a majority who
hold a certain intention within the collective, and this majority can dominate other
members of the collective, thus forcing them to dominate yet another group or
individual. It is legitimate, therefore, to speak of domination by a group in contrast to
domination by an individual, although some scholars combine both agencies into one
(Pettit, 1997).

Third, some scholars suggest that non-agents can also exercise morally unjustified
control over individuals or groups (McCammon, 2018). This may be applicable to
certain value systems, legislations, or ideologies that oppress the self-determination of
an individual or group. While most scholars would agree that the first two instances
of domination apply, only few would argue that only non-agents have the capacity to
dominate (McCammon, 2018). Thus, domination can either take the form of morally
unjustified control by individuals and groups or by individuals, groups, and non-

agents.
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Although individual agency is an important component of domination, several
qualitative aspects of agency occur on the level of non-agents. Multiple authors have
claimed that non-agents also play an important role in its conceptualization (Havel,
1991; Lovett, 2010; Krause 2013; Blunt 20153). Lovett, for instance, argues that
1deologies or social arrangements, such as a legal system, do not exercise domination
per se; rather they provide the necessary institutional grounds for it and play an
enabling role, making it possible or feasible for individual agents to dominate others
(Lovett, 2010). Although this distinction may not seem as though it presents two
fundamentally different approaches to dominating agency, it is nevertheless
important. Bearing in mind the creation of justice norms—that is, norms that specify
certain obligations and responsibilities on the modalities of mitigating injustices—the
distinction between the sole acceptance of individual agents and value systems as
enablers of domination becomes salient since it determines the degree to which
individual agents are responsible for mitigating injustices and whether non-agents
must undergo processes of change to achieve improvements in social justice.

In the case of femtech apps, the critique mentioned above argues that domination
is exercised by the primarily male-dominated tech industry (Corbin, 2020). This
includes, for example, male investors, developers, and other stakeholders who
influence the development and design of femtech products. It is this group who defines
and shapes the assumptions and norms under which femtech products operate. Male
developers might not make such decisions intentionally, since they have merely
internalized existing social biases. They develop products that reinforce biases and
stereotypes while not necessarily being aware of the resulting reinforced stereotypes
and inequalities for female or non-binary user groups. It thus appears that the first
condition of domination is not fulfilled, since this group does not seem to share the
intention to dominate. At least, this is implied by the charitable assumption that most
developers are not following a heteronormative agenda. Rather, the biases resulting
from gender stereotypes present in society at large as well as the negative results for
users appear to be a by-product of ignorance as well as the intention to create profits
within an emerging market. This, however, suggests that decisions concerning the
norms and assumptions under which femtech apps operate are still made arbitrarily.

Domination in the context of mHealth apps must be evaluated according to the
consequences that the norms and gender stereotypes reproduced by the products
create for their users. Thus, an account of domination in this context must include
non-agents as the facilitating factors of power structures that limit certain user groups’

capacities to benefit from mHealth apps and generally subject them to increased
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health inequalities. At the same time, the lack of a shared intention to dominate cannot
be used to exempt developers and investors from the ascription of responsibilities.
They are the main recipients of social justice claims, since they are the only ones who
can reflect on their biases and implement measures aimed at countering them. Before
elaborating on this point, however, it is important to specify what type of control

domination entails.

4.2. Domination and Control

The second question, formulated at the beginning of this section, targets the nature of
control that i1s described by the concept of domination. What precisely does the
dominating party control? In the case of femtech technologies, it becomes clear that
control is exercised in terms of determining the social values and norms that present
the basis for design and development decisions. This includes the creation,
prioritization, and selection of the norms that shape the design and development
processes. In republican theories of domination, control concerns interference in
another agent’s actions. This includes coercion, punishment or threat of punishment,
and manipulation in the sense of agenda-setting; rigging the consequences of a
person’s actions; or deceptively shaping people’s beliefs or decisions (Petitt, 1997).

In the case of femtech apps, developers implicitly set an agenda in terms of
promoting certain stereotypes and entrenching social biases (Corbin, 2020). The
results of this include limiting certain user groups’ capacity to fully benefit from using
the apps since design decisions based on biased assumptions negatively impact the
accuracy of the collected data (Perez, 2019). When considering such apps’ relevance
to public health in terms of their potential to inform health and public health research,
the limitations on the user’s capacity to benefit from this technology are pushed
further, extending to the indirect benefits that relate to the potential results of the
research.

The inability to realize the potential direct and indirect health benefits offered by
femtech apps conflicts and undermines the users’ health. Powers and Faden do not
define sufficient health in absolute terms within their theoretical approach. Rather,
they argue that sufficient health depends on what is (technologically) possible in a
soclety at a certain point in history. The fact that women’s and non-binary individuals’
health receives less attention than men’s health in health research already hints at that
which is being denied to people who are not men. Thus, femtech apps limit those user
groups’ capacity to achieve and participate in what is possible in terms of health for

men, undermining the sufficiency threshold in the dimension of health.
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This further conflicts with the dimension of respect. As already mentioned, respect
denotes equal moral status as a binary relation: either one has equal moral status or
one does not. The entrenchment of gender stereotypes and biases that lead to the
exclusion of women and non-binary persons from the benefits of health research
implies that those groups are still perceived as deviating from the male standard. This
1s also evident in app designs that take the male body or male patterns of behavior as
the starting assumption on which they operate. Corbin describes this phenomenon as
entrenching otherness (Corbin, 2020). This means that the female—or non-male—body
is perceived as the other, as deviating from the male standard. Perception of something
as other often leads to discrimination against it, with the implication being that it does
not possess equal moral status.

Measured by its consequences, domination thus refers to the control that one
individual or group exerts over the ways in which another individual or group can
realize sufficient well-being. In the case of femtech apps, this means that the primarily
male-dominated group of investors and developers entrench social biases and gender
stereotypes, although perhaps not intentionally. To judge from the consequences,
however, this exacerbates the unfair circumstances that are already present in society
and further limits the capacity of already disadvantaged social groups to achieve
sufficient well-being in the dimensions of health and respect. Domination in this sense
is the control over the norms and values that are implicitly built into the products or
that determine the assumptions under which they operate.

Moreover, domination does not only refer to intentional control; it also refers to
the arbitrariness of acts of control. For instance, the arbitrariness of whether biases
are reproduced in femtech technology is an important condition for domination.
Arbitrariness refers to the potential exercise of control. Those who are dominated
depend on the decisions of the more powerful agents without having sufficient
influence over the decisions that affect them. In that sense, users of femtech apps
depend on developers in terms of the values and norms that they shape and integrate

into the technology without having the influence to counter those decisions.

4.3. Domination and Sufficient Well-Being

The third question to address with respect to the conceptualization of domination is
to what extent control is morally legitimate. The question of whether control is
morally justified depends on whether it poses a risk to or a deprivation of well-being.
Thus, domination must be evaluated in terms of the consequences of structures of

control for the sufficient well-being of the users. This includes the normative
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evaluation of control over societal structures, meaning the arrangements that
determine the values, norms, and assumptions shaping social processes.

Applied to the context of femtech apps, this implies that the social norms shaping
the development and design process must not result in any deprivations of well-being
or risk depriving actual and potential user groups of their well-being to the extent that
they fall below the sufficiency threshold. Were this to be the case, those values, norms,
and assumptions would present a case of morally unjustified control.

This reasoning, however, only applies to some extent. This is because deprivations
alone do not necessarily instantiate structural injustices; the requirements of a
profound, pervasive, near-inescapable, and asymmetric impact must also be satisfied.
Although the consequence of mitigating well-being to the level of insufficiency is an
indicator of structurally unjust circumstances, the impact only becomes structural
once those additional conditions are met. For instance, does the impact of gender
stereotypes and biased decisions inherent in the development and design processes of
femtech apps meet the requirements of profound, pervasive, near-inescapable, and
asymmetric impacts for user groups who are identified as the bearers of inequalities
in the literature?

The consequence of entrenched gender stereotypes in femtech apps specifically
and mHealth apps more generally is lower accuracy for female and non-binary users,
which results in their exclusion from femtech’s benefits to varying degrees. This is also
where domination overlaps with other unjust power relations, such as exclusion.
These consequences of entrenched gender stereotypes affect the dimensions of well-
being in terms of health and respect. The dimension of health is impacted since users
may rely on the information provided by the app although it is faulty or inaccurate
and use the information as a basis for making health decisions. While this does not
necessarily imply that the decisions will be detrimental to the users’ health, at the very
least, they pose the risk of either not contributing to the users’ health or indeed
harming the user. At this point, I wish to highlight that sufficient health is dependent
on what is technically feasible for an individual in a given society. The impact on
health may be gradual, and some impacts may not be detrimental to the sufficient
realization of well-being to a significant degree.

The dimension of respect, however, is not organized across different levels, since
respect entails equal moral status. Equal moral status is a binary function; either one
has it, or not. Thus, the impact on respect lends greater weight to the argument that
domination as control is morally wrong if it violates the sufficient realization of well-

being. Respect is affected by the gender stereotypes entrenched in mHealth apps
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because they increase the notion of otherness. As noted above, the implementation of
male standards as the basis for collecting health data and measuring various health
parameters supports the notion that having a body deviating from this standard is
perceived as something other. Otherness, however, forms the basis for discrimination
(Corbin, 2020) and is thus detrimental to respect as equal moral status. While this does
not necessarily imply that non-male users do not have equal moral status, it is the
condition under which female users are treated differently and excluded from the
potential benefits of mHealth apps.

First, the impacts on the dimensions of both health and respect may be profound.
This would be the case if their users’ health were to fall below the sufficiency level
because inaccurate data induced them to make misguided health decisions or
obscured the health risks associated with a given condition. Moreover, gender
stereotypes indirectly impact users’” health if they entrench biases in health research.
Second, failure to take into account the motivations for using mHealth apps that
deviate from the gender stereotypes that inform the apps’ design can result in
pervasive impacts. This may be the case, for instance, if users track their menstrual
cycle not because they wish to become pregnant but because they want to avoid
becoming pregnant. Jacobs and Evers describe the distress that female users may
experience when they are consistently reminded by the app that pregnancy is exciting
and positive, which is the case with many of the apps (Jacobs & Evers, 2023). Third,
the indirect effect of entrenched gender stereotypes is near-inescapable. This is
because the reinforcement of such biases results in wider-reaching impacts that lie
beyond the user’s control—for instance, when it comes to health research or the
general moral status of female or non-binary users in society. Fourth, the impact is
asymmetric given that the app providers benefit from the users, although the users are

exposed to the providers’ biased assumptions and their negative effects.

5. Conclusion

In this chapter, I have argued that the theory advanced by Powers and Faden must
refine the concepts that it draws on to describe different unjust power relations—in
particular, exploitation, exclusion, and domination. I have argued that a
comprehensive account of exploitation must consider the normative ramifications of
unfair transactions, the circumstances that provide the context for those transactions,
and the duty not to use another human as a means to an end. All three conceptions

of exploitation become salient in relation to mHealth apps, particularly when we
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consider how the providers of mHealth apps monetize their products and process
users’ personal data. Digitally disadvantaged populations exemplify how certain
groups may be excluded from the benefits of mHealth apps. This includes not only
exclusion from the use of mHealth apps as a valuable social practice aimed at
promoting or maintaining public health; it also refers to the exclusion from healthiness
as a quasi-virtue which is necessary to live up to healthist standards set by a public
health agenda that promotes individual responsibility for health. This discussion has
yielded a conceptualization of exclusion as preventing another groups from
participating in socially valuable practices and the necessary structures to achieve
sufficient well-being. Finally, I focused on domination, which I understand as the
arbitrary control that one group exerts over another. Femtech apps provide a
particularly good example of how the existing gender stereotypes reproduced by the
relatively homogenous group of mHealth app providers find their way into mHealth
apps and impede female and non-binary users’ achievement of equal moral status and
ability to benefit from the apps’ use as well as the indirect benefits of mHealth apps

that result from data-based health research.

102



Chapter 04: mHealth Apps and
Unjust Value Trade-Offs:
A Public Health Perspective

1. Introduction

The last chapter has investigated the potential of mHealth apps to entrench unfair
power relations. Thus, it has focused on only one category of structural injustices.
Powers and Faden distinguish unfair power relations from unfair patterns of
disadvantage. In this chapter, I answer the question of whether mHealth apps for self-
monitoring entrench existing unfair patterns of disadvantage. This chapter is the
slightly adapted version of a paper of the same title that I have published in Public
Health Ethics in 2022. To limit the scope of this paper, I have focused on commercial
mHealth apps because they provide for a more compelling case study on the patterns
of disadvantage I identify. The same argument, however, can be extended to non-
commercial mHealth apps.

As consumer products, commercial mHealth apps present the possibility for users
to self-manage, measure and monitor their health to support or initiate behavior
change just like non-commercial mHealth apps. In contrast to non-commercial
mHealth apps, commercial mHealth apps often entail a lucrative business model
based on the collection and analysis of digital health-related data. The different
functionalities of mHealth apps vary broadly since apps with new functions enter the
market every day.

Given the relevance of mHealth apps for public health as lined out in Chapter
One, the question arises of how it affects differently situated groups. Presupposing
distinct positions of privilege and disadvantage, I am going to provide an approach
for determining whether the use of mHealth apps entrenches existing unjust patterns
of disadvantage. If the implementation of mHealth apps increases—or risks to
increase—the level of disadvantage for disadvantaged persons, then the
implementation of mHealth apps does not only pose moral challenges but also stands
in the way of promoting public health.

I will start by arguing that users of mHealth apps must engage in certain value

trade-offs affecting their self-determination as well as their capacity to form personal
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attachments. Value trade-offs refer to instances in which users of mHealth apps trade
off an improvement in one dimension of their well-being, like self-determination,
against an improvement or expected improvement in another dimension, like health.
Value trade-offs have been prominently discussed at the engineering level and the
design for specific values in the context of conflicting values in design decisions
(Friedman et al., 2008; Van de Poel, 2015). My focus, however, lies in the trade-offs
required by the users. In this paper, I argue that the implications of the trade-offs are
of different severity according to the level of privilege or disadvantage of the users.
While value-sensitive design can certainly contribute to mitigating those implications
(Jacobs, 2020a), it is limited in its ability to address the broader social situation of
individuals or groups and the preconditions of the initial use of mHealth.
Disadvantaged users might enter a position where they increasingly deviate from
the sufficient realization of the fundamental dimensions of their well-being or risk
deviating from this threshold, which stands in contrast to the overall goal of public
health. My presented argumentation concludes that value trade-offs concerning the
different dimensions of well-being are especially severe for persons who are already
subject to the insufficient fulfillment of various dimensions of their well-being while
such trade-offs are less problematic for persons who sufficiently reach this
requirement. Even independently from their level of advantage or disadvantage, users
of mHealth apps might want to avoid a position in which they need to give up on
something that is of value to them, like the interaction with a physician or a certain

level of self-determination.

2. Disadvantage

Madison Powers and Ruth Faden identify the sufficient fulfillment of six core
dimensions of well-being—health, equal respect, self-determination, personal
attachment, personal security and knowledge and understanding—as the necessary
conditions for social justice as well as the primary objective of public health measures
(Powers and Faden, 2006, 2019). They argue that those dimensions should function
as a rough measurement to determine the legitimacy of institutional and
organizational action because the core dimensions express a set of interests most
people would agree on. Rather than understanding the core dimensions of well-being
as requirements for a good life, they constitute desirable circumstances that should not
be undermined but promoted by public and private organizations (Powers and Faden,

2019, p. 54). This requirement also applies to mHealth as a public health effort as well

104



mHealth Apps and Unjust Value Trade-Offs: A Public Health Perspective

as its implementation by either public or private agents such as hospitals, software
development companies, or health insurance companies.

Powers and Faden understand disadvantage as a circumstance that ‘occurs
whenever any social structural impediment [...] diminishes an individual’s most
important well-being prospects, or in other words her prospects for a decent human
life’ (Powers and Faden, 2019, p. 16). For the purposes of this chapter, I focus on an
understanding of structural injustice as unfair patterns of disadvantage and privilege
as opposed to unfair power relations like in the previous chapter. Such patterns of
disadvantage often correlate with unfair distributions of power in social practices that
contribute to the deprivation of well-being (Powers and Faden, 2019, p. 1) for people
who may belong to marginalized groups because of their gender, ethnicity, age,
physical appearance, etc.

As I have argued already in Chapter One, in the context of mHealth apps and
other well-being technologies, different types of structural injustices have been pointed
out. Especially apps targeted at users identifying as women focusing on women’s
health have been criticized for promoting gender stereotypes and showing sexist and
heterosexist attitudes (Hendl et al., 2019; Hendl and Jansky, 2021). Deborah Lupton
has argued that developers of mHealth apps often ignore differences in the socio-
economic position of their users resulting in power asymmetries within healthcare
(Lupton, 2018), and other scholars have pointed out the role of digital inequalities like
low digital competency and access to the Internet (Paldan et al., 2018).

In contrast to other sufficiency theories of social justice, like the capabilities
approach developed by Amartya Sen (Sen, 2011) and Martha Nussbaum (Nussbaum,
2000), Powers and Faden focus only on the functionings eventually realized for each
individual, rather than the capabilities to bring about those conditions. The
motivation for this view roots in the emphasis on the realized outcomes of public
health interventions improving social justice for populations who are the victims of
clustering disadvantages. What counts for them, are not abstract capabilities, rights or
opportunities, but realized conditions showing in improvements of well-being.

Jonathan Wolff and Avner De-Shalit deliver the empirical foundation for the claim
that functionings like health, personal attachment and self-determination belong,
among others, to the aspects of human life that need to be fulfilled sufficiently for every
member of society (Wolff and De-Shalit, 2007). Although they abstain from claiming
that those functionings objectively compose a good human life, those values are

central criteria for measuring disadvantage. Although the definitions of central values
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for a decent human life differ between theories, they coherently overlap in the cases
of both approaches.

Basing the analysis of the implications of mHealth apps for disadvantaged users
on the frameworks by Powers and Faden as well as Wolff and De-Shalit not only
widens the theoretical scope of the ethical evaluation but also points out a way of
approaching the impacts of mHealth use on disadvantaged users by empirical means.
Focusing on dimensions of well-being allows us to see the benefits and downsides of
the use of mHealth apps more precisely as well as their interaction with their users’

life contexts.

3. The Use of mHealth Apps and Value Trade-Offs

mHealth apps seem to present users with a choice. Users can either accept the terms
and conditions the provider sets out for them as well as the design, the features and
the business model of the app or they can abstain from using the app entirely. While
such a mechanism is not inherently undesirable in other contexts, in the case of
mHealth apps it runs the risk of undermining some of the fundamental conditions for
human well-being and thus gains normative relevance. It seems that users must accept
limitations or risks to conditions of their well-being, like self-determination or personal
attachment, to improve another important condition to their well-being—health.

Central to this paper are value trade-offs concerning health on the one side and
self-determination and/or personal attachment on the other side. Both values are only
examples illustrating how such trade-offs can impact the users’ well-being to the extent
of increasing their disadvantaged situation. Moreover, they are central to frequently
mentioned ethical concerns about the risks of mHealth apps to their users’ autonomy
(Burr et al., 2020b) and the potential to increase isolation (Eccles, 2015). Although
there do exist other trade-offs, users must engage in, the focus on self-determination
and personal attachment is sufficient to show the moral dimensions of such trade-offs
and provides paradigmatic cases for showing that deprivations in both dimensions of
well-being can have an accumulative effect on the users’ level of disadvantage.

The effects of mHealth interventions on the users’ health are highly context-
dependent. While mHealth could serve as a serious intervention for promoting health
by helping to self-manage chronic illnesses like diabetes (Kitsiou et al., 2017
Mayberry et al., 2019), the positive effect on the users’ health cannot clearly be
determined or is rather marginal in other areas, like in changing the users’ diet and

cating habits (McCarroll et al., 2017). However marginal the positive effect on the
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users’ health may be, I will assume that the users” health will indeed benefit from
engaging with a mHealth app, or that they can at least reasonably expect a health
benefit. Being most charitable towards the effectiveness of mHealth apps will provide
a stronger argument for critically assessing them.

An obstacle to this claim is that developers often intentionally leave the conception
of health inherent to mHealth apps unclear. Marijn Sax even identifies the arbitrary
conceptualization of health in mHealth apps as the prime driver for binding users to
such products to capitalize on the users’ interaction with the product (Sax, 2021).
Especially mHealth interventions used by disadvantaged persons can, however, make
all the difference since they provide access to health services that are otherwise not
accessible to them (McBride et al., 2018; Saleh et al., 2018). This might be the case
for migrants lacking the necessary language skills of their country of residence or
persons who must rely on such products because they live in an area with poor medical
infrastructure.

To illustrate how users of mHealth apps must engage in certain trade-offs, I am
going to use the following examples: First, consider the case of Jenny. Jenny is a 17-
year-old teenager. Like many of her peers, she uses social media platforms to
communicate with her friends and family, upload pictures of herself, and follow-up
with her interests. Through social media, she is vastly exposed to a permanent feed of
pictures of idealized body types which results in a constant feeling of dissatisfaction
with her own body and physical appearance. The negative effects of social media use
especially on young women’s body images is widely documented (Casale et al., 2021).
Jenny follows social media accounts by female influencers who display their seemingly
perfect bodies while promoting healthy eating habits and a strict exercise routine. To
mitigate the dissatisfaction with her own body and lifestyle, which she perceives as
unhealthy, Jenny decides to start exercising. For this, she buys a fitness bracelet by
Fithit® and installs the company’s app on her smartphone. Fithit® advertises its
products with the promise to enable its users to achieve their personal goals, no matter
how ambitious, as well as to lead a self-determined, healthy lifestyle (Fitbit, 2021).

The app together with the wearable allows Jenny to monitor her daily activity,
exercise regime, heart frequency, burnt calories, sleeping patterns and diet (Fitbit,
2021). She can share the results of her training with other users and compare herself
in competitions. Because Jenny is generally insecure about her body, she feels the need
to invest a lot of time and energy. She trusts the app’s incentives to exercise reaching
her through regular notifications and reminders. Whenever she does not exercise and

misses to follow the app’s plan, a feeling of inadequacy and guilt overcomes her. She
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starts punishing herself for not exercising by eating less. Although Jenny has not been
diagnosed with an eating disorder or anorexia she is certainly at risk since the use of
fitness apps correlates with increases in distorted eating and exercising behavior (Hahn
et al., 2022). Being a young woman, Jenny is generally more at risk of developing an
eating disorder due to the use of fitness apps than members of other demographic
groups (Hahn et al., 2021).

Naomi Jacobs argues that users with eating disorders are particularly vulnerable
to the incentive structures inherent to the design of fitness apps. This vulnerability
consists of the inability to stop using the app and becoming increasingly dependent on
the practice of self-measurement (Jacobs, 2020b). It certainly is the case that for people
who are generally confident with their bodies using a fitness app might be a valuable
way to reach their fitness goal and lead a healthier and more active lifestyle. For
others, like Jenny, it can pose a threat to mental and ultimately physical health.

In the second case, the mHealth user’s name is John. John is 48 years old, obese,
and suffers from diabetes type II. Because of his obesity, he was often bullied in school
as a child which makes it hard for him to trust others and form friendships. Living on
his own and being increasingly limited in his mobility he is often socially isolated and
lonely. He seldom leaves his apartment and relies on delivery services for groceries
and medications. Out of convenience, John downloads an app for the self-
management of his chronic condition.

The mySugr app allows him to track his blood glucose, blood pressure,
carbohydrate intake, diet and exercise activity. John can share this data with his doctor
digitally instead of visiting in person. The provider of the app promises users an
increased level of self-management and comfort regarding the collection and analysis
of data related to their illness and the management and dosing of medication (mySugr,
2022).

After a while, using the app becomes an established substitute for his in-person
check-ups. He keeps track of his illness and uses the app to calculate his insulin doses.
Every now and then he sends data from the app to his doctor instead of visiting in
person. Visiting his doctor, who has known John for years, was one of the few
opportunities to engage and chat with a person face to face and discuss health and
well-being issues on a broader scale.

Being already isolated any impairment on John’s personal attachments worsens
his prospects of being embedded in social relationships. He traded off personal
attachment to some extent for the app’s promised health benefit. Although the

impairment on his social life might seem insignificant, the app affects him in a way in
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which he cannot quite benefit as much as somebody else would. Diabetes apps can
certainly be a great and valuable tool for somebody who is tied into tight social
relationships. John, however, although perhaps gaining some independence, needs to
accept other deprivations to his well-being rooted in his circumstances.

Both Jenny and John start using mHealth products from a vulnerable position
linked to circumstances that are out of their control but continue to impact their lives
and well-being in an undesirable way. Instead of focusing on the concept of
vulnerability, I want to elaborate on how patterns of disadvantage that I see as the
root of many vulnerabilities are affected by the use of mobile health apps. I want to
stress that such vulnerabilities especially occur in specific social groups. In the case of
Jenny, the risk of developing an eating disorder is highest among young women, while
in the case of John, a higher risk for developing obesity correlates with lower education
and low socioeconomic status (Gensthaler et al., 2022). It is thus relevant to see the
vulnerable position from which a user starts engaging with a mHealth app within the
bigger picture of patterns of disadvantage. I specifically want to draw attention to the
question of how deprivations within core elements of well-being, like self-
determination or personal attachment, that are linked to mHealth, result in increased

disadvantages for those who already face such deprivations.

4. Self-determination

Powers and Faden understand self-determination as a necessary condition for human
flourishing allowing an individual to shape the course of their life according to their
own life plan (Powers and Faden, 2006, p. 27). Wolff and De-Shalit identify loss of
control over one’s environment as one of the categories of disadvantages (Wolff and
De-Shalit, 2007, p. 56). For them, this includes perceiving oneself as having an impact
on the factors determining one’s life. Both notions of control over one’s life are
compatible because they share the same objective: being able to realize one’s own life
goals.

The conceptualization of self-determination as control over the course of one’s life
limits the capacity to understand how self-determination is restricted through the use
of mHealth apps. While the course of a person’s life is certainly relevant in the context
of structural injustices, the evaluation of restrictions to self-determination needs to
start at a point closer to the point of interaction between the user and the app. 1,
therefore, suggest, extending the notion of self-determination put forward by Powers

and Faden as well as Wolff'and De-Shalit by the view that self-determination is closely
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linked to the identity of a person. This two-pronged approach to self-determination
allows for an analysis starting at the micro level; i.e. the interaction of the user with
the app, and showing the consequences of this interaction for the broader context of
the user’s life.

Self-constituting views on self-determination claim that individuals self-constitute
by the choices they make, the goals they endorse, as well as the values they cherish
(Vugts et al., 2020, p. 11). To harm self-determination thus not only occurs due to
coercion and the restriction of options a person has but also by making persons
endorse ideas and values that are not authentic to them. In other words, to
indoctrinate them with ideas and values that are not their own.

Users of mHealth apps must engage in trade-offs in which they may compromise
their self-determination to gain a certain health benefit. Self-determination 1is
compromised due to the normative conception of health inherent to mHealth apps
(Morley and Floridi, 2019). The normative conception of health in mHealth apps
results from the design and functioning of the products. mHealth apps designed for
the tracking of health parameters operate in a way so only quantifiable aspects of a
person’s health are recorded by the app. The decision on which parameters to acquire
depends on the developers of the app as well as the sensors and technical capacities of
the device on which it is installed. Collecting data about a certain phenomenon is
always a selective task based on subjective observations and choices (boyd and
Crawford, 2012). It necessarily includes a notion of what should be of interest and
therefore entails a normative judgment reflected in the data. Furthermore, data only
acquires meaning within a certain context. For us to make sense of it, it needs to be
interpreted and thus, although it may seem like objective knowledge, can never live
up to this expectation (boyd and Crawford, 2012). Users of a mHealth app might,
however, perceive the collected data as a comprehensive and objective image of their
health status, if the app records the data correctly, thus trusting the app and any
recommendations it proposes. There is certainly a risk that the user could be
convinced of health-related information displayed by the app that stands in conflict
with their health since apps can only consider quantifiable aspects of health and may
neglect other qualitative dimensions, like those relevant to mental health or well-being
more generally.

Jessica Morley and Luciano Floridi point out this aspect of mHealth by referring
to it as the digital medical gaze (Morley and Floridi, 2019). Using mHealth
technology, the user is separated into various data flows forming a transparent data

persona, or digital self. The use of digital health tools serves the user as a point of self-
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reflection. The user refers to the digital persona to determine whether a professional
health worker or practitioner would perceive it as healthy or unhealthy. This
interrogation acts as the motivation for health interventions by which the user tries to
shift toward this projected notion of health. In other words, the user is motivated to
act upon this perception, rather than relying on their own intuition. The reflective
scope the user can achieve through the digital medical gaze is restricted by the data
the mHealth app collects and displays. The design of the app thus determines how the
users perceive themselves as healthy—or for that matter unhealthy—persons.
However, it is not only relevant how the users perceive themselves. This self-reflection
also entails a motivation for action causing the user to live up to the expectations of
the imagined health professional on their digital persona and thus creating a self-
disciplining effect that impacts the user’s life on a broader scale. This circumstance is,
at the core, what renders the conception of health inherent to mHealth apps
normative.

This normativity, however, must be evaluated carefully since it does not
necessarily limit the users’ self-determination. In fact, it offers an opportunity for the
users to achieve their authentic health-related goals in more efficient and effective
ways (Wagner, 2019) thereby contributing to the users’ self-determination. This effect,
however, depends on the question of whether the app allows the user to align their
authentic goals with the normative structure of the app.

Rebecca Brown argues that public health has experienced a behavioral turn in
recent years meaning that public health interventions increasingly focus on behavior
change regarding lifestyle behavior like smoking, diet, exercise, etc. Those lifestyle
aspects are crucial to address in the fight against heart disease, cancer, lung disease
and diabetes. Attempts to change the individuals’ behavior may, however, result in
healthism which is ‘1. the tendency to view an increasing number of activities and
domains of life in terms of the impact they have on health, and 2. the promotion of
health to a “super-value” (Brown, 2018, p. 999). The moralization of health in this
way may cause harm to individuals because it may misguide their beliefs about
appropriate health and the measures to maintain it. Incentivizing behavior change
using social networks, gamification mechanisms and other methods is a common
approach in many mHealth products to realize the health goals set out for the user.
The use of such products increases the uncertainty about whether the normative
underpinnings of the app align with the users’ authentic wish to lead a healthy life or
if they promote healthism.
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Furthermore, the app may direct and frame the users’ wish for a healthier life in
such a way, that it primarily serves the purpose of the app’s provider. Marijn Sax
argues that the user’s autonomy is restricted by the choice architectures inherent to
many mHealth apps which aim primarily at binding the users to that product or an
ecosystem of different products (Sax, 2021). Developers and providers intentionally
avoid setting the standard for when a user counts as healthy to promote increased
engagement with the app.

The developer’s primary intention to increase the interaction of the user with the
app together with the normative conception of health impacting the users’
understanding of their health stands in contrast to the self-constituting view on self-
determination. Apps using a normative conception of health to increase user
interaction impact the condition that the users’ wish to be healthy must be authentic.
The app continuously confronts the user with their health status or their lack of health.
The threshold at which the user perceives themselves as healthy is altered. Moreover,
it is questionable if the user still has sufficient control over the course of their life if the
objective of the app’s design is to create a certain dependency on the app. As we can
see from the case of Jenny, the impact on the user’s conception of health can indeed
determine the broader course of the user’s life. It is the case if the user engages with
the app from a vulnerable position created by structural disadvantage.

Jenny uses the app from a disadvantaged position since the normative body image
she perceives via social media has a negative impact on her mental health and well-
being. This causes her to align her decision to use the app with the desire to live up to
the unrealistic expectations regarding her physique, instead of following an internal
authentic desire. Her disadvantage is not due to a specific agent but arises from
different social practices and values concerning ideal body types that are reproduced
in her social media feed, the design of the app as well as the app’s business model. In
the hope of benefitting from the use of the app, she is confronted with the expectation
to exercise more and transform her body due to the digital medical gaze that
normatively charges her view on health. The increased risks of developing an eating
disorder show how such normative aspects result in broader implications for the
course of her life.

While trade-offs between health or expected health outcomes and self-
determination are unproblematic for many users, they might be especially
burdensome for disadvantaged individuals who already experience limitations to their
well-being. Exposing groups of individuals who are subject to structural disadvantages

to such value trade-offs constitutes a structural injustice itself.
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5. Personal Attachment

The trade-off between health benefits on one side and personal attachment on the
other side occurs due to the risk of isolating the user from social interaction with their
health professional if health services are substituted by mHealth products. The value
of personal attachment is central to well-being and describes the need to form social
relations with other human beings. Such relations include friendship and love as well
as the feeling of belonging to a group of human beings and a sense of solidarity toward
this group.

Loneliness has become a major public health concern in recent years (Lederman,
2021). For members of society struggling with loneliness and 1solation, seeing a doctor
might be a scarce opportunity to interact with another person and build a personal
attachment that goes beyond a pure medical need and entails acknowledgment not
just as a patient but as a whole person. This is by no means comparable to a friendship,
but it can include a relationship of trust and companionship over many years. A doctor
who is familiar with the patient’s life circumstances and medical history can have a
more holistic understanding of the patient’s health status, too. By exchanging the
service of a routine check-up or doctor’s appointment in person for a purely digital
solution, the opportunity to create such a personal attachment entailing said
acknowledgment might get lost.

Being isolated from others and unable to form such bonds can cause major mental
health issues like anxiety or depression in the short term and post-traumatic stress
disorder or prolonged grief symptoms in the long term leading to an increased risk of
self-harm and suicide (Vrach and Tomar, 2020). Since especially the elderly are at
risk of isolation, health care professionals, like doctors or nurses, might often be their
only social contact or an important one among the few they have.

mHealth affects isolation in two ways. First, it can lead to increased isolation
because doctor’s appointments are offered digitally. This forces people for whom such
appointments are a rare opportunity for social contact to become even more isolated.
Second, mHealth might streamline many processes making them more time efficient.
This could have a positive effect on the available time of care workers which they can
spend on individual patients who need more personal attention. Isolation and
loneliness are nonetheless a risk likely to occur despite these cost savings. If the staff’s
time 1s used more efficiently, the deployment of mHealth might result in a reduction
of staff rather than providing the benefit of increased individual care to the patients.

Since mobile health apps increasingly find application in the professional care

context. making the data from mHealth products available to one’s doctor contributes
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to the digital medical gaze the doctor has on the patient and therefore enforces
viewing the patient less as a human being but rather as a collection of quantitatively
measurable factors deviating from the norm. Due to the economic pressure on many
hospitals, doctors have already less time to engage with their patients which
necessarily results in focusing only on their most pressing medical needs rather than
being able to acknowledge them as a complex human being that, aside from their
condition, is situated in a socio-economic context and has mental and emotional
states. Acknowledging this contextuality has severe implications for how care is
delivered to the patient (Kidd and Carel, 2017), and thus the patient’s well-being.

This circumstance primarily impacts the dimension of equal respect although it
has implications for personal attachment as well. Powers and Faden understand equal
respect as ‘being recognized and treated as a moral being deserving of equal moral
standing’ (Powers and Faden, 2019, p. 33). Patients who already belong to
marginalized groups might feel especially mistreated if their precarious socio-
economic position is neglected by their practitioner and they are not treated as equals.
An obstacle to equal respect also diminishes the chances of building a personal
attachment between practitioner and patient.

It is certainly not the obligation of a doctor to maintain a relationship with their
patient and by this to contribute to their well-being. However, seeing the
implementation of mobile health apps from the perspective of a public health
intervention, they should be evaluated according to whether it prevents users from
forming personal attachments. The ethical concern is based on the condition of wide
implementation of public health apps, cither incentivized as a preventative measure
in the spirit of public health goals or introduced to primary as well as stationary care.
Here it can be effective for patients or users as we can see in the case of John.

John uses the diabetes app in a situation of isolation he did not create himself but
1s the product of his social circumstances and public health developments that make
it necessary or feasible for him. In the hope to benefit from the use, he must trade off
some level of personal attachment for the health benefit. While this might not be a
concern for users who are otherwise embedded in tight personal relationships with
their friends and family, it adds to the already precarious situation of John and leaves
him more disadvantaged than before. Of concern here is thus not only impairment in
one core dimension of well-being but the interaction between the different dimensions
of well-being since, for instance, loneliness can again lead to mental health issues

which might result in a decreased ability to earn a living.
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The loss of opportunities to form personal attachments is less of a problem for
people who are socially situated in a way so they can still rely on their other personal
attachments. Trading off this opportunity in exchange for a health benefit can,
however, be more problematic for people who are already disadvantaged in a way

that their opportunities to form personal attachments are scarce.

6. Value Trade-Offs and Disadvantage

The illustrated value trade-offs increase structural injustices for disadvantaged users.
This is due to three main reasons. First, deprivations in well-being draw disadvantaged
users of mHealth apps further away from the sufficiency threshold of well-being.
Second, value trade-offs present the risk of impairments on the well-being of
disadvantaged users. And third, value trade-offs can lead to an accumulative effect
where deprivations in one dimension of well-being also lead to deprivations in another
dimension.

The sufficientarian approach to social justice applied here, is rooted in the
assumption that egalitarian theories of justice should not be concerned with
distributing certain goods equally, but to ensure that everyone has ‘enough’
(Frankfurt, 1987), thus securing a decent life for everyone. This approach is concerned
with providing an answer to the question of what every human needs to have enough
of. This naturally provokes the question of what is enough? Since the sufficientarian
view on social justice relies on fundamentally important aspects of human life, like
self-determination or personal attachment, and those aspects are ‘not commensurable
in terms of any single quantitative standard’ (M. Nussbaum, 2007, p. 166), an
adequate answer must refer to broader concepts like the value of a flourishing life
allowing for a plurality of different aspects (Axelsen and Nielsen, 2016). For the
present argument, the exact threshold of sufficiency is of less importance than its
function in determining who should be the primary subject of considerations
regarding the moral legitimacy of value trade-offs in mHealth apps.

Primarily disadvantaged persons, 1.e. persons who are not capable of achieving the
sufficiency threshold for leading a decent and flourishing human life, are central to
this consideration. Like in the examples of Jenny and John they are subject to social
circumstances, patterns of privilege, and disadvantages, presenting impairments to
their well-being. People belonging to marginalized groups because of their age,
gender, ethnicity, heritage, or physique among other factors, are vulnerable to value

trade-offs because of their disadvantaged position. For those persons, having to deal
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with value trade-offs that impact what 1s fundamentally necessary to lead a decent
human life, is unjust, because it draws them further away from the sufficiency
threshold of well-being, and thus worsens their prospects. While users above the
sufficiency threshold may be able to accept certain compromises to gain a health
benefit, for those already disadvantaged every impact on their fundamental
functionings turns them further away from a life in dignity. In the case of John, this
means, that somebody who is already isolated to the degree that it severely impacts
their well-being, is made even worse off due to the increase in isolation.

Furthermore, value trade-offs concerning the core dimensions of well-being can
pose a risk of falling underneath a certain threshold of well-being. Being exposed to
such a risk, although a sufficient level of well-being is realized for a person, constitutes
a disadvantage, too (Wolff and De-Shalit, 2007, p. 72). In the case of Jenny, this means
that somebody who in general is leading a decent life is exposed to the risk of
developing severe impairments to their well-being when using a fitness tracking app.
Again, the severity of the risk depends on the individual’s social circumstances and
disposition.

Value trade-offs put the users at risk of being subject to an accumulative effect
where deprivations in one dimension of well-being also affect other dimensions of their
well-being. The clustering effect of disadvantage describes the accumulation of
different kinds of disadvantages that are connected and run through various areas of
an individual’s life (Wolff and De-Shalit, 2007). An educational disadvantage, for
instance, can lead to poorer income which then results in a living situation
compromising the individual’s health.

One might suggest that commercial mHealth apps offer a health benefit and thus
contribute to reaching a sufficiently decent life. In the case of Jenny and John,
however, the use of mHealth apps adds to their already high level of mental distress,
negatively impacting their health. In Jenny’s case, developing an cating disorder can
have long-term effects on her mental health and the insecurity about her body can
affect how easily she engages in romantic relationships and forms personal
attachments. In John’s case, isolation often causes distress and anxiety which also
restricts his mental health.

Although users of mHealth apps must compromise dimensions of their well-being
to some extent to gain the health benefit promised by the app, one could argue that
the health benefit they gain positively affects other important dimensions of well-
being. Interaction between different dimensions of well-being does not necessarily

result in an increased accumulation of disadvantages but can have a fertilizing effect

116



mHealth Apps and Unjust Value Trade-Offs: A Public Health Perspective

so that users might become more independent or self-determined. If this applies, the
value trade-offs users must engage in are not unjust, even if the user engages with the
app from a disadvantaged position.

For mHealth to enable a positive effect on various dimensions of well-being across
different population groups it is necessary to mitigate the severity of the value trade-
offs. This is especially true for populations not capable of or partly denied from
reaching the sufficiency threshold for leading a life in dignity who should be entitled
to the protection of fundamental conditions for well-being in the context of using
mobile health apps. To comprehensively combat the structural injustices tied to
deprivations of the users’ well-being, the focus on value trade-offs can provide a
starting point to identify injustices that have not been discussed in the literature, yet.

If providers design products requiring disadvantaged persons to compromise their
fundamental functionings to gain economic surplus, they create additional structural
injustices. The deprivations of well-being for disadvantaged users resulting from value
trade-offs are a structural injustice because they depend on circumstances outside the
control of specific agents or entities. The roots of this problem lie not only in the design
of the product or specific business models but also in the assumptions and expectations
shaping the broader innovation processes of health technologies, respective policies,
and the social practices defining the disadvantaged disposition of the users. What
cannot be achieved through the altered design of mHealth apps, therefore, needs to
be accomplished by policies that equal out the impairments to well-being experienced
by the users and are directed at comprehensively promoting the fulfillment of the core

dimensions of well-being.

7. Conclusion

In this chapter, I have argued that users of commercial mHealth apps for self-
monitoring must engage in value trade-offs for gaining the health benefit promised by
the app. Those value trade-offs require users to compromise other fundamental
dimensions of their well-being, like self-determination or personal attachment. Value
trade-offs like this are instances of social practices harming disadvantaged populations
because they present deprivations or risks to the sufficient fulfillment of multiple
dimensions of well-being. Although users potentially gain in health, which is a central
dimension of well-being, other dimensions are affected because the interaction
between the dimensions can lead to a clustering effect of disadvantage. This is

especially the case for self-determination and personal attachment. Therefore, value
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trade-offs increase disadvantage and present a type of structural injustice that depends
on various social factors mirrored in the design and business model of many mHealth
apps as well as the expectations and attitudes shaping its innovation and deployment
processes.

This circumstance poses the question of how potential increases in structural
injustices should be addressed as well as who the relevant stakeholders are. Because a
comprehensive answer to this question would exceed the scope of this thesis, I will
only provide a starting point for further investigation. As should have become clear,
the problems that limit the realization of the societal benefits of mHealth apps are
dependent on structural circumstances. How those circumstances gain traction for the
users of mHealth apps partly depends on the promises, expectations, and hopes that
surround technical innovations like mHealth. Any account and guidance for
mitigating the negative effects of mHealth apps, should thus start with the promises,
expectations and hopes that are created and determine the values guiding its design,
implementation and use. The following chapter will thus answer the question whether
the providers of mHealth apps should be held responsible for the expectations they
raise, the promises they make, and the hopes they create in relation to their users and

the good of public health.
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Chapter 05: mHealth Apps and the
Providers’ Responsibility for Hope

1. Introduction

After having discussed the ways in which the deployment and use of mHealth apps
bears the capacity to entrench existing unfair power relations and patterns of
disadvantage, I will now turn to another dimension that is relevant to understand the
dynamics between mHealth and social justice: the creation and disappointment of
hopes. This chapter has been published as a paper of the same title in Digital Society
(Rossmaier et al., 2023). It is the result of a collaboration with my supervisors Yashar
Saghai and Philip Brey who provided extensive feedback on this work and contributed
in terms of writing and editing. Like the previous chapter, this chapter focuses on
commercial mHealth apps. This is because commercial mHealth apps present ideal
case studies for investigating how providers generate and inflate hopes bearing
negative consequences for vulnerable and disadvantaged user groups. Although the
overall trajectory of this dissertation is to provide guidance on how to evaluate the
ethical ramifications of commercial and non-commercial mHealth apps, the
argument might apply in a weaker and morally less problematic form to non-
commercial mHealth apps, too. To understand the moral dimensions of the creation
of hopes in relation to social justice it is, however, best to start from the most obvious
and compelling cases.

Commercial mobile health (mHealth) apps outside traditional health care contexts
have become increasingly popular and raise certain hopes for their users.!? The
intention of self~monitoring apps is clear: users desiring to live healthier or to avoid
health risks download the apps to facilitate healthy behavior changes and to become
more knowledgeable about their health status. Providers of mHealth apps, such as
private companies who develop, design, and sell mHealth products, promise these

effects to their potential customers. Through marketing campaigns and published

T use the term ‘hope’ rather than ‘expectation’ because I focus on wishes of users about future benefits
that they are led to believe are reasonable but that need not be accompanied by a strong belief that
these benefits must materialize.
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information online, providers of mHealth apps create hopes of empowerment,
independence, increased health, and health knowledge.

In this chapter asks whether the providers of commercial mHealth apps for self-
tracking create inflated or false hopes for vulnerable or disadvantaged user groups
regarding the prospects of health improvement or the level of protection of their
personal data, and whether they should be held responsible for this. This question is
relevant because hopes created by the providers determine the modalities of the apps’
use and the motivation for purchasing the app. For instance, due to the created hopes,
users who may be vulnerable to certain design features of the app can experience bad
outcomes in various dimensions of their well-being, since their hopes license them to
engage with the apps; other users may be disappointed because the actual use of the
apps in their own non-optimal social setting does not bring about the advertised and
hoped-for benefits. The main thesis of this chapter states that providers of mHealth
apps inflate or create false hopes, thereby increasing structural injustices that sustain
or exacerbate the vulnerable or disadvantaged position of such user groups which are
caused by the disappointed hopes and the reasons that lead up to this disappointment.
Inflated hopes are created beliefs about the probability of an outcome that is rendered
more certain than warranted, whereas false hopes suggest an outcome without any
evidence and result from misinformation, misunderstanding, or deception.

Structural injustices result from two possible causes that are relevant to mHealth
apps: systematic disadvantages that affect social groups and unfair power relations
that sustain or exacerbate patterns of disadvantage through subordination,
exploitation and social exclusion from valuable social practices (Power and Faden
2019). Thus, the hopes created by the providers of commercial mHealth apps for self-
tracking press the question of whether the deployment and use of mHealth apps meet
the requirements for qualifying as a just public health endeavor. Because this chapter
1s concerned with public health interventions and the identification of moral wrongs
that are a matter of justice, it will not discuss the moral significance of disappointed
hopes regarding the realization of optimal health, maximal lifespan, or detailed
quantitative self-knowledge.

The aim of this chapter is to provide a starting point for various stakeholders to
actively manage the hopes they create to avoid negative consequences for vulnerable
or disadvantaged user groups. Stakeholders for whom this study is intended include
all those involved in the development, dissemination, deployment, and regulation of
mHealth apps. Directly addressed are developers of mHealth apps, as this chapter

investigates what their responsibility is in the development and marketing of such

120



mHealth Apps and the Providers’ Responsibility for Hope

apps. The argument extends to vendors and distributors due to their responsibility in
selecting and recommending the products they sell. Moreover, this study is relevant
for health care providers and consultants who may recommend such apps and
businesses or medical facilities that choose to deploy such mHealth apps for employees
or patients.

The first section will show how the promises created by the providers of
commercial mHealth apps for self-tracking result in hopes for their users. Moreover,
the argumentation suggests that the providers of mHealth apps often inflate or create
false hopes that lead to disappointment for their users. The second section will
elaborate on the conception of hope used to analyze the normative ramifications of
disappointed hopes. The third section will establish the connection between the hopes,
structural injustices, and the consequences for vulnerable or disadvantaged user
groups. The fourth section will discuss the extent to which the providers of mHealth
apps are responsible for creating such hopes and the consequences for vulnerable or
disadvantaged users. The last section will suggest various measures providers of
mHealth apps could engage in to manage the negative consequences of inflated and

disappointed hopes and to mitigate the resulting structural injustices.

2. Creating and Disappointing Hopes

By advertising their products, providers of commercial mHealth apps create hopes for
their potential and actual users. The hopes created by the providers result from the
promises providers make in the various modes of advertising their products. It is
reasonable to assume, that users take up those promises, because they are reflected in
their expectations towards mHealth apps. The promises of the providers often result
in inflated and unjustified or disappointed hopes for the users. The hopes, however,
determine how users engage with the products. Moreover, disappointed hopes bear
negative consequences for the users if they are already subject to various
vulnerabilities since they frustrate the desire to achieve sufficient well-being and to
lead a decent human life. This bears the risk of sustaining and manifesting unfair
patterns of disadvantage and thus can increase structural injustice.

Two classes of vulnerable or disadvantaged groups with different vulnerabilities in
relation to Health apps are relevant. First, of interest are groups whose vulnerabilities
emerge from digital inequalities, in particular unequal competency to make use of
digital tools and infrastructure. Second, groups whose vulnerabilities emerge from

medical inequalities are relevant, too. These are members of social groups that are
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traditionally underserved by the medical establishment, because they deviate from
medical standards and/or because of socioeconomic inequalities and social prejudices
such as sexism, racism, ageism, or ableism. Medical inequalities such as, for instance,
the underdevelopment of diagnosis and treatment methods for women are closely
connected to broader social inequalities. This argument 1is, however, limited to the
vulnerabilities emerging from digital and medical inequalities because they are most
urgent in the context of mHealth.

The hopes that the providers create were investigated by studying the promises
made on the providers’ websites. Websites are a valuable source of information
because they often entail different advertising formats like blogs, videos, or user
statements. Moreover, the information presented on the websites is often shared via
social media channels and therefore reaches a great variety and number of potential
users. Although this study is by no means comprehensive study, it focuses on apps that
are paradigmatic for commercial mHealth apps that include self-tracking. The apps
included in this study are the Fithit app for fitness tracking, the Auwrse app for tracking
weight-loss, and Flo, the most widely spread app for period tracking. This allows us to
cover two categories of apps: companion apps to wearables and stand-alone apps.
Apps, like the Fithit app, are used as a companion to wearable devices that allow for
comprehensively recording health-related data. The users purchase the wearable and
can access a limited version of the app for free or purchase premium accounts that
grant access to video workouts or additional features to foster the creation of healthy
habits. Flo and Arise are stand-alone products for which users purchase premiums too.
Arise allows to feed in data from wearables; this, however, is not necessary to use the
app. The promises this study focuses on are targeted at the end-users and connect to
the end-users’ goal of self-managing their health by self-tracking.

Users vary in the extent to which they hope for a certain outcome resulting from
using mHealth apps, since there are different categories of users. Some users, for
instance, might want to manage a chronic illness, while others may want to improve
their general health. Yet, others might hope for better looks. For hopes to be
disappointed and ultimately result in increased structural injustices, it is important
that the hopes of the users are sufficiently weighty in the sense that the hoped for
outcome is expected to be transformative for the hoper’s life and results in a benefit
to their well-being to the extent that they achieve sufficient well-being to lead a decent
human life. However, the weight of such hopes may fall short of health conditions that
are a matter of life and death, such as hopes generated by a clinical trial for a lethal

disease explored by Jeremey Snyder in his book Exploiting Hope (2021). Moreover, as
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Snyder argues, hoping entails a certain risk or leap of hope that creates a vulnerability
for the hoper. In the case of mHealth apps, users might, for instance, take a financial
risk to possibly benefit from the app’s use and forgo other possible ways of addressing
their health problems or increasing their well-being. Providers of mHealth apps can
exploit such vulnerabilities by inflating their users’ hopes or by creating false hopes.
Thus, the potential of the hopes created by the provider to entrench structural
injustices depends on how weighty the hopes are for the respective user group and the
risk involved in choosing that mHealth option.

Providers of mHealth apps often promise empowerment to their users as the
overarching effect of their products. Fithi states on its blog that smart technologies for
self-tracking help their users to become increasingly empowered to make healthy
lifestyle decisions (McMullen, 2018). Through self-tracking, the users can gain insights
into their health status and develop healthy habits and exercise regimes. Moreover,
the users can share insights gained through the app with health professionals; this
increases the users' empowerment within the doctor-patient relationship.

The literature knows several definitions of “empowerment” (Burr & Morley, 2020;
Morley & Floridi, 2019; Tengland, 2008). Per-Anders Tengland offers a useful
distinction between empowerment as a goal and empowerment as a process.
Empowerment as a goal refers to the control over one’s determinants of life quality,
whereas empowerment as a process means to create a professional relationship where
an individual or group gains control over a change process, as for instance in political
contexts or within a doctor-patient relationship (Tengland, 2008). The mHealth
discourse, however, depicts empowerment as a goal and as a process.

Let us start with empowerment as a goal. The providers of mHealth apps promise
that the users will gain control over the course of their life by using the apps. This
promise is central to many mHealth applications. The design of the apps encourages
the users to develop healthy habits, engage in exercise, and ultimately make healthier
decisions that are in the users’ best interest. Although the liberty of the users might be
limited due to the choice architecture and gamification mechanisms of the apps, the
users voluntarily accept this limitation to pursue a greater life goal.

The empowerment achieved through the choice architectures of the apps implies
liberty in Millian terms. Mill conceptualizes liberty as the freedom of an individual to
develop their own life plan, even if this includes accepting limitations to certain
freedoms to achieve this goal (Powers et al., 2012). Thus, the limitation of the users’

freedom, caused by the choice architectures of the apps, might support the realization
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of the users’ long-term goals and thus support their liberty. Therefore, providers of
mHealth apps promise empowered as liberty in the Millian sense.

Let us turn now to empowerment as a process. Fithit, for instance, promises
increased insights into the users’ health status, alongside the potential health benefit.
This result is due to a feature embedded in the app that records and analyses data
collected by the wearables that users can connect to the app. On their blog, Fithit state
“And now, Fithit can help empower you to make the right decisions for your body.
The new Daily Readiness Score [...] helps you understand what’s best for you—your
readiness to take on exercise, or recovery, each day, based on your activity, heart rate,
and sleep.” (Fitbit Staff, 2021). Daily Readiness Score pointed toward personalized
health and optimization.

The promise connects the insights the users can gain to increased health and
empowerment. The app allows the users to access important information about their
health status and to make new discoveries concerning their health. The providers
promise to the users that they will benefit from this information by, for instance,
checking suggested health decisions by their practitioners, to trial the effectiveness of
a broader variety of potential treatments, and to find a personalized approach to
achieving their health goals. This is one of the goals of the members of the Quantified
Self movement, too, who use self-tracking technology for the purpose of self-discovery
(Neff & Nafus, 2016). By promising new insights, providers promise empowerment in
Tengland’s second sense, as increased control within a change process.

Commercial mHealth apps for self-tracking, such as the weight loss app Arise,
promise health, well-being, and long-terms results. The provider states on their
website: “Your advantages: Feel healthier and more attractive every day. Permanent,
lasting results without the yo-yo effect. Get amazing results in little time.”!3. Here, the
provider promises that the users can count on positive long-term effects on their
health, well-being, and attractiveness. The provider promotes the view that health,
well-being and attractiveness result from weight loss. Aside from users for whom high
weight is a health risk, as for Diabetes Type II patients, the provider extents the scope
to potential users who aim to achieve idealized body types, rather than improving
their health.

Because mHealth apps collect and analyze intimate health-related data, providers
promise control over the processed information. On the website of the most widely

distributed period tracker, an app called Flo, this promise appears as a main feature

Arise website: https://www.arise-app.com/, accessed: 25.10.22.
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of the app. “Discuss sensitive topics. Anonymously. Secret chats [sic] is a safe space
where you can discuss intimate topics, ask questions and get support from other Flo
community members."!* This promise creates an atmosphere of trust to share
sensitive information with the app and the app’s support team. Hereby the provider
promises privacy. On their website, Flo states that “[a]t no time has Flo ever sold user
information, nor have we ever shared it with third parties for advertising purposes.”
(Flo, 2023b). Moreover, they present high data protection standards and especially
advertise data protection and full transparency to German users (Flo, 2023a) who,
unlike American users, are protected by the European data protection regulation
(GDPR). The users hope to achieve privacy because they can share information
anonymously and safely. This implies that the control over the shared information is
left with users. Obtaining this control is important since the information stored on the
app touch on very intimate and personal topics and pose high potential for misuse.

Because there is little research on whether users believe in these promises and form
according hopes, the presented argument is hypothetical and to be tested in empirical
studies. It holds that if we can assume that users adopt the hopes created by the
providers and that hopes have an impact on usage modalities, there is a risk for the
well-being of vulnerable groups which increases structural injustice. There is,
however, good reasons for provisionally accepting this premise since, in general, it is
reasonable to assume that advertising achieves at least partly the objective of
persuading potential users to purchase a product which is commercially successful.
Moreover, the promises made by the providers are reflected in the expectations users
have towards mHealth apps. This becomes evident from various studies. For instance,
alongside the obvious expectation of improved health outcomes, easy to use design
and low costs, American users with various types of health conditions, including
vulnerable or disadvantaged user groups, expect to achieve a significant level of
independence and autonomy in managing their illness (Singh et al., 2022). Moreover,
they expect the apps to comply with privacy standards and include data protection
measures (Vo et al., 2019; Woldaregay et al., 2020).

Expectations, however, differ from hopes. To hope for a desired outcome requires
less certainty than expecting it, in the sense that neither users need to perceive the
desired outcome as likely nor does the outcome have to be objectively likely.

Moreover, expecting an outcome does not imply that the outcome is desirable. In the

Website of Flo: https://flo.health/, accessed: 25.10.2022.
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case of hoping, however, users attach special weight to the outcome in the sense that
they believe the outcome will have a positive transformative effect on their life.

In the case of mHealth apps, only little evidence about the causality between their
use and the expected outcomes is available. Many mHealth app developers include
multiple behavior change strategies in their apps (12 on average), to convince a
broader range of users (AlSlaity et al., 2022). Thus, it is difficult to study, which
strategy for behavior change is the most effective and results in the best outcomes for
the users (AlSlaity et al., 2022). It seems that providers of mHealth apps are not
primarily concerned with the effectiveness of their product; they rather offer a variety
of different methods the user can engage with and hope that this will cause positive
results for their users. Thus, it remains unclear for the users whether mHealth apps
have the capacity to cause better outcomes in terms of health, independence, or health
literacy (in the sense that they increase their users’ ability to find, understand, and use
important health information and services).

That users hope for a desired outcome and are disappointed by the actual results
can be inferred from the low retention rates of mHealth apps. The use of most
mHealth apps declines quickly over the course of approximately six months (Chan et
al., 2018). The largest study conducted used the data of 1,011,008 users of a
commercial weight loss app, called Loose it/ [sic]. The study found that 45% of the
users quit after only 3.6 days. After 176 days only 3% of users kept using the app
(Serrano et al., 2017). Other studies have confirmed this trend (Chan et al., 2018).
Although there is little evidence about the effectiveness, the users share a certain
attitude that, for them, justifies the engagement with the app. The users desire to be
more healthy, attractive, independent, etc. Although the probability of achieving this
outcome is objectively low or at least obscure, they use the desire for the outcome to
justify engaging with the apps.

As the following section will argue, hope serves as a justifying attitude to engage in
certain actions and thoughts. This means that the users are justified to engage with
the apps, although they cannot be sure whether using the app will result in the desired
outcome. The extent, however, to which this motivational aspect manifests for the
users, 13 determined by external factors that are beyond the users’ control and are
rooted in the users’ level of disadvantage regarding digital and medical inequalities.
Moreover, the extent to which the hope persists depends on whether the providers of
mHealth apps create justified, false, or inflated hopes. Whenever hopes turn out to be
false or inflated because the provider of an app is unable to keep the promise

previously made, it affects the motivational attitude of the user, and eventually
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determines who s likely to benefit from mHealth apps, and who will have to bear the

additional burdens resulting from their use.

3. What is Hope?

In How We Hope (2014), Adrienne Martin presents a comprehensive theory of hope.
Martin explains in great detail why orthodox conceptualizations of hope discussed in
the present and past run short in explaining why it is rational to hope for a desired
outcome even if it is very unlikely or would amount to overcoming a profound
challenge (Martin, 2014). The orthodox definition of hope suggests that to hope means
to desire a certain outcome, while assigning some probability to it. This probability
might be rather small, however, the hoper must assume that it is true (Martin, 2014,
p.- 13). Following this definition of hope, it would be irrational to invest cognitive
resources, emotions, or certain actions into the desire for a highly unlikely outcome or
an outcome that would amount to overcoming a vastly profound challenge.

Martin rejects the orthodox definition of hope for two reasons. First, the desiring
of an outcome seems inadequate to accommodate the experience of hope since it often
seems much more profound than mere desire: “...hope seems to color our experience
in a way that is both richer and more specific than does desire.” (Martin, 2014, p. 5).
Moreover, hope is uniquely supportive in difficult times. This aspect points out a
special motivational feature of hope that seems not to be included in simple desire.

Martin’s conception of hope, which she calls the incorporation view, suggests that
the desire for an outcome combined with the ascription of a certain probability serves
as a justification to engage in thoughts, emotions, or actions aiming at bringing the
desired outcome about. This “licensing stance” not necessarily includes any
investment into bringing the desired outcome about. Rather, it licenses certain
attitudes of the hoper that might lead to thoughts, feelings, or actions targeted at
bringing the desired outcome about. Even if the desired outcome is unlikely, or might
amount to having to overcome enormous obstacles, hoping cracks open the door to
attitudes or actions possibly resulting in the increased probability of the outcome.
Although desire insufficiently explains the concept of hope, Martin does not reject
desire being an important part of hope. Afterall, desire initially defines the aspiration
hope as well as the feelings, actions, and thoughts it justifies are directed at.

Naturally, hoping also includes the possibility of being disappointed; either by the
circumstances or by the person whose actions or decisions would cause the fulfillment

of the respective desire. To specify a relationship of responsibility between the hoper
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and the agent who can potentially fulfill the hoper’s desire, the question arises which
of the hoper’s desires are morally significant in the sense that they bear enough
normative strength to justify a moral obligation to realize the desire as a matter of
justice in the context of public health interventions. Only those desires are morally
significant as a matter of justice, however, which are directed at a decent human life,
meaning that the hoper desires sufficient well-being, including not being exposed to a
significant risk to their well-being, in one or several aspects of their life. This, for
instance, includes the desire of the patient to become well that causes them to invest
hope in their practitioner while creating a moral responsibility for the treating
practitioner to bring this outcome about. In contrast, this approach excludes the desire
for optimal health, maximum lifespan, or detailed quantitative self-knowledge from
the realm of moral significance for justice. These hopes fail to create an obligation of
justice, since the fundamental aspects necessary for the hoper’s sufficient level of well-
being are not depending on their satisfaction. This chapter remains agnostic as to
whether these hopes have moral significance or can be unduly exploited, for instance.

Moreover, the set of morally significant desires is limited by the societal
background theories that formulate common beliefs rendering the morally significant
desires and the means to meet them intelligible and adequate (Segers et al., 2022). In
other words, desires are only morally significant if they aim at bringing the desired
outcome about by intelligible and adequate means. For instance, desiring to become
healthy is only morally significant once health is desired to be realized by medical
treatments, other methods and life-style practices that are commonly and plausibly
viewed as adequate and intelligible and not by, for instance, performing a sacrificial
ritual”. Thus, the objection that others have the responsibility to realize the hoper’s
desire for sufficient well-being by enabling them to perform an activity such as

counting leaves of grass (in Rawls’ famous example) is avoided.

4. Hopes and Structural Injustice

MHealth apps have been criticized for posing the risk of entrenching already existing
digital inequalities (Bol et al., 2018). Digital inequalities describe the extent to which
potential users are able to access digital tools as well as their capacity to use them,
their actual usage, and their motivation (Bauer, 2003; Baur, 2008; Brall et al., 2019;
Gomez-Ramirez et al., 2021; Jokinen et al., 2020; Paldan et al., 2018; Sethi et al.,
2012; Van Dijk, 2020). While empirical research on the effects of the digital divide on

the use of mHealth products has focused on the access to this technology in the past,
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it recently shifted its focus on the question of how digitally disadvantaged groups use
mHealth apps and whether they are able to benefit from their use. Evidence suggests
that inequalities in terms of digital competency and health literacy mitigate the benefit
of digital health tools for digitally disadvantaged groups, for instance the degree of
successful self-management of healthcare needs (Neter & Brainin, 2012). In the case
of mHealth apps, a representative study on the Dutch population suggest that the
degree of beneficial use of mHealth apps depends on a variety of demographic factors
such as age, level of education, and e-Health literacy (Bol et al., 2018). This implies
that digitally underserved populations are not only excluded in their access to the
technology, but also in their ability to benefit from it when they have access to
mHealth apps because of other disadvantages.

The worry that the deployment of mHealth apps might entrench digital
inequalities and increase the vulnerability of digitally disadvantaged user groups is not
so much directed at how the access to mHealth apps should be distributed across
society under ideal circumstances. Rather, it increasingly points out that the same
social structures that result in less education, health-literacy etc. for some, also prevent
disadvantaged groups from realizing the benefits of mHealth apps. This means that
disadvantages tend to cluster for groups that are not faring well in a variety of life
aspects.

Scholars have argued that the use of mHealth apps can exacerbate vulnerabilities.
Users with an eating disorder can develop a strong dependency on mHealth apps that
limits their degree of self-determination (Jacobs, 2020b; Rossmaier, 2022). Apps that
promise to decrease weight and to increase the users’ attractiveness are appealing to
potential users with eating disorder because they present a feasible way to achieve
idealized body types. This is especially true for female college students in the US where
13,5% of undergraduate women are diagnosed with eating disorder (Eisenberg et al.,
2011) and 40%-49% of women at universities engage in behavior associated with
eating disorder at least once per week (Berg et al., 2009). Eikey and Reddy (2017)
argue, that the high numbers of cases of eating disorder, especially among young
women, are the result of socially promoted ideal body types. As Eikey (2021) argues
further, this puts them more at risk of experiencing exacerbations of eating disorder
or associated behavior caused by the use of mHealth apps for self-tracking which are
heavily advertised among college students.

The apps nudge users to continuously engage with the app, which may exacerbate
the users’ eating disorder (Sharkey, 2018). This has negative effects on the users’ self-

determination, because they might not be able to stop using the app. In fact,
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dependency on the app and obsessive use are one of the consequences of the use of
mHealth apps among people with eating disorder (Eikey, 2021). This, however, adds
to the level of systematic disadvantage of such users (Rossmaier, 2022). Using such
apps affects the users physical and mental health, which results in impacts on the users’
capacity to lead a self-determined life. This systematically disadvantages users with
eating disorders since their worsened condition bleeds into other aspects of their lives
and thus lowers their general ability to fare well in life.

The exclusion of users who are subject to digital inequalities and the exacerbation
of the users’ vulnerabilities are morally problematic not because the use of mHealth
apps impacts only one dimension of well-being. In all cases, direct or indirect impacts
are such that they affect multiple dimensions of well-being. Thus, the joint impacts on
the dimensions of well-being creates and contributes to unjust structural
circumstances that affect multiple areas of the users’ lives.

Unfair power relations in terms of excluding user groups from benefitting from
mHealth apps occurs on two levels. First, public health organizations encourage the
universal use of mHealth apps (European Commission, 2014; World Health
Organization, 2011), despite knowing that digitally disadvantaged groups might be
excluded. Excluding digitally disadvantaged groups from the benefits of mHealth apps
becomes unjust, and thus morally problematic, if the exclusion implies insufficiency
within any of the core elements of well-being. This was the case during the Govid-19
pandemic when mHealth apps became an important way of accessing health services
(Khilnani et al., 2020). Many users downloaded mHealth apps for improving their
mental health and coping with mental health issues that resulted from the measures
to mitigate the spread of the virus (Nobles et al., 2020). In situations where mHealth
apps are important for the delivery of such health services, not being able to realize
those benefits can create an additional health risk due to a lack of alternatives. A study
conducted in 130 countries by the World Health Organization showed that mental
health care systems were overburdened by the rapid increase of demand for mental
health services due to the pandemic (World Health Organization, 2020). Like most of
the population world-wide, the mental health of digitally disadvantaged populations
was impacted by the pandemic. Like the majority, digitally disadvantaged groups had
less opportunities to access traditional mental healthcare due to the increase in
demand; unlike digitally privileged populations, however, they were unable to benefit
from unlimited mental health services provided by mHealth apps.

Second, providers of mHealth apps contribute to the exclusion of groups who are

digitally disadvantaged but are able to access and use digital tools, when they advertise
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their product to potential users who are insufficiently skilled to use their products,
have problems using the technology, or lack motivation. They create the hope that
their users can realize all the potential benefits of mHealth apps, while for some groups
this 1s not possible due to their disadvantaged position. The comprehensive study on
the weight-loss app Loose it! [sic] showed that the three percent of users who kept
using the app after 176 days were those who made use of the customization features
of the app, meaning that they engaged in personalized exercise and logged
customizable meals (Serrano et al., 2017). Often, such functions are only available to
those who can afford premium subscriptions and the timely resources to precisely log
their activities. Moreover, being able to make use of advanced settings requires more
digital literacy.

The exclusion of digitally disadvantaged groups is unjust because it prevents them
from participating in a potentially valuable social practice. There is a general tendency
within the healthcare system to increasingly offer digital solutions in a variety of
different areas including the prevention of health risks, diagnosis, treatment, health
research, and administration. It is thus likely that being able to navigate this digital
world will become increasingly crucial. Groups who are excluded from this practice
are deprived of the useful knowledge and understanding that using the device
potentially enables. Moreover, they are excluded in situations where using digital tools
might be the only option. This is morally relevant since Powers and Faden state that
“[s]ufficiency for any dimension of well-being will be relative to the level of social
organization and technological and scientific development in which that dimension
must be realized.”. Therefore, excluding groups from the use of mHealth apps, is
unjust, since engaging with this technology might become a necessity for navigating
the health system, access health information and request health services.

Unfair power relations in terms of domination become visible in relation to the
promise of privacy. As argued above, fertility trackers pose a high risk to infringe their
users’ privacy. Women who share intimate data with fertility trackers, such as Flo, are
at risk of legal persecution in states where abortion is illegal. This is the case, for
instance, in the US, where some states prohibit abortion. There, women have to fear
that information shared with the app might be used against them in criminal court
cases (Garamvolgyi, 2022). In view of the untransparent data protection agreements
of many apps, this is a possible scenario. Moreover, although Flo presents itself
compliant with high privacy standards, the Federal Trade Commission issued a
complaint in 2021, because Flo has shared sensitive data with marketing and analytics

firms including Facebook and Google (Federal Trade Commission, 2021). The hope
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that their data will be handled with care promotes trust in the product while
disappointing the promise and can have severe effects on the users’ well-being. This
case shows that hopes cannot only be inflated by the providers of mHealth apps, they
can also be deceptive.

In the case of fertility trackers, disappointing the hope for privacy, deprives the
users of self-determination. This is problematic in cases, where women’s self-
determination is already under attack. Simultaneously, it has implications for the
women’s physical and mental health, and the degree of respect in terms of equal moral
treatment. It is not the case that using the app alone produces the deprivations of the
dimensions of well-being. The apps, however, bear great potential to exacerbate and
increase already unjust social structures. This is especially the case, when inflated
hopes cause vulnerable or disadvantaged users to engage with mHealth products but
result in the disappointment of the hopes.

The providers of mHealth apps often benefit in an exploitative way from their
users’ vulnerabilities, in the sense that they take unfair advantage of those
vulnerabilities. In many cases, their business model is centered on the trade with
collected user data (Sax, 2021). They share data with third parties, such as advertising
companies, research facilities, or governmental bodies. The conditions for a successful
app are thus that users engage with the product continuously over long periods (Sax,
2021). People with eating disorder, are, from an economic perspective, desirable users,
since they can develop an addictive mode of using the app. The same is true for people
with exercise addiction.

Benefiting from the vulnerabilities of such user groups and potentially adding to
their level of vulnerability constitutes a structural injustice. It is, however, not
necessarily the providers of mHealth apps who intentionally exploit the vulnerabilities
of, say, users with an eating disorder. Rather, it seems to be the case that the apps’
design combined with the data-centered business model leads, intentionally or not, to
exploitative circumstances. Thus, mHealth apps providers either benefit from or add
to the background conditions that cause structural injustices.

An objection to this view is that the providers of mHealth apps can never know
the extent to which the hopes they create, for instance through marketing campaigns,
will affect potentially vulnerable users. Nor are they in any way responsible for the
vulnerabilities of certain user groups since they did not contribute to the social
problems that caused them. Moreover, they do not cause digital inequalities, since
digital inequalities often result from bad social policy decisions. Rendering providers

responsible for those inequalities, would mean that the providers of mHealth apps
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become responsible not only for mitigating the causes of eating disorder or exercise
addiction but also for an exuberant number of other circumstances linking to those
problems. Those problems, they can never hope to address comprehensively.

The main intention of sufficientarian theories of justice, like the one presented by
Powers and Faden, is, however, to argue that to be able to judge a policy, a social, or
economic circumstance as just, it must result in the correct amount of the correct type
of benefit (Fourie, 2017b). Stakeholders who have an impact on the level of equality
within a society have the obligation not to put in place measures that hinder or actively
undermine the achievement of sufficiency. In the context of health and public health,
this includes private stakeholders (Powers & Faden, 2006). Thus, providers of
mHealth apps are not responsible for the vulnerabilities of their user groups. They do,
however, have the obligation to implement measures that do not prevent users to

achieve a sufficient level of well-being.

5. Hope and Responsibility

To present feasible solutions for providers to contribute to the mitigation of structural
injustices linked to the deployment and use of mHealth apps, it is necessary to establish
a conceptual relationship between the hopes they create and the responsibility they
bear. Thus, the question results of whether we can hold the providers of mHealth apps
responsible for the hopes they create and thus the negative consequences that false or
inflated hopes might have on vulnerable or disadvantaged user groups.

The answer to this question draws from Snyder’s theory of hope exploitation
(2021). Snyder’s theory rests on the assumption that to hope, in the sense of Martin,
includes that the desired outcome is weighty to the hoper. This means that the desired
outcome i3 expected to have a transformative impact on the hoper’s life, in the sense
that it will positively affect their well-being. In context of Powers and Faden’s theory
the weightiness of the hope results from the desire for sufficient well-being. For
instance, somebody who uses an mHealth app to manage their chronic illness, hopes
that the app will positively impact their health and thus significantly improve their
well-being. This hope is morally significant as a matter of justice since the hoper hopes
for their health to reach towards sufficiency while at the same time the means by which
they hope this outcome will be achieved are both adequate and intelligible given our
societal background theories about what are adequate and intelligible ways to improve

one’s health.
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This weightiness, however, creates a certain vulnerability for the hoper. Snyder argues
that the hoper is willing to take a leap of hope, in other words, they must take a risk
since they put trust in whatever they hope to bring the desired outcome about. In the
example of the app, the user displays trust in the provider of the app by providing
sensitive health-related data, by paying for a premium subscription or by following
the app’s suggestions to alter their behavior. This trust, however, renders the user
vulnerable to the provider since they might intentionally inflate the hope of the user
or create false hopes to gain some benefit.

Snyder argues that this creates the risk for the hoper to be exploited since the hoper
becomes vulnerable to be used as a mere means to an end. In the case of mHealth
apps, this end would be, for instance, a financial profit for the provider. Snyder argues
that the entrusted have a duty of beneficence towards the hoper. The Kantian duty
not to use others as a mere means to an end results in a duty of respect that the
entrusted has to fulfill towards the hoper. This duty of beneficence consists of the
acknowledgement of the hoper’s interest in their own sufficient well-being that is
necessary to lead a decent human life. This means that the moral wrong in exploiting
hopes is a lack of respect for the hoper in the sense that the entrusted disregards the
hoper’s desire for sufficient well-being in order to gain an advantage. This is how I
understand the disappointment of hopes for those who fare below sufficiency when it
comes to their well-being.

This argument, however, focuses on how the inflated or false hopes of the users
lead to entrenched structural injustices and ultimately result in negative consequences
for the users’ well-being. Exploitation is not the only concern, since this chapter argues
that the background conditions for the hoper are not necessarily exploited by the
provider. Rather, I think that aside from intentionally inflated or deceptive hopes,
carelessly created hopes can negatively impact the well-being of vulnerable users too.

This 1s because users are seemingly justified in hoping for certain outcomes of the
use of mHealth apps, not only because of the created hopes of the providers, but also
because those hopes are backed up by institutional underlying circumstances, which
renders the underlying desire of the hoper morally relevant since it is backed up by
what is commonly promoted and perceived as an intelligible and adequate approach
to, for instance, improve one’s health or health literacy.

Public organizations, like the WHO or the European Commission, support the
deployment of mHealth apps because the realization of its benefits seems an attractive
solution to present and future public health challenges. In their Global Strategy for
Digital Health 2020-2025, the WHO states that “The vision of the global strategy is
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to improve health for everyone, everywhere by accelerating the development and
adoption of appropriate, accessible, affordable, scalable and sustainable personcentric
[sic] digital health solutions...” (World Health Organization, 2021) to prevent a
variety of different public health risks such as pandemics or wide-spread chronic
illnesses and to utilize the collected data for health research. To achieve this goal, the
WHO has implemented mechanisms to monitor the implementation of the strategies
of its member states to increase innovation and adoption of digital solutions within
their respective health systems.

Moreover, health insurance providers, public or private, increasingly offer
mHealth apps to their customers. In Germany, for instance, practitioners can
prescribe certain mHealth apps to their patients on basis of the Digital-Healthcare
Act (Digitale-Versorgungs Gesetz), adopted in 2019. The support from public
institutions and the increasing number of public-private partnerships between
mHealth app providers and public organizations thus lend credibility to the promises
of the providers. Thus, actual and potential users are justified in their hopes by health
authorities.

Thus, the duty of beneficence results in a responsibility on two levels. First,
providers of mHealth apps have the responsibility towards users not to intentionally
or carelessly inflate hope or create false hopes that can negatively affect the well-being
of their users. They ought to create hopes only to the extent as is in their users’ best
interest. Second, public health organizations have the responsibility to stay realistic
about the possible benefits of mHealth apps and be careful not to buy into the

potential hypes and unrealistic promises made by the providers of mHealth apps.

6. Measures to Avoid the Negative Consequences of Creating Hopes

Finally, how can providers meet their responsibility not to disappoint or inflate the
hopes of their actual and potential users who belong to disadvantaged or vulnerable
groups? What are measures that contribute to mitigating the increases in structural
injustice caused by the inflated hopes created by the providers of commercial mHealth
apps? To address the six dimensions of well-being, it is important to implement
measures aiming to achieve comprehensive results that can have a positive effect on
multiple areas of the users’ lives.

The first measure would be for the providers to meet the promises they make in
their advertising campaigns. This requires a reflection on not only what is directly

stated, but what is implied by these promises. In the case of the app Flo, the promise
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of confidentiality implies privacy without mentioning it directly. Value-sensitive
design approaches could help to realize the promise of privacy for the users. In the
case of mHealth apps, a framework for promoting the capabilities of the users has
been presented (Jacobs, 2020a). To address, for instance, the risk of privacy
infringements, such frameworks should include the capability to control one’s own
data and information, and should be sensitive to cultural variations (Dennis & Clancy,
2022).

Another option is to alter the advertising campaigns. This would include greater
transparency on the risks connected to the apps’ use. Transparent data protection
agreements and terms of use, however, would only be one step to assure more
transparency. Additionally, providers could display warnings on their products that
direct the users’ attention to certain risks, in case they belong to a group that is
particularly vulnerable to experiencing negative consequences of the apps’ use, such
as people with eating disorder or exercise addiction.

Realizing this measure requires some degree of foresight to identify possible
vulnerable or disadvantaged groups for whom the use of the apps might become
problematic. An adequate foresight analysis would consider the potential benefits of
an app not only under optimal conditions, but under real conditions. It could involve
stakeholder discussions or studies with possible user groups.

The last option would be to offer a form of compensation to those who are
excluded from the use of mHealth apps. Providers could offer compensation in form
of campaigns aiming at mitigating digital inequalities by providing free, carefully
designed training to increase the digital and health literacy of potential user groups.
Moreover, supporting the expansion of inclusive digital infrastructures helps excluded
users to realize the potential benefits of mHealth apps. One way of achieving this goal
is to enter public-private partnerships. It needs to be added, however, that public-
private partnerships, especially in the domain of public health, may undermine the
integrity of public institutions (Marks, 2019). Therefore, such initiatives require careful

consideration and public scrutiny during the development and deployment stages.

7. Conclusion

This chapter has argued that the providers of mHealth apps create inflated hopes for
actual and potential users. Such hopes create increased structural injustices for
digitally disadvantaged and vulnerable populations. Moreover, the providers of

mHealth apps bear responsibility for the mitigation of the negative consequences of
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disappointed and inflated hopes. This outcome suggests that they must meet this
responsibility by means of implementing value-sensitive design methods, foresight

analysis, or compensation measures.

137






Conclusion

This thesis examined the question of what the social justice implications for users of
mHealth apps for self-monitoring are given the role of private mHealth providers as
public health agents. The answer to this question rests on the assumption that
mHealth apps need to be treated as a kind of decentralized public health effort
following a public health rationale by facilitating and enabling the realization of public
health goals. This does not require the explicit intention of the providers of the apps
and their users but follows from a participatory understanding of public health
distributing responsibility for public health between organizations and individuals.
mHealth apps for self-monitoring follow this paradigm because, inter alia, they
promote the individual’s responsibility to take care of their health.

To answer the main research question, I argued in Chapter One that the public
health relevance of mHealth apps implies that ethical evaluations of mHealth apps
should focus on this technology’s impact on social justice. This is because
considerations about public health are closely tied to questions concerning the fairness
of public health measures, the distribution of the benefits and burdens of public health
measures, and the prioritization of social groups. As the analysis of the literature
showed, more attention needs to be paid to the background conditions determining
the degree to which users can benefit from mHealth apps. Therefore, I suggested a
conception of social justice based on Powers and Faden’s theory of structural injustice,
which proposes a multi-dimensional conception of well-being as the currency of justice
and a minimum threshold of well-being in each of those dimensions as the goal of
social justice. Instances of structural injustices, according to them, describe cases in
which social groups fall below the sufficiency threshold of well-being due to systemic
disadvantages, unfair power relations, or deprivations of well-being. Clarifying the
understanding of social justice in this way was the necessary first step to identify further
justice-relevant implications for mHealth users and to arrive at the core of the
circumstances preventing some from realizing the benefits of mHealth apps.

In Chapter Two, I presented the sufficientarian account of social justice and public
health by Powers and Faden in more detail. I offered various arguments for adopting
it as the normative path to arrive at an adequate answer to the main research question.
This is because their account of sufficient well-being allows for assessing the injustices
linked to mHealth apps as a public health effort in multiple dimensions mirroring

fundamental human interests. As such, it provides a more detailed map of the
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challenges for social justice guided by those interests. Since this prompts the question
of what the components of a theory of justice should be to normatively evaluate
mHealth apps, I have presented their theoretical approach and argued that it requires
the addition of norms prescribing the anticipation of the structural justice-relevant
consequences of public and private decisions, and of norms of compensation as
necessary parts of their theory. This expands the degree to which responsibilities for
mitigating and anticipating structural injustices in connection to mHealth apps can be
distributed among public and private stakeholders. Moreover, it lends normative force
to attempts anticipating and evaluating the ethical ramifications of health technologies
and designing them according to human values. This is because increasing structural
injustices should be understood as both detrimental to well-being and as a public
health concern. Therefore, this chapter provides a more detailed account of how to
identify challenges for justice from the perspective of mHealth users. Moreover, it
shows a way of formulating duties for other stakeholders to mitigate those challenges.

Chapter Three focused on showing how the application of this theoretical
framework helps to understand new ways in which the deployment of mHealth apps
can lead to increasing structural injustices. This, however, implies a more fine-grained
conceptual lens that identifies ethical issues concerning mHealth apps as structurally
unjust. I asked whether the deployment and use of mHealth apps entrenches existing
unjust power relations in terms of exploitation, exclusion, and domination. Applying
the concept of exploitation to the ways in which providers of mHealth apps violate
their users’ interests requires a definition of exploitation in terms of the distribution of
gains and losses within transactions, the exploitation of the conditions that determine
the circumstances of a transaction, as well as using a person as a mere means to an
end. The exclusion of digitally disadvantaged populations takes the form of limiting
their access to social structures necessary to achieve sufficient well-being, and of
excluding them from healthiness as a quasi-virtue. Lastly, domination occurs, for
instance, in apps for women’s health which entrench gender stereotypes and thus
impose sexist values on their users.

Chapter Four follows the rationale of Chapter Three in focusing on another
category of structural injustices — unfair patterns of disadvantage — and showing how
disadvantages must be understood in light of specific examples of mHealth apps.
Here, I ask whether the deployment and use of mHealth apps entrenches unfair
patterns of disadvantage. After arguing that users of mHealth apps must engage in
certain trade-offs concerning fundamental moral values when they want to use such

products, I claim that for some users this can lead to entrenching unfair patterns of
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disadvantage. It depends on the users’ disposition whether such trade-offs are unfair
to them. Especially vulnerable user groups are at risk of deprivations of their well-
being to the extent of insufficiency. Thus, for some, such value trade-offs are a
problem qualifying as a public health concern. This is the case, for instance, for users
who are at risk of developing an eating disorder or are at risk of increased isolation
and loneliness.

Chapter Five analysed the extent to which the providers of mHealth apps create
false or inflated hopes for their users. It asks whether the providers of mHealth apps
should be held responsible for creating inflated or false hopes for vulnerable or
disadvantaged user groups. Such hopes risk entrenching existing structural injustices
on all levels because they can lead to increased power imbalances and potentially
enforce unfair patterns of disadvantage, once the hopes are disappointed. Although it
might not be the intention of the providers to cause increased structural injustices,
they nonetheless often benefit from those mechanisms. Following this argumentation,
they are morally responsible for putting in place measures to avoid the negative
consequences for the well-being of their users (and thus social justice) by anticipating
future effects of their products, implementing value-sensitive design methods, and
compensating users, for instance by increasing their digital literacy and avoiding
targeting vulnerable or disadvantaged user groups with advertisements based on the
creation of false and inflated hopes. Thus, this chapter adds to the understanding of
how certain categories of structural injustices are entrenched and sheds light on the
question of how private stakeholders could understand their responsibility for
mitigating those effects.

Those five chapters have jointly answered the main research question (what are
the social justice implications for users of mHealth apps for self-monitoring, given the
role of private mHealth providers as public health agents?). In the next paragraph, I
review how each chapter contributes to answering this question.

Chapter One has showed that to identify social justice implications of mHealth
apps that have not already been discussed in the literature a more comprehensive
account of social justice is necessary on a conceptual level. This account focuses on
social justice as structural injustice. Chapter Two has presented this new account by
examining the theory of structural injustice by Powers and Faden. The discussion of
this account of social justice as structural injustice has found that it needs to specify
how it can avoid the problem of aggregation, the problem of hard cases, and the
culprit problem if it is used to identify the injustices related to mHealth apps. On a

conceptual level, this has led to the formulation of social justice norms derived from
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the sufficiency threshold of well-being and the formulation of obligations aimed at
countering injustices. Chapter Three has showed that the implications for social
justice related to mHealth apps not only imply the identification of injustices, but also
the altering how we conceptually understand different categories of injustices such as
exploitation, exclusion, and domination. Thus, this chapter answers the main question
both on a descriptive and a conceptual level. The descriptive level refers to identifying
injustices related to the users, whereas the conceptual level refers to the conceptual
implications for different categories of structural injustices. The same reasoning
applies to Chapter Four. The implications for social justice resulting from the use of
mHealth apps suggest not only the identification of new instances of injustice. They
also imply another understanding of those injustices on a conceptual level. In this case,
the chapter found that unfair value trade-offs further disadvantage already
disadvantaged users. It implies that we need to recognize value trade-offs as a source
for disadvantage if we want to comprehensively understand the impacts of mHealth
apps on social justice. While the first four chapters focused on answering the main
research question more generally, i.e., what are the implications for social justice in
relation to mHealth apps are, the last chapter emphasized the role of the providers of
mHealth apps as public health agents and their responsibilities. Although I argue that
the inflation of hopes and the creation of false hopes are an additional source of
injustices, the aim of this chapter is to elaborate on the responsibilities of the providers
of mHealth apps following from social justice norms. Asking for the implications for
social justice entails this step because the answer to the main research question would
otherwise shift too much towards its descriptive level. By asking for the responsibilities
linked to the hopes of the users, I achieved two things. First, I provided an answer to
the main research question that is more normative in the sense that it formulates clear
responsibilities. Second, I focused on the important limitation of the research question
establishing private companies that develop mHealth apps as relevant public health

agents.

1. Normative Results

Applying well-being as the primary normative criterion implies that the consequences
of the use and deployment of mHealth apps should not render users below the
sufficiency threshold of well-being, put them at risk of falling underneath it, or render
them further away in cases where they are already insufliciently well-off. Whenever

the providers of mHealth apps engage in transactions with their users or implement
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designs and business models that undermine the well-being of users who either are at
risk of insufficiently realized well-being or are already insufficiently well-off, they
engage in unjust practices that can increase structural injustices which are ultimately
detrimental to public health. Entrenching structural injustices in the context of
mHealth apps for self-tracking, or creating the risk thereof, thus counters their main
objective; to promote public health. This holds, even if this is not the intention of the
providers since this argument is based solely on the consequences of the providers’
interactions with their users.

The result of this analysis is a normative framework that identifies injustices
according to the impacts of mHealth technologies on various dimensions of their
users’ well-being. A minimum threshold for the dimensions of well-being serves as a
proxy to identify different categories of structural injustices whenever sufficient well-
being is not realized. The idea of sufficient well-being is closely linked, but
conceptually separate from an objective-list understanding of well-being, which
considers several dimensions: health, knowledge and understanding, security, respect,
personal attachment, and self-determination. Each of those dimensions needs to be
fulfilled to a minimum degree for individuals to live a decent human life.

The normative requirement of sufficient well-being provides guidance for different
stakeholders, such as the developers and distributors of mHealth apps, to
comprehensively assess the impacts of their products. Formulating claims of
responsibility becomes possible whenever the causalities between the use of mHealth
products and a decline in one or several dimensions of well-being for a specific user
group can be verified.

At the same time, this framework formulates and assigns specific duties to put in
place measures to mitigate those impacts. It requires the providers of mHealth
products to anticipate future negative impacts on their users by applying existing
methodologies of anticipation and ethical assessment, which may result in
compensation measures for vulnerable or disadvantaged user groups. Moreover, it
renders them accountable for inflating hopes or creating false hopes for vulnerable or
disadvantaged user groups by pursuing other advertising strategies and offering more
transparency about the risks of their products.

The approach I suggested for evaluating the consequences of the deployment and
use of mHealth apps on social justice in terms of their impact on well-being reflects
what is at stake in terms of the users’ most fundamental interests. Thus, the approach
links all the suggested measures to mitigate the negative consequences of social justice

to duties that are derived from fundamental human interests. First, this approach
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demands the anticipation of the structural injustice consequences of mHealth guided
by the different dimensions of well-being. Anticipating the consequences for the
different dimensions of well-being will highlight where the development and
deployment processes risk entrenching structural injustices. Second, applying value-
sensitive design approaches that are also based on the dimensions of well-being can
serve as a measure to counter the entrenchment of structural injustices. Moreover,
since entrenching injustices stands in contrast to public health because it implies
compromising the well-being of social groups, it becomes possible to argue that such
measures work in favor of public health or if ignored, risk creating new public health
concerns.

This normative framework is structured into three main steps. The first step is to
assess which dimensions of the users’ well-being are impacted by the development,
design, and deployment of an mHealth app. This includes a close assessment of the
realized impacts and the risks to the users’ well-being in all dimensions. Furthermore,
this assessment can be extended to other stakeholder groups who are affected by
mHealth apps. This first step is conducted by developing case studies or by drawing
from existing work that has studied the effects of mHealth apps empirically. It is
important to evaluate the degree to which the dimensions of well-being are impacted
and whether certain user groups are likely to fall below the sufficiency threshold.

The second step assesses whether the impacts on the users’ well-being meet the
conditions for structural injustices: near-inescapability, profoundness, pervasiveness,
and asymmetry. This is important to verify that the impacts on well-being are morally
relevant as a matter of structural justice. It also serves the purpose of justifying the
obligations that follow from insufficient well-being as the result of structural injustices.
This includes the obligations for compensation and mitigation.

The third step assesses the morally relevant impacts on well-being through the
categories of unfair power relations, systemic disadvantages, and deprivations.
Although I have only addressed the first two categories, it might be possible that
deprivations become relevant for the assessment of other technologies, too. Unfair
power relations are further categorized into exploitation, domination, and exclusion
according to the conceptions presented in Chapter Three. The categorization of the
morally relevant impacts on well-being allows for a more precise assessment of the
causes of the impacts and possible measures for countering them. For instance, it is
relevant whether a provider of an app engages in exploitative transactions or whether
they merely add to existing disadvantages. Categorizing the impacts in this manner

determines where the focus of countering measures should lie. Is it the transaction
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itself that should be addressed, is it the structural circumstances of the individual user,
or do the impacts trace back to power asymmetries between user and provider?
Although 1t is likely that more than one condition applies, the category of injustice
determines which aspect countering measures should focus on and how the
obligations resulting from the norm of sufficient well-being should be fulfilled in
practice.

What, however, is the normative bottom line we can draw from the result that
mHealth apps risk entrenching structural injustices? Do those findings suggest that
mHealth apps should not be implemented at all? To provide a satisfying answer, the
deployment and use of mHealth apps need to be judged case by case. mHealth apps
vary in the degrees to which they compromise different dimensions of well-being as
well as the extent to which the providers of the products benefit from the
vulnerabilities and disadvantaged positions of their users. In some cases, it might be
morally required to prevent the deployment of a mHealth apps because they
significantly affect multiple dimensions of their users’ well-being. In other cases, it
would be sufficient to hold the providers accountable for putting in place safety
measures preventing the worst consequences or implementing more careful design

decisions based on moral values.

2. Implications of This Research for Organizational and Policy Efforts

The presented research holds several practical implications for how structural
injustices related to mHealth apps can be avoided. Particularly, I focus on how this
research could be implemented in existing policy schemes and organizational efforts.
I think that this is the most effective way to counter the discussed structural injustices
and to enforce the providers obligations towards their users. More specifically, this
includes the implications for private companies who are the providers of mHealth
apps, data protection authorities, public health organizations, and institutions for
technology assessment.

First, my approach attributes obligations and responsibilities to providers and
developers of mHealth apps. Providers and developers might, however, object that
requiring measures to mitigate structural injustices will put too much economic
pressure on them and prevent them from staying competitive in a highly competitive
emerging market because additional ethical requirements could slow down innovation

and development processes.
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I have several replies to this practical objection based on the fear of decrease in
competitiveness. First, these measures help to increase the adaptability of compagnies
to future regulations in cases where regulation does not apply, yet, because ethical
considerations are often the basis for new attempts to regulate technologies. Second,
mitigating inequalities, for instance, when it comes to digital inequalities, increases the
number of potential users who can engage with mHealth products. Thus offering, for
instance, courses on how to use mHealth tools directed at digitally disadvantaged
groups, can translate into economic benefits while at the same time mitigating the
inequalities that lead to further entrenched structural injustices. Third, adhering to
ethical standards during the development stages can become part of marketing
strategies and provide a strong argument for potential users to decide on a product—
countering cthics washing. Through this, the providers create trust and offer
transparency on how they want to fulfill the hopes of their users. Fourth, being
transparent about the risks of mHealth apps for vulnerable or disadvantaged user
groups can help avoid conflict with competition and consumer law and create further
trust among users. At the same time, this helps to protect vulnerable user groups from
the downside of the technology and the providers from the moral accusation of
benefiting from their users’ vulnerabilities. Lastly, the ethical and legal discussion on
informational privacy has shown how sticking to ethical guidance and implementing,
for instance, privacy by design, can provide a competitive advantage since it has
brought about new business models centered on this paradigm. Nonetheless, the
assignment of such duties also depends on whether certain limitations of this
framework can be overcome (see below).

A second implication of my work concerns cthical technology assessment: the
integration of ethical assessments in the lifecycle of the product should be a
requirement not only for apps that are certified medical products but also for apps
that operate within the wider domain of health and public health. T draw this
conclusion because apps falling within this scope have medical and public health
relevance and have similar potentially negative impacts on vulnerable or
disadvantaged user groups as their certified counterparts.

Similarly to the assessment of compliance with data protection legislation,
providers of mHealth apps could, therefore, be held accountable for performing
ethical assessments that consider the implications of a product for social justice. This
would, of course, include an assessment focused on structural injustices as the
consequences of the apps’ use and deployment. Colleagues and I have argued that the

assessment of risks to moral values in the development of Al-powered tools in the
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medical domain could become part of the data protection impact assessment required
by the GDPR (Golpayegani et al., 2022). Data protection impact assessments are
usually conducted by the developers of products processing personal data. The data
protection impact assessment requires the assessment of more general risks to the data
subjects beyond the protection of their personal data. A wider interpretation of this
requirement could include a stricter approach to ethical assessments in general that
would be incomplete without considering the implications for social justice and
structural injustice, more specifically. Here, conducting the steps of the framework
discussed in the previous sections could help to identify and evaluate the implications
for social justice. Using the dimensions of well-being as a starting point for a more
general ethical assessment would provide insights into whether there are any conflicts
with fundamental human interests to consider.

The disadvantage of this approach would be the additional burden to the EU’s
data protection authorities who monitor and enforce compliance with the GDPR. On
the other hand, European data protection authorities have the power to issue opinions
via the European Data Protection Board which are widely considered in the
interpretation of the GDPR. They will also play an important role when the GDPR
will be revised or when other regulations focusing more directly at mHealth apps are
changed. The advantage of this approach would be that the ethical assessment could
become a requirement for all mHealth apps processing personal data independent
from their categorization into certified medical devices or rather lifestyle-oriented
products.

A third approach to implementing this framework could start with its integration
into the activities of public health organizations. Structural injustices present an
obstacle to achieving sufficient well-being, which is a major objective of public health.
Although Powers and Faden warn against overburdening public health organizations
with the responsibility for mitigating structural injustices and therefore consider
national governments as their primary addressee, I still think that, at least in the case
of mHealth apps, some responsibility for monitoring the justice-relevant consequences
of mHealth apps could be fulfilled by public health organizations.

Public health organizations, such as the WHO and national public health
agencies, have great experience with monitoring national and international policy
schemes to implement mHealth apps. They could provide a more in-depth empirical
analysis of how the implementation and use of mHealth products affect existing the
different dimensions of the users’ well-being and whether those impacts qualify as

structural injustices following the first two steps of the framework. Further studies
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could focus on the question of whether the implementation of mHealth apps results
in any changes to the dimensions of well-being of different populations. Primarily
underserved populations would be of interest here. Moreover, the third step of the
framework could be conducted by evaluating which policy strategies are most
adequate in assigning responsibilities for the providers of mHealth apps, in the sense
that they lead to mitigated structural injustices and improved well-being.

Fourth, combining the insights from monitoring national implementation schemes
and empirical findings about effects of mHealth apps on well-being could then serve
as the basis for developing ethical guidelines and refining methodologies for ethical
design. Compliance with such guidelines could either be rewarded by allowing
providers to advertise their products with an according certification legitimized by the
organization’s integrity, or it could be enforced as part of, for instance, medical device
regulations. The challenge of categorizing the apps and dividing them into products
that fall within or without this regulation would greatly determine the success of the
enforcement of ethical standards.

Finally, the integration of this framework into existing methodologies of
technology assessment (TA) might inform the assessments conducted by TA-
institutions consulting legislative or executive institutions. A first step would be in
include the assessment of structural injustices into the wider ethical implications of
general technology assessment. This would be achieved by integrating the effects on
the dimensions of the users” well-being into the assessment and asking whether those
effects meet the conditions for structural injustice presented in Chapter Two. They
could study the consequences of deployment processes in the future. As I will explain
in the following section, methods to anticipate future impacts on well-being could help
to develop scenarios that study likely or desired consequences of deployment
processes. Such scenarios would add to the assessment of this technology and offer
additional insights for political decision-makers.

Considering that the presented approaches do not conflict with each other, a
combination seems favorable. In this way, the monitoring of structural injustices
linked to mHealth could be extended by wide empirical studies conducted by public
health organizations, combined with the incentive to certify one’s product alongside
international ethical guidelines. Moreover, in countries where data protection
regulations like the GDPR require in-depth risk assessments, the anticipation of risks
of entrenching existing structural injustices could be introduced, while existing TA-
institutions ensure that awareness for structural injustices related to mHealth

technologies enters legislative processes.
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3. Limitations and Further Research

Although this dissertation tries to provide a comprehensive understanding of the
structural injustices linked to mHealth apps, certain limitations compromise the
argumentative force of this approach. I will address what I think are the most
important limitations of this research and explain how I envision further research
helping to overcome those limitations and to extend my arguments towards their
integration in other existing work and beyond the focus on mHealth apps.

The first limitation I would like to address results from the assignment of
responsibilities. Assigning the responsibilities following from the discussed social
justice norms must overcome the problem that the presented evaluation is mainly
focused on conceptual considerations. The weakness of such theorizing consists in the
necessity to verify causal relationships between certain power asymmetries or patterns
of disadvantage and the users’ experienced impact on well-being. This is especially
the case for the argument that inflated hopes are a potential source of structural
injustices. This argument rests on the hypothetical assumption that users believe in
the promises made by the providers and form their hopes accordingly. Therefore, this
argument can only be the first step for a wider assessment that considers more precise
empirical data on the experienced impacts of mHealth apps on their users and the
causal relationships between the design, development, deployment, and advertising of
mHealth products and their users’ well-being.

The second limitation is rooted in the focus on mHealth apps and their users,
rather than other stakeholders. For now, I could only show that, for instance, unfair
value trade-offs are a matter of concern for disadvantaged users of mHealth apps.
Moreover, focusing on the users as the main stakeholders has largely ignored how the
well-being of other stakeholders might be affected. These include, for instance,
doctors, nurses, developers, or third parties that might only be indirectly affected.
Although I see users as the primary group of concern when it comes to structural
injustices, especially in context of apps that overstep the boundary between medical
and lifestyle-oriented products, it is precisely the blurring or this distinction that
renders a closer assessment of other stakeholders’ well-being necessary.

Considering those limitations, I suggest that further research on the topic of
mHealth apps and structural injustices should primarily focus on verifying the
presented arguments empirically. For my arguments, I have relied on individual cases
informed by empirical studies that were never originally developed to empirically
verify the presented conceptual considerations. A first step to solving this problem

could be to develop studies that answer questions such as: how exactly do specific
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features, or combinations of features of mHealth apps, lead to declines within the
dimensions of well-being? And what role do the modalities of development and
implementation processes play for the users’ well-being?

Studies could isolate specific functions of the apps and test their impact on different
dimensions of well-being. In a next step, the effects of different modalities of
implementation, advertising, or integration in already existing healthcare efforts on
well-being could be studied. This will provide further insights into how to avoid
negative effects on the dimension of well-being for the users and show where
alterations in the design and implementation could help to avoid entrenching
structural injustices.

One difficulty would be to distinguish the effects of mHealth apps from the self-
enforcing effect of already existing injustices. The main thesis of this dissertation states
that users who already are subject to injustices are at risk of faring even worse due to
mHealth. This result implies a tendency or uncertainty about the exact causality of
the use of the mHealth app and the impact on the individual user. It is therefore
necessary to carefully consider the level of well-being as well as the social, cultural,
economic, and political circumstances of the participants from which they engage with
the apps.

More empirical research is needed to understand the impacts of inflated or false
hopes on the users’ well-being. Studies designed for assessing the hopes of the users
and how their hopes are influenced by different means of advertising could help to
verify whether such hopes are additional sources for structural injustices. Thus, further
research needs to ask what the hopes of mHealth users are and to what extent they
are shaped by the providers’ advertising campaigns.

Moreover, future research could focus on studying how exactly the well-being of
other stakeholder groups are impacted by mHealth apps. Applying the dimensions of
well-being here, could identify structural injustices for other stakeholder groups
beyond the category of users and provide deeper insights on how this technology
impacts social justice on a broad societal scale. Such research could be aimed at
developing case studies posing the question of how, for instance, the different
dimensions of well-being of doctors and nurses are impacted by mHealth apps that
are either integrated in their work or affect their work indirectly. In a second step, we
could ask whether those impacts meet the conditions of structural injustice presented
in Chapter Two.

This dissertation has focused on developing the conceptual tools to improve the

understanding of concerns regarding social justice in the context of mHealth apps for
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self-monitoring. Approaches translating the presented conceptual findings into
methodologies of ethical design and development for the providers of mHealth apps
could extend this research. This is because methods of ethical design informed by this
framework would lend additional credibility to the presented results and increase its
applicability.

Further research could ask, for instance, how we can introduce a focus on different
dimensions of well-being into value-sensitive design approaches. A method based on
the Capabilities Approach already exists (Jacobs, 2020a). It specifies how the users’
capabilities could be considered in the design and development of health and well-
being technologies. Future research could ask whether a value-sensitive design
approach based on the different dimensions of well-being, rather than capabilities,
might lead to a framework helping to avoid entrenching structural injustices for
disadvantaged user groups. Such research would have to specify how each of the
dimensions could be translated into design decisions and provide a rationale for
balancing the different dimensions of well-being, in case of value conflicts. Moreover,
it would need to provide guidance for how the providers of mHealth apps can avoid
that users must engage in unfair value trad-offs that cause them to give up on
fundamentally important moral goods to the extent of insufficiency.

In Chapter Two, I have specified the duty to anticipate the consequences of the
implementation of mHealth apps for the dimensions of well-being to anticipate
possible implications for structural injustice. Anticipating future justice-related
consequences of the use and implementation of mHealth apps is relevant for more
comprehensive frameworks of ethical assessment such as Anticipatory Technology
Ethics (ATE). This results into two questions for further research.

First, further research could be dedicated to the question of how the dimensions
of well-being could be introduced in different foresight methods such as scenario
planning or the anticipation of desirable futures that are directed at studying the
impacts of mHealth apps on social justice. The dimensions of well-being could also
inform participatory methods of anticipation, which includes the perspective of the
affected stakeholder groups. For instance, scenarios could be developed exploring how
modalities of the implementation or different designs of an mHealth product could
affect different dimensions of well-being for different populations. This would help to
determine what features of an app and which modalities of implementation might
cause insufficient well-being for some users.

Second, future research could ask how foresight methods informed by this

framework and focused on well-being outcomes could be integrated into more
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comprehensive methods for ethical assessment and technology assessment. I have
already mentioned ATE as a method that includes anticipatory methods to gain
insights into the impacts of emerging technologies in different stages of their
development, design, and deployment. I have, however, argued that the obligation to
anticipate follows from social justice norms rooted in a conception of well-being and
a sufficiency threshold. Therefore, other frameworks of ethical assessment that include
studying the impacts on social justice will need to include such anticipation methods
if they consider structural injustices as insufficient well-being.

This would be the case if the presented framework is applied to other technologies
inside and outside the domain of health and public health, too. Asking whether any
technology negatively impacts the dimensions of well-being of disadvantaged user
groups to the degree of insufficiency would not only imply a focus on structural
injustices, it would include the belief that the implementation of this technology has
implications for public health. This is because structural injustices are a public health
concern. This, however, presupposes that this technology is used by already
disadvantaged populations and that it is spread widely enough to negatively impact

social justice in general.

4. Conclusion

Connecting considerations about digital health technologies, such as mHealth apps,
with public health and social justice enables viewing digital health technologies
directed at individual users as relevant to public health. The negative consequences of
deploying and using such technologies thus become a concern for public health
stakeholders. The lesson for the ethics of technology is that viewing technologies
through the lens of their impact on public health can lend additional argumentative
strength for attempts to implement ethical guidelines, methods of anticipating the
societal impacts of technologies, and value-sensitive design paradigms.

mHealth apps for self-monitoring offer great potential for increasing structural
injustices in terms of undermining the well-being of vulnerable and disadvantaged
user groups. To avoid such consequences and to realize the potential benefits of
mHealth apps in terms of their capacity to improve, maintain, and monitor public
health, the mostly private companies who develop and distribute such technologies
have the responsibility to put in place adequate measures to mitigate the structural

injustices from which they — intentionally or not — so often benefit. The success of such
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measures will, however, rely on the regulative environment that has yet to fully

acknowledge the severity of structural injustices as a public health concern.
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Summary

Is the implementation and use of mobile health apps for self-tracking a just public
health measure? This guiding question has given rise to several considerations
regarding the nature of public health, social justice, and the intentions that drive the
innovation and implementation of mobile health. As this dissertation has
demonstrated, the answer to this question implies the necessity for a more detailed
conceptual analysis of what we deem to be socially just, as well as of the aim and scope
of public health.

In the first chapter, I demonstrate that public health requires a clear-cut
understanding not only of health but also of what we consider to be the public. Public
health includes both institutional and individual responsibility to maintain and
promote populations’ health. Viewing public health as a joint endeavor of public,
private, and individual agency allows us to conceptualize the implementation and use
of mHealth apps for self-tracking as a decentralized public health measure. It relies
on individual actions mediated through consumer products that are provided by
private companies while public organizations create the incentive structure for both
the use and development of mHealth products. It is then an inherent feature of public
health measures that some groups or individuals will benefit more than others and
that some may even bear a disproportionately large burden. This gives raise to
important questions regarding what we owe one another as a society, as well as
deliberations as to how we might best address potentially exacerbated unjust
inequalities.

In the second chapter, I discuss in greater detail the moral norms that Madison
Powers and Ruth Faden’s sufficientarian theory of social justice implies are useful for
assessing whether mHealth apps are implemented in a just way. In particular, I focus
on extending this theory by arguing that, to avoid major criticisms, it needs to entail
an account of compensation for cases in which some are made worse off for a social
benefit, and an account of anticipating the future impacts of social decisions (including
public health decisions) on the well-being of a population.

The third chapter applies Powers and Faden’s theory present to multiple cases
wherein the use and implementation of mHealth apps produces unfair relations of
power. This highlights the structural unfairness of the implementation and use of
mHealth apps for some, and provides the conceptual tools to understand how groups

who are vulnerable to various features of mHealth apps are being wronged.
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In Chapter Four, I focus on the value trade-offs in which users must engage should
they wish to use mHealth apps for self-tracking. Such trade-offs oblige users to
relinquish certain moral goods that are a necessary condition for their well-being. I
argue that this is particularly problematic for those who are already bearing the
burden of systematic disadvantages because it compromises their prospects for a
decent human life.

In the final chapter, my supervisors—Yashar Saghai and Philip Brey—and I,
investigate the promises that the providers of mHealth apps make to their users. We
argue that the way in which those promises are structured create certain hopes for
their users—hopes that are exploited, particularly when vulnerable users seek to
improve their lives substantially through the use of mHealth products. Finally, we
suggest several ways in which providers can mitigate the negative effects that such
false or inflated hopes may exert on their users.

While mHealth apps for self-monitoring carry immense potential to achieve public
health objectives, they pose great risks to some as potential obstacles to the ability to
lead a decent human life and to realize the benefits of digitization processes within the
health domain. This highlights the need to further investigate and identify those who
are least likely to benefit from technological innovation. Moreover, the obstacles seem
to be such that they cannot be addressed simply by changing innovation practices, but
rather must be tackled by addressing broader societal problems that are likely to be
reproduced and reinforced through technological innovation. This conclusion of this
dissertation thus holds that while we can and should implement innovation practices
that take into account important social values, the successful and equitably beneficial
use of technology becomes feasible only if we consider the broader societal scope and
the impacts of technology on the multiple dimensions of well-being of society’s

members.
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Mobiele gezondheidsapps voor zelfmonitoring zijn de afgelopen jaren steeds
relevanter geworden voor de volksgezondheid. Door hun belofte om de individuele
gezondheid te verbeteren, impliceren ze dat ze door hun brede verspreiding zouden
kunnen helpen bij het aanpakken van huidige en toekomstige uitdagingen op het
gebied van volksgezondheid, zoals diabetes, hart- en vaatziekten of depressie.
Tegelijkertijd moeten particuliere aanbieders van mHealth-apps uitdagingen
overwinnen die geworteld zijn in bestaande ongelijkheden, als ze hun producten
beschikbaar willen maken voor het bredere publiek en willen voldoen aan de eisen
van de volksgezondheid. Hoewel dergelijke ongelijkheden in de literatuur zijn
besproken in verband tot traditionele dimensies zoals inkomen, opleidingsniveau of
geografische locatie, leeftijd, geslacht en ras, lijkt er slechts weinig aandacht te zijn
besteed aan de structurele omstandigheden die deze ongelijkheden manifesteren en
tot stand brengen.

In dit proefschrift heb ik de vraag gesteld wat de implicaties van sociale
rechtvaardigheid zijn voor gebruikers van mHealth-apps voor zelfmonitoring, gezien
de rol van private mHealth-aanbieders als publicke gezondheidsagenten? Hoewel
deze vraag al door verschillende auteurs is beantwoord, wil ik een andere lens
presenteren waardoor we de verschillende dimensies van sociale rechtvaardigheid in
deze context kunnen begrijpen, evenals de rol van de aanbieders van mHealth apps.
Het beschouwen van mHealth-apps als een quasi-maatregel voor de volksgezondheid
rechtvaardigt het openen van de ruimte voor ethische evaluatie voorbij de loutere
interactie tussen de individuele gebruiker en de technologie in kwestie. Daarom stel ik
in hoofdstuk één de vraag hoe we de relatie tussen volksgezondheid en sociale
rechtvaardigheid moeten begrijpen in de context van mHealth-apps in het algemeen.
Het resultaat is een conceptualisering van mHealth-apps als een quasi-maatregel voor
de volksgezondheid. Als zodanig introduceert het private agenten als publicke
gezondheidsagenten. Bovendien leg ik het verband tussen volksgezondheid en sociale
rechtvaardigheid als verschillende invullingen van de vraag waar ieder mens genoeg
van zou moeten hebben, met andere woorden wat menselijk welzijn is.

In hoofdstuk twee stel ik de vraag wat de componenten zouden moeten zijn van
een theorie van rechtvaardigheid om mHealth apps normatief te evalueren? Deze
vraag sluit dus aan bij de overwegingen in hoofdstuk één en verkent specifick de

noodzakelijke theoretische componenten van een benadering om mHealth-apps
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binnen de volksgezondheidscontext te evalueren vanuit het standpunt van voldoende
welzijn. Ik baseer me voornamelijk op de theorie van structurele onrechtvaardigheid
van Madison Powers en Ruth Faden, die moet worden aangepast en enigszins
uitgebreid om te passen bij een normatieve evaluatie van mHealth-apps. Preciezer
gezegd, het moet verschillende bezwaren beantwoorden die voortkomen uit de vraag
hoe sociale rechtvaardigheid wordt beinvloed zodra een fundamentele
welzijnsdrempel voor iedereen is bereikt. Hoe moeten we de schaarse middelen
verdelen als iedereen aan de welzijnsdrempel voldoet? Welke sociale groepen moeten
we voorrang geven als we beperkte middelen moeten toewijzen? Hoe moeten we
ongelijkheden aanpakken die blijven bestaan boven de sufficiéntiedrempel? Al deze
vragen zijn relevant voor de evaluatie van mHealth-apps, omdat ze kunnen helpen de
bewering te weerleggen dat mHealth-apps slechts een aanvulling zijn op bestaande
gezondheidsmaatregelen die zorgen voor fundamenteel welzijn en dus mogelijk
ontsnappen aan moreel relevante overwegingen.

Hoofdstuk drie richt zich op de precieze structurele onrechtvaardigheden die
spelen bij het gebruik en de implementatie van mHealth-apps. Ik vraag of de inzet en
het gebruik van mHealth-apps onrechtvaardige machtsrelaties verankeren in termen
van uitbuiting, uitsluiting en overheersing? Hiermee richt ik me op een categorie van
structurele onrechtvaardigheden - machtsrelaties - die in de literatuur nog niet zijn
besproken in het licht van hun invloed op welzijn. Om deze vraag te beantwoorden,
put ik wit verschillende voorbeelden die laten zien dat een aanpassing van de
concepten “uitbuiting”, “uitsluiting” en “overheersing” nodig is om de implicaties
voor sociale rechtvaardigheid van een brede adoptic van mHealth-apps voor
zelfmonitoring voor hun gebruikers volledig te begrijpen.

Op dezelfde manier vraag ik in hoofdstuk vier of de inzet en het gebruik van
mHealth-apps onrechtvaardige patronen van achterstand in stand houden?
Achterstandspatronen zijn een andere relevante categorie van structurele
onrechtvaardigheden die relevant zijn voor een op rechtvaardigheid gebaseerde
evaluatie van mHealth-apps. Hoewel patronen van achterstelling al een belangrijke
rol spelen in de literatuur over mHealth apps, ontdekte ik dat gebruikers van mHealth
apps vaak onrechtvaardige waardeafwegingen moeten maken bij het gebruik van
mHealth apps. Hiermee bedoel ik dat gebruikers iets moeten opgeven wat voor hen
van fundamentele morele waarde is, namelijk zelfbeschikking of persoonlijke
gehechtheid tot op zekere hoogte wanneer ze geconfronteerd worden met de
noodzaak om een mHealth app te gebruiken. Hoewel dit voor veel gebruikers

onproblematisch kan zijn en gebaseerd op cen bewuste beslissing, kan het ook
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valkuilen opleveren voor reeds achtergestelde of kwetsbare gebruikersgroepen die op
die manier diepgewortelde patronen van achterstelling ervaren die worden
veroorzaakt door het gebruik van de apps.

Het laatste hoofdstuk richt zich op de verantwoordelijkheid van de aanbieders
voor het scheppen van ongegronde hoop bij de gebruikers van mHealth-apps. Het
stelt de vraag of de aanbieders van mHealth-apps verantwoordelijk moeten worden
gehouden voor het creéren van opgeblazen of valse hoop voor kwetsbare of
achtergestelde gebruikersgroepen. Door de verantwoordelijkheid van de aanbieders
om structurele onrechtvaardigheden te verminderen te koppelen aan het concept van
hoop, worden enkele van de wortels van de eerder besproken structurele
onrechtvaardigheden zichtbaar. Hoewel niet alle structurele onrechtvaardigheden
met betrekking tot mHealth-apps geworteld zijn in opgeblazen en valse hoop die
gecreéerd wordt door de providers en die ook weerspiegeld wordt door andere
relevante belanghebbenden, toont de focus op hoop een manier waarop
privébedrijven de negatieve gevolgen voor het welzijn van hun gebruikers kunnen
beginnen tegen te gaan. Bovendien kan het centraal stellen van hoop in deze discussie
leiden tot een uitbreiding van dit morele argument met regelgevende middelen,
aangezien de hoop voornamelijk wordt weerspiegeld in de beloften die worden
gedaan door specificke belanghebbenden en via verschillende advertentickanalen die
zijn onderzocht om dit argument te maken.

mHealth-apps vereisen een aanpassing van bestaande concepten die
onrechtvaardigheden beschrijven om de impact ervan op hun gebruikers volledig te
begrijpen, vooral wanneer de relevantie ervan voor de volksgezondheid in overweging
wordt genomen. Bovendien is een opvatting van sociale rechtvaardigheid die
gebaseerd is op menselijk welzijn het meest geschikt om deze onrechtvaardigheden te
beschrijven. Een beperkende factor voor dit onderzoek is het gebrek aan gevalideerde
empirische gegevens die dergelijke theoretische beweringen kunnen ondersteunen.
Het ontwikkelen van nieuwe conceptuele hulpmiddelen is echter slechts de eerste stap

om onrechtvaardigheden in relatie tot mHealth-apps uitgebreider te bestuderen.
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Simon Stevin (1548-1620)

‘Wonder en 1s gheen Wonder’

This series in the philosophy and ethics of technology is named after the Dutch /
Flemish natural philosopher, scientist and engineer Simon Stevin. He was an
extraordinary versatile person. He published, among other things, on arithmetic,
accounting, geometry, mechanics, hydrostatics, astronomy, theory of measurement,
civil engineering, the theory of music, and civil citizenship. He wrote the very first
treatise on logic in Dutch, which he considered to be a superior language for scientific
purposes. The relation between theory and practice is a main topic in his work. In
addition to his theoretical publications, he held a large number of patents, and was
actively involved as an engineer in the building of windmills, harbours, and
fortifications for the Dutch prince Maurits. He is famous for having constructed large

sailing carriages.

Little is known about his personal life. He was probably born in 1548 in Bruges
(Flanders) and went to Leiden in 1581, where he took up his studies at the university
two years later. His work was published between 1581 and 1617. He was an early
defender of the Copernican worldview, which did not make him popular in religious
circles. He died in 1620, but the exact date and the place of his burial are unknown.
Philosophically he was a pragmatic rationalist for whom every phenomenon, however
mysterious, ultimately had a scientific explanation. Hence his dictum ‘Wonder is no

Wonder’, which he used on the cover of several of his own books.
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Mobile health apps for self-monitoring have become increasingly present in public health
strategies over the recent years. Due to their promuse to improve individual health, they
umply that by thewr wide distribution they could help tackle present and future public health
challenges such as diabetes, cardio-vascular disease, or depression. Simultaneously, private
providers of mHealth apps must overcome challenges rooted in existing inequalities if
they aspire to make their products available to the wider public and lve up to public
health demands. Although such inequalities have been discussed along traditional categories
such as income, level of education, or geographical location, age, gendey and race, only
little attention has been paid to the structural circumstances that mangfest and bring those
inequalities about. This dissertation seeks to answer the question of which inequalities
matter most for the potential public health benefits of mHealth apps to realize. Moreoves;
1t meets the challenge of discussing the providers’ responsibility to mitigate the structural
injustices linked to mHealth apps.
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