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On the resilience of cellular networks: how can
national roaming help?
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Abstract—Cellular networks have become one of the critical
infrastructures, as many services depend increasingly on wireless
connectivity. Therefore, it is important to quantify the resilience
of existing cellular network infrastructures against potential
risks, ranging from natural disasters to security attacks, that
might occur with a low probability but can lead to severe
disruption of the services. In this paper, we combine models
with public data from national bodies on mobile network opera-
tor (MNO) infrastructures, population distribution, and urbanity
level to assess the coverage and capacity of a cellular network
at a country scale. Our analysis offers insights on the potential
weak points that need improvement to ensure a low fraction
of disconnected population (FDP) and high fraction of satisfied
population (FSP). As a resilience improvement approach, we
investigate in which regions and to what extent each MNO can
benefit from infrastructure sharing or national roaming, i.e., all
MNOs act as a single national operator. As our case study,
we focus on Dutch cellular infrastructure and model risks as
random failures and correlated failures in a geographic region.
Our analysis shows that there is a wide performance difference
across MNOs and geographic regions in terms of FDP and FSP.
However, national roaming consistently offers significant benefits
in some regions, e.g., up to 13% improvement in FDP and up to
55% in FSP when the networks function without any failures.
We then show that a similar performance improvement can be
obtained by partial implementation of national roaming.

Index Terms—Resilience, cellular networks, resilience metrics,
failures, national roaming, infrastructure sharing.

I. INTRODUCTION

Cellular networks play a key role in today’s communica-
tions, as many services depend on the proper functioning of
these infrastructures. However, they can be vulnerable to fail-
ures resulting from various sources such as large-scale natural
disasters including earthquakes [45] and wildfires [20], cyber-
attacks on the network infrastructure [10], [47], or regional
power shortages [14]. These events will either affect certain
regions, such as earthquake areas [45], or can be randomly
spread (e.g., hardware-related failures). Indeed, the functioning
of cellular networks becomes even more important during such
failure events, e.g., for rescue and recovery in the aftermath of
disasters. The key question then is: what is the coverage and
capacity that a mobile network operator (MNO) can provide,
given some links or network nodes do not function?

While the resilience literature is broad in other areas of
critical infrastructures, to the best of our knowledge, there
are only few studies on quantifying a cellular network’s
resilience at a national scale such as [34] and [61], the former
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defining resilience as “the maximum number of sites that
can fail before the performance metric of interest falls below
a minimum acceptable threshold”, and the latter using the
number of served users as the resilience metric. Since both
ensuring coverage and satisfying quality of service (QoS) are
important, we use fraction of disconnected population (FDP)
and fraction of satisfied population (FSP) considering data
services to quantify the resilience of an MNO. Combining
cell tower data with population density statistics as well as
urbanity levels in the Netherlands, we investigate the current
state of the Dutch MNOSEI and then study their resilience to (i)
random failures which could occur due to human errors and
(ii) failures confined to a certain geographical region occurring
due to disasters. The insights from our analysis can help to
improve the MNO infrastructures to absorb crises or to recover
quickly from their effects.

While there are various ways to improve the resilience of
a cellular network, one approach is national roaming which
facilitates MNOs to use the infrastructure of each other when
needed, e.g., in case its own infrastructure is not functional
or does not suffice to serve with the required service levels.
For increasing data coverage, national roaming has already
been widely adopted in countries such as India [12] where
MNOs often operate in certain parts of the country or where
infrastructure is not as ubiquitous. In 2022, the Federal Com-
munications Commission (FCC) in the US has introduced
roaming under disasters (RuD) based on bilateral agreements
between MNOs that requires MNOs to serve each other’s
users in case of service disruptions due to the infrastructure
damage during disasters and emergencies [29]. Moreover, in
2022 after national infrastructures are damaged considerably
due to the Russian invasion, MNOs in Ukraine implemented
national roaming [15]. Prior studies such as [27] advocate
national roaming for more resilient cellular infrastructures,
and studies such as [52] investigate different modes of MNO
network sharing. However, to the best of our knowledge,
there is no study quantifying the gains in coverage, capacity,
and resilience facilitated by national roaming. Toward filling
this gap, we quantify in this paper the gains when MNOs
work together to serve all the citizens as a single national
operator. Furthermore, to provide some insights to the MNOs
or to the national telecommunication regulatory bodies on in
which areas and which technologies they could prioritize such
roaming agreements, we analyze implementation of roaming

LOur analysis can be extended to other countries by providing the data
presented in Sec[V-A] on the MNO infrastructures, cities, urbanity of each
region, and population data of the corresponding countries.
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in a more restricted way such as in only urban areas or rural
areas, or considering a certain technology such as 4G or 5G.

To summarize, our goal in this paper is to address the
following questions:

What is current coverage and capacity of MNOs in the
Netherlands? Are there regional differences (e.g, across
cities) or differences among the MNOs?

What would be the performance gain if all MNOs act as
a single national operator and in which regions will this
provide the highest gains?

How resilient are MNOs to various types of failures and
how much can national roaming help to ensure resilience
of the MNOs against failures?

Which technologies (3G, 4G, 5G) or which areas (urban
vs. rural) should MNOs consider first implementing such
roaming agreements for ensuring the highest benefits in
terms of coverage and user satisfaction for data services?

In a nutshell, our contributions are as follows:

We provide an approach to assess the resilience of a cel-
lular network using public data and models on coverage
and capacity. To reflect the effect of disruptions on the
citizens, we use FDP and FSP as our metrics.
Using publicly-available data from national bodies in the
Netherlands, we assess the current state of the Dutch
cellular networks on both province and municipality level.
We show that national roaming leads to significant ben-
efits in some regions for both FSP and FDP while
there is a large performance difference across MNOs and
geographic regions. These areas with high performance
gains from national roaming could be considered first
by MNOs to enter such roaming agreements. Moreover,
we provide an analysis of roaming implemented only
for certain cellular technologies, e.g., 3G and 5G, and
in urban vs. rural areas in case MNOs prefer national
roaming in a more limited way rather than sharing their
all network infrastructures.
We model two risk scenarios to investigate the resilience
of the Dutch MNOs with and without national roaming.
Our analysis suggests that MNOs are resilient against
isolated failures owing to high base station (BS) density.
That is, FDP remains roughly the same. On the contrary,
FSP decreases due to the increased number of users
served by the surviving BSs. Meanwhile, the impact of
correlated failures is more drastic due to BSs in the
same region becoming dysfunctional simultaneously. To
ensure resilience in such cases, alternative approaches are
paramount, e.g., aerial connectivity or cells on wheels.
The rest of the paper is organized as follows. First, Section|[l]
provides an overview of the related work on resilience metrics
and analysis of communication networks and national roam-
ing. Then, Section [ITl] introduces the considered system model
which is followed by Section [TV] that presents the definition
of the metrics used in our analysis. Next, Section V| presents a
case study of Dutch cellular networksﬂ and publicly-available
data, i.e., on MNOs, population statistics, and urbanity levels

2We share the code and data publicly under https:/github.com/Iweedage/
disaster-resilience,

of different areas. Section [V11] also considers the failures and
how they will affect the MNOs. Finally, Section [VITI| discusses
the limitations of our work and Section [[X]draws conclusions.

Il. RELATED WORK

This section discusses the related work on resilience metrics
and analysis and national roaming/infrastructure sharing.

Resilience metrics and analysis: The resilience of networks
have been investigated in different contexts, such as in traffic
networks [32], power grids [41], ecological networks [40] and
supply chain networks [62]. The resilience of the network
has several aspects: whether the network is operational, and
whether the service it offers is acceptable. To represent this
distinction, metrics are categorized into two as topological
and functional metrics [54]. Topological metrics, represent the
status of the underlying network’s connectivity and network
paths, e.g., relative size of the largest connected component,
average two terminal reliability, average path length, mo-
tifs [25] and spectral metrics [19]. While these topological
metrics provide useful insights about the existing/surviving
infrastructure, they fall short of assessing the satisfaction of the
served users and applications. As a remedy, functional metrics
including objective (e.g., link stress and node load [54]) and
subjective metrics (e.g., mean-opinion-score or other quality-
of-experience metrics [48]) aim at assessing to what extent the
network can satisfy its users’ expectations. Note that functional
metrics need to reflect the application’s requirements, e.g., a
reliability requiring application will be assessed by packet loss
ratio. Some studies focus on static metrics, e.g., performance
after the disruptive event, while others measure the system
performance over a period of time [[44], [58]. Similar to [43]],
our study focuses on static resilience using functional metrics,
where we investigate the loss in quality of service immediately
after a disruptive event.

When it comes to analyzing the resilience of a network,
the closest studies to ours are [34], [61]. Yan et al. [61]
propose the metric Tower Outage Impact Predictor (TOIP)
to quantify the impact of a failure of a cell tower on the
number of served cellular users. Due to the dense deployment
of cell towers, a user might not perceive the failure of a
cell-tower as it will be served immediately by another BS in
the proximity. Using the data from an operational MNO, the
authors propose a prediction scheme to estimate the number
of users who would be affected by service outages of one or
more BSs in the network. Our work differs from [61] in that
we combine cellular network coverage and capacity models
with the real-world data on the cellular network infrastructure
to quantify the impact of failures on the user’s connectivity and
satisfaction performance. Moreover, our focus is also on the
potential resilience improvement due to infrastructure sharing
among MNOs in the same country. Contrary to [34], our work
investigates both coverage as service quality as metrics, and
combines models with several data sources to assess resilience.

Authors of [13] consider two kinds of failures that might
affect small cells in the Netherlands: power outages and
cyberattacks. They investigate a case of power outage in 2015
in Noord-Holland, where after two hours 80% of the BS sites
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were down. In this case, providers immediately shut down the
LTE network to have sufficient power supply for the essential
network. Study in [13]] proposes to also first deactivate small
cells for keeping the emergency services functioning longer.

The resilience of 5G networks is of particular importance,
since higher frequencies (e.g., mmWave bands) are more prone
to errors [28] and links operating at these high bands might
be affected by rain drastically, as the rain drops are non-
negligible in their size in relation to the wavelength of the
mmWave signals [23]], [37]. An eight-year measurement study
[51] shows that rain might result in internet outages in some
regions, and especially wireless links are more prone to these
outages. Our study differs from these studies in that we
combine models and publicly-available data to offer insights
on the coverage and capacity performance of MNOs under
two failure categories and the potential of national roaming
toward mitigating the impact of these failures.

National Roaming/infrastructure sharing: As resilience
can be improved by increasing redundancy and over-
provisioning [27], some studies investigated how infrastructure
sharing can help from an economic or operations perspec-
tive [30], [63], increase rate coverage probability [39], [56],
decrease energy consumption [31], or distribute the load
evenly over the network [26]. Next to improved resilience,
infrastructure sharing plays a key role in the future of telecom-
munications to keep the services affordable in developing
countries [49], [50] and to increase coverage [21].Therefore,
nationwide infrastructure sharing might be difficult to achieve
due to possible decrease in operator revenue [22]. To mitigate
this, one might consider to only share the infrastructure among
certain operators, certain radio types [57] or on certain areas
(Rural Access Network, [50]). Please refer to [1I] for an
overview of different modes of infrastructure sharing, e.g.,
at the core network or radio access network. Note that vir-
tualization techniques already implemented by Mobile Virtual
Network Operators [42] can be considered for implementation
of the specific national roaming scenario studied in this paper,
i.e., a single MVNO having access to all resources of all
national MNOs.

Different from the studies that focus on infrastructure shar-
ing [46], [52], we focus on the special case of national roam-
ing where every user can use every existing BS of any MNO,
similar to the approaches in [27] and [49]. We investigate the
entire network and focus on improving resilience instead of
purely on maintaining higher capacity. Moreover, since our
goal is to quantify the full potential of national roaming,
rather than considering national roaming only as a backup
implemented in exceptional cases such as post-disasters or for
a single MNO, we explore it as a default mode of operation
where all MNOs can use each other’s network for serving the
customers in the most efficient way. Therefore, this can be
considered as the best case scenario where all MNOs are in
business agreement and operating with a shared core network.
Note that the economic implications, e.g., settling the roaming
costs, are beyond the scope of our paper. Please refer to
[38] for a thorough discussion on the economic aspects of
infrastructure sharing.

Fig. 1: An illustration of the considered system model with
two MNQOs, MNO; (with subscribers u; and uz) and MNO,
(with subscribers u, and ug). MNO;’s coverage hole can be
filled with MNO,’s base station BS3 to serve uz. Moreover,
to have a stronger signal, u, can connect to MNO;’s BS;.

I1l. SYSTEM MODEL

We consider a cellular network as in Fig[I] consisting of a
set of BSs denoted by B which operate at sub-6 GHz bands.
The network serves a set of users denoted by U and each
user u; has a minimum rate requirement denoted by C[M
bits per second for its application to sustain a satisfying user
experience. If there is a link between user u; 2 U and
BS; 2 B, we denote this channel by “jj.

We consider two types of cell sites following the models in
3GPP [16]: rural and urban macrocells. We model path loss
according to the 3GPP TR 38.901 specification [16] which
defines path loss models for each listed cell type. For each
case, line-of-sight (LoS) and non-LoS path loss probabilities
and models are defined in [16] Table 7.4.1-1]. We denote the
path loss at a receiver u; located at rj; meters away from the
transmitter BS; by L(rj;).

We consider that a BS has a three-sector antenna and we
adopt the 3GPP antenna gain model for these three-sector
antennas [16]. The horizontal antenna gain Ay is defined as:

C , D
min 12 ;20 @

3dB

An( )ldB] =

for horizontal misalignment angle  (in degrees). The angle

3dg denotes the horizontal 3dB beamwidth. For three sector
antennas, we assume 3qg = 65 [55]. Thus, for user u; that
connects to BS;, the antenna gain is:

Gij[dB] = Gmax + An( ); (2

where Gmax = 20 dB, which is the maximum attenuation. We
assume users have omnidirectional antennas, and hence the
receiver antenna gain is 0 dB.

Now, let us denote the transmission power of BS; by P;j
and total noise over the transmission band by N which
represents the sum of thermal noise power and noise figure of
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the receiver [35]. Then, the signal-to-interference-and-noise-
ratio (SINR) j; for *jj is defined as:

~_ PiGijL(rij) *.
v Niot + 1ij ' @)

where Gjj denotes the antenna gain and lj; denotes the
interference perceived by u; when it receives its downlink
traffic from BS;. Formally, I;; is defined as:

>

lij = PmGimL(rim) % 4)
m2Bi

where BJ is the set of BSs that operate on the same frequency
as BS; and are within a radius of certain distance rya from
BS;. We assume that the closest three BSs to BS; implement
interference coordination schemes [36]. Hence, they do not
interfere with BS;. For a signal to be decodable with the lowest
modulation scheme, we assume that the required minimum
SINR is ™in,

Finally, we can derive the channel capacity of user u; if
it is connected to BS; (denoted by C;j, Fig. [I). We assume
that the BS applies time-sharing among its served users. Then,
the user’s effective bandwidtfﬂ will be only a fraction ;j of
the total bandwidth Wj. Consequently, we can calculate the
maximum achievable throughput C;; as:

Cij = ijWjlogo (1 + j): 5)

Now, let us discuss how to determine ;j. Ideally, each user
should be served for a minimum amount of time such that
its rate requirement C/" is met. Let us denote this minimum
effective bandwidth by W{I™ that is needed to ensure C"™".
We can calculate W{i'"" as follows:

) Cmin
i = (6)
log,(1+ i)

Since the total requested effective bandwidth by all users might

exceed the available bandwidth Wj, for the sake of fairness

among all users, each user is assigned effective bandwidth

proportionally to its need W{}“”. Hence, we set j; as follows:

W min

) ij . 7

] KUl er(njm’ ( )

phere UJ denotes the set of users connected to BS;. When

izui Wi 6 Wj, the bandwidth is sufficient for all con-

nected users and users maintain at least their requested rate.

Otherwise, users are assigned effective bandwidth proportional

to their W,E‘;” with respect to the needed bandwidth by all

users, i.e., oy Wij". Note that we consider data services

in this paper, hence our metric to represent user satisfaction

is based on the user’s data rate. However, for other services

requiring guaranteed latency or reliability, one would need

different metrics for measuring performance and consequently
resilience.

We assume that active users are distributed by a Poisson

Point Process with given density according to the population

3We use the term effective bandwidth to reflect the bandwidth the user will
experience if it is served a certain amount of time in the available bandwidth,
i.e., j . Hence, the effective bandwidth is  W;.

density. As the user association scheme, we assume that a
user connects to the BS that offers a high SINR that is above
a threshold SINR ( ™M) with the lowest number of users
connected to it. We iteratively connect a randomly-chosen user
uj 2 U to BSgy where BSqpy is:

BSgpt = arg max . (8)
i2B BS;

where Dgs; is the number of users connected to BS;. Finally,
we denote by X = [x;j] the association state of u; with BS;
where x;j yields value 1 if u; is associated with BS; and zero
otherwise.

IV. TwWO METRICS TO ASSESS NETWORK RESILIENCE

As described in Sec. [} resilience can be measured both
using topological metrics and functional metrics. However,
none of the discussed metrics in Sec. [l reflect what resilience
implies for the citizens, i.e., customers of an MNO. For a
cellular network, two properties are key to assess performance:
coverage and capacity. For the coverage, we quantify the
fraction of disconnected population (per province/city) as a
performance metric. We will refer to this metric as FDP. We
assume that a user is disconnected from the network if its
received signal strength is too low to decode the signal with
the most robust modulation (e.g., BPSK). Note that this metric
is an adapted version of SINR coverage that is typically used
for capacity analysis in cellular networks, e.g., [55].

To measure capacity, we will use the throughput that a user
maintains. However, since functional metrics describe the level
of service that users experience, it depends on their application
requirements. Indeed, cellular networks can support many
applications with vastly different rate requirements, which
also impacts the satisfaction level of a user with a given
throughput. Therefore, we quantify the fraction of satisfied
population (per province/city) and refer to it as FSP. A user is
satisfied if the user is connected to the network (i.e., it is not
in the disconnected population) and the provided throughput
to this user is above the minimum rate requirement of the
used application. Note that applications can be diverse, e.g.,
URLLC or mMTC services in 5G networks require a low
data rate but can assert strict latency or reliability performance
[53]. In this study, we consider only the rate requirements in
defining our satisfaction metric.

Now, we can define FDP and FSP formally. Let us denote

whether u; is disconnected from the network by {dp. We
define it as follows:
8 P _
p_ b ijxij 6 ™"
= 2B 9)
=0 otherwise:

Then, we can calculate the network’s coverage performance
in terms of fraction of disconnected population as:
P fdp

i2jUj i,

juj

FDP = (10)
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For FSP, we denote the satisfaction status of u; by I and
define it as gﬂlows:
. P i fdp
<1 if CiSinj > Cimm and ;- =0
= iz (11)
~0 otherwise:
P
Similarly, the FSP can be defined as: FSP = ., +"=jUj.

As stated in (II), a precondition for satisfaction is being
connected. In other words, u; must have a signal from BS;
with a strength that is higher than ™" and the perceived
throughput must be at least C"" bps.

V. DUTCH CELLULAR NETWORKS AS A CASE STUDY

In this section, we first introduce the datasets and model pa-
rameters we use to simulate the considered cellular networks.
Afterwards, we provide an analysis of the current state of the
network in terms of FDP and FSP performance, and show
characteristics of the three main operators in the Netherlands.

A. Datasets and simulation setting

Antenna dataset: We use the Dutch Telecommunication
Authority’s (Rijksinspectie Digitale Infrastructuur) antenna
registration dataset [7], which includes the following informa-
tion for each BS registered in the dataset: technology (2G,
3G, 4G, 5G), location, center frequency, effective radiated
power (ERP) per channel, antenna height and antenna sectors.
As Fig. [2] shows, BSs typically operate using three sector
antennas, whose antenna gain model is introduced in Sec. [ITl}
To calculate the gain of these antennas, we use the antenna
radiation pattern as given in the 3GPP TR 36.942 specifica-
tion [17]. The main direction in which the antennas transmit
is available in the data set. Since the dataset includes the
effective isotropic radiated power (EIRP), we assume that
this power already includes Gmax in (I). Thus, to obtain
Gij, we only add (I) from the given EIRP. The horizontal
boresight angle of all antennas is given in the dataset. We
remove the omnidirectional antennas in the dataset, as manual
investigation showed that these antennas are mostly placed
indoors, and some MNOs choose to not register these antennas
in the dataset [1]. These removed data correspond to 5:3% of
the 3G, 4G and 5G BSs. Moreover, we have removed BSs
with 2G technology (corresponding to 29% of all BSs) from
the dataset as 2G network serves a different purpose, e.g., such
as smart metering, rather than voice or data communications.
Moreover, 2G networks will be phased-out in the near future
in the Netherlands [8].

Mobile network operators: The Netherlands has three
MNOs: KPN, Vodafone, and Odido (previously, T-Mabile).
Additionally, many virtual MNOs use the infrastructure of
these three operators. As the antenna data set does not provide
data on the owner of each BS, we map each BS to one of the
three MNOs based on the frequency range that each MNO
owns [3] (Table [). Our dataset includes information on the
three MNOs which we refer to in this study as MNO, MNO,,
and MNOg, in no particular order. Table [l also shows the
number of BSs of these three MNOs. As can be seen from
the operation frequencies listed in Table [} at the time of this

Fig. 2: An example entry from the data set. For every BS, the
following information is available: the provider, place, height,
angle, frequency, power, reproduced from [1].

study, 5G deployments operate only in the low-band (< 1
GHz) and mid-band 5G spectrum, i.e., 1 GHz to 2.6 GHz.
Higher frequencies, such as 3.5 GHz, are expected to become
available after an auction in December 2023 We believe that
our analysis can also provide insights to the MNOs on where
the higher frequency cells should be deployed for capacity and
coverage improvement.

BS transmission power: The power provided in the dataset
is the maximal EIRP that the BS can transmit (in dBW),
which is an upper bound on the EIRP that will actually be
used. Comparing the values with the reported values in [24]
which are collected from data sheets of network equipment
manufacturers, we infer that the power values in the dataset
represent the total power budget of a BS which is used for also
other tasks such as air cooling or digital signal processing.
Hence, we assume that every BS operates using 90% of its
maximum power recorded in the dataset. We have observed no
significant differences in the power levels of different MNOs.

Rate requirements: In a cellular network, users can have
different rate requirements based on their application. To
represent the rate requirements, we assume a varying rate
requirement, where each user gets assigned a rate requirement
C™n that is uniformly distributed in [Rmin, Rmax] Mbps.

Population density for each 500 500m square: To
simulate the population, we use the data from Statistics Nether-
lands (Centraal Bureau voor Statistiek) [4], which records
the number of inhabitants per 500 500m square in the
Netherlands and the urbanity of this area at the end of 2020.

The urbanity data distinguishes between five levels of urban-
ity, where level-1 represents the highest address density and
level-5 the lowest. More precisely, the area address density
quantifies the number of addresses within a circle with a radius
of one kilometer around an address divided by the area of
the circle{ﬂ and distinguishes the following intervals for the
urbanity levels:

4https://www.rijksoverheid.nl/actueel/nieuws/2022/05/12/
adviescommissie-35-ghz-band-in-2023-in-gebruik-voor-mobiele-communicatie

>https://www.cbs.nl/nl-nl/onze-diensten/methoden/begrippen/
stedelijkheid--van-een-gebied--|
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TABLE I: Frequency bands and number of BSs per provider for 3G, 4G and 5G technologies.

Centre frequency and bandwidth in MHz Number of BSs
3G 4G 5G Total (MHz) | 3G 4G 5G Total
816 (10), 1474.5 (15), 1815 (20), 773 (10),
MNO 942.2 (5), 2152.6 (5 175 4716 4621 3508 12845
! ®) ®) 2160 (20), 2605 (30), 2660 (10) 2160 (20)
796 (10), 950 (10), 1487 (10),
1850 (10), 1860 (30), 1865 (20),
MNO 957.4 (5), 2137.4 (10 783 (10 204 4752 4855 3590 13197
2 ®) (10) 2137.5 (15), 2580 (20), 2652 (4), (10)
2572.5 (15), 2672.5 (15), 2675 (20)
763 (10), 806 (10), 1459.5 (15),
MNO3 — 1835 (20), 2117.5 (15), 2120 (20), 1835 (20) 140 0 4477 3395 8313
2630 (20), 2644.4 (10)

(a) Number of BSs per km?.

(b) Number of active users per BS.

Fig. 3: Number of users per BS and BS density (km?) per province.

TABLE II: Default parameters used in simulations.

Parameter Value(s)
Rate requirement Ryjin -~ Rmax 8 - 20 Mbps
Minimum SINR Min 5dB

Fraction of active population f 2%
Maximum distance for interference rmax | 5 km

level-1 above 2500 per km?;
level-2 in [1500, 2500) km?;
level-3 in [1000, 1500) per km?;
level-4 in [500, 1000) km?;
level-5 lower than 500 per km?.

Based on the urbanity level of the area in which a BS is
located, we determine whether it is an urban macrocell (UMa)
or a rural macrocell (RMa). We assume that an urbanity level
of 1 3 corresponds to the UMa scenario and levels 4 and 5
are rural areas (RMa).

We assume that a fixed fraction f, of the population is active
at a time and therefore 1  f, fraction of the population uses
other connectivity modes such as Wi-Fi or is not connected to
a mobile network. We simulate users in these 500 500m
squares by a homogeneous Poisson point process with a
fraction f, of the population density as intensity measure.
As the number of customers for each MNO is not publicly
available, we equally divide the users among the MNOsE]

Failures: To measure the resilience of the network, we

6Based on Tablesﬁ]and @ one might conclude that an equal distribution
among MNOs would not be fair. We also have studied a different user
distribution: 40%=40%=20% for MNOs 1, 2 and 3 and for this distribution
the trend in the results stayed the same.

simulate two types of failures: isolated and correlated failures.
Technology-related failures or cyber attacks on the network
can be modeled as isolated failures, where every BS fails
independently and with probability pise. Disasters such as
earthquakes and hurricanes often only impact a specific geo-
graphic area. Therefore, they affect the performance of several
nearby network links. For this reason, we model this as
correlated failures where link within and close by the disaster
area fail. We pick the center of the simulated area as center of
impact, and let all BSs that are within radius r meter of this
center fail [18].

B. Current state of the networks

Using the described datasets, we first investigate each
MNO’s performance separately without any failures using the
FSP and FDP metrics. Next to that, we show some statistics
about the current deployments, e.g., the number of users per
BS or the number of BSs per km?. We also consider a scenario
with national roaming in which all networks work together to
serve the users and each user can connect to the BS which
provides the best performance according to (8).

Table [TT] provides the default values of the parameters used
in the simulations. In our evaluation, we set f, = 2% to keep
the average number of users per BS around 10 [33]. Moreover,
we consider Rpmin = 8Mbps as the Dutch regulatory body
asserts that each MNO must provide at least 8 Mbps outdoor
data rate in each region [9]. As Rmax, We choose 20 Mbps
considering the recommended application rate requirement in
the literature, e.g., average 20 Mbps for mobile gamingﬂ Then,

"NordVPN https:/nordvpn.com/blog/internet-speed-for-gaming/
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TABLE IlI: Statistics of the 12 Dutch provinces.

Number of BSs
MNO; MNO, MNO3 #users | Avg.urb. | Area, km2
DR 337 345 223 6558 4.7 2691
FL 212 218 131 4089 35 1471
FR 272 346 214 6586 4.6 3555
GE 1508 1334 856 22877 4.0 5145
GR 291 330 247 1761 4.4 2378
LI 986 863 590 10859 4.0 2214
NB 1773 1818 1081 24947 3.7 5076
NH 1538 1723 1008 23215 3.1 2875
ov 760 783 471 14292 4.0 3427
uT 841 820 498 11646 3.1 1562
ZE 244 294 187 4716 4.5 1889
ZH 1931 2311 1244 28991 25 2865

when users are associated to a BS, the BS calculates the
effective bandwidth j; per user according to (7).

Each simulation is repeated 100 times for statistical signifi-
cance as user locations and path loss are random. We provide
simulations of the performance of national roaming on the
province level. Table [ITl] provides an overview of different
properties of all provinces. Fig. [3a shows the BS density
per km? in each province. We can observe clear differences
across provinces and among MNOs. First, MNO3 has the
lowest BS density due to its significantly lower number of
BSs as highlighted in Table [ITl] As expected, ZH as the most
populated province (including Amsterdam) has the highest BS
density. Comparing MNO; and MNO,, we do not observe a
significant difference. Fig. [3b] shows the higher user density
per BS for MNO;3 in all provinces compared to MNO; and
MNO; due to its less dense BS deployment.

V1. PERFORMANCE ANALYSIS

With these insights on the infrastructure of each MNO,
now, let us discuss the coverage and capacity performance
of these MNOs. Fig. 4] shows the FSP and FDP per province
per MNO and for all MNOs together, representing the case
where all operators can use each other’s network as in national
roaming. Looking closer at Fig. [4a, we have the following
three observations. First, in various regions, some operators
fail to provide sufficient SINR to their customers, resulting in
an FDP as high as 0.11 in Friesland or around 0.09 in Zeeland.
Especially in these regions, national roaming provides its
benefits as reflected in a significant improvement in FDP
with an achieved FDP of zero. Moreover, MNO, consistently
achieves a higher performance in almost all regions compared
to MNO,, whose performance is in turn significantly better
than MNO3. We attribute this superior performance of MNO,
to its higher spectrum resources (204 MHz vs. 175 MHz and
140 MHz) as we have not observed a significant difference
in their BS density in Fig. [3a] The performance gap between
MNOj3 and other MNOs can emerge due to the lower spectrum
resources and lower BS density.

When it comes to FSP, Fig. [4b| again shows a superior
performance of MNO,. However, the achieved FSP varies
between 0:73 and 0:89, indicating a need for performance
improvement. Comparing MNO; and MNO3, generally speak-
ing, MNO; outperforms MNO3 in terms of FSP, except in

Friesland, which is one of the worst-performing regions in
terms of both FSP and FDP. These low-FSP regions could be
considered as initial places for investment to ensure higher user
satisfaction. Also, MNO; and MNO3 provide a more varying
FSP across provinces compared to MNO,. For example, the
achieved FSP for MNO, ranges from 0:70  0:95, while for
MNO; and MNOg, the achieved FSP lies in [0:54;0:89] and
[0:56; 0:80], respectively. This large range in satisfaction might
emerge as a result of different deployment strategies.

Second, letting users connect to every BS regardless of their
MNO improves FSP consistently as expected. This improve-
ment is, however, more significant in some regions such as
Friesland or Overijssel. Third, national roaming improves FSP
by around 0:05 0:35 in absolute terms (Fig. [4c). However, in
contrast to FDP, it does not yet suffice to meet all rate require-
ments as reflected by FSP always being below 1:0. This can
be considered as an indication of the need for infrastructure
expansion or for more advanced schemes to provide higher
throughput, e.g., expanding to higher spectrum bands with
abundant bandwidth. When it comes to gains experienced by
each MNO in the case of national roaming, Fig. [4c| plots the
performance gain in terms of FDP and FSP observed by each
MNO. In line with our earlier observations, MNO3; benefits
the most from national roaming, followed by MNO; with a
slight difference over MNO,. Please note that despite FDP
being very narrow for MNO; and MNO,, the resulting FSP
gain is still remarkable also for these operators. Note that all

FSP and FDP values in Fig. [4 are positive implying that
national roaming does not lead to performance degradation
and even the best-performing MNO can benefit from it, albeit
less significantly compared to other MNOs with less-dense
deployment. As a nation-wide implementation of national
roaming requiring collaboration of all MNOs and technologies
might be hard to realize, we also investigated roaming in a
limited way to provide insights to the MNOs and when and
where they could benefit most from national roaming. Such an
analysis could also help national telecommunication regulatory
bodies to develop policies enforcing national roaming for
serving the underserved areas or regions benefiting the most
from this mode of operation. We focused on the following
questionsﬂ (i) which cellular technology, i.e., 3G, 4G or 5G,
should be prioritized for roaming if MNOs are eager to develop
such roaming agreements? and (ii) in which areas should the
MNOs consider roaming agreements, i.e., rural areas where
the infrastructure is less dense or in urban areas where the
population density thereby the traffic load is higher?

Fig. 5] depicts the resulting FDP and FSP when operators
only share BSs of a certain technology to serve each other’s
users. In this case, users access to the network of their own
operator for the remaining technologies for which national
roaming is not implemented. Moreover, we compare this to
the scenario with sharing all technologies (‘3G, 4G and 5G”).
This figure shows that only sharing the 4G LTE technology
performs similar to the full national roaming approach, and

8In a recent work, we also compared national roaming as considered in this
paper with current implementation of national roaming where MNOs only can
use others’ network when they experience a failure in their own network, i.e.,
as a fallback strategy. Please refer to [60] for more details.
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(a) FDP

(b) FSP

(c) Gains of each MNO from national roaming.

Fig. 4: FDP, FSP, and achieved gains from national roaming for the three MNOs in different provinces.

(a) FDP

(b) FSP

Fig. 5: FDP and FSP in Amsterdam under only roaming for a specific technology (5G, 4G or 3G).

(a) FDP

(b) FSP

Fig. 6: FDP and FSP in Amsterdam for only sharing in specific cell types (UMa or RMa).

even slightly better in terms of FSP for MNO; and MNOs.
Only sharing 5G NR or 3G UMTS performs significantly
worse, both in terms of FDP and FSP. We speculate that the
superiority of 4G LTE can be explained by the large spectrum
resources (Table [I), as this will result in the least interference.
For MNO1, while 36% of the cell sites are 4G LTE sites, the
spectrum for these areas accounts for 60% of the spectrum
used by this operator. For MNO,, 40% of the cell sites are
4G operating on 88% of the spectrum resources owned by
MNO,. Lastly, for MNO3, 4G cell sites correspond to 54% of
the cell sites and the spectrum allocated to these cell sites is
86%.

For addressing (ii), we considered roaming only in UMa or
RMa cells as defined in [16] as these two cells correspond
to urban areas and rural areas, respectively. Fig. [g] illustrates
FDP and FSP when sharing is applied only in certain areas.

This figure shows that sharing infrastructure in the UMa areas
outperforms sharing in RMa areas significantly. We attribute
this result to the number of resources: for all operators,
there are 5-6 times more BSs classified as UMa compared to
RMa. Moreover, the population is concentrated in urban areas
resulting in higher traffic load. A clear recommendation on
whether MNOs should prioritize sharing a certain technology
or sharing in certain areas is not straightforward as our results
suggest that sharing more resources (either spectrum or BS
locations) are expected to result in better FDP and FSP.
User association: Fig.[7]shows the percentage of users that
is being roamed to another MNO in case of national roaming.
This figure shows that under national roaming, user association
changes significantly and at most half of the users of an MNO
will connect to that MNO, while the other users connect to
the BSs of another MNO. For MNOs3, this percentage is even
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Fig. 7: Percentage of users in Enschede being served by each
MNO. An arrow shows the percentage of users of an MNO
being roamed to another MNO.

lower: only 17.9 % of their users connect to the BSs of their
own MNO. These results are in line with the results shown
in Fig. [4 since MNO3 provides less coverage to their users,
they benefit most from national roaming and therefore many
users will use the network of MNO; and MNO..

Takeaway — Our analysis shows that FDP and FSP vary
across MNOs and geographic regions. National roaming
can consistently offer benefits; up to 13% improvement
in FDP and up to 55% in FSP. However, the observed
benefits vary across MNOs, technologies and regions.
Thus, for internet equity, national roaming can be a solu-
tion in those regions not meeting a desired level of FDP
and FSP to achieve a certain target level. Moreover, the
simulations show that only sharing a certain technology or
in a certain area results in better FDP and FSP, although
amount of resources (available spectrum or number of
BSs) in this case is the most important factor: sharing
more resources generally results in better FDP and FSP.
Similarly, MNOs can consider these areas for their own
network expansion with newer technologies, including
mid-band 5G frequency usage for enhancing FDP and
high-band 5G frequencies for enhancing FSP.

VII.

Now, we investigate how failures might affect each MNO
in terms of FDP and FSP and how national roaming could
help in these cases. In case of an isolated failure, a cell
tower might fail due to software errors (e.g., misconfiguration
or malicious attacks) or hardware errors (e.g., power loss)
independent of the other towers. Also, this type of failure
represents the case where MNOs conduct regular maintenance
on their network, during which some BSs become out-of-
service. Second, correlated regional failures represent failures
in a spatial locality due to certain events, e.g., a thunderstorm
in a smaller region or an earthquake or flood affecting a larger

RESILIENCE UNDER FAILURES

region. Failures on the backhaul transport network can also be
considered in this category, as such failures affect multiple BSs
in a certain region simultaneously [59], [61]. In this case, BSs
located in the same region will be affected similarly. For the
isolated failures, we test a scenario in which a fraction pis
of the BSs fails. In the case of a correlated regional failure,
all BSs within a circle of radius rg,;j meters of the center fail,
where we assume the center is the centroid of the region.

We conduct simulations for these scenarios on the munic-
ipality level, each with 100 independent runs for statistical
significance. As municipality, we choose Enschede since it is
a middle-sized municipality with both urban and rural areas.
However, the general results for Enschede are similar to every
other municipality and can be found in [S]EI

Isolated failures: Fig. [8] shows each MNO’s performance
in Enschede in terms of FDP and FSP under isolated failures,
where every BS fails independently with probability pis,. Note
that pi, = O corresponds to a scenario without failures.
Comparing the performance with this baseline scenario, as
observed in earlier studies such as [61], we infer that indi-
vidual failures do not have a significant impact on the end
users due to the inherent signal coverage redundancy in the
network. However, contradicting the intuitions, Fig. [8al shows
that higher pis, might result in lower FDP. For instance, for
Pisc = 0:25, FDP is lower for MNO; and MNO, compared
to the maintained FDP for pjs, = 0. A closer investigation
shows that this is due to a decrease in the interference in the
system with the decrease in the number of BSs. For MNOq,
the difference between the received SINR and the SNR is
12dB in a scenario without failures while it is only 9dB for
Piso = 0:25. In other words, the interference decreases with
failing BSs resulting in higher SINR on the average leading
to lower FDP. However, interference management plays a key
role in maintaining a high signal quality and consequently
high capacity. Our observations are based on the assumption
that MNOs implement interference management schemes and
the closest three co-channel BSs do not interfere with each
other. However, under other assumptions or a more advanced
frequency re-use scheme, these results could be different.
When it comes to FSP, Fig. [8b| suggests that users experience
service quality degradation more drastically if MNOs do not
implement infrastructure sharing. Failures up to 10% of the
BSs do not affect the networks significantly, but for higher
values of pjs, the surviving BSs become overloaded (i.e., has to
serve an increased number of users) which causes degradation
in user satisfaction represented by lower FSP. Note that the
decrease in FSP can be mitigated by dynamic frequency
allocation schemes which re-allocate the frequency resources
of the failing BSs to the active ones. Comparing the benefit
of infrastructure sharing under normal operation (pis, = 0)
against that of under failures (pi;, = 0) by accounting for
both FDP and FSP, we can conclude that sharing leads to
better performance under failures. The networks of MNO; and
MNO:, in particular are sufficiently redundant to still ensure
coverage under failures. However, to also ensure satisfaction,

9The impact of failures for other cities and provinces can be found on our
interactive resilience map of the Netherlands [6].
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(a) FDP

10

(b) FSP

Fig. 8: FDP and FSP under isolated failures in Enschede for different MNOs, where each BS fails with probability pjso.

(a) FDP

(b) FSP

Fig. 9: FDP and FSP under correlated failures in Enschede, where all BSs within rg,; meters of the center fail.

network sharing is paramount.

Correlated failures: Fig. [9 plots the FDP and FSP with
increasing radius of correlated failures. In every case, we
simulate a failure in the center of the municipality and let all
BSs within radius rs,;j m of the center fail. If rg; = 500m, on
average 1% of the BSs in the region fail. For rg; = 100; 2500
and 5000m, this is respectively 9%; 38% and 65% of the BSs.

Similar to the isolated failures in Fig. 8} Fig. [9] suggests that
the FDP and FSP are not affected for small regions of failure
under correlated failures. However, for larger radii, we notice
that national roaming does not result in the highest FSP and
lowest FDP anymore (e.g., when rg = 2500 m), as MNO;
performs better in terms of FDP and MNOy in terms of FSP.
We attribute this lower FSP to a higher number of users served
by the remaining surviving BSs. Under national roaming, three
times as many users are in the center of a region (the city
center) compared to no national roaming. Moreover, due to
the non-uniform deployment of BSs, the number of BSs that
fail is relatively large compared to a single-MNO scenario.
Hence, a disaster in this region has more impact when all
users share the network compared to when every MNO uses
its own network, as BSs on the border of the disaster region
become more congested.

Comparing Fig. @b and Fig. [Bb} correlated failures causes a
significantly lower satisfaction compared to isolated failures,
e.g., for rgi = 2500m, around 38% of the BSs fail, but the
FSP is lower than the FSP for pjs, = 0:5.

Takeaway — Our analysis shows that isolated failures
do not lead to any significant FDP decrease as the MNOs
have enough redundancy in terms of the BSs covering
an area: even if 50% of the BSs in a region fails, most
users still maintain the required minimum signal level
for connectivity. On the contrary, the FSP drastically
decreases, as BSs become more congested and the effec-
tive user bandwidth decreases due to the increase in the
number of users served by the surviving BSs. Correlated
failures lead to a more significant impact compared to
isolated failures, i.e., increase in FDP and decrease in FSP.
However, in most cases, numerical analysis shows that
national roaming has the potential to improve resilience.

VIIl. DISCUSSION AND LIMITATIONS

To have a realistic representation of the current cellular
networks, we used publicly available datasets. Hence, we are
limited with the limitations of the data. While national bodies
are more reliable source of information on the MNOSs’ in-
frastructures compared to crowdsourced datasets, the datasets
might be incomplete, e.g., mobile coverage points to offer rural
area coverage not being recorded in the dataset. Another caveat
is that we had to make some assumptions and simplifications
about the operation of these networks. For instance, we have
not considered thoroughly the interference management and
coordination approaches which are typically applied by the
network operators. In real operation, there are many knobs
(e.g., from interference cancellation to power adaptation) that
would change the SINR and hence the channel capacity and
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consequently the achieved satisfaction of the user. Hence, our
results should be interpreted with these shortcomings in mind.

We used the 3GPP path loss models to model the signal
loss in different areas. However, our models only use an
independent path loss probability for every link. Path loss by
buildings or blockers is not independently distributed for every
link and this affects the signal propagation. Nevertheless, we
believe that our analysis maintains a good balance between
realism and tractability.

To mitigate the time complexity while assessing the quality
and resilience in a certain area such as a province or munici-
pality, we considered each area as an isolated network. More
particularly, the users, the BSs that are within the borders of
that particular region and the BSs within 2000 meters of this
border are considered. Consequently, users at the areas close
to the borders of these regions can connect to the BSs in the
neighboring regions. Since we have not considered the users of
that neighboring region that would be connecting to those BSs,
our performance results might be overestimating the reality.

Due to the limited availability of data about each MNO, we
have assumed an equal user distribution among MNOSs, which
may be unrealistic. We chose not to use market reports that
indicate the users shares per MNO, as it is still not public how
mobile virtual operators use the physical operators’ network.
Moreover, we have assumed that the number of users in a
certain region is proportional to the population of that region.
However, reality could differ from this distribution as the
number of cellular users in an area depends also on business
or social activities of that region, e.g., a hotspot business
area attracting many people from other regions. Moreover,
our analysis considered only a throughput and coverage per-
spective. For 5G networks, there are various new applications
whose performance is assessed by other metrics such as packet
loss or latency. To have a more rigorous understanding of
the national cellular network performance and to identify the
regions that should be prioritized in service enhancement,
national agencies (e.g., Rijksinspectie Digitale Infrastructuur
in the Netherlands or Ofcom in the UK) can maintain maps
of cellular network availability and speed performance similar
to the maps for broadband connectivity [5].

Finally, more knowledge on the temporal dynamics of a
cellular network, e.g., number of served users during peak
and off-peak hours, and application requirements can provide
a more realistic performance assessment of the networks. For
example, nation-wide crowd-sensing campaigns such as [2]
could help with collecting this data by reflecting the users’
experience on different geographies including rural areas and
with all cellular operators in the proximity of the user. These
on-site measurements can be an input to both the national
coverage maps and to MNOs for their network planning
and assessing the potential benefits of infrastructure sharing.
To show the benefits of network sharing, one could also
investigate how much the number of resources in a shared
network can be decreased compared to the situation nowadays.
As MNOs typically over-provision their network to ensure user
satisfaction even in case of a failure, network sharing can help
in less over-provisioning and therefore lower energy usage.

To measure the full resilience of a cellular network under
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correlated failures caused by a disaster such as an earthquake
or a flood, one cannot forget the backbone. We did not model
the backbone and therefore our results only show a best-
case scenario: failures in the backbone network only degrades
the performance, e.g., increasing FDP and decreasing FSP.
Investigating and quantifying the effect of such correlated
failures is therefore an interesting topic for further research.

IX. CONCLUSION

Due to the increasing importance of cellular networks in
the operation of critical infrastructures, it is paramount to
quantify the resilience of cellular networks and consequently
to proactively develop strategies to mitigate potential risks. In
this paper, we presented an approach to assess the resilience
of a cellular network in case of various risks, e.g., isolated
failures and correlated failures. Using the publicly-available
data on cellular networks, population, and urbanity levels in
the Netherlands, we showed the wide performance variance
across different regions and operators in terms of the fraction
of disconnected population and satisfied population. Moreover,
we analyzed how much and where infrastructure sharing can
offer benefits to each network operator in terms of managing
the specific regions or technologies which the MNOs share.
Areas with lower resilience can be considered for deployment
of new infrastructure or for inter-operator collaboration to
benefit from the existing cellular network infrastructures. We
believe that the presented model-based approach to investigate
the resilience of a cellular network can be applied to other
countries or areas. This would provide a way to compare
infrastructure in different countries, and to learn best practices.
Potential future work directions include understanding pricing
mechanisms for operators to benefit from this operation mode
and incorporating the core network into our models.
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