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Abstract—Organizations face an urgent need to bolster
their cybersecurity defenses against the rising threat of
ransomware. Implementing advanced antivirus and anti-
malware tools is crucial for proactive identification and miti-
gation of malicious software. However, adversaries constantly
refine malware to evade detection increasing the complexity
of the threat. Hence, developing an effective strategy is
nontrivial. To address this challenge, this study conducts
various analyses on scan results of publicly shared malware
samples. Utilizing metadata from 635K samples sourced
from MalwareBazaar and scan results from VirusTotal, we
assign family labels using AV Class. Additionally, we examine
a 90-day longitudinal dataset alongside the main dataset. Our
findings demonstrate that while over 60% of scanner engines
detect 67 % of samples, certain malware families consistently
exhibit lower detection rates. Detection capability improves
over time, particularly within the initial 30 days, but remains
inadequate for specific families. Furthermore, we observe
that some scanner engines demonstrate nearly flawless detec-
tion capability across all malware families, while the majority
struggle with efficiently detecting certain types. Moreover,
we performed Monte Carlo simulations and revealed that
employing multiple scanner engines substantially enhances
detection capability, with 3 to 7 scanners being optimal.
Finally, simulation analysis in a case study highlights the
significant impact of hard-to-detect malware on risk and
performance, underscoring the importance of effective mal-
ware strategies.

Index Terms—VirusTotal, malware detection, defense stra-
tegy, decision-making, security investment

1. Introduction

Given the growing threat of ransomware, it becomes
imperative for organizations to fortify their cybersecurity
frameworks to ward off malware threats. A robust defense
mechanism often involves the implementation of advanced
antivirus and anti-malware tools, tailored to proactively
identify the presence of such malicious software within
enterprise systems. Despite the important role that these
scanners fulfill in the early detection of malware and
preventing ransomware incidents, depending solely on
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the recommendations of a singular scanner proves to be
insufficient [8, 10].

Adversaries continually refine and release updated
versions of malware, specifically designed to evade these
detection mechanisms. While developers of anti-malware
tools strive to release frequent updates for these scanners,
not every tool shows the same level of effectiveness in
recognizing every variant of malware [7]. Their detection
capabilities tend to improve progressively, as updates from
malware authors are integrated [2].

A failure in detection and subsequent response enables
malware to propagate swiftly throughout an organization.
Incidents leading to a successful breach lead to pro-
found repercussions on the financial stability and revenue-
generating capacities of the organization [4, 5]. Faced with
such complexity, organizational leaders find themselves
deliberating over optimal investment allocations across
various defensive layers, acceptable levels of risk appetite,
and dedicated mitigation efforts to secure specific indus-
tries.

Determining a viable risk management strategy against
malware demands an evaluation of the precision of exist-
ing anti-malware tools and an analysis of their evolving ef-
ficacy. This paper leverages a comprehensive large dataset
of malware scanner evaluations to explore the aggregate
efficiency of these tools in identifying diverse malware
families. Furthermore, it assesses the accuracy of malware
scanners in evaluating a set of 1,500 recently identified
malware samples over 90 days. Using this empirical ev-
idence, we conduct Monte Carlo simulations to measure
the effectiveness of employing either singular or multiple
scanner strategies. We further present a case of a sim-
ulation exercise (built on empirical data) predicated on a
recognized digital twinning method [9, 11] to ascertain the
effectiveness of cybersecurity risk management strategies
in mitigating malware risks. We use the simulation model
proposed by Jalali et al. [6] including all the assumptions
they made.

The key findings from our analyses are as follows:

o Despite over 60% of scanner engines detecting 67%
of samples, certain malware families consistently show
lower detection scores, persisting even with frequent
occurrences in the dataset.



TABLE 1: Summary of two datasets.

Dataset
Large Longitudinal
Malware Samples
# of Unique Samples 635,478 1,500
Earliest Submission 2020-09-14 2023-11-10
Latest Submission 2023-11-17 2023-11-17
Scanning Results
# of Unique Engine 114 79
# of Scan Results 47,452,360 10,219,889
Average Scans per Sample 74 6,817
Data Frequency
# of Days Retrieved 1 90
First Retrieval 2023-11-21
Last Retrieval 2024-02-18
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Figure 1: Flowchart of datasets development.

« Detection capability generally improves over time, par-
ticularly within the initial 30 days, yet remains inad-
equate for specific families, leading to sustained low
detection rates over an extended duration.

« While some scanner engines exhibit nearly flawless
detection across all malware families, the majority still
struggle to efficiently detect certain types.

o Utilizing multiple scanner engines significantly en-
hances detection capability, with the optimal range be-
ing 3 to 7 scanners, as employing more than 7 results
in diminishing returns. Detection capability in a multi-
scanner setup improves gradually over time but becomes
insignificant after the initial 30 days.

e In a case study involving 14 security and IT execu-
tives, it was observed that most struggled with effective
malware strategies initially but showed improvement
through simulations. Analysis revealed that hard-to-
detect malware significantly impacts risk and perfor-
mance, even with a decent strategy.

2. Methodology

In this study, we combine multiple data from different
data sources, namely, metadata of malware samples, scan
results from various anti-malware scanners, and malware
family labels. Figure 1 shows the process we use to collect
and analyze this data.

Gather metadata of malware samples. We use meta-
data of malware samples collected from MalwareBazaar!.
MalwareBazaar is a crowd-sourcing platform that collects
malware samples from the information security commu-
nity and shares them to help the community against mal-
ware threats. We gather metadata from 635K unique mal-
ware samples submitted to the platform from September
2020 to November 2023. The metadata consists of sample
SHA256 hashes and submission dates used in this work.

Collect scanning results from anti-malware scanners.
Second, we collect scanning results from VirusTotal?.
VirusTotal is an online service that analyses files and
URLs for malware and security threats by aggregating
multiple antivirus engines and detection tools. Users can
upload files or URLs, and VirusTotal scans them using
various antivirus engines and tools, providing detailed
reports including detection results, file behavior, relation-
ships, and associated domains/IP addresses. Reports may
vary over time as the platform regularly reanalyses files.

In this work, we retrieve the scan results from Virus-
Total using the SHA256 hashes as identifiers of 635K mal-
ware samples from our metadataset from MalwareBazaar.
If VirusTotal already knows the hash, the platform will
return the analysis result of that file consisting of scan
results from various contributing scanner engines. In this
work, we obtained the scan results of all 635K malware
samples from VirusTotal. The result also contains other
metadata for each scan result, e.g., engine name, engine
last update, detection result, and category. VirusTotal sug-
gests a threat label by aggregating threat labels given by
each engine to the sample.

A scan result might yield one of these
categories for the  sample: "malicious",
"suspicious", "harmless", "undetected",
"confirmed-timeout", "failure",
"timeout", and "type-unsupported". Table 1
summarizes the dataset used in this work.

Populate with malware family labels. We used AV-
Class to label the samples according to their family
signatures. AVClass® is a tool used in cybersecurity to
classify malware based on labels assigned by antivirus
engines [14, 15]. It normalizes and clusters these labels
to identify common types of malware, making it easier
for analysts to understand and respond to threats. Each
sample only gets one family label from the tool, based
on the scan results for the samples from various scanner
engines obtained from VirusTotal reports. AVClass was
able to label all 635K samples in our dataset.

Define metrics and analyse data to compare collec-
tive scanner performance across malware families..

To avoid doubts, we provide definitions of the important
concepts and metrics that we use in this work as follows:

o A malware analysis refers to an analysis of a mal-
ware sample against all contributing scanner engines of
VirusTotal at a certain time which consists of multiple
scan results

1. https://bazaar.abuse.ch
2. https://docs.virustotal.com/docs/how-it-works
3. https://github.com/malicialab/avclass
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e A scan result is a result of a single scan of a sample
by a version of a scanner engine in an analysis.

e Detected and positive result refer to a scan result with
a “malicious” category

e Detection score of a sample is the proportion of “mali-
cious” scan results in an analysis

o Detection capability of a scanner engine is the propor-
tion of samples that it can detect as malicious.

o Elapsed time of a scan result refers to the days between
the date the sample was first seen by VirusTotal and the
date of the engine’s last update

e Malware family refers to the family label given to a
sample by AVClass based on the threat labels from all
scanner engines.

Longitudinal analysis to measure the improvement in
scanner performance. To study how time affects the
detection capability of the scanners, we also conducted
a longitudinal analysis. From the main dataset of 635K
samples, we created a subset of 1,500 of the most recently
submitted malware samples. We retrieved the analysis re-
sults from VirusTotal of all malware samples in the subset,
every day, for 90 consecutive days. Table 1 compares the
large (main) and longitudinal datasets.

Monte Carlo simulation to compare the performance
of single and multi-scanner strategies. We conduct
Monte Carlo simulations to investigate how the number
of scanner engines chosen affects the detection capabil-
ity. We carried out two simulations using the large and
longitudinal datasets.

To evaluate the detection performance, we initiate the
process by randomly choosing a collection of 20 different
scanner engines for each evaluation cycle. The initial step
involved assessing the detection efficiency of the first
scanner engine selected. Following this, we introduced
the second engine to the mix and assessed the cumulative
detection capacity of both engines together. This assess-
ment utilized the ‘OR’ criteria, meaning a sample was
considered malicious if either of the engines identified it as
malicious. We sequentially integrated additional engines
from the set of 20, one by one, into this evaluation
process, recalculating the collective detection capability
at each step. This procedure was repeated until we had
incorporated all 20 scanner engines into the analysis,
thereby providing a comprehensive view of their com-
bined effectiveness in identifying malicious samples. We
run these simulations in two settings; 1) 100 evaluation
cycles on the large sample of 635K samples; and 2) 10K
evaluation cycles on longitudinal data from 1, 7, 30 and
60 days.

3. Results and Discussion

In this section, we present the results of our analyses
and discuss our observations.

3.1. Overall Detection Capabilities of Various
Scanners

Figure 2 illustrates the distribution of detection scores
of all malware samples in the large dataset. From the

33.06%| 66.94%
000 0o 20% 40% 60% 80%  100%
Detection score

Figure 2: Distribution of detection score, i.e., the propor-
tion of scanners that can detect a malware sample, among
635K malware samples. Area Under Curve (AUC) values
of red and green shaded areas indicate the proportion of
malware samples with lower and higher detection scores
than the threshold of 60%, respectively.

plot, we observe that the overall detection score of the
samples is relatively high, namely, around 80% on average
which means that most malware samples are recognized
by 80% of the engines. As seen in Figure 2, around 67%
of the samples (~426K) have a detection score higher
than 60%. In other words, around 67% of the samples
are recognized by at least 60% scanner engines. Despite
that, around 33% of the samples (~209K) have a relatively
lower detection score indicating that these samples are not
widely recognized and are only detected by less than 60%
of the engines.

Detection across malware families. We further analyze
the large dataset by comparing the detection scores of the
samples with different family signatures. As mentioned,
we label all the samples with an individual family signa-
ture using AVClass. Table 2 presents a brief statistics of
two lists of top 10 families with 1) the most frequent
samples and, 2) the lowest mean detection score. We
highlighted certain families that organizations should be
more concerned about, e.g. mirai, gbot, and sload,
since they have a high number of samples but with a low
mean detection score. In other words, these families are
ubiquitous but at the same time hard to detect.

Figure 3 shows how the detection score of the malware
samples are distributed across different families. We may
observe from the plot that there are some families, such
as emotet, agenttesla, and dridex, that are well
recognized by most of the scanner engines, i.e., less than
20% samples from these families with a detection score
less than 60%. Their high occurrences and high detection
score contribute to a high overall detection score as seen in
Figure 2. On the other hand, other families shown in Fig-
ure 3 are harder to detect by most of the scanner engines,
especially malware samples from sload, encdoc, and
sneaky families. Malware samples from these families
exhibit low detection score (<60%) in majority indicating
that only a few scanner engines can detect them.

Key takeaway: 67% samples can be detected by more than
60% scanner engines, however, samples of certain families
still have lower detection scores despite being frequently
present in the dataset.

3.2. Time and Detection Capability

From the dataset, we observe that most of the scanner
engines in VirusTotal use the blacklist method which



TABLE 2: Summary of family signatures with the most number of samples and lowest detection score. Bold-faced
families are those in need of special attention considering their high frequency (>1%) and low detection score (<60%).

Most frequent

Lowest detection

Family N % MDS  Family N % MDS
emotet 78K (12.34%) 72%  sneaky 4K (0.61%) 33%
mirai 41K (6.40%) 59%  nastya 2K (0.35%) 37%
agenttesla 39K (6.11%) 73%  sload 21K (3.37%) 39%
gbot 39K (6.07%) 51%  encdoc 9K (1.46%) 45%
dridex 34K (5.42%) 77%  sagent 3K (051%)  47%
sload 21K (3.37%) 39% agentxlm 3K (0.41%) 51%
reline 18K (2.80%) 77%  gbot 39K  (6.07%) 51%
noon 14K (2.17%) 73%  valyria 2K (0.32%) 53%
gafgyt 10K (1.64%) 61%  minerva 2K (0.24%) 59%
taskun 9K (1.49%) 74%  icedid 3K (0.41%) 59%
MDS:Mean Detection Score
1.0 7 emotet (N=78K)
08 mirai (N=41K)
c —e— agenttesla (N=39K)
£0.6 qbot (N=39K)
8_ dridex (N=34K)
0.4
§ : —<— sload (N=21K)
0.2 encdoc (N=9K)
j sneaky (N=4K)
0.0 - ’ —
0%  20% 40% 60% 80% 100% - S39ent(N=3K)

Detection score

Figure 3: Cumulative distribution of detection score of 635K malware samples from selected malware families. The
dashed vertical line indicates the detection score threshold of 60%), i.e., at least 60% of the engines recognize the sample

as malicious.

means that they keep a list of signatures known as mali-
cious. With this approach, the detection capability of an
engine is improved as new hashes are added to the list.
Hence, the timeliness of the list-updating process is crucial
to maintain the engine’s detection capability. Here, we
discuss how time affects the detection capability of the
scanner engines in the two datasets.

Detection and analysis age. Using the large dataset, we
calculated the elapsed time between the latest analysis
date and the day VirusTotal first received the sample. In
other words, it reflects the age of the analysis result. In
Figure 4, we compared the elapsed time of an analysis of
a sample with its detection score, i.e., how many engines
detect it as malicious. We excluded the analyses aged more
than 1,000 days to maintain interpretability.

We can observe from Figure 4 that most analysis
results in the large dataset are relatively young’ compared
to the entire dataset, specifically, 60% of the analysis
results are younger than 71 days old. The plot also shows
that these ’young’ analyses (<71 days old) also have a
relatively good detection score, namely, >60% of them
have at least 60% detection score. Meanwhile, despite not
being very significant, we can observe that the age of
analysis positively affects the detection score as reflected
by an ascending regression line. This is also reflected by

less concentrated data points in the lower area for older
analysis results.

Analysis age in different families. We introduced the
family signatures to the analysis to observe how time
affects the detection capability against certain malware
families. Figure 6 illustrates the results of this analysis
on selected malware families with low detection scores.
As we can see from the regression lines in the plot, the
detection capability against samples with mirai, gbot,
and sload signatures improve over time. However, the
improvement in sload family is still insufficient to make
it significantly more recognizable by all scanner engines.
Meanwhile, samples with a valyria signature show no
visible improvement in the detection score even after a
longer period.

Longitudinal analysis of detection capability. It remains
inadequate to fully understand how time improves the
detection capability by analyzing only one analysis per
sample. Therefore, we isolated the detection capability of
the engines against a fixed set of samples over time to
observe the unbiased effect of time in building the ca-
pability. Using the longitudinal dataset, we compared the
detection score of the samples from analyses performed
in 90 consecutive days as seen in Figure 5. The average
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Figure 4: Detection score and elapsed time of 635K
malware samples. The red dashed line indicates the linear
regression. Horizontal and vertical histograms illustrate
the distribution of elapsed time and detection score of
analysis results in the large dataset, respectively.
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Figure 5: Average detection scores of 1,500 malware
samples scanned within 90 consecutive days with 95%
confidence interval. The yellow and red shades indicate
significant and non-significant periods of improvement in
detection capability, respectively.

detection score of 1,500 malware samples starts at around
64% on the first day. It improves significantly to almost
69% within the first 30 days. This clearly shows how time
positively affects the detection capability against the sam-
ples. However, the average detection score remains almost
constant after 30 days with no significant improvement.
It might reflect that the blacklist updating process of the
scanner engines mainly happens within the first month of
the sample’s first occurrence.

Key takeaway: Detection capability improves over time.

The most significant increase in detection capability is
observed in the first 30 days.

3.3. Coverage of Individual Scanner Engines

When using a scanner engine, there is a concern about
the capability of that individual engine to detect as many

malicious files as possible, especially with the large and
growing number of new malicious files. Hence, following
our previous discussions about the samples, we focus
on the detection capability of individual scanner engines.
Our objective is to understand the coverage of an engine
against different malware families and compare it with
other scanner engines. We respect the terms of using
VirusTotal data by not disclosing the engine identities
anywhere in this work. We calculated the detection ca-
pability of each engine against each malware family, i.e.,
the percentage of malware samples from the family that
the engine can detect as malicious. Figure 7 illustrates
the results from all scanner engines against samples from
the top 20 most frequent families. Each vertical column
represents a scanner engine while each horizontal row
denotes a malware family.

We can observe from Figure 7 that the detection
capability of the scanner engines differs quite significantly.
There are at least three types of scanner engines regarding
their detection capability. Uniformly dark columns in the
left area of the plot suggest the least effective scanner
engines with poor detection capability in all 20 families.
On the contrary, entirely light-colored columns in the right
area illustrate the most effective engines with very high
detection capability against samples from all 20 families
implying that there exists ‘one-fits-all’ solutions to tackle
malware threats. However, most scanners still possess
weaknesses against different malware families, indicated
by columns with both dark and light colors.

With regards to the families, some families are only
well detected by a small group of scanner engines, such
as dridex, reine, and encdoc, denoted by horizontal
rows with predominant darker colors.

Key takeaway: A few scanner engines show almost perfect
detection capability (9/87 scanners show above 95% aver-
age detection capability) for the top 20 malware families
found in our dataset, but most scanner engines (median
detection capability of 72%) remain inefficient even for
these families.

3.4. Multi-scanner Strategy

We have demonstrated how most individual scanner
engines might possess weaknesses against certain families.
Hence, using multiple scanner engines can be a good
strategy to increase malware detection capability in an
organization. To explore this option, we ran Monte Carlo
simulations to portray scenarios in which multiple scanner
engines are used at the same time. We defined detection
capability in a multi-scanner setup as the proportion of
malware samples detected as malicious by at least one
scanner engine. Figure 8 presents the results of our simula-
tions with up to twenty scanner engines using scan results
from the large and longitudinal datasets. This simulation
aims to find the optimum number of scanners to balance
the benefit, i.e., detection capability, and the cost of using
more scanners, i.e., licensing fee.

In the simulations with the large dataset, we ran 100
individual simulations involving up to twenty randomly
selected scanners sampled without replacement. Then, we
calculated the detection capability using the scan results
of all 635K samples. Figure 8a summarizes the average
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Figure 6: Distribution of malware samples from selected families across detection score and elapsed time. Red and
black dashed lines indicate the regressions and the 60% detection threshold.
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Figure 7: Detection capability of various scanner engines
against top 20 malware families by number of samples.

detection capability with 95% confidence interval (line
shade). We can observe from the plot that the capabil-
ity increases significantly at a decreasing rate as more
engines are used. Looking at the elbow of the curve,
i.e., the turning point of the curve, we can identify that
the optimum number of scanners lies between 5 and 7.
Using more than 7 scanners would be suboptimum due
to diminishing returns, i.e., the improvement in detection
capability starts to diminish and no longer justifies the
cost of using additional scanner engines.

In the simulations with the longitudinal dataset,
we compared the scan results from 1%, 7t 30", and
60" days to explore the effect of time on the detection
capability in a multi-scanner setup. We used the same
approach but ran more simulations, namely, 10,000 runs
per day, since the data is only 1,500 samples which
is much smaller. Figure 8b summarizes the average
detection capability in the four selected days. We can
spot a similar observation with a slight difference
regarding the optimum number of scanners which lies
between 3 to 5. The detection capability also improves
over time despite not significantly: the results slightly
improve from day 1% to day 30", but the results of the
day 30" and 60*" are almost identical.

Samples detected

1 3 5 7 9 11 13 15
Number of scanners

17 19

(a) Large dataset of 635k samples (100 simulation runs)

8 95% Lottt S
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(b) Longitudinal dataset of 1,500 samples (10K simulation runs)

Figure 8: Percentage of malware detected with different
numbers of scanners from Monte Carlo simulation on the
large dataset (a) and the longitudinal dataset (b). The
line plots show the mean values with 95% confidence
interval. Red-shaded areas indicate the optimum number
of scanners.

Key takeaway: Using multiple scanner engines can signif-
icantly increase the detection capability with the optimum
number of scanners between 3 and 7 while using more
than 7 scanners is not recommended due to diminishing
returns. Detection capability in multi-scanner setup im-
proves negligibly over time.

4. Case Study: Integrating Empirical Mea-
sures in a System Dynamics Model

Strategic decisions made in an organization to combat
cyber threats should not only safeguard its information
security but should also fit with its business objectives.
These decisions often involve investments of large funding
with the expectation of a profitable return. Therefore,
we further employed the results from our empirical data



analyses to assist in estimating the impact of strategic
security investments on business operations represented by
two main aspects: risk and performance. To imitate a more
realistic scenario of malware threats, we fed the results
from our empirical analyses, including average detection
scores of malware and detection capability and timeliness
of scanner engines, to the simulation model.

We utilized simulation techniques to create a digital
replica or twin of a company and incorporated a gaming
functionality in it. We adopted the simulation model in-
cluding all the assumptions from Jalali et al. [6]. Unlike
the real world, wherein bad decisions can cause businesses
to fail, simulation environments allow decision-makers to
explore and evaluate how their malware strategies could
evolve in real life before implementing them [1, 6]. In
this research, we used simulation techniques to evaluate
the effectiveness of cyber risk management strategies in
combating malware.

Replicating a Company in the Simulation. We used a
system dynamic approach to build this simulation environ-
ment, leveraging the work of Jalali et al. [6]. However,
we also considered the epidemic properties of malware
through interconnected systems and related the counterac-
tions of anomaly detection and network segmentation [18],
as well as ransom payment dynamics [3].

This simulation-aided approach translated system sci-
ence, control theory, and simulation modeling into a
learning experience that captures decision-making behav-
ior in an environment that mimics strategic investment
decisions in cyber risk management to drive business
performance [6, 17, 19].

In this simulation environment, decision-makers can
decide to invest in prevention, detection, response, and
recovery on a yearly basis for a period of five years,
while maximizing the financial performance (measured
in accumulated profits) and minimizing threat exposure
(measured in percentage of compromised systems). Each
year, 0-5% of the total IT costs can be invested in security
capabilities.

The core structure of this simulation is based on the
fact that systems not at risk could become systems at
risk over time, systems at risk can be compromised by
adversaries, and when adversarial threats are properly
mitigated, compromised systems can become systems not
at risk again [6, 16, 19]. The amount of investment
made in prevention, detection, response, and recovery will
drive this sequence. Compromised systems as well as
investment in cyber security can affect the profits being
generated over time.

Strategy Design by Experts. Fourteen security & IT
executives played 77 simulations on three different sce-
narios where they faced regular cyber threats, malware
threats, and malware threats under the condition of pay-
ing a ransom. These simulations were run based on the
assumption of average detection capabilities (see §3.1).
Figure 9 shows the results of these simulations.

More than 50% of the participants were unable to
define an effective risk management strategy to combat the
malware. The others had to complete three full simulation
games on average to be able to design an effective cyber
risk management strategy. This experiment allowed us to

Risk performance matrix on simulation results
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Figure 9: Risk performance matrix of using cyber risk
management strategies to combat malware
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Figure 10: Sensitivity analysis for risk and performance
using the simulation model from Jalali et al. [6]. The
horizontal axis indicates months after the investment. The
top plot illustrates the number of compromised systems
over time. The bottom plot shows the accumulated profit
from the amount of money that organizations lose or do
not lose to pay for ransoms.

define a base case to come up with an effective strategy
to combat malware and malware.

Malware with Low Detection Rates. To explore the
effectiveness of security investments against malware with
low detection rates, we performed a sensitivity analysis.
We drew a uniform distribution on a Monte Carlo sim-
ulation setup, consisting of randomly launched attacks,
which included 2,000 random attack patterns launched
with different attack strengths and timing, under the as-
sumption of applying the base case cyber security strategy
while varying the detection strength (1% to 60%) and
detection/response time (27 days to 1,000 days), reflecting
attacks of hard-to-detect malware. Over the full game
period, the total strength of all the attacks combined
remained the same.



The sensitivity analysis, shown in Figure 10, uses
different colors (yellow, green, blue, and gray) to show
the distribution of possible outcomes. The results show
that hard-to-detect malware can bypass a reasonable cyber
risk management strategy and significantly impact risk and
performance.

Key takeaway: After an experiment involving 14 security
and IT executives using simulation gaming enhanced with
empirical data, we revealed that most decision-makers
struggled to define effective strategies against malware
threats but gained a better understanding through a series
of simulations. We learned from a sensitivity analysis that
the threat of hard-to-detect malware might significantly
impact risk and performance despite a decent strategy.

5. Related Works

Several works have inspired us to do this work.
Zeijlemaker et al. [19] used simulation gaming to help
managers understand the impact of strategic decisions
related to security investments on their organizations.
They concluded that it is essential to provide managers
with supporting tools to help them make strategic security
decisions. Jalali et al. [6] applied a similar approach, i.e.,
using simulation gaming, to investigate the effectiveness
of managers in making cybersecurity-related decisions
when confronted with two complexities: potential delays
in detection capability advancement and uncertain cyber
incidents. Between these two factors, their study revealed
that uncertainty in cyber incidents was more problematic
and caused decision errors for both experienced and in-
experienced participants. Our work aims to shed light on
this uncertainty problem by quantifying malware threats
using empirical data.

We took inspiration regarding the use of empirical
data in investigating malware threats from other works
with similar approaches. Zhu et al. [20] explored the
performance and stability of scanner engines in detecting
malicious samples using VirusTotal data. With daily scan
results of 14K malware samples, they showed that even
’trusted’ individual engines can still provide poor and
inconsistent detection against the samples which supports
our results in §3.3. Leka et al. [7] conducted a comparison
study between scan results from VirusTotal and desktop-
based antivirus scanners. Despite the limited number of
samples, their work discovered that the detection capabil-
ity of desktop scanners is relatively better than scanner
engines used in VirusTotal. Peng et al. [12] performed
several analyses using VirusTotal data to evaluate its per-
formance and consistency in detecting malicious URLs.
They set up their own phishing sites for VirusTotal to
analyze and found out that due to inconsistent scan results,
we need a better way to combine the detection labels from
the platform. Sakib et al. [13] proposed different methods
to maximize scan results from a multi-scanner setup.
Using both malicious and benign samples, they measured
the performance of each method using simulations. They
also proposed and validated methods to find the optimum
configuration of scanner engines.

6. Conclusions

We retrieved the scan results of 635K malware sam-
ples from the multi-engine scanning platform VirusTotal
and used AVClass to assign family labels based on the
multiple tags provided by the scanners. In addition, we
collected a 90-day longitudinal dataset with analysis re-
sults from the latest 1,500 samples. These two datasets
allow us to explore how detection capability changes over
time and across different malware families. We compared
the coverage and performance of individual scanners and
used simulations to determine the optimal number of
scanners for the best multi-scanner strategy. Following
the simulation model from Jalali et al. [6], we integrated
our empirical findings to assess how security investments
affect organizational risk and profit.

The results of our analyses include the following
points. First, although over 60% of scanner engines can
detect 67% of the samples, certain malware families
consistently exhibit lower detection scores, despite their
frequent presence in the dataset. Second, detection capa-
bility shows improvement over time, although it is notably
significant only within the initial 30 days. Nevertheless,
for specific families, this improvement is inadequate, re-
sulting in sustained low detection capability even over
an extended duration. Third, while some scanner engines
demonstrate nearly flawless detection capability across
all malware families, the majority of scanner engines
still struggle with efficiently detecting certain types of
malware families. Fourth, employing multiple scanner
engines can substantially enhance detection capability,
with the optimal number of scanners ranging from 3
to 7. However, utilizing more than 7 scanners is dis-
couraged due to diminishing returns. In a multi-scanner
setup, detection capability improves gradually over time
but becomes insignificant after the initial 30 days. Fifth, in
a case study with 14 security and IT executives, we found
that most struggled with effective malware strategies but
improved through simulations. Our analysis showed that
hard-to-detect malware significantly impacts risk and per-
formance, even with a decent strategy.

6.1. Limitations

There are some limitations in our work. First, consid-
ering the nature of crowd-sourcing platforms, we cannot
guarantee that the malware sample data that we use in this
work is complete, i.e., has included all malware samples
out there, neither do we know how representative the
samples are. They were submitted voluntarily by people
from the security community, hence, many malware sam-
ples might be absent from the data set. Second, despite
their instructions only to submit malicious samples to the
platform, some samples in the data might be benign. As a
community-based and non-profit project, the platform has
been receiving support from several security companies®
to improve the data quality. Third, to respect the data use
agreement, we cannot disclose the names of the scanner
engines in this work. Moreover, we do not encourage
readers to use a scanner engine from a specific provider.

4. https://bazaar.abuse.ch/about/



Instead, we want to emphasize the effectiveness of adopt-
ing a multi-scanner strategy as it provides significantly
better detection capability than relying on a single engine
according to our simulation results.

6.2. Future Works

We observed that simulation gaming could improve
decision-makers’ understanding of security investment
against malware since it allows them to evaluate the
effectiveness of their strategy before implementing them.
Hence, we believe that improving the simulation model
would also improve the strategic decisions quality. Investi-
gating more empirical data allows us to model more prob-
ability distributions into the simulation, gradually elim-
inating assumptions, creating a more realistic scenario,
and producing less biased conclusions. | Hence, we plan
to further develop our simulation gaming model in the
future. With the results of our empirical analyses from this
work, we could model more uncertainties as probability
distributions in the simulation model For example, we can
model the probability of encountering certain malware
families in each attack as well as their detection scores
according to the statistics, We can further model the
detection results based on the number of scanners used
in the simulation setup.

We also plan to introduce the cost aspect into our
analysis. For example, by collecting more data about the
scanner engines such as licensing fees, we can extend our
study on the effectiveness of security investments. Later,
we can incorporate the result into the simulation model as
well to provide a more accurate estimate of the financial
impact of the strategies.
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