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Abstract

Systematic spare management is important to optimize the twin goals of high reliability and low costs. However, existing
approaches to spare management do not incorporate a detailed analysis of the effect on the absence of spares on the system’s
reliability. In this work, we combine fault tree analysis with statistical model checking to model spare part management
as a stochastic priced timed game automaton (SPTGA). We use UpPAAL STRATEGO to find the number of spares that
minimizes the total costs due to downtime and spare purchasing. The resulting SPTGA model can then additionally be
analyzed according to a wide range of other metrics, including expected availability. We apply these techniques to the
emergency shutdown system of a research nuclear reactor. In this case study, the failure probability is low, so we change the
settings of UPPAAL STRATEGO setting to obtain reliable results about rare events. We consider both a single subsystem
and the combination of two subsystems. In both situations, our methods find the optimal number of spares, minimizing cost
while ensuring an expected availability of 99.96% and 99.93%, respectively.

Keywords Spare management - Fault tree - Statistical model checking - Research reactor - Uppaal

1 Introduction In practice, spare management is often ad hoc, based on
intuition rather than on systematic analysis. Nevertheless,
spare parts optimization is a well-studied topic, especially
in optimization research [1]. These approaches use multiob-
jective optimization to meet the goals of low costs and high
reliability; spare management can also be combined with the
maintenance policy which also affects these goals [2], to find
an optimal joint spare/maintenance policy.

However, in many works reliability is closely linked to
the availability of spare parts, rather than based on a de-

Proper spare management is of crucial importance for safety
critical systems: when a component breaks, it must be re-
placed in a timely manner.

At the same time, spare management is costly: spare parts
need not only be purchased, but they must also be main-
tained and administered. Therefore, spare management poli-
cies must carefully trade reliability/availability versus costs.
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per aligns spare management with a popular reliability en-
gineering framework, namely fault tree analysis [3]: many
companies already use fault trees as a part of their design
process. By equipping the fault trees with a minimal amount
of additional information (namely, the costs of downtime and
spares), we support a more systematic method of studying
tradeoffs between costs and reliability [4].
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art methodology for Monte Carlo simulation. Our key model
is a stochastic priced timed game automaton (SPTGA), i.e.,
a transition system that models the evolution of probability
and costs over time. Monte Carlo simulation can estimate (up
to a confidence interval) the probability and expected values
for a wide variety of random variables. In many applications,
failure events have very small probabilities, so many simu-
lation runs are needed to obtain reliable results. Therefore,
the number of simulations need to be tailored to the specific
setting.

‘When the model involves decisions, simulations can also
be used to estimate the probability of desirable outcomes
for a given strategy. In [4] this is used to find the reliability
of a fault tree model given a fixed number of spares. More
recently, however, developments in the area of machine learn-
ing allow SMC to not only analyze given strategies, but also
automatically synthesize optimal strategies [7].

We start with a fault tree extended with costs for downtime
and spare management, as well as the dependability metric
of interest. Via statistical model checking, we synthesize a
strategy for spare management that is optimal under the given
dependability metric, e.g., the reliability. We further analyze
this optimal strategy with respect to other metrics, such as
the availability.

The case study We apply our approach to a section of
the emergency shutdown system of a research reactor, de-
veloped by the company INVAP, Argentina. The section of
interest of the system consists of three main subsystems: the
reactor protection system, the neutron flux instrumentation,
and the temperature difference at the reactor core (DTCore).
Each subsystem is implemented in triple modular redun-
dancy. Cost is incurred by buying spares and by suffering
downtime due to unreliability; the optimal spare strategy is
one that balances these to obtain the lowest total cost.

Results We consider a single subsystem of the emergency
shutdown system, as well as a combination of two subsys-
tems. In both cases, we determine the optimal spare man-
agement by modeling it as a fault tree and translating it
into a SPTGA. The optimal spare problem then becomes a
strategy synthesis query in UpPAAL STRATEGO, which we
solve using Monte Carlo simulation, coupled with rare event
simulation techniques tailored to our setting. For the single
subsystem, this is solved in 7 min, giving 6 spares as the
optimal balance between reliability and spare part costs. Un-
der this strategy, the probability of any downtime during the
research reactor’s 40-year lifespan is less than 9E—4, with
an expected availability of 99.96%. Our results for the two
subsystems combined provide 6 spares for the first compo-
nent and 140 spares for the second component as an optimal
balance between reliability and cost of spare parts. Under
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this strategy, the probability of any downtime during the re-
search reactor’s 40-year lifespan increases to 86.59%, with
an expected availability of 99.93%.

Contributions Summarizing, our contributions are a sys-
tematic way to find optimal spare management strategies by
combining the detailed reliability analysis of fault trees with
the strategy synthesis tools of statistical model checking, to-
gether with increased simulation sizes to account for rare
events. The resulting timed game automaton allows for a
range of queries for further analysis of the optimal strategy.
We show the validity of this method on a case study coming
from nuclear research reactors.

Extension from conference paper This work is an ex-
tended version of a previous paper [8] presented at Interna-
tional Conference on Formal Methods for Industrial Critical
Systems 2023. Compared the conference paper, we added a
UppraaL model for a system with two components and pro-
vide the subsequent analysis determining the optimal number
of spares for both types of components, see Sect. 8. Further,
we provide a detailed discussion on handling rare events dur-
ing the Monte Carlo simulation and our choice of parameters
for model checking, see Sect. 7.2.

Artefact We provide all Uppa AL models, queries and re-
sults in a publicly available artefact on Zenodo: https://doi.
org/10.5281/zenodo.7970835 [9].

1.1 Related work

Spare management Spare parts management is an active
area of research, cf. [10, 11] for overviews. Hu et al. [1]
surveyed the gap between the theory and practice of spare
parts management. According to this work, from a product
lifecycle perspective, there are three kinds of forecasting
tasks, namely forecasting initial demand, ongoing demand,
and demand over the final phase. There are techniques for
predicting the need for spare parts based on neural networks
[12-16]. The neural network based forecasting is most often
used to predict continuing need and demand throughout the
final phase. It can rarely be applied in predicting the initial
demand since there is limited historical data on the spares’
consumption when new equipment is introduced.

Zheng et al. [17] consider reordering of spare parts from
dual sources, with different lead times and costs. The ap-
proach uses Markov decision processes to model the spare
management and synthesizes optimal strategies through an
exact algorithm. In [4], the impact of different numbers of
spares is investigated. Given a dynamic fault tree with spare
components, the model is translated into a probabilistic timed
automata (PTA). The unavailability is then calculated by
analysis of the PTA via Uppa aL. In contrast to our approach,
the number of spare parts is manually fixed beforehand, and
no automatic synthesis is performed.
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Translation from fault trees to timed automata There
are studies on optimization using timed automata. The au-
thors of [18, 19] study the optimization of cyber-physical
system behavior regarding energy consumption and its ef-
fect on system reliability by Uppa aL. Translating the fault
tree into timed automata can help in better analysis and opti-
mization. Several methods have been developed for fault tree
analysis using timed automata.

In [20, 21], the authors introduced a framework for
converting fault trees and attack trees to timed automata.
In [20], the authors translated attack tree gates and leaves
into timed automata and defined the properties in weighted
CTL queries to perform model checking analysis. They used
the UppaarL CORA model checker to obtain the optimal
path of the attacks. In [21], each element of an attack-fault
tree is translated into a stochastic timed automaton [22]. As
a result, the authors calculated the costliest system failure by
equipping the attack-fault tree with stochastic model check-
ing techniques. Ruijters et al. [23] presented a translation
from fault maintenance trees — fault trees with maintenance
aspects — to priced timed automata, and then applied sta-
tistical model checking for analysis. In all these papers, the
authors only check the dependability metrics, such as sys-
tem reliability, but do not perform any synthesis on specific
parameters. In contrast, our approach allows automatically
synthesizing parameters which are optimal under a given de-
pendability metric. Furthermore, these works are less flex-
ible than our model. In previous works, the size of a gate
automaton grew linearly with the number of its children.
In contrast, the size of our automata is independent of the
number of children, and remains constant. The modular and
configurable nature of our proposed approach aligns with In-
dustry 4.0 principles, which emphasize flexible production
environments capable of adapting to dynamic demands and
shared resource utilization [24].

2 Spare management for a research reactor
2.1 Research reactor

We investigate optimal spare management for research re-
actors. The case study stems from INVAP S.E. based in
Bariloche, Argentina. This high-tech company develops —
among others — research reactors, satellites, and radars.

Research reactors are nuclear reactors which are used for
research purposes and not for power generation. Applica-
tion areas of research reactors include research and training,
analysis and testing of materials, and the production of ra-
dioisotopes used in medical diagnoses and cancer treatment.
In contrast to power reactors, research reactors are smaller,
operate at lower temperatures, require less fuel, and produce
less fission products.

Emergency shutdown system We consider part of the
emergency shutdown system of a research reactor. In case of
an emergency, the system automatically stops the nuclear fis-
sion chain reaction within the reactor. This process is called
“trip” or “scram.” The fission reaction is stopped by insert-
ing neutron-absorbing control rods into the reactor core. By
absorbing neutrons, the control rods stop the nuclear chain
reaction and shut down the reactor. The emergency shutdown
system is designed as a fail-safe mechanism: if it fails due to
internal subsystem failures, operation of the whole research
reactor is immediately stopped. In this case study, we focus
on the unavailability of the research reactor operation due to
the unavailability of the emergency shutdown system caused
by internal failures. In particular, we do not consider the trip
of the research reactor — through the emergency shutdown
system — triggered by the violation of safety thresholds.

The emergency shutdown system (depicted in Fig. 1) con-
sists of three main subsystems: (1) the reactor protection sys-
tem (RPS), the (2) neutron flux instrumentation, and (3) the
delta temperature reactor core (DTCore). Both the neutron
flux instrumentation and the DTCore feed into the RPS via
analog channels. If any of the two inputs or the RPS itself is
unavailable, the emergency shutdown system becomes un-
available. The reactor protection system consists of three
redundant subsystems, also called trains. The RPS signals a
trip of the reactor if two out of the three trains are above the
safety threshold or if the trains are unavailable due to internal
failures. The neutron flux instrumentation consists of three
ionization chambers. Each ionization chamber measures the
neutron flux outside the core and generates an alarm if safety
thresholds are violated. The neutron flux instrumentation
fails if two of the ionization chambers are failed. The Delta
Temperature Reactor Core (DTCore) consists of three redun-
dant thermocouples which measure temperature differences.
DTCore fails if two thermocouples are unavailable.

Figure 2 depicts a fault tree model of the emergency shut-
down system. The logical OR-gate Trip models that the sys-
tem fails if any of the three main subsystems fails. Each
subsystem is modeled by a 2/3 voting-gate which fails if at
least two out of the three inputs fail. The leaves represent the
redundant subsystems which fail according to an associated
failure distribution.

In the following, we mainly focus our analysis on the
neutron flux subsystem (marked by the box in red) because
it has significantly higher costs than the other components.
Thus, optimal spare management is most crucial here.

2.2 Optimal spare management
Redundancies of the subcomponents ensure that the research
reactor operates safely and reliably. The safety and reliabil-

ity of the reactor can be analyzed with standard techniques
such as fault tree analysis [3]. However, the redundancies
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Fig. 1 Schematic of the
emergency shutdown system
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do not prevent failures, they only mitigate them. In case of
a subcomponent failure, the subcomponent should be either
repaired or replaced by another spare component. It is there-
fore crucial that enough spare components are available to
allow for quick replacement of failed components. On the
other hand, ordering and storing a large number of spare
components costs a significant amount of money. A pressing
question is therefore to find an optimal spare management
policy, e.g., “how many spare components should be on stock
at a given time?” The number of spares on stock should be
small to minimize purchasing and storage costs but suffi-
ciently large such that the research reactor stays operational,
especially in case of component failures. The optimal strat-
egy needs to consider various aspects: costs of spare com-
ponents, warehouse capacity, delivery times for new orders,
reliability requirements on the reactors, etc.

Initial stock We consider the setting where all necessary
spare parts must be initially on stock. Thus, no intermedi-
ate ordering is considered. This setting is important in the
context of research reactors as ordering additional spare com-
ponents can take a long time or components may no longer
be produced at all. The ordering process involves multiple
steps such as (possibly) manufacturing the component on
demand, transportation and testing of the component. Thus,
the initial stock is crucial to guarantee high availability of
the research reactor.

Springer

Current spare management strategies Currently, the
number of spare components is often based on experience,
such as keeping the square root of used components on stock.
For n components which are in use, [vn] components are
kept on stock as spare parts. Another approach is manually
considering different numbers of spare parts and calculating
the system reliability with respect to each configuration. In
the end, the best number of spare parts from all considered
configurations is selected. However, this approach is very
time-consuming as a large number of spare parts need to be
considered. Furthermore, if parts of the system change, the
whole process has to be performed again.

2.3 System parameters

We consider a remaining lifetime of 40 years for the research
reactor. We assume a gross profit of $1 million Argentine
pesos per day of operation for the research reactor. Con-
versely, this means each day where the research reactor is
unavailable, costs of $1 million are accumulated.

Failure rates and costs Component failures occur ac-
cording to a given failure rate. The failures can be mitigated
by replacing the component with a spare one. The replace-
ment time is given by a replacement rate. Table 1 provides
the failure rates, replacement rates, and the costs for a single
component of each type. The values were provided by our
industrial partner INVAP S.E.
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Table 1 Failure rates,
replacement rates, and costs of

components

Component RPS Train Ionization chamber Thermocouple
Failure rate [per hour] 1x10~* 1x1076 1x1073
Replacement rate [per hour] 1x1072 3x1073 3.5x1073
Costs [in $ Argentine pesos] 8k 80k 1.2k

2.4 Performance metrics

In our analysis, we are interested in optimizing for two met-
rics: (1) high availability of the research reactor with (2) min-
imal cost. The unavailability is calculated for a lifetime of
40 years. As unavailability is also associated with costs — the
loss of profit — it suffices to optimize for cost. We therefore
want to find the number of initial spares such that the costs
of the spares plus the costs due to system unavailability is
minimal. This yields the metric Q¢ we want to optimize for:

O. What number of spare components minimizes total

P p
cost?

After finding the optimal number of spares, we further
want to analyze the availability of the system under this con-
figuration. To this end, we are also interested in the following
metrics:

A Given a number of spares, what are the costs, i.e., costs
1 P
of spares plus costs through unavailability?
QA. Given a number of spares, what is the availability of
b P y
the system within its lifetime of 40 years?
Qg‘. Given a number of spares, what is the probability that
the system is down for less than a given threshold, e.g.,
a downtime of at most 30 days in total?

3 Preliminaries
3.1 Fault trees

Fault trees (FT) are a common reliability model [3] applied
in diverse industries such as automotive, aerospace, and nu-
clear sectors [25]. A fault tree is a directed acyclic graph
that serves as a model for determining the causes of system
failures. It identifies how failures at lower levels propagate
through the system, ultimately leading to a system-level fail-
ure. The leaves in a fault tree, called basic events (BE),
represent atomic components that fail according to an as-
sociated failure rate. Inner nodes, called gafes, model how
failures propagate. The voting gate (also known as K /N gate)
indicates that the associated event occurs if at least K out of
its N input events have failed. The AND and OR gates are
special cases of the voting gate, corresponding to N/N and
1/N, respectively. A failure of the root node, called top event,
represents a system failure.

3.2 Stochastic priced timed-game automata

A Stochastic Priced Timed-Game Automaton (SPTGA) is
a Timed Game Automaton (TGA) [26] with probabilities
associated to transitions between states. For each state, a
price is given that represents the cost/benefit of being in
that state, and there may be a cost for taking a transition. In
SPTGA, there are two types of transitions, controllable and
uncontrollable. A controllable transition refers to a transi-
tion that can be controlled or influenced by the system under
consideration. The system has control over the timing and
occurrence of the transitions, and their execution can impact
the outcome of the game or the behavior of the system. Un-
like controllable transitions, uncontrollable transitions can-
not be influenced by the system under consideration. By
distinguishing between controllable and uncontrollable tran-
sitions, SPTGA provides a framework for analyzing systems
where both the player’s (system’s) decisions and external un-
controllable events play a role in determining the system’s
behavior and evolution over time. Figure 3 shows an example
of SPTGA. In SPTGA, the opponent can be an antagonist,
which will be a 2-player game, or stochastic, then the game
will be a 1%—player game.

Given an SPTGA, we can split the problems of interest
into two different categories. The first is the control synthesis
problem whose input is a model of the system G and a
property ¢. The goal is to compute a strategy o — if such
a strategy exists — such that G|o satisfies ¢. Here, G|o
represents the system composed with the strategy o, modeled
as the synchronous product of the automaton G and the
strategy o. The second category is the verification problem
(or model checking problem). Its input is a model of the
system G (or G|o, if subjected to a strategy) and a property
@, and its problem is determining whether G satisfies ¢.
While the verification problem is concerned with whether
a system meets a set of requirements or not, the control
synthesis problem is concerned with whether the system can
be restricted to satisfy the requirements.

Automaton symbology The automata figures use spe-
cific symbols to represent different types of states and tran-
sitions (cf. Fig. 6):

* Committed states. Represented with a C inside the
state, committed states are temporary states that cannot
delay. Transitions from these states must occur imme-
diately, ensuring the automaton progresses without any
time elapsing.
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T_Replace <MaxTime
Cost'=1

Componentl

Fig. 3 The SPTGA consists of two controllable transitions (straight
arrow) and four uncontrollable transitions (dashed arrow). This exam-
ple shows a component that needs to be replaced when it fails. When
we are in the Choice state, we can choose one of the two controllable
transitions. One of the transitions is to use a component with a higher
cost (50 units) but a lower failure rate. Another choice is a component
with a lower cost (10 units) but a higher failure rate (Apad > Agood)-

» Urgent states. Represented with a U inside the state,
urgent states cannot delay time either. However, if both
urgent and committed transitions are available, commit-
ted transitions take priority and must be taken first.

 States with inner circles. States with a small circle
drawn inside indicate initial states. These states denote
the starting point of the automaton’s execution.

3.3 UPPAAL STRATEGO

UppaaL STRATEGO [5] is a powerful tool that enables
users to generate, optimize, compare, and explore the effect
and performance of strategies for stochastic priced timed
games. It integrates the various components of UppaAL
and its two branches — UppaaL SMC (statistical model
checking) [27] and UppaarL Tica (synthesis for timed
games) [28] — as well as the optimization method proposed
in [29] (synthesis of near optimal schedulers) into one tool
suite. Recently, UPPAAL STRATEGO has become a part of
UppaarL 5.0.

In UprpaAL STRATEGO, the query language contains
a subset of Time Computational Tree Logic to verify the
requirements of the model. We focus on the following two
types of queries for a given SPTGA and a strategy. The
variable N is the number of simulations to be performed and
bound shows the time bound on the simulations.

1. Probability Estimation Pr[bound] () under
Strategy_Name estimates the probability of a require-
ment property ¢ being satisfied for a given SPTGA and
strategy within a time bound.

2. Expected Value E[bound;N] (¥) under
Strategy_Name evaluates the minimum or maxi-
mum value of a clock or an integer value while
UppaaL STRATEGO checks the SPTGA with respect
to a strategy.

In this context, simulations refer to the execution of the model
under different conditions and scenarios to observe its behav-
ior and gather information about its properties. Estimation in
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When the selected component fails, it will be replaced within MinTime
and MaxTime replacement time based on a uniform distribution, result-
ing in a cost of 1 per time-unit while the component is being replaced.
With the help of SPTGA, we can synthesize a strategy to minimize the
expected cost, where the choices are made in such a way that we incur
the least cost

this context refers to the process of determining or approx-
imating numerical values or probabilities associated with
specific aspects of the system’s behavior or performance.

4 Methodology

Figure 4 outlines our approach for spare parts optimization
via statistical model checking. The inputs to the framework
are a fault tree ¥ representing the system under consider-
ation, and the metrics Q€ and Q4,...,Q%. The approach
returns the number of spare parts which optimizes Q¢, e.g.,
minimizes cost. Additionally, the framework also outputs the
model checking results for Q%,...,Q4 when using the op-
timal number of spares, e.g., the expected cost for having a
specific amount of spares, the system’s availability over its
lifetime and the probability of the downtime being less than
a defined threshold. The synthesis of the optimal number of
spares as well as the analysis via statistical model checking
are performed using UpPAAL STRATEGO [5].

The framework consists of five steps as indicated by the

blue boxes in Fig. 4. We present each step in the following:
Step 1. First, we translate the given FT ¥ to an SPTGA
G. Following [23, 30], we employ a compositional
translation methodology. That is, we translate each
FT element (i.e., basic events and gates) into a sep-
arate SPTGA. Then, by combining these different
components (automata), we obtain one SPTGA G
capturing the complete FT behavior. Details on the
translation from FT to SPTGA are given in Sect. 5.
The optimization metric Q€ and the analysis met-
rics f‘, ...,Q% are formalized as temporal logic
formulas ¢ and i1, . .., ¥,,, respectively. Details are
given in Sect. 6.
Given the SPTGA G, we use UPPAAL STRATEGO
to synthesize a strategy o that is optimal for the given
synthesis query ¢, e.g., minimizes cost. The synthe-
sized strategy o then encodes the optimal number
of spares to have on stock in the beginning.

Step 2.

Step 3.
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Fig. 4 Overview of the
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Step 4. Applying the synthesized strategy o on the SPTGA
G yields the induced model G|o that represents the
system’s behavior when using the optimal number
of spare parts.

Step 5. Lastly, we use statistical model checking via
UppPaAL STRATEGO to calculate the desired anal-
ysis queries ¥, ..., ¥, on the induced model G|o.
The analysis yields e.g., the system’s availability or
the probability of an overall downtime less than a
given threshold.

5 INVAP emergency shutdown system as an
SPTGA

In the following, we present the SPTGA model for the IN-
VAP emergency shutdown system. In this section, we con-
sider only one component in order to make the methodology
easier to understand. In Sect. 8, we extend the SPTGA model
to two components. In this case study, we do not fully con-
sider the third component, the delta temperature reactor core.
Spare management for this component type has less impor-
tance because the thermocouple is extremely inexpensive and
manufactured by INVAP S.E. itself.

Following [30, 31], we obtain the SPTGA model from
the fault tree in Fig. 2 through a compositional translation
methodology. That is, we translate each FT element (i.e.,
basic event or gate) into a separate SPTGA. Then, by com-
bining these different SPTGA components (automata), we
obtain one SPTGA G capturing the complete FT behavior.
In contrast to previous works, e.g., [23], our translation is
agnostic to the number of inputs in the FT. For example,
we translate the behavior of a voting gate (K/N gate) to
SPTGA regardless of the number of children N or thresh-
old K. These values are dynamically defined in the system
declaration without changing the model. A larger FT can
be modeled by creating an instance of a translated automa-
ton. For this, the values associated with each gate, e.g., the
children’s ID, can be specified in the system declaration.

replaced[id]?

BE_Operational BE_failed

0.000024

Fig. 5 SPTGA BE[id] for basic events, parameterized with their ID
id. Each BE has an exponential failure rate of 0.000024

For simplicity, we start by presenting the translation of
the Ionization chamber component, marked with a dashed
box in Fig. 2. Later in Sect. 8, we extend the model to two
components. However, our method can easily be extended
for other types and is applicable to fault trees in general.

The SPTGA consists of four types of automata, which can
be instantiated multiple times: BE represents a basic event,
SG models the spare management, VOT represents a voting
gate, and W models the warehouse storing the spares. Each
element in the FT can have different states, and in SPTGA, we
represent them with locations. For example, BEs are either
operational or failed, so we have two different states for the
associated BE. We use synchronization channels to show the
link between different FT elements.

Basic events Figure 5 shows the SPTGA model for a BE.
This automaton consists of two states: BE_operational de-
notes that the component is operational, whereas BE_failed
denotes its failure. Since we have several BEs, the SPTGA
is parameterized by ID [id] with the same failure rate for
the same type of components. The BE’s failure rate (per
day) is an exponential rate of 0.000024 (cf. Table 1 column
“Ionization chamber”). In Table 1, failure rates and replace-
ment rates are given per hour, while here we converted them
into per day for convenience. When a BE fails, it commu-
nicates with the spare management automaton SG through
the communication channel request_replace[id]!. The
message replaced[id]? can be received from SG when the
failed BE has been replaced.
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nicate with the corresponding BE. The demand! and supplied? are spare is available in the warehouse

Fig. 7 The automaton for the Spare=0, SP = Spare, Cost=0

spare warehouse. The variable Spare=1, SP = Spare, Cost=0.08

Spare stores the initial amount Spare=2, SP = Spare, Cost=0.16
of spares in the warehouse, SP Spare=3, SP = Spare, Cost=0.24

Spare=4, SP = Spare, Cost=0.32
represents the number of
available spares in the

Spare=5, SP = Spare, Cost=0.4

warehouse, and Cost represents O_?_\_ _SP—___supplded! ________________ -

the cost. The demand?, ) Teea L -
X 0.072 SR20 B

supplied!, and @ RN spares_number

replacement_failed! are . replacement failedl ~~~ demand?

signals to communicate with the Replacement_fallecO< SP—0 @<

SG

Spare=6, SP = Spare, Cost=0.48

Spare=7, SP = Spare, Cost=0.56

Spare=8, SP = Spare, Cost=0.64

Spare=9, SP = Spare, Cost=0.72

Spare=10, SP = Spare, Cost=0.8

Spare management For simplicity, the Spare gates are  lines indicate controllable transitions and dashed lines in-
not explicitly shown in the FT in Fig. 2. However, each ba-  dicate uncontrollable transitions. The Spare Warehouse is
sic event (BE) is connected to a Spare Management gate,  the only automaton with controllable transitions. The initial
which ensures that failed components are replaced by spare state in this automaton is a committed state. A committed
components when available. Figure 6 shows the SPTGA  gate cannot delay, and the outgoing transition of this state

representing the spare management. When SG receives the  hug the highest priority — even higher than the urgent state.
request_replace[id]? message — modeling that BE[id]

has failed — it stores the ID [id] in the queue, then com-
municates with the warehouse through the communication
channel demand!. If there is a spare part in the warehouse,
then the replacement will be done, and SG will be informed
by the communication channel supplied?. If there is no
spare in the warehouse, then the replacement_failed?
message will be received and the state Out_of_spares is
entered. The enqueue() and dequeue() are functions to
enqueue the ID of the failed BE or remove the successfully

replaced BE from the queue, respectively. The variable 1en
holds the length of the queue. If len equals zero, no failed ~ resents the number of available spares in the warehouse. In

As a result, outgoing transitions from this location are the
first transitions made in the entire SPTGA, which is the ini-
tial decision for the spare quantity in the warehouse. This
decision is the only one we can control. Normally, one of
these transitions is chosen in a nondeterministic way. But
if we synthesize a strategy, we can have control over these
transitions (in the next section, we will discuss the strategy
synthesis for determining the spare number). After decid-
ing on the initial amount of spares Spare in the warehouse,
this value cannot be changed later on. The variable SP rep-

BE is waiting to be replaced. the beginning, SP’s value equals Spare. The variable Cost
represents the cost, which is the total cost of buying spares
Warehouse The Warehouse automaton handles the inven- ~ and the cost of system failure. Each spare costs 0.08 units

tory of spares and facilitates replacements by interacting with ~ (one unit is equivalent to $1 million Argentine pesos). This
the Spare Management automaton, shown in Fig. 7. There  cost is stored in the variable Cost at the beginning, and the
are two different types of transitions in this automaton. Solid  cost of system failure is added later.
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Fig. 8 The K out of N voting automaton. The counter keeps
track of failed children. Variables Operational and lossRate
are used only for monitoring and cost calculation purposes. The

During system operations, if a replacement is needed for a
failed BE, the warehouse receives the request demand? from
SG. If a spare is available in the warehouse, the failed BE
will be replaced according to an exponential rate of 0.072 per
day, and the warehouse sends the supplied! signal to SG. If
no spare is available anymore, the replacement_failed!
signal will be transmitted.

Voting gate Figure 8 shows the SPTGA model for
a K/N voting gate. This automaton consists of two
states, System_Operational and System_failure. The
counter keeps track of failed children.

When a BE fails (request_replace[id]?), the
counter value is incremented. If the counter value is
at least K, then the voting gate is failed and the automa-
ton goes into the System_failure state. When a failed
BE is replaced (replaced[id]?), the counter value
is decremented. If the total number of failed BEs (the
counter value) is less than K, then the automaton goes
into the System_working state. Variables Operational
and lossRate are used only for monitoring and cost cal-
culation purposes. The monitoring automaton is not shown
for a single-component analysis since it only has one state to
keep track of costs.

For the OR gate, which is a 1/N voting gate, the same au-
tomaton can be used with the parameter K set to 1. However,
the specific OR gate automaton discussed later in Sect. 8 has
been separately modeled to address additional system-level
interactions unique to that context.

6 Formal queries

This section will explain the queries we have used in
our model verification. After modeling the fault tree using
SPTGA, we use these queries to analyze the model further.
We use two types of queries for statistical model checking to
calculate the desired dependability metrics, namely strategy
queries and statistical queries.

counter--,lossRate=0, Operational=1

al

TS T T N /11

A
/ icounter > K
/' jreplaced[id]?
! counter--

/

request replace[id]2, !

request_replace[id]? is the received signal from the correspond-
ing BE. The replaced[id]? is the received signal from SG

6.1 Strategy queries

By giving them names, strategy queries make it possible
to save, load, reuse, and modify the strategies. We use this
query in two ways, with the controller synthesis queries or
learning queries.

Strategy as controller synthesis query Controller syn-
thesis queries synthesize a strategy that makes a given con-
trol objective goal true, i.e., regardless of the environment
choice, the goal predicate is always true. If no such strategy
exists, then false is returned. The format of this query for
our case is
strategy SPCount# = control: A[] Spares == i
This query computes a strategy where, regardless of the
environment choice, goal predicate — the number of the pri-
mary spares must be equal to i —is always true. Such a query
allows manually fixing the number of spares. For example,
in Fig. 7, which depicts the Warehouse automaton, the ini-
tial state contains controllable transitions that determine the
number of spare parts in the warehouse. The controller syn-
thesis query selects one of these transitions based on the
specified optimization criteria, such as minimizing the over-
all cost.

Strategy as a learning query A learning query speci-
fies the objective for which an optimal strategy should be
synthesized. We use the following query:

strategy MinCost = minE(Cost) [<=lifetime]:

<>GlobalTime==1ifetime

Strategy MinCost minimizes the expected Cost value
within the given 1ifetime (e.g., 40 years which is equiv-
alent to 14,600 days). In order to determine the strat-
egy for exactly the given lifetime, we use the predicate
GlobalTime==1ifetime that stops together with the sim-
ulation time bound. GlobalTime is a clock that is never
reset.
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Table 2 Changed settings in
UppPaAL

Number of Maximum Number of Number of Probability
successful runs number of runs good runs runs to evaluate uncertainty
Default value 200 500 100 100 0.05
Our value 20,000 50,000 10,000 1,000,000 0.01

6.2 Statistical queries

We use statistical queries to formally specify the analysis
metrics Q4, ..., Q% from Sect. 2.4:
E [<=lifetime;100000] (max: Cost) under
Strategy_Name

This query estimates the maximal value of Cost within the
given time span by running 100,000 simulations. The under
Strategy_Name indicates that the query is subjected to the
strategy Strategy_Name,

E [<=lifetime;100000] (max: ODay/lifetime)

under Strategy_Name

This query is similar to the previous one, except that the
estimated value is the system’s availability. Variable ODay
stores the operational time of the system. It is important to
note that using min instead of max in these two queries would
return the overall minimal value, which initially would be 0.
This is because, at the start of the simulation, no uptime has
accumulated, yet. Since our goal is to estimate the expected
availability under the given strategy, we use max to capture
the best-case operational performance rather than the trivial
lower bound:

Pr[<=lifetime] (<> DTime>0) under
Strategy_Name

This query estimates the probability that the system is
down at all within its lifetime. Variable DTime stores the
downtime of the system.

7 Analysis of a single-component system

This section presents the analysis of the system with a sin-
gle component. The statistical model checking results were
obtained using UpPAAL STRATEGO and its requirement
specification language [32].

7.1 Analysis results

In this section, we limit our following analysis to the neu-
tron flux subsystem. This component type has significantly
higher costs than the other subsystems and thus, optimal
spare management is most crucial here.

Settings We run our experiments on a MacBook Air with

M1 chip and 16 GB RAM. We use UppraAL 5.0, which in-
cludes UppaAaL STRATEGO. We run the statistical queries
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with a confidence interval of 95%. We changed some of
UppaaL’s default settings to capture rare events and in-
crease accuracy, see Table 2 for the details. The parameters
listed in this table are specific to the learning algorithm and
statistical model checking in UpPAAL STRATEGO. Below
is a brief explanation of each parameter:

* Number of successful runs specifies the minimum
number of successful simulation runs required to con-
sider the learning process valid.

* Maximum number of runs defines the maximum num-
ber of simulation attempts allowed during the learning
process.

* Number of good runs specifies the number of simula-
tion runs in which the selected strategy performs well
according to the optimization criteria (e.g., minimizing
cost or maximizing availability). These runs contribute
to refining the strategy by reinforcing successful deci-
sion patterns. This term does not specifically originate
from rare event simulation but rather from the reinforce-
ment learning process used in UPPAAL STRATEGO.

* Number of runs to evaluate determines the number
of simulations used to evaluate the synthesized strategy
during validation.

* Probability uncertainty represents the acceptable mar-
gin of error for probability estimates. This parameter
applies only to the last statistical query, which calcu-
lates the probability of downtime, as the other statisti-
cal queries explicitly declare the number of simulations
(100,000).

These adjustments ensure accurate results, particularly for
rare-event scenarios, by increasing the number of simulations
and refining the uncertainty bounds. Except for the probabil-
ity uncertainty, which is related to statistical model checking,
the other four parameters relate to UPPAAL STRATEGO’S
learning algorithm.

Results Table 3 shows the results of the strategy and sta-
tistical queries performed on the SPTGA from Sect. 5. First,
learning query MinCost is used to synthesize the optimal
number of spares needed to reduce the cost. In this case,
the strategy identifies six as the optimal number of spares
for the neutron flux subsystem. However, MinCost does not
directly modify model parameters such as the initial number
of spare parts. The optimal spare quantity is a result of strat-
egy synthesis, but the model itself still allows flexibility in
its initial configuration. To explicitly enforce a fixed number
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Table 3 Verification results for the neutron flux subsystem

Query Result Comp. time
strategy MinCost = minE(Cost) [<=14600]: <> GlobalTime==14600 v 411.00 s

E [<=14600;100000] (min: Spare) under MinCost 6 0.01s
strategy SPCount6 = control: A[] Spare==6 v 0.01s

E [<=14600;100000] (max: Cost) under SPCount6 0.488+0.0030 246s

E [<=14600;100000] (max: ODay/14600) under SPCount6 0.99965+0.00009 245s
Pr[<=14600] (<> DTime>0) under SPCount6 <0.0009 0.02s

10°

1071

102

10—3

1074

Probability of system failure within 40 years

0 2 4 6 8 10
Number of spares

Fig. 9 Probability of any system failure within 40 years

of spares, a separate controller synthesis query (SPCount6)
is required. This approach ensures that we can analyze both
unconstrained and constrained scenarios under the learned
strategy. The controller synthesis query (SPCount6) explic-
itly fixes the number of spares to 6 for further analysis. After
finding the optimal number of spares, we use a controller
synthesis query to obtain a new strategy SPCount6 that fixes
the number of spares to 6. Afterwards, we analyze this con-
figuration with respect to the given statistical queries. The
expected cost — the sum of the spares’ cost and the cost due
to unavailability — with six spares is $488k. Most of the
cost stems from the cost of the spares ($480k). The system’s
availability is 99.96% which corresponds to an expected
downtime of 6 days. The probability of encountering a sys-
tem failure within 40 years is less than 9E—4. This can also
be seen in Fig. 9 which shows the probability of having any
downtime for different spare numbers.

Figure 10 shows the overall cost (on logarithmic scale)
for different number of spares. We see that six spares indeed
minimize the cost. For fewer than six spares, the cost due to
system failure is too large, whereas for more than six spares,
the cost of the spares becomes the major factor. In particular,
buying more than six spares incurs more expenses but only
marginally decreases downtime.
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Fig. 10 Costs for different number of spares

7.2 Discussion

Rare events For six spares, the probability of any down-
time within 40 years is less than 9E—4. Thus, a system failure
is a rare event and most of the time, the system will not be
down at all. However, even one system failure has drastic
consequences ($1 million loss per day). It is, therefore, cru-
cial to take these rare events into account. However, statistical
model checking has issues with rare events and we had to sig-
nificantly increase the number of runs in UppA AL to obtain
correct results. With the default settings of UPPAAL STRAT-
EGO, the strategy synthesis via the learning query returned
an incorrect number of spares — due to not encountering the
rare events during the limited number of simulation runs.
For instance, the model provides two spares as the optimal
solution in the default settings. We discovered this issue by
performing standard statistical model checking for a fixed
number of spares, similar to Fig. 10. By increasing the num-
ber of simulation runs (cf. Table 2), we obtained the correct
number of spares, again validated by statistical model check-
ing.

Model flexibility In our SPTGA model, we use control-

lable transitions to choose the initial number of spares. This
allows using controller synthesis queries to manually fix the
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Fig. 11 SPTGA model for the OR gate

number of spares instead of creating multiple models for dif-
ferent numbers of spares. This modeling choice also provides
flexibility for future extensions where a larger number of con-
figurations need to be considered, such as synthesizing spare
numbers for multiple components. Instead of exhaustively
checking all possible configurations, this approach allows
the use of UPPAAL STRATEGO’s optimization algorithms
to find the best configuration.

Performance We started with UpPAAL STRATEGO ver-
sion 4.1.20 but switched to the recently released UppaaL
5.0 as the latter performed significantly faster. The MinCost
strategy synthesis took several days in UPPAAL STRATEGO
4.1.20, but only minutes in UppaaL 5.0.

8 Analysis of a two-component system

In Sect. 5, for the convenience of presenting the methodology,
we model the emergency shutdown system by only consider-
ing the neutron flux instrumentation component. The analysis
and implementation of the model are presented in Sect. 7.
In this section, we will examine the emergency system with
two components. As mentioned earlier, this study does not
consider the third component of the emergency shutdown
system, the thermocouple. Spare management for this com-
ponent type has less importance because the thermocouple
is extremely inexpensive and manufactured by INVAP S.E.
itself.

The neutron flux instrumentation feeds into the RPS Train
via analog channels. The emergency shutdown system be-
comes unavailable if two out of the three components of
either the Ionization chambers (components for the neutron
flux instrumentation) or the RPS Train itself are unavail-
able. This section considers the neutron flux instrumentation
(Tonization chamber) and the RPS Train together.

8.1 SPTGA models

OR gate In two-component modeling, we have an addi-
tional automaton, the OR gate. Figure 11 shows the SPTGA
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model for an OR gate. This automaton has two states,
either Operational or Failure. The OR gate SPTGA
is connected with the voting gates through four com-
munication channels: VOToperationall, VOTfailurel,
VOToperational2, and VOTfailure2. Variables
Operational and lossRate are used only for monitor-
ing and cost calculation purposes. The Boolean variables
votl and vot2 represent the failure of the voting gates
associated with each of the components.

Alternatively, the need for a separate OR gate automaton
can be eliminated by enhancing the VOT automaton with an
additional communication channel. This channel would in-
form its parent gate when the voting gate recovers from a
failure, allowing the parent gate to track subsystem statuses
dynamically. Such an approach could streamline the mod-
eling process by reducing the number of distinct automata
required, albeit at the cost of added complexity within the
voting gate automaton itself.

Extended warehouse In modeling the reactors’ emer-
gency shutdown system with two components, the SPTGA
for the warehouse differs. The warehouse is currently config-
ured in such a way that only one repair team is operational,
and only one part can be replaced at any given moment. Fig-
ure 12 shows the warehouse SPTGA. At first, we have three
states with committed locations. The three initial committed
states in the extended warehouse automaton are used to ex-
plicitly manage the initialization of spare parts for multiple
components, ensuring flexibility in future extensions where
initialization logic may differ between components. While
these states could be compressed into a single committed
state with assignments of variables (Sparel, Spare2) as ef-
fects of outgoing transitions, this approach was chosen to
maintain clarity and modularity in the current implementa-
tion.

There are both controllable and uncontrollable transitions
in this automaton. By synthesizing a strategy, we can con-
trol the controllable transitions. After deciding on the initial
amount of spares for both components in the warehouse, this
value cannot be changed later on. Note that the RPS train is
considered in groups of ten. The reason for this is that many
of them will be needed in the given time frame, and due to
their lower cost compared to the Ionization chamber, it is
possible to buy (slightly) more of them.

In the current model, replacements are performed sequen-
tially by a single repair team, regardless of whether multi-
ple components fail simultaneously. This decision reflects a
practical constraint in many real-world systems, where repair
resources are limited. However, if the system allows for par-
allel replacements by different teams, the warehouse automa-
ton could be modified to include separate repair processes
for each component type. This would require extending the
automaton to track multiple parallel replacement activities.
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Fig. 13 SPTGA model for the monitoring automaton

Figure 12’s warehouse SPTGA shares many similarities
with Fig. 7°’s warehouse SPTGA. In the new warehouse
model, the two states Replacingl and Replacing2, with
rates of 0.072 and 0.24, respectively, indicate the replace-
ment rate of two distinct components, the Ionization chamber
and RPS train. In this model, the Boolean variable FCheck
indicates the failure of another component (of a different
type) while the present component is being replaced. The
main goal of using FCheck is to follow a “fairness policy”
which alternates between the components of both types when
performing the replacements.

Monitoring automaton Figure 13 shows the SPTGA
model for a monitoring automaton. This automaton is solely
for the purpose of monitoring the system’s cost and availabil-
ity. The monitoring process begins with the Start? commu-
nication channel once the warehouse automaton has fixed the
quantity of spare components. The Cost variable takes the
value of Scost, which is equivalent to the cost of purchasing
spare components. Depending on whether the system failed
or not, the variables LossRate and Operational receive

values of O or 1. The variables Cost, ODay, and Dtime mod-
ify their values on a continuous basis.

8.2 Results

Similar to Sect. 6, we use two types of queries for model
checking and calculate the desired dependability metrics,
namely strategy queries and statistical queries. In Table 3,
we used a different approach to calculate the maximum cost
and availability of the system by using the strategy as a
controller synthesis query, as discussed in Sect. 6, to fix the
number of spare parts on the optimal number. In Table 4, we
did not use a controller synthesis query because the learning
query stores the model with the optimal number of spares.
We use statistical queries to formally specify the analysis
metrics Q4,...,0% from Sect. 2.4 for two components.
Table 4 shows the results of the strategy and statistical
queries performed on the SPTGA based on two components.
The first query in Table 4 is a learning query that is used
to synthesize the optimal number of spares needed for both
components to reduce the cost. This query is the same as
before. In the two-component system, the MinCost strat-
egy synthesizes the optimal number of spares, determining 6
spares for the ionization chamber and 140 spares for the RPS
train. As with the single-component case, MinCost identi-
fies the optimal configuration but does not directly enforce
it in the model. Subsequent statistical queries are performed
under the strategy to evaluate the associated cost and avail-
ability metrics. We use the second and third queries to obtain
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Table 4 Verification results for the two-component system

Query Result Comp. time
strategy MinCost = minE(Cost) [<=14600]: <> GlobalTime==14600 v 45,995.00 s
E [<=14600;100000] (min: Sparel) under MinCost 6 0.01s

E [<=14600;100000] (min: Spare2) under MinCost 140 0.01s

E [<=14600;100000] (max: Cost) under MinCost 10.400+0.140 2s

E [<=14600;100000] (max: ODay/14600) under MinCost 0.99932+0.00013 2s
Pr[<=14600] (<> DTime>0) under MinCost 0.8659+0.0009 4.12s

the optimal number of spares per component type from the
synthesized strategy. The analysis yields that 6 is the optimal
number of spares for the ionization chamber and 140 spares
should be on stock for the RPS train.

We further analyze the optimal configuration using sta-
tistical queries. The system’s availability is 99.93%, which
corresponds to an expected downtime of 11 days. The prob-
ability of encountering a system failure within 40 years is
86.59%. The results reveal a substantial increase in the prob-
ability of downtime when comparing single and combined
subsystems. This is primarily due to shared constraints, such
as a single repair team handling multiple subsystem failures,
and higher failure rates in certain subsystems like the RPS
train.

8.3 Discussion

Comparison to single component For the ionization
chamber, we obtain the same number of spares (6) through
both the single component and the two-component system,
see Tables 3 and 4. This indicates that the spare management
for both component types could be considered independently
in this case. However, such an independence does not hold in
general: if one component is significantly more failure-prone,
the other component becomes less important and thus, might
require less spares.

System downtime The two-component system exhibits a
dramatic increase in the probability of failure (0.866) com-
pared to the one-component system (9E—4). One reason is
that only one replacement per time unit is considered in the
warehouse model. Another reason is that the failure rate of
RPS train is two orders of magnitude larger than the ioniza-
tion chamber. RPS train components therefore fail more often
and it is more likely that two of the components are failed
simultaneously—even with the higher replacement rates. The
higher failure rates of RPS train is also reflected by the fact
that 140 spares need to be on stock.
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9 Conclusion and future work

We presented an approach for optimal spare management by
combining fault tree analysis and statistical model checking.
Our approach finds the optimal number of spares as a trade-
off between costs and reliability. Given fault trees equipped
with costs and spares, we translate them into stochastic priced
timed game automata (SPTGA) and use UpPAAL STRAT-
EGoO to synthesize an optimal strategy, i.e., the optimal num-
ber of spares. We applied our approach to two subsystems of
the emergency shutdown system of a research reactor. Us-
ing UppAAL STRATEGO, we found the optimal number of
spares for both a system with one component and a system
consisting of two different types of components.

Future work There are multiple directions for future ex-
tensions. First, we can take advantage of UpPAAL’s mod-
eling flexibility to extend the SPTGA modeling techniques
and include, e.g., a dynamic warehouse model allowing on-
demand ordering, variable delivery times, or use dynamic
fault trees [23] as the initial model. These extensions allow
for more realistic modeling of more complex spare manage-
ment scenarios.

A second follow-up to the current work would be to auto-
mate the translation from fault trees to SPTGAs. This trans-
lation would provide a convenient way to analyze larger sys-
tems consisting of various types of components. UppAaAL
offers extensive language for defining templates in the form
of extended timed automata. It supports template instantia-
tion. The grammar for Instantiation can define new templates
based on preexisting ones. This allows for such an automated
process. In order to extend the translation to spare manage-
ment, however, one needs to develop a standardized format
to express spare management scenarios.

Another follow-up to the current work could extend this
framework to more complex tree-based risk analyses, such as
Attack-Fault-Defense Trees (AFDT), which integrate safety,
security, and countermeasure modeling into a unified struc-
ture [33]. Such extensions could provide deeper insights into
the interdependencies between failures and adversarial ac-
tions in cyber-physical systems.
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Lastly, in order to analyze larger systems, a closer look
into performance improvements in UpPAAL 5.0 compared
to UpPAAL STRATEGO is needed. In particular, one needs
to study what causes the increase in computation time
seen for the two-component system. Regarding the analy-
sis, dedicated methods to support rare-event simulation with
UppaaL are beneficial to keep the number of simulation
runs at a feasible level.
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