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Abstract— Efficient communication and coordination are
major challenges experienced by the emergency seres (fire-
brigade, police, ambulance) during the first respose to a major
incident. A major incident can happen anywhere andat any
time, hence support for emergency communications séces
should be ubiquitous and independent of communicatn
technologies and infrastructure used. We present aision of
how ambient intelligent environments may be used ithe future
to support the emergency services during first reqse to a
major incident. Support includes enabling emergency
communications and biomedical monitoring for front line
personnel. In this paper we focus on the possibiigs and
challenges raised by using the GAN (Generalized Aess
Network) infrastructure to support ambient intellig ent services
and emergency services (fire-brigade, police, amtarnce) for
major incident management.

|. EMERGENCY COMMUNICATIONS FORMAJORINCIDENT
MANAGEMENT

Depending on the circumstances such incidents are
sometimes complicated by environmental risk factmch as
the possibility of chemical, biological or radiologl
pollution. These risk factors have to be recognised
monitored, contained and managed as part of tiponss.

A major incident can happen anywhere any time efioee
the support for emergency communication serviceslsghbe
ubiquitous and should be independent of the comration
technologies and infrastructure used.

In this paper we focus on the possibilities andlehges
raised by using the GAN (Generalized Access Netyvork
infrastructure to support ambient intelligent seea and
emergency services (fire-brigade, police, ambulprfoe
major incident managemernd GAN is a common fourth
generation mobile and wireless access networkudiag
different types of air interfaces, based on a Hexiand
seamless All-IP (Internet Protocol) infrastructur&he

E FFICIENT communication between, and coordinatiorsolution should be able to provide the following:
amongst, different agencies and teams are amohgst t Security support Security iS a most critical issue,

major challenges experienced by the emergency esclie
services during the first response to a major iwid This

observation holds for many different types of majmident;

whether it be a large scale natural disaster ianaote area
(such as earthquake, flood or volcanic eruptiona anajor

accident in an urban setting caused by human errsystem
failure (such as major transportation or industaietidents)
[1] or an incident resulting from deliberate acti@ng. an act
of war, terrorism or sabotage) [2].

In all cases, management of the first responseliiago
coordination of teams from a number of differenemges,
which may include emergency medical services,
services, police and security services, local aatlonal

firprotection

especially in case of deliberate attacks such a®rist
incidents, since the emergency communication system
themselves will become a high-tech target for wste in
order to increase confusion and disruption of thecue
effort.

Resilience support When a major incident occurs, one or
more nodes and links in the wired network infrasiie
may be damaged or destroyed. It is crucial to dgvel
resilience mechanisms that provide fast connegtivit
restoration to minimize disruption of the prevaili@uality
of Service (QoS) requirements as well as efficiantle
mechanisms. The quality of resilience
mechanisms need to be judged by appropriate Qo&ibas

government agencies and Non-Governmental Orgamisati criteria that differentiate between various QoS aisdand

(NGOs) as well
coordination team.
Large incidents may be spread across national lzoigs]
or may overwhelm the response capability of onentrgu
thus requiring international cooperation in firsand
subsequent) response phases, further complicdtiagréry
challenging coordination task. The communicatioabpeEm
is further exacerbated if telecommunications argugited
through destruction of communications infrastruetur
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as the specially convened disasténe type of network in which they should apply. In

conjunction with this, link state discovery meclsmns have
to be developed that can be used for the immediatevery
of efficient end-to-end paths.

Mobility and load distribution support : The end-to-end
connectivity and routing are affected by the maopilof
mobile devices and the mechanisms used in mobility
solutions. Solutions have to be provided to suppbe
mobility, routing and load distribution within ad
networks and the GAN.

Network management support For automated network
management  integrated across  diverse  network
environments, an overlay network management schisme



required. One of the drivers for this network sceng to
produce straightforward, scalable and stable manageof
the network, compared to current management schemes

Ad hoc networks for emergency management support:
In the vision presented here ad hoc networking solag
important role. It allows fast set up of a commatiizn
structure when the communications infrastructurends
available. In addition, it may extend the coveragethe
global area to locations with no support of comroation
facilities.

This paper is organised as follows. Section 2 dessithe
proposed solution, section 3 initiates a discusaiwhsection
4 describes the conclusions and the future work.

Il.  PROPOSED SOLUTION

specific solutions for forwarding tunnelled packets

Data Networks, especially in mobile and wireless
environments, must be able to maintain an effective
operability even when they are partially dysfunetib
Current Layer 3 mechanisms fail to provide resderof
sufficient quality to support real-time traffic. $taestoration
is included into the design objectives of MPLS, litgt
scalability is limited. Most of the current work ifraffic
Engineering (TE) [3] has focused on load balancing
minimize congestion. However, QoS support and iezgik
have been treated, if at all, as a bi-product.

Research on ad-hoc networks has mainly focused on
stand-alone sets of terminals. When attached taesacc
networks, security concerns become a very releissuie.
Also, the dynamic routing algorithms designed feolated

We envision a future scenario where the emergen&gtworks are far from being adequate for attachwdiom

services' vehicles and personnel are equipped césply
with Vehicle and Body Area Networks (VANs and BANS)
The ambulance service, for example, would have #&nba

Vehicle Area Networks which communicate with thd€chnology have enabled

Paramedic’s Body Area Networks and the firefighteosild
have another kind of specialised professional BANGJ so

networks. Besides, most of the work towards QoSstip
has concentrated on isolated ad-hoc networks.

Additionally, advances in computing, wireless ardsing
sensor networking. Every
environment can be surrounded with sensors [4],chvhi
allows to create Smart Spaces where users/devoeas and

on. The VANs and BANs of the different emergencylynamic service provisioning is supported [5]. Tenes
services themselves comprise nodes that may cortoectSystems are quite beneficial regarding securityst co

form (hierarchical) mobile ad hoc networks to supatra-
and inter-service communications, thereby facifitat
smooth C3 (Command, Control and Communicationhat t
disaster scene. Ad hoc networking may provide thly o
communication possibility for the emergency sersidgy
providing islands of communication whereby
professionals at the scene may communicate. Fuddenoc
networks used by the emergency services shouldbleeta
discover and communicate with any surviving situ
environmental sensor networks and any
telecommunication infrastructure, thereby connectaver
the damaged infrastructure networks with the désaand
emergency services coordination centres. Such
infrastructure will support resilience mechanismevling
fast connectivity restoration, resulting in a dedfling
communication environment.

Over the past few years, overlay networks have gaaker
as an alternative for introducing new functionatiat is too
cumbersome to deploy in the underlying IP infracttice.
Overlays allow third-party entities, other thanditenal
ISPs, to offer enhanced communication servicesliemts.
Similarly, overlay mechanisms with QoS support émab
enterprises or third parties to build their ownt\@ Private
Networks (VPNSs).

VPN technology is based on a tunnelled architectu
where most of the traffic is fixed. However, a siigant part
of the traffic that is supported by the GAN is mlebi
Therefore, the already existing VPN tunnelling $olus,
which require specific edge-routers that performntlling
and forwarding, cannot be used for the GAN. Ondtieer
hand, MPLS solutions are not economical, since thgyire

the

survivin

reduction, remote control of areas at risk or ateasare not
possible to wire. Moreover, advances in networking
technologies now allow the transfer of sensor tatystems
which have the capacity to store a large amount of
information.

The innovative networking technologies involved
realising this solution are as follows.

A. Body Area Networks

We define a BAN as a body worn network of
gommunicating devices, which may also communicate
wirelessly with other networks via a communicatgateway
which we term a Mobile Base Unit (MBU). In 2001 ésn
Hlits and Vierhout proposed the use of Body ArebaMdeks
to support Virtual Trauma Teams [6]. The vision what
casualties attended by ambulance teams wouldted fitith
trauma patient BANs to measure vital signs andstran
them to the hospital. At the same time the paraocsedould
each be equipped with a specialized health prafeasBAN
effecting audio and video communication with codjees in
the Accident and Emergency Department at the redspit

The vision was developed further in [7] and sin€®2
the University of Twente and partners have beerldging
Body Area Networks (BANs) during the IST Mobihed#},
FREEBAND Awareness [9] and eTEN HealthService24 [10
rperojects. In Mobihealth one of several clinical tisgfs
addressed was trauma care; patient and paramedits BA
were developed and trialled with the regional trawantre
(Medisch Spectrum Twente) and the ambulance seliwice
Enschede in the Netherlands. Data was transmitiethet
hospital via GPRS and UMTS. Subsequently the Mohitie

in



trauma BAN was trialled in Bremen, Germany, durthg
IST XMOTION project [11] using the XMOTION platform
and transmitting data over UMTS.

In the MobiHealth trauma setting we dealt with agt
casualty and one ambulance and its paramedic teathe
IST MOSAIC project [12] we extended this scenario t 3

cover a major incident, where multiple teams frone t
different emergency services cooperate togetherovide
first response in case of a major accident, disasteerrorist
attack. A detailed Major Incident scenario illusing a
possible future use of advanced BANs interactingh wi
AmiEs (ambient intelligent environments) was depeld for

MOSAIC and for the Wellbeing_service@work communityFigure 2 ad hoc networking at the scene
of the European Commission’s AMI@work initiativé3]
and is reported in [14], ASWN]. Figure 1 illustrat¢he
MOSAIC vision of future BANs for emergency services
personnel realised as wearable microelectronicxjrecated
into the uniforms.

B. GANs

Generalized Access Networks (GANs), see Figure 3,
provide a promising solution for support of Emergen
Services (fire-brigade, police, ambulance etc) bgwing
ubiquitous connectivity to ad-hoc networks. A GABInchbe
considered as a common fourth generation archiectu
including mobile and wireless access networks, dhase a

i = flexible and seamless All-IP (Internet Protocol)
/ 'k ...y infrastructure with enhanced interworking featuraad
: “" global roaming for all access technologies. GANs share
E‘/} gi:’ic;ver/query patient | the same network infrastructure among differentrajoes,
Link BAN data with EMR | Supporting appropriate levels of security and Qd&e
Enable telepresence and | gpproach is based on separating physical netwartis d
augmented reality for
hospitalstaff number of overlay networks to support, for examplbe
separation of multiple mobile virtual operatorse tbrmation
of service networks and emergency services VirRralate
Networks (VPNs). A new approach toward overlay mekw
provisioning, without requiring special lower-laysolutions

For police, the BAN will support vital signs monitog  (such a those below Layer 3, e.g., MPLS), can be
and positioning as well as audio-visual communazatiwith  investigated and applied (i.e., a “pure IPv6” solu).
police command and control centres. In addition, Figure 3 illustrates the architecture that is suppg the
firefighters’ BANs would incorporate environmensa#nsors aforementioned emergency scenario, which incorperat
measuring for example, external temperature, carbonA GAN operator which has a common infrastructure
monoxide and carbon dioxide and possibly detectingpporting multiple radio interface technologiesotigh
flashover signs. Additionally to these servicesrapsedic Which mobile hosts and several forms of ad-hoc ogks/for
BANS might also have the capability to discoverd guery Supporting emergency services are attached, sudvieab
patient BANs and link BAN data with the EMR. By mea hetworks, Wireless Sensor networks, BAN (Body Area
of audio, data visualization and video they woubanable Networks) and PAN (Personal Area Networks).
emergency room staff at the hospital to experigheescene  Different forms of ad hoc communication involving
remotely through telepresence and augmented reality emergency services personnel (paramedics, polize, f

Figure 2 illustrates ad hoc networking at the dimascene fighters, disaster coordinator at the scene) andrgemcy
between emergency workers’ BANs and the emergen(yﬁhides. The edge of the wired infrastructure lisven as

vehicles’ vehicle area networks, within and betwaba ED (Edge Device) and the wireless edge as WED (##ise
services. Edge Device). The WED is a sophisticated devicé it-

interface functionality (e.g. base-stations andeasqoints)
as well as edge-router functionality.

Many different radio technologies for communication
with remote centres (e.g., hospitals, police anel lfirigade
headquarters, disaster coordinator) using therdifiteGAN
system and radio interfaces.

environmental sensors
external temperature
CO and CO2
Flashover signs.

Vital signs
audio-visual comms
positioning

Figure 1 BANSs for emergency services personnel



Support of service reliability in presence of mobility and
unreliable channels.
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Figure 3: Architecture of proposed solution

Ill.  IMPLEMENTATION ISSUES

This section emphasizes the issues that need to
addressed in order to meet the requirements giv&ection
1.

Resilience mechanisms

When a major incident occurs, one or more nodes a
links in the wired network infrastructure may berdeyed or
destroyed. Resilience mechanisms need to be deackltup
provide fast connectivity restoration to minimizisrdption
of the prevailing Quality of Service (QoS) requiemts. In
addition, efficient and stable protection mechasism well
as QoS-based criteria to judge the quality of iersile
mechanisms have to be developed. The criteria m
differentiate between the different QoS models, dine
network (ad-hoc and wired infrastructure) in whitttey
should apply. Parameters such as network conveegéne,
allowed packet loss and delay for different appiores
(voice, streaming video, etc.), are strict relatedesilience.
In conjunction with this, link state discovery maaisms
have to be developed that can be used to discoveiing

(not failed and not congested) end-to-end pathsis Th

involves the ability to find and use an alternad¢hpto route
the emergency traffic around failed points or catiga (see
e.g. [17]). The discovery process should be accisimgd
rapidly and if possible prior to the need arising.

Furthermore, in the special circumstances of a majﬁ

incident, different mechanisms are needed to cosgierfor
lost data packets. Such mechanisms could be based
Forward Error Correction (FEC), or on redundan
transmissions. In the former mechanism, additiéitaC data
packets could be constructed from a set of origitetia
packets and inserted into the emergency traffichénlatter

mechanism, an original data packet is followed bg o@r
more redundant packets. An example of such medahaisis
specified in [18].

Resilience also extends to consideration of reduinda
access to WED/ED entities. This provides a meargivirig
emergency users access to multiple points-of-poesen
where possible. If a particular WED/ED becomes indu
congested or even fails, transparent handoverdjacent
devices are supported. This requires inter-WED/ED
signaling In the case of congestion, priority andfoe-
emption will be given to emergency communicatiaific.

The resilience capabilities of the terminal needbt®
addressed. Terminals will be multi-mode, with ascés
multiple Medium Access layers. One of these lajee ad-
hoc access capability that exists between variaimgy
capable terminals and the WED(s) - without recourse
other infrastructure. With ad-hoc operation, thenieal has
the ability to forego the use of existing altermatforms of
transport, assuming they are even available atvengi
location, and make the terminal itself act as échklgouter.

Mobility and interoperability between GAN and ad-hoc
networks and load balancing

The overall objective is to define how the oventaywork
%%d the routing are affected by mobility and thenagisms
used in  mobilty solutions, when emergency
telecommunication services have to be supportedhiey
network infrastructure.

The interaction between classical mobility manageme
nd ) . . Lo
solutions has been engineered with a single rodiger in
mind, and without consideration of the requiremémizosed
by emergency telecommunication services and resd-ti
services like voice and video, necessary under roatigal
circumstances. Therefore this interaction has to rée
engineered with consideration of the requirememgosed
?ﬁy the emergency telecommunications services. Xistireg

obility support mechanisms may not integrate effitly
and naturally in the layered architecture formed thg
introduction of the overlay layer

The solution has to develop scalable mechanismsurior
efficient allocation of the resources in a netwgérticularly
as far as link bandwidth and end-edges capacity is
concerned. In scenarios with sudden changes irfictraf
demand (e.g. a moving network in a handover proctssse
mechanisms should dynamically distribute trafficbenefit
from idle resources.

Moreover a GAN aims at providing connectivity for
multihop ad-hoc networks, such as VANs and BANs
nywhere and anytime. A self-configuring networkradbile
osts (MANET) extends this connectivity in such anmer
tlaat a mobile node is able to remain connectethéoGAN,
gven if it is out of the range of a wireless acqasiat (where
a WED is located). In this way, mobile nodes haweren
chances for reaching the GAN. Furthermore, MANEIsa
nodes to maintain various routes making more esgilthe
routing as well as the end-to-end QoS requiremdxiesy




multi-hop ad-hoc network protocols will be develdp¢hat
improve the performance of the network in this eaht
solving several challenges both in the GAN andatiehoc
network. Such challenges are related to addressigng,
seamless, resilience, mobility support, securityl &poS
support.

Several mobility protocols and various mechanisha t
achieve performance optimizations on these prosobalve
been or under development. Concerning the GAN tleee
different aspect that should be addressed, namedy
interconnection of mobile networks or hosts to easi
overlay networks. Current mobility management peots,
e.g. in the Internet, rely on a set of basic meigmas for
support of mobile hosts. These are typically teating the
routing at a mobility server in the access domailted the
anchor point. Tunnelling is often used from the eldss
access router, in the access domain, to a home agem
local anchor point. The enumerated mobility servansl
tunnelling are overlaid the basic routing, creatmgtrong
dependence on the performance of the routing potdpc
regarded as “classical” ones. However, these clalssi
protocols were not designed to support
telecommunications traffic, real-time and QoS-awmadfic
(e.g., voice and video), nor a dynamic network ryanzent.

One of the tasks, related to routing and mobility i
Overlay Networks, is the identification/inventoryf the

Automation is needed to ease the task of the manage
thereby lowering operational costs. Integratiomégded to
reduce response times, despite the dynamic chdhgeare
expected within the future GAN. To smooth the peses of
integration and automation, it is important to edthe
traditional gap between network and service managém
One promising approach to accomplish this is topadta a
common middleware technology for management, based
XML and web-services [16].
t  Security aspects

During the design and deployment of any form oftirau
protocol, security has to be taken into considemati
Recently the IETF Routing Protocol Security workgrgpup
(RPSEC) is active on producing an early draft ageaeric
threat analysis for standard network routing protecThis
is a systematic approach to identify routing-spedifireats
and vulnerabilities, without attempting to explotbe
problems of specific routing protocols, but the gumption
is that the routing protocols under examination thse of
the network and internetworking layers.

Many of these security problems have arisen as a

emergencpnsequence of the prioritization of functionalityer

security, and the lack of a considered approachthto
identification and rectification of generic secytihireats. An
analysis that identifies the actual security reguients in
logical networks that are supporting emergency

mechanisms used by the mobility protocols and Qot®lecommunication services is required. Whilst amalysis

signaling protocols. The impact of the layered #eciure
on the functionality of these mechanisms and siggal
protocols has to be investigated. Particularly, teed for
information at the overlay layer for coordinatiomda
decision-making related to mobility management, tirmu
and QoS should be identified. Also a requiremest li
regarding the layered architecture should be drawn.
Furthermore, descriptions of interactions betweebility
functions (mobile anchor point and tunnelling fuons) and

that has been carried out for general networks loan
educational, there are significant differences ketwsuch an
environment and the one that we propose to studani
overlay network, the concept of scalability typigahas a
rather different meaning than when it is applied the
Internet as a whole. In particular, the number ofles
involved is typically rather small as comparedtie size of
the general Internet, but the distances betweeesodn be
large, and the models of network interconnectieisggumed

overlay network within the wired network should befor the Internet may well not apply for such netksr

provided. This will implicitly describe an interfadetween
the GAN and the global IP backbones.

The new routing mechanisms, for deployment in tiredv
domains should smoothly interoperate with the matouting
in the various wireless domains. Therefore thelehgk of
interconnecting mobile hosts, ad-hoc networks, Mgvi
networks, VANs and BANs with the GAN, based on th
layered routing approach (from the routing perspert
should be analysed.

Network management

Due to the fast expansion of the existing netwarks
conjunction with the emergence of many differentwoek

Consequently, completely different routing metriogay
apply. Likewise, the overlay nature of the netwonkans
that processing costs per message are likely telagvely
high, so the use of more sophisticated metrics, raode
complexity and delay in configuring the networknist only
tolerable but is often also a wise investment gbueces. In
@ddition to performance enhancement, the necessary
configuration may also be constrained by primargusiéy
requirements — thus, for routed VPNs, the configonaof
routing is partly dependent on performance, but ako
depend both positively and negatively on whetharte®s
should traverse certain links or pass through terta

technologies, network management proves to be § ventermediate nodes.

difficult task. In order to cope with this taskjstessential to
create a logical network for automated network rgenzent
integrated across diverse environments of heteexgen
networks. Thus, among the key issues to be addremse
management automation and management integrati

The problem with a purely generic approach to sscur
service provision is that it would be possible tscdss,
practically indefinitely, the need for and naturé such
services, the relevant parameters, and the adaptatitheir
atynamic behavior in response to changing conditions



Security mechanisms, parameters, and policies ehamy
timescales down to the relatively short term. Cquosetly,
there is a need to investigate mechanisms thatv atliee
definition of various policy issues such as: howtireg and
forwarding are to be accomplished within a hiergrdtow
security associations may be established betweks; land,
indeed, how, by whom, and under what circumstarices
update and management of the various policies raajobe.
Consequently, a crucial matter is how best the gamant
aspects of security can be captured within a geneoikit.

For the type of wireless networks that allow muph
communication (ad hoc networks), security issuesrather
difficult. The new opportunities that the GAN copte
provides in this context need to be analyzed, whisically
arise from the possibility of authenticating teraigthat are
ad-hoc connected to the infrastructure and have
agreement with different operators or service pters but
make use of the same GAN.

IV. CONCLUSIONS AND FUTURE WORK

project and the Ami@Work initiative. We are gratefa
Ralph de Wit from the regional trauma centre Médulisc
Spectrum Twente for his expert inputs as an insgrni
surgeon and expert on major incident management the
medical perspective.
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