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The security research for the EYES project is mainly carried
out by the the University of Rome “La Sapienza” and the University of Twente. While Rome is primarily interested in key
management, Twente has been involved with an assortment of
topics such as key management, cryptographic primitives and
link-layer security. This document gives an overview of the
research output of these two groups for the past 3 years.
Security in wireless sensor networks (WSNs) is a wide area.
In the course of trying to cover as many important issues
as possible, we have only looked at what we think are the
most basic of all issues, from a software point of view. This
document is intended to give an overview of these very basic
issues (Figure 1).
This document is organized as follows:
Section I is dedicated to our assessment of the general
assumptions that are applicable to the security of
WSNs.
Section II describes our evaluation of cryptographic primitives, for the purpose of selecting the appropriate
primitives to be used for sensor networks.
Section III details the work we have done in key management. This is the area we have spent the most
research effort in because key management is crucial to the proper working of cryptographic security
mechanisms.
Section IV is about security on the data link layer.
Section V covers some work we have done in intrusion
response.
SectionVI gives some concluding remarks about our results,
some afterthought and some ideas about where we
should be heading in our future research agenda.

Focus areas (shaded regions) of security research in EYES.

I. S ECURITY PROFILE
It is often the case that when technology precedes its
applications (as is the case with WSNs), the assumptions on
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which the technology is built on are murky. We have set out to
clarify these assumptions in one of our SEC 2003 papers [1].
We profile the security requirements/assumptions of a system
by a set of what we term the boolean-valued critical system
parameters:
1) message confidentially (MC): all messages need to be
encrypted;
2) tamper-resistance (TR): sensor node hardware is tamperresistant;
3) public-key cryptographic capability (PKCC): sensor
nodes are capable of executing public-key cryptographic
algorithms;
4) Rich Uncles (RU) [2]: there are nodes in the network
that are significantly more resource-rich than most of the
others.
The type of WSNs we are aiming at in EYES falls under the
profile where MC=0, TR=0, PKCC=0, RU=1 (contrary to our
original idea that MC=1, TR=0, PKCC=1, RU=1). This gives
us a starting point for designing our security architectures.
II. E VALUATION OF CRYPTOGRAPHIC PRIMITIVES
The energy efficiency requirement of WSNs is especially
important because the sensor nodes are meant to operate
without human intervention for a long period of time with
little energy supply. Besides, available storage is scarce due to
their small physical size. Therefore choosing the most storageand energy-efficient block cipher for WSNs is important.
However to our knowledge so far, no systematic work has
been conducted in this area. In our MASS 2004 paper [3],
we have identified the candidates of block ciphers suitable
for WSNs based on existing literature and authoritative recommendations. We have benchmarked these candidates and
based on this benchmark, we have selected the suitable ciphers
for WSNs, namely Rijndael (i.e. AES) for high security
and energy efficiency requirements; but MISTY1 for good
storage and energy efficiency. In terms of operation mode, we
recommend Output Feedback (OFB) mode for static networks,
but Counter mode for dynamic networks.
The recommendation of MISTY1 as an alternative to AES
might come as a surprise, but it is actually recommended by
NESSIE [4] (as a legacy cipher) and CRYPTREC [5]. As for
our vote for OFB/Counter mode instead of the more popular
choice of CBC [6], our explanation is as follows: CBC not
only requires lost blocks to be re-transmitted, but also requires
more code, data memory and CPU cycles. CBC is popular in
the wired world only because unlike other modes, the re-use

of initialization vectors can be tolerated, but this benefit is
outweighed by the need for re-transmissions.
III. K EY MANAGEMENT
The quality of a secure architecture not only depends
on the security of the underlying encryption or authentication primitives but also on how the keys are managed. Key
management is the set of processes and mechanisms which
support key establishment and the maintenance of ongoing
keying relationships between parties, including replacing older
keys with new keys (key refreshment) as necessary [7]. Key
establishment is any process whereby a shared secret key
becomes available to two or more parties, for subsequent
cryptographic use [7].
A. LKH++
One of our first proposals is LKH++ [8], a key management
scheme for multicast (a form of group communication). This
paper [8] presents an efficient algorithm for the secure group
key management of mobile users. The most promising protocols to deal with group key management are those based on the
logical key hierarchy (LKH) model. The LKH model reduces
the resources needed to logarithmic size: computation time,
the number of messages exchanged, and memory space. In
the framework of the LKH model, we present a new protocol
LKH++ that outperforms the other proposed solutions in the
literature. Such performance improvements are obtained by
exploiting both the properties of one-way hash functions and
the information that the users already share in the LKH model.
In particular, when a user eviction occurs in LKH++, each
remaining user autonomously constructs a new key along the
path from the evicted user to the root as a function of a specific
logical child key. Therefore, the center can carry on the rekeying phase by distributing only a subset of the new keys and
by reducing the number of communications to the users. When
a join occurs, minimal information is broadcast, while most of
the communications are unicast toward just the joining user.
The proposed LKH++ protocol establishes a group communication of n users requiring to unicast ((n − 1) log n)/2 keys,
while standard algorithms require to deliver n log n keys. Our
solution allows the users to form promptly a new group if the
wireless ad hoc network needs to be reconfigured. Moreover,
the proposed extension to deal with mass leave and mass join
allows a considerable savings in the messages sent by the
center, as well as in the computations required by both the
center and the users. Finally, the LKH++ protocol enhances
the reliability of key management due to the reduced number
of communications needed in the re-keying phase.
B. LKHW
LKH++ does not take into account the peculiarities of
WSNs. LKHW has been proposed to take advantage of the
in-network processing capability of WSNs [9]. Like LKH++,
LKHW is an extension of LKH, but also merged with directed
diffusion [10]. The resulting protocol, LKHW, combines the
advantages of both LKH and directed diffusion: robustness

in routing, and security from the tried and tested concepts of
secure multicast. In particular, LKHW enforces both backward
and forward secrecy, while incurring an energy cost that scales
roughly logarithmically with the group size. This is the first
security protocol that leverages directed diffusion, and we
showed how directed diffusion can be extended to incorporate
security in an efficient manner.
Apart from LKH++ and LKHW, a more general decentralized key management architecture for WSNs, covering the
aspects of key deployment, key refreshment and key establishment, has been developed [11]. This architecture is based on
a clear set of assumptions and guidelines. A balance between
security and energy consumption is achieved by partitioning a
system into two interoperable security realms: the supervised
realm trades off simplicity and resources for higher security
whereas in the unsupervised realm the opposite is true. Key
deployment uses minimal key storage while key refreshment is
based on the well-studied scheme of Abdalla et al [12]. The
keying protocols involved use only symmetric cryptography
and have all been verified with our constraint solving-based
protocol verification tool CoProVe [13].
C. Random key pre-distribution
An interesting problem in key management is how to
implement secure pair-wise communications among any pair
of sensors in a WSN. A WSN requires completely distributed
solutions which are particularly challenging due to the limited
resources and the size of the network. Moreover, WSNs can
be subjected to several security threats, including the physical
compromising of a sensor. Hence, any solution for secure
pairwise communications should tolerate the collusion of a
set of corrupted sensors. A novel solution has been proposed
by Eschenauer and Gligor [14]. The scheme is called random
key pre-distribution. Following their breakthrough, we have
added some improvements.
Our probabilistic model is based on Eschenauer and
Gligor’s [14]. In our model, two protocols (Direct Protocol
and Co-operative Protocol) are used to establish a secure pairwise communication channel between any pair of sensors in
the WSN, by assigning a small set of random keys to each sensor [15]. The Co-operative Protocol allows the asserted level
of security to be changed dynamically during the life-time of a
WSN. Both protocols also guarantee implicit and probabilistic
mutual authentication without any additional overhead and
without the presence of a base station. The performance of the
Direct Protocol has been analytically characterized while, for
the Co-operative Protocol, we have provided both analytical
evaluations and extensive simulations. For example, the results
show that, assuming each sensor stores 120 keys, in a WSN
composed of 1024 sensors with 32 corrupted sensors the
probability of a channel corruption is negligible in the case
of the Co-operative Protocol.
We have also addressed the problem of connectivity in
Secure Wireless Sensor Networks (SWSN) using the scheme
of random key pre-distribution, by using a geometric random
model [16]. Under this new and realistic model, we describe

how secure and connected networks using a small constant
number of keys per sensor can be constructed. Our result,
supported by extensive simulations, demonstrates how connectivity can be guaranteed for a wide interval of practical
network sizes and sensor communication ranges.
D. Performance tweaking
Our work in increasing the performance of key management
for secure multicast is best represented by one of our papers
in SEC 2003 [17]. We propose in the paper, a methodology for establishing the minimal key length that guarantees
a specified level of confidentiality [17]. We reach such a
result by analyzing and extending the threat model to the
confidentiality of the multicast information. For this extended
threat model, we present a methodology that takes into account
the following parameters: (1) the required lifetime of the
information confidentiality; (2) the level of the key in the LKH
model; (3) the dynamics of the multicast group, that is the
eviction rate of the users. From these rationales we develop
an analytical model that, for each level, derives the appropriate
key length, that is the minimal length that ensures the desired
degree of confidentiality under the hypotheses in the threat
model. Finally, for a specific instance of the LKH model, we
describe a numerical example that shows the saving that can
be achieved in terms of the key lengths.
IV. L INK - LAYER SECURITY
While it is definitely a possibility for attackers to compromise sensor nodes physically by tampering with the hardware,
we see a more immediate threat in denying the service
of WSNs by means of jamming. Blind radio jamming is
straightforward to execute but not energy-efficient. We assume
that an attacker has 2 goals: the primary goal is to disrupt
the network by preventing messages from arriving at the sink
node, and the secondary goal is to increase the energy wastage
of the sensors. Furthermore, we imagine that the attacker wants
to prolong these effects for as long as possible, hence the
attacker needs to do it efficiently, and by choosing link-layer
jamming, he can. This is the case because by exploiting the
semantics of the link-layer protocol (aka MAC protocol), an
attacker can achieve better efficiency than by blindly jamming
the radio signals alone. In our EWSN 2005 paper [18], we
investigate some jamming attacks on S-MAC [19], the level of
effectiveness and efficiency the attacks can potentially achieve,
and a countermeasure that can be implemented against one of
these attacks.
The value we see in this work in that while there are a lot
of security loopholes in today’s WSN routing protocol [20],
an attacker may find it far easier to launch DoS attacks by
attacking the data link layer. Otherwise, the attacker would
either have to tamper with the sensor node hardware, or
implement a physical and data link layer compatible with the
sensor nodes just to get to the network layer.
V. I NTRUSION RESPONSE
Intrusion detection in WSNs has remained elusive despite
some preliminary work done in this area [21], due to the

simple fact that anomalies cannot easily be separated from the
harsh operation environments WSNs are subjected to. We have
however done some work in the area of intrusion response.
In particular, we propose an extension to the current WSN
model (in particular the base station model), by introducing
a Supervisor which has very few interactions with the network [22]. The Supervisor itself is mobile, could have more
powerful hardware and it is asynchronous with respect to
the sensors. Nevertheless, the Supervisor has to interact with
the sensor network, for example to invoke the command to
exclude from the network a selected sensor. We believe such
a model is particularly suitable for, but not limited to, military
applications. The model employs a distributed, cooperative
and parallel algorithm to enforce the following properties:
(1) the secure exclusion of a detected compromised sensor
from the network, and (2) the re-keying of the remaining
sensors. It has an overall low overhead both in terms of
computation and required transmitted messages. It is scalable,
since the algorithm requires only limited, local knowledge
of the network topology. Finally, it can be adopted, as an
independent layer, to enforce secure exclusion in other models.
VI. C ONCLUSION
Experience shows that instead of absolute resistance, the
security of WSNs is one that is based on resilience [23].
While the physical nature (not tamper-resistant, limited computational resources, limited power...) of sensor nodes does
little to help with security, the nature of their operation, i.e.
mobility [24] and redundancy offer many interesting opportunities. For the simplest example, data can be routed around
the area of the network that is jammed. In our future work,
we will continue to take advantage of these opportunities,
and extend our investigation to secure routing and secure data
aggregation [25].
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