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MIJNHEER DE RECTOR, BESTE COLLEGA‘S EN STUDENTEN, DAMES EN HEREN,
Destijds, toen ik bijna vier jaar geleden gestart ben met mijn werk,
èn onderwijs ben gaan geven aan de Universiteit Twente, was dat
voor mij een heel groot avontuur daar ik geen woord Nederlands kon
spreken en daarnaast mijn kennis over Nederland heel beperkt was.
Intussen kan ik de Nederlandse taal een beetje spreken en heb ik een en
ander aangaande de Nederlandse leefwijze geleerd. Hoewel ik nu weer
het merendeel van de tijd in Duitsland woon en werk, reis ik elke keer
weer met groot plezier naar de Universiteit Twente. De verschillende
perspectieven van een Nederlandse en een Duitse universiteit zijn
altijd een bron van inspiratie voor mij. Mijn twee werkgroepen hier en
in Duitsland werken ook steeds beter samen. Voorbeelden van deze
samenwerking kunnen ook in deze oratie worden gevonden. Het is mij
een groot genoegen om vandaag over de resultaten en de toekomstige
onderwerpen van ons onderzoek te berichten.
Echter, zelfs naar vier jaar werkzaam te zijn geweest bij de Universiteit
Twente, is mijn Nederlands nog steeds niet goed genoeg om van u te
verlangen mijn hele oratie in het Nederlands te volgen.
So please allow me to continue in English, especially as we have
international guests who may by now have wondered whether they
would understand anything of this inauguration speech at all.
These days, the car industry – like most other industries – is facing a
tremendous revolution. Once, vehicles were basically self-contained
mechanical systems; nowadays, they resemble moving computer
networks with dozens of microcomputers that are more and more
connected to the worldwide Internet. Therefore, vehicles now face the
same risks as any other networked computer. They can be attacked
by malicious actors, and consequences can possibly be very serious.
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In today’s lecture, I want to take you on a journey about the past and
future of information and communication technology in vehicles, and
in the end, you will wonder whether it is actually safe to drive your car
around. I will highlight that our current state of the art in IT security is
insufficient for vehicles and that only new, complementary approaches
will allow us to protect our cars from malicious attacks. And I will
motivate that this phenomenon is not limited to the vehicular domain but
actually is a problem in practically all embedded, networked systems,
which are now appearing everywhere. For example, imagine the
damage potential of attacks on smart power grids, implantable medical
devices, automated manufacturing, and other cyber-physical systems.
A solution for attacks on vehicles would not only make driving safer,
but could also protect us from attacks in a myriad of other domains.
Even more, because solutions for these domains require a completely
new approach to IT security, they also stimulate new ideas that are
beneficial to traditional computer science research, as well.
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Introduction
So how did I end up looking into the security of vehicles? Like many
things in life, this was not a planned, conscious process. Me being
German, you may wonder whether the interest in cars is already
part of my genome, and I admit that having the opportunities to play
around with the latest fancy luxury cars of German car manufacturers
is not the worst part of being a researcher in this domain.
Still, my story is not that simple. It started with research on the security
of so-called Mobile Ad-hoc Networks. I devoted some years of my life
– and my PhD thesis – to investigating how self-organized wireless
networks amongst mobile devices could be secured from malicious
actors. Sitting in my Ivory Tower, I designed a number of – as I pretend
to believe – quite clever security mechanisms to protect this kind
of networks. Like other researchers in the field, I only had a limited
number of mostly artificial use-cases at hand. Most of these use cases,
you do not see on store shelves even 10 years after I defended my PhD.
At that time, in 2005, some friends at Daimler research contacted me
about a new research project on Vehicular Ad-hoc Networks, where
the same idea of spontaneous wireless communication was now
applied to make vehicles communicate instead of just arbitrary devices.
Communicating vehicles, I thought, seem similar to what I did before,
so I was eager to apply the results of my thesis work to this new field.
About eight years later, I have to conclude that not a lot of my PhD
concepts have survived my transition to vehicular networks. Being
faced with a real use-case, real requirements, and a system to
build, many of my previous solutions were simply not adequate
anymore. Ever since I made this experience, I wonder to what extent
computer science and IT security research should – or even can – be
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conducted in meaningful ways without at least one or two concrete
and specific use-cases in mind that address real-world problems.
I think that vehicles and transportation systems in general are a very
good use-case for computer science research. They exhibit a number
of very interesting characteristics that help us to validate whether
our research can have merit in real-world settings. Transportation
systems have real-time requirements, they require interaction with
the physical environment through sensors and actuators, they have
resource constraints. Moreover, these systems eventually need
to be built by industry with practical constraints, like cost, in mind.
Finally, real use cases dictate us researchers deadlines where results
need to be ready for standardization and product development.

At the same time, many characteristics, like use of sensor and
actuators, embedded systems, or soft real-time requirements are
present in a lot of other systems, from automated manufacturing
over industrial control systems for power generation and distribution,
to electronic health systems. Thus, we can have some confidence
that our results are not only relevant for a specific domain but can
be generalized to a broad range of these cyber-physical systems.
But let us now take a closer look at the role of information and
communication technology in vehicles.
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Vehicles are Moving
Computer Networks
In 1974, Volkswagen launched the first version of the Golf, the most
successful vehicle ever built. The basic elements of this car were not
too different from vehicles built decades earlier. Electric and electronic
parts were limited to starter and ignition, wipers, lights, and an
optional radio. So the car was basically a mechanical driving machine.
Looking at modern cars, the situation has tremendously changed. Boosted
by the innovation potential enabled by modern electronics, innovation
cycles become shorter and shorter. A modern high-end car contains 50
or more electronic control units (ECUs), which is the carmakers’ term for
individual microcontrollers. These ECUs are connected by kilometers
of networking cables and run Gigabytes of software. Computerand software-related components are responsible for a major share
of both cost and innovation in any newly introduced car model.

Figure 1: On-board network in a VW Phaeton (Image source: Volkswagen AG)
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The result is a complex network of computers, interconnected by a
variety of networking technologies. Only the correct interplay of all
these components and networks ensures a safe driving experience.
But what would happen if some malicious intruder wants to manipulate
these systems?
Until a few years ago, such a scenario was dismissed by carmakers as
purely hypothetical. They argued that vehicles would not be accessible
by external communication interfaces and that an attacker would
thus require physical access to the car to succeed. These arguments,
however, are based on an outdated understanding of vehicle
connectivity. As shown in the figure, today’s vehicles are equipped with
a multitude of communication interfaces, each a potential entrance for
malicious attackers.

Figure 2: Conceptual structure of in-vehicle ECUs and networks (Audi R8 image: Volkswagen AG)
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Vehicle Security –
Is Driving Safe?
In the recent past, researchers and hackers worldwide have
demonstrated that attacks on cars are, in fact, a real threat. A
group of U.S. researchers was able to infiltrate a vehicle either via
the Bluetooth interface or using a manipulated MP3 CD. Once they
gained initial access, they succeeded to infiltrate and manipulate
critical on-board systems almost arbitrarily. The most scaring scenario
they demonstrated is a re-programmed braking ECU that initiates
full braking once the vehicle speed exceeds 50 miles per hour.
Others have shown that even harmless-looking tire pressure sensors
can provide an attack vector and that keyless car entry can be tricked
to open car doors and allow starting of the car engine just by simply
amplifying the signals between car and a keycard that could be
hundreds of meters away.

Figure 3: Result of the CarShark attack showing a speed of 140 mph in a standing vehicle (Image source: Checkoway
e.a., “Comprehensive experimental analyses of automotive attack surface”, Usenix Security 2011)
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Charly Miller and Chris Valasek have recently demonstrated to a U.S.
magazine that – once infiltrated– they can completely remote-control
most functions of a vehicle. Our own research together with Daimler
TSS demonstrates that you can even set-off the airbag remotely
– according to specifications, this should not be possible at all.
The bottom-line is that those systems were not designed with security
in mind; they were designed to provide a certain function. And none
of the engineers would have thought of such attacks to be realistic.
Therefore, nobody felt the need to invest extra energy to include
security systems in their designs.
You can compare this to the general PC industry’s situation in the
mid-nineties when the Internet started to become a huge success.
All of a sudden, every PC was accessible online. Information and
programs were shared in ever-increasing pace, and the attackers found
defenseless systems. As a consequence, ordinary computer users had
to learn the terms “virus” and “worm” and what it means when the
own PC becomes part of a botnet.
The situation with vehicles is very similar now and yet completely
different. The ‘Automotive Internet’ just started to emerge, cars
essentially become openly connected systems, and the security of our
vehicles definitely needs enhancement.
At the same time, we cannot afford to repeat the same painful learning
cycle we went through during introduction of the Internet. A PC crashing
due to a virus infection is surely a nuisance, and online-banking fraud
may even damage your finances. But malicious manipulation of traffic
and vehicles can cause injuries and cost lives. So the ‘Automotive
Internet’ requires a substantially better start security-wise.
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Intelligent Transportation
Systems
And this ‘Automotive Internet’ is coming at a fast pace, as once isolated
vehicles get more and more connected. World-wide, researchers,
governments, and industry are working towards the vision of
Intelligent Transportation Systems (ITS). Their goal is to make driving
safer, more efficient, more environmentally friendly, and also more
comfortable and enjoyable for drivers. Europe, and especially Germany
and the Netherlands, play an important role in these developments.
A key aspect here is the extensive communication and exchange of
information between traffic participants, as can be seen in this figure
created by the European Telecommunication Standards Institute ETSI.

Figure 4: Intelligent Transportation Systems (Image source: ETSI)
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While ITS per-se include all modes of transportation, our research is
focusing mostly on land- and vehicle-based transport. Currently, the
standardization of ITS and their communication and security protocols
is nearing finalization. European governments and industry have
committed to introduce first vehicles with communication and ITS
capabilities to the market by 2015. The Netherlands, Germany, and
Austria are establishing a continuous, cooperative ITS corridor from
Rotterdam to Vienna. Along this corridor, roads will be equipped with
communication capabilities to exchange information with vehicles.
As you see, the vision of ITS is a very concrete and near-term one,
and drivers will be able to experience it and benefit from it very soon.
Before we return to security issues, let me give you one example of a
specific application that shows the potential of vehicle communication
and cooperative ITS – the so-called emergency vehicle warning.
Most drivers feel uncomfortable when they hear a siren while
driving, because they cannot localize from where the emergency
vehicle is approaching. Often, drivers react incorrectly and slow
down the emergency vehicle, leading to very dangerous situations.
Car-to-car communication can help to mitigate these problems. The
emergency vehicle, then equipped with a wireless communication
unit, sends information about its position, heading, and future track.
Nearby vehicles use this information to show warnings and driving
advice to their drivers. By having other cars re-send the received
messages, we can extend the range of this application to even a
few kilometers so warnings are definitely delivered in time. And of
course, we can also include traffic infrastructure into the system,
so that, for example, traffic lights can be switched appropriately.
In cooperation with the German Red Cross, we built a complete
and fully functional prototype of this emergency vehicle warning
application. Let me show you a brief video of this system in action.
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Figure 5: Emergency vehicle warning application

This looks definitely like something I would like to have in my
car. While we could continue for quite a while discussing the
technical challenges and solutions for such systems, some of you
may have started to wonder about the security of these systems.
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Securing ITS – Where our
Traditional Wisdom Ends
In case of the emergency-vehicle-warning example, it becomes
very evident that security is a critical factor in ITS. Just imagine
what damage an attacker could do if he manages to inject false
emergency vehicle warnings into the system. Drivers would be
presented wrong advice, would possibly violate red traffic lights,
enter intersections, block traffic, and maybe cause accidents.
Successful attackers could even manipulate traffic lights at will.

Figure 6: Emergency vehicle warning scenario with attacker

Since 2005, we are working on a solution to protect from such attack
scenarios. It mainly consists of three components: the first provides
ID management and message integrity, the second ensures privacy
protection, and the third is responsible for detection of misbehavior.
ID management and integrity protection are comparable to standard
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IT security: we use a Public Key Infrastructure (PKI) to issue certificates
to vehicles, which they can then use to sign their messages with
cryptographic signatures. This enables vehicles to ensure that
received messages have actually been sent from valid and trustworthy
vehicles that own a correct certificate issued by a trustworthy
PKI. Although it may sound simple, even this component poses
many interesting research questions related to scalability and the
broadcast nature of communication in car-to-car communication. If
you are interested in details, let me just point you to the European
PRESERVE project that we as UT are coordinating where a complete
security subsystem for car-to-car communication, including a socalled hardware security module, is designed, prototyped, and tested.

Figure 7: PRESERVE hardware security module prototype

The second component I mentioned is privacy protection. As vehicles
will send out signed messages at high frequency, which contain their
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position, this surely raises some concerns about location privacy.
Malicious entities, be it individuals, companies, or governments, can
start to collect messages and use them to track the whereabouts of
a vehicle and its driver. To address this threat, the security system
foresees changeable pseudonyms, where the PKI issues multiple
anonymous certificates to vehicles, which enables vehicles to change
their identity as they drive. Again, this involves many interesting and still
on-going research challenges that we have worked on over the years.
“How to appropriately measure privacy?” and “How to balance privacy
and operational demands of the vehicle?” are just some examples.

But what I actually want to focus on in the remaining time is
misbehavior detection, the third component of our protection system,
which has received comparatively little attention by researchers so far.

Figure 8: ID Management for car-to-car communication
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Misbehavior Detection
So what is this misbehavior detection all about? All the security
mechanisms so far involve the risk of failure. Experience from the
past has shown that, almost inevitably, attackers will eventually
manage to obtain valid certificates and cryptographic key material.
Attackers can steal credentials from real vehicles or trick the PKI into
issuing security credentials to them. As a consequence, attackers
will be able to impersonate one or many real vehicles, and they
will be able to disseminate incorrect information to other vehicles.
We security researchers call this an insider attack. Many classical
IT systems, like the World Wide Web, are very susceptible to such
insider attacks as well, and they provide little defense against
them. For ITS, however, we have concluded that this is not a risk
that can simply be accepted, because failure can threaten lives.
All the security mechanisms outlined so far can be categorized as
proactive security mechanisms. They try to actively prevent an attack
and keep the attacker out of the system. While this is a reasonable
approach, we need a second line of defense against insider attackers,
and this is what reactive security provides. Here, we deal with
attackers that we cannot initially tell apart from regular vehicles. It is
the task of the reactive misbehavior detection to nevertheless identify
them based on their behavior and the bogus information they provide
and then take appropriate measures to limit the damage they can do.
Reactive security is – by the way – nothing new but a natural capability
that we humans apply during each and every conversation we have.
Let me give you an example. If I would tell you that it is currently
snowing outside, how would you react?
You would probably not believe me, right? But have you ever asked
yourself why this is the case? It is, because you apply a form of
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misbehavior detection. As you grow up, you have developed an intuitive
and natural judgment whether data is plausible and consistent, and
whether it comes from trustworthy sources. While very small children
might be tricked by such a statement and would immediately leave the
room to build a snowman outside, even kids of age six would question
whether it is, based on their experience, plausible to have snow in
September. They would perhaps ask others whether they could confirm
that it is actually snowing. By doing so, they check the consistency of
different information sources. And they would rate my credibility and
trustworthiness when deciding whether to believe me or not. If it turns
out I lied to them, they will surely not believe me that easily next time.
This natural capability to constantly evaluate information about the
world around us is what we are trying to bring to IT systems with our
misbehavior detection approaches.
These approaches can be broadly classified into different categories.
While node-centric mechanisms focus more on the originator of
some information, the data-centric mechanisms rely mostly on the
information that is sent.

Figure 9: Classification of approaches for misbehavior detection
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The node-centric category is further split into trust-based and behavioral
mechanisms while data-centric mechanisms can further be divided
into plausibility and consistency checking.
Let me provide some simple and intuitive examples for the different
categories. Let us assume again the case where the emergency vehicle
sends warning messages to nearby cars. A node-centric, trust-based
mechanism could, for example, check whether the messages are
signed with a valid certificate that declares this vehicle as emergency
vehicle. If this is not the case, the trust in the sender is very low
and information contained in such messages will be discarded.
A node-centric, behavioral mechanism could involve checks whether
nodes comply with general specifications of the communication
system. If, for example, a node sends messages at a very high rate,
this node may be considered malicious irrespective of the information
it is sending.
Let us now move on to the two categories of data-centric approaches
for misbehavior detection. Plausibility checking involves some model
about the physical environment, which a vehicle can apply to check
whether information is plausible within this model. A vehicle pretending
to drive at 500 kilometers per hour is surely something very implausible
and could be marked as such.
Likewise, vehicles could check whether information they receive
about their surrounding via different means is consistent with each
other. A message claiming that a neighboring vehicle is at a certain
position where on-board radar cannot detect any object creates an
inconsistency, and a security system can take that into consideration.
But what about situations where those simple examples fail? What
about a vehicle at some remote point that claims there is a traffic
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jam where there is none? Could misbehavior detection also handle
such tricky cases? It can if we can assume node-disjoint paths
between the claimed traffic jam and warned vehicles and if we
assume the attacker cannot control all these paths. In this case, the
inconsistency between information received over different paths
can be detected and used as input to our misbehavior detection.
Our research on misbehavior detection started many years ago
with the investigation of simple detectors like the acceptance range
threshold. Message that claim to originate from positions that are
beyond the maximum communication range of our wireless antennas
could be marked as incorrect and discarded. Another possible
detection sensor is the mobility grade threshold that checks whether
two successive positions of a neighboring vehicle could only be
reached if the vehicle would exceed an implausible speed threshold.
Using just these two sensors, simple attackers that randomly spoof
positions in a certain area around their real position can already be
detected with high accuracy and a low false-positive rate.
From these simple approaches, researchers moved on to build
more complex detectors and frameworks. One example is the
position verification scheme designed by Hagen Stübing from
Opel, Norbert Bißmayer from Fraunhofer SIT and others – including
some contributions from myself – that applies mechanisms like
Kalman or particle filters and Hidden-Markov-Models to check the
plausibility of vehicle movements reported in received messages.
Overall, these schemes already significantly limit the kind of malicious
data an attacker could inject into the system that other vehicles
would be willing to accept and use. One drawback of all these
approaches is that they are highly specialized for a specific scenario.
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This makes it very complicated to extend them by more detectors
or to transfer the results to other domains and types of information.
In our currently on-going work we now address the question whether
we can generalize and integrate misbehavior detection mechanisms
into one generic framework that is suitable for a large number of
arbitrary detectors, different types of data, and very different application
domains.

Figure 10: Misbehavior detection framework

The framework consists of a world model that includes all data available
to the misbehavior detection system. It is fed by input received from
external communication, as well as by the results of detectors that
create new opinions on the correctness of data and trustworthiness
of data sources. Detectors that require data formats different from
the world model’s format can be integrated into the system by
means of data transformations that are applied before and after the
detector gets active. Data and opinions in the world model can then
be merged to provide a single correctness rating, which applications
can then use to decide to what extent they want to rely on data.
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Opinions on data are stored together with the actual data in the world
model and can represent either the opinion of the own vehicle on
certain information, the opinion of the own vehicle on other vehicles,
opinions of other vehicles on each other, and opinions of other vehicles
on information.
When we were trying to find a formal basis to express opinions in
the framework, we finally decided to use a specific form of logic
called subjective logic. Subjective logic expresses opinions of opinion
holders on certain facts – called propositions –using the factors belief
b, disbelief d, and uncertainty u. Beyond, we require a so-called baserate a that represents the probability of a proposition in absence of any
further evidence. An opinion o is thus a tuple
o = (b, d, u, a)
where we require b+d+u = 1. It can conveniently be visualized as a
triangle where an opinion can be placed anywhere within its area. The
key difference to probabilistic logic is that subjective logic provides a
way to express not only how strongly we believe a certain proposition to
be true, but also to express how certain we are about our rating. In fact,
subjective logic is a superset of classical Boolean and probabilistic logics.
For example, the opinion b=1, d=0, u=0 corresponds to a Boolean TRUE.
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Figure 11: Graphical representation of opinion

Moreover, subjective logic includes definitions of logic operators like
consensus, transitivity, abduction, or deduction, which can be applied
to our framework.
To illustrate the benefits of our framework, I will show you another
example. Assume an ITS application where vehicles report about
positions of traffic jams. An insider attacker with valid credentials
wants to convince vehicles driving ahead of him that there is a traffic
jam down the road. In consequence, those vehicles would take an
earlier exit and free the road for the attacker.
In order to prevent this attacker from succeeding, we envision two
detectors that both try to identify whether a traffic jam report is actually
received from the direction of the supposed traffic jam. One, called
signal source detector, uses the directional capabilities of vehicle
antennas. These antennas allow to identify whether a signal came
from the front or back of the car with some degree of uncertainty.
The second detector, named signature chain verification, uses chains
of signatures, attached by vehicles relaying the message towards the
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recipient, to check whether they all forwarded the message in the right
direction. Again, there is a certain level of uncertainty here as sometimes
messages may accidentally be forwarded in the wrong direction.

Figure 12: Signal source detection (top) and signature chain verification (bottom) detectors

The detectors result in two opinions o1 and o2. The signal source
detector’s opinion, o1, would be (0.2, 0, 0.8, 0.5) in case of
reception from the front or (0, 0.2, 0.8, 0.5) in case of reception
from the back. In both cases, uncertainty is very high as we assume
the directional detection capability of the antenna is rather poor.
Likewise, o2 is set to (n, 0, 1−n, 0.5) where n = 0.1 · #signatures
downstream, i.e., the more signatures were attached from vehicles
in the right direction, the higher is our belief in the correctness of
the information. Without such signatures, our uncertainty increases.
In the merging step, we can now use the consensus rule of subjective
logic to calculate whether the two opinions support each other.
Assuming o1 = (0.2, 0, 0.8, 0.5) and o2 = (n, 0, 1−n, 0.5), the consensus
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rule results in O=(0.4, 0, 0.6, 0.5). Using the base rate, the probability
for an actual traffic jam can be calculated as E = b+au = 0.4+0.5*0.6
= 0.7. Thus, the vehicle could rely with a probability of 70% on the
observation being correct.

Figure 13: Consensus in case of benign messages

As you can see, this provides a very generic and powerful approach
for a misbehavior detection framework; probably one of the most
sophisticated proposed by research so far and it brings us a lot closer
to our goal: to provide ITS systems with the capability of intuitive and
natural judgment whether data is plausible, consistent, and comes
from reliable sources.
Implementing such a framework with a broad number of detectors will
significantly limit the extent of forged data that attackers can spread in
our vehicular communication systems.
We are currently finishing a prototype implementation and are working
on the evaluation of this framework in vehicular networks. It may also
be integrated with the PRESERVE prototype implementation and then
be tested in field-operational tests.
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A Model for Other ICT Domains?
But this misbehavior detection approach is not only applicable to
Intelligent Transportation Systems. As motivated initially, fields such
as industrial control systems, factory automation, smart energy
generation and distribution, and e-Health systems all face the similar
challenge of insider attackers providing incorrect information about
their environment. Having a generic framework and a theory of
misbehavior detection that can be tailored to all these domains would
fill a glaring hole in today’s IT security landscape that focused for too
long on the entities and neglected the information that the systems are
processing.
In cooperation with my colleagues and researchers at the Universities
of Twente and Ulm, many of which are in the room today, I will work
towards this goal and extend our current results into different areas
including industrial control systems and electronic health systems.
I consider securing information from manipulation in the way
I have outlined in this lecture a mandatory pre-condition for
the advent of the often-envisioned Internet of Things, where
the electronic world blends seamlessly with our real physical
environment. Cyber-Physical-Systems and the Internet of Things
will surely come. It is time to also evolve IT security in this direction
and enable them to protect the physical world surrounding us.
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Thanks
Standing here in front of you, I have to take the opportunity to
thank the many people that helped me to get here in the first place.
Starting with my parents who ignited the curiosity and search for
knowledge in me, without which I would have never followed an
academic career path.
Next the late Mr. Kuger, a former math teacher of mine in high-school,
who in fifth class introduced me to computers and fascinated me so
much that I already then decided I want to become a computer science
professor. Well, here I am. The same teacher also triggered my interest
in astronomy and thus gave me one of my greatest hobbies. I think this
clearly shows the big influence and responsibility that teachers at all
levels have on students, something we should also not forget here at
universities.
I cannot possibly list all the people that positively influenced me during
my studies, from co-students to professors, so I just say a general
thank you at this place.
Next, I need to thank Michael Weber, with whom I worked for many
years during my PhD and habiliation phase. When starting as a PhD
student under his supervision, he taught me one of the most important
lessons in life by simply telling me “pick yourself a topic.” This gave
me an insight that Voltaire already had a long time ago when saying
“Judge a man by his questions rather than his answers.” The hard part
of research is asking the right questions; answering them is often a lot
easier. Beyond that, Michael Weber gave me all the freedom needed to
become an independent researcher and dealing with this freedom was
another invaluable lesson.
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Next, I need to thank many fellow researchers, my co-authors for papers,
co-organizers of scientific events, and all the students with whom I had
the pleasure to work on interesting research questions and fascinating
challenges over the years. As an exhaustive list would be way too long,
I just want to list the former and current PhD researchers and PostDocs
that I had and have the pleasure to support and advise on a part of their
academic journey: Elmar Schoch, Zhendong Ma, Boto Bako, Stefan
Dietzel, Bastian Könings, Florian Schaub, Björn Wiedersheim, Michael
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