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Abstract. Physically Unclonable Functions (PUFs) are key tools in the
construction of lightweight authentication and key exchange protocols.
So far, all existing PUF-based authentication protocols follow the same
paradigm: A resource-constrained prover, holding a PUF, wants to authenticate to a resource-rich veriﬁer, who has access to a database of
pre-measured PUF challenge-response pairs (CRPs). In this paper we
consider application scenarios where all previous PUF-based authentication schemes fail to work: The veriﬁer is resource-constrained (and holds
a PUF), while the prover is resource-rich (and holds a CRP-database).
We construct the ﬁrst and eﬃcient PUF-based authentication protocol
for this setting, which we call converse PUF-based authentication. We
provide an extensive security analysis against passive adversaries, show
that a minor modiﬁcation also allows for authenticated key exchange and
propose a concrete instantiation using controlled Arbiter PUFs.
Keywords: Physically Unclonable Functions (PUFs), Authentication,
Key Exchange.

1

Introduction

With rapid improvements in communication technologies, networks have become
widespread, connecting both low-cost devices and high-end systems. Low-cost
devices, such as RFID-tags, sensor nodes, and smart cards are likely to form the
next generation pervasive and ubiquitous networks. Such networks are designed
to store sensitive information and transmit this information to participants over
a potentially insecure communication channel. Due to the potentially sensitive
data they handle, security features such as authentication and encrypted data
transfer and required. At the same time, the deployed security features must be
extremely lightweight to ﬁt the application scenario.
Physically Unclonable Functions [12], security primitives that extract noisy
secrets from physical characteristics of integrated circuits (ICs), have emerged
as trust anchors for lightweight embedded devices. Instead of relying on heavyweight public-key primitives or secure storage for secret symmetric keys, PUFs
can directly be integrated in cryptographic protocols. PUFs have successfully
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been used in the context of anti-counterfeiting solutions that prevent cloning of
products, and in the construction of various cryptographic protocols, involving
identiﬁcation and authentication.
In this paper we are merely concerned with PUF-based authentication protocols. All previous approaches, including [24,15,9], considered the problem of
authenticating a lightweight device (called prover) containing a PUF to a remote entity (called veriﬁer), which has more storage and processing capabilities. In particular, the veriﬁer is required to store a database of measured PUF
challenge-response pairs (CRPs). In order to perform the authentication, the
veriﬁer sends a random challenge to the prover, who has to measure the PUF on
the challenge and respond with the measured PUF response. If the obtained response matches the one stored in the CRP, the prover is authenticated. Note that
CRPs cannot be re-used since this would enable an adversary to mount replay
attacks; furthermore, it would allow tracing of the tag. Besides this issue, some
PUFs are subject to model-building attacks [25], which allow to obtain a model
of the PUF in use by observing the PUF challenge-response pairs contained in
the protocol messages.
In this work we consider PUF-based authentication protocols tailored towards
a diﬀerent scenario in which the veriﬁer V is a very resource-constrained (yet
PUF-enabled) device, while the prover P has comparably rich computational
resources. For example, one can consider the scenario in which a sensor node
(acting as veriﬁer) wants to authenticate a sink (prover) in order to transmit
sensitive sensor readings. In this setting, all currently available PUF-based authentication protocols are not applicable, since the roles of prover and veriﬁer
are reversed (simply swapping the roles of veriﬁer and prover in traditional protocols does not work either, since a resource-constrained device is not able to
keep a CRP database). In this paper we therefore propose a novel PUF-based
authentication protocol that works in this situation: The prover P holds a CRPdatabase, while the lightweight veriﬁer V has access to the PUF. Due to this
converse approach of using the PUF in authentication, we call protocols that
follow this new paradigm converse PUF-based authentication protocols. As a
second feature of our protocol, which is in contrast to all previous approaches,
our construction never needs to transmit PUF responses (or hashes thereof) over
the channel, which eﬀectively prevents passive model-building attacks as well as
replay attacks. Since in this work, we deal with passive adversaries only, we see
our solution as the ﬁrst step in this converse approach and hope to see more
work on this matter in the future.
1.1

Contributions

In summary, the paper makes the following contributions:
Introduction of a New Paradigm for PUF-Based Authentication. We introduce
the paradigm of converse PUF-based authentication: In this setting a prover P
holds a CRP-database, while a lightweight veriﬁer V has access to a PUF.
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First Construction. Based on an idea introduced in [5], we construct the ﬁrst
converse PUF-based authentication protocol, which is at the same time very
eﬃcient. It uses a controlled PUF at the veriﬁer and a CRP database at the
prover. A key feature is that during the protocol only a random tag and two
PUF-challenges are exchanged over the communication channel; this eﬀectively
prevents model building attacks.
Security Analysis. We provide an extensive security analysis of the new protocol
and show that it is secure against passive adversaries. We deduce precise formulae
that upper bound the success probability of a worst-case adversary after having
seen a certain number of protocol transcripts.
Authenticated Key Exchange. Finally, we show that a minor modiﬁcation of our
authentication protocol allows the two participants to agree on a common secret
key. This basically comes for free, since this modiﬁcation only amounts to the
evaluation of one additional hash function at both sides.
1.2

Outline

After presenting a brief summary of PUFs and their properties, fuzzy extractors, and controlled PUFs in Section 2, we introduce our converse PUF-based
authentication protocol including a proof of correctness in Section 3. Then, in
Section 4 we discuss the security model we consider and prove our protocol
secure against passive adversaries. Finally, implementation details are given in
Section 5. We conclude with a summary and some possible directions for future
work in Section 6.

2

Background and Related Work

PUFs exploit physical characteristics of a device, which are easy to measure but
hard to characterize, model or reproduce. Typically, a stimulus, called challenge
C, is applied to a PUF, which reacts with a response R. The response depends
on both the challenge and the unique intrinsic randomness contained in the device. A challenge and its corresponding response are called a challenge-response
pair (CRP). Typical security assumptions on PUFs include [21]:
– Unpredictability: An adversary A cannot predict the response to a speciﬁc
PUF challenge without modeling its intrinsic properties. Moreover, the response Ri of one CRP (Ci ,Ri ) gives only a small amount of information on
the response Rj of another CRP (Cj ,Rj ) with i = j.
– Unclonability: An adversary A cannot emulate the behavior of a PUF on
another device or in software, since the behavior is fully dependent on the
physical properties of the original device.
– Robustness: The outputs of a PUF are stable over time; thus, when queried
with the same challenge several times, the corresponding responses are similar (which opens the possibility to apply an error correcting code in order
to obtain a stable response).
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PUFs meeting these assumptions provide secure, robust and low cost mechanisms
for device identiﬁcation and authentication [24,30,23,26], hardware-software binding [13,16,14,7] or secure storage of cryptographic secrets [8,33,18,4]. Furthermore, they can be directly integrated into cryptographic algorithms [1] and remote attestation protocols [27].
Among diﬀerent PUF architectures, we focus on electronic PUFs, which can
be easily integrated into ICs. They essentially come in three ﬂavors: Delaybased PUFs are based on digital race conditions or frequency variations and include arbiter PUFs [17,23,19] and ring oscillator PUFs [12,29,22]. Memory-based
PUFs exploit the instability of volatile memory cells after power-up, like SRAM
cells [13,15], ﬂip-ﬂops [20,32] and latches [28,16]. Finally, Coating PUFs [31] use
capacitances of a special dielectric coating applied to the chip housing the PUF.
Arbiter PUFs. In this paper we use Arbiter PUFs (APUF) [17], which consist
of two logical paths, controlled by a challenge. Both paths get triggered at the
same time. Due to the inherently diﬀerent propagation delays induced by manufacturing variations, one of the two paths will deliver the signal faster than the
other; a digital arbiter ﬁnally determines which of the two signals was faster and
produces a one-bit response. The number of challenge-response pairs is typically
exponentially large in the dimensions of the APUF, which makes them a good
candidate to be used in authentication mechanisms.
However, it was claimed in [25] that APUFs are subject to model building
attacks that allow predicting responses with non-negligible probability, once an
attacker has full physical access to the APUF or can record suﬃciently many
challenge-response pairs. Further, the response of an APUF cannot be used directly as a cryptographic key in an authentication mechanism without postprocessing, since two queries of the same challenge may give slightly diﬀerent
responses due to noise. In order to counter these problems, additional primitives
must be used: Fuzzy Extractors (FE) [6] and Controlled PUFs [9].
Fuzzy Extractors. The standard approach to make the PUF responses stable,
is to use Fuzzy Extractors [6] consisting of a setup phase, an enrolment phase
and a reconstruction phase.
In the setup phase, an error-correcting binary1 linear [μ, k, d]-code C of bit
length μ, cardinality 2k , and minimum distance
 d is chosen. Due to the choice

errors. There are many known
of parameters, the code can correct up to d−1
2
ways to construct such codes for given parameters [6], and we just mention here
that we need to set the parameter μ to be the bit length of the output of the
used PUF (some care has to be taken when choosing the amount of errors the
code needs to correct, see [3]).
In the enrolment phase, denoted by FE.Gen, which is carried out before the
deployment of the chip in a device in a trusted environment, for any given PUF
U
response R, we choose a random codeword γ ←− C and compute the helper data
h := γ ⊕ R. Later, during the reconstruction phase (denoted by FE.Rep), for
1

We restrict our attention to binary codes (i.e., codes over the binary Galois ﬁeld F2 ),
although the same discussion can be done for non-binary codes as well.
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any given PUF response R and corresponding helper data h, we ﬁrst compute
W := R ⊕ h, and then use the decoding algorithm of the error correcting code
C on W , which outputs the same codeword γ that we randomly picked in the
enrolment phase.
Controlled PUFs. If one requires a uniformly distributed output (which a
PUF usually does not provide), one can apply a cryptographic hash function
H : {0, 1}∗ −→ {0, 1}n to the output γ of the FE [3]. Here, we will always treat
such a hash function H as a random oracle [2] which ensures that the output is
uniformly distributed in {0, 1}n. Usually, an LFSR-based Toeplitz Hash function
is used in order to implement this privacy amplification phase because of its low
cost. The resulting combined primitive, i.e., applying the hash function H to
the output of the FE, which itself was applied to the PUF, is called a controlled
PUF.

3

Converse PUF-Based Authentication

All currently existing PUF-based (unilateral, two-party) authentication protocols (e.g., [24,15,9]) follow the same paradigm: A prover P, who has access to
a PUF, wants to authenticate himself to a veriﬁer V who holds a database of
challenge-response pairs (CRP) of P’s PUF. In this section, we propose a new
PUF-based authentication protocol that actually works the other way around:
The prover P holds a (modiﬁed and reduced) CRP-database, while the veriﬁer
V has access to a PUF. Due to this converse approach of using the PUF in
the authentication, we call protocols that follow this new paradigm Converse
PUF-based Authentication Protocols.
3.1

Protocol Description

We consider a controlled PUF consisting of an underlying physical PUF (denoted by PUF), the two procedures FE.Gen and FE.Rep of the underlying Fuzzy
Extractor (FE), and a cryptographic hash function H : {0, 1}∗ −→ {0, 1}n.
Now, as in usual PUF-based authentication, our protocol needs to run an
enrolment phase in order to create a CRP-database on the prover’s side. We
note that this database will not consist of the actual CRPs of PUF but of
responses of the controlled PUF (i.e., the PUF challenges C, some helper data
h and hash values H(γ) for FE outputs γ). More precisely, in the enrolment
phase the prover P sends some random PUF challenge C to the veriﬁer V, who
runs the enrolment phase of the FE on PUF(C), which outputs a value γ and
some helper data h. Then, V returns the values R(C, h) = H(γ) and h to P.
The prover P stores this data together with the PUF challenge in a database
D. These steps are repeated ρ times in order to generate a database D of size ρ.
The described procedure is summarised in Fig. 1.
Now, whenever P needs to authenticate himself to V, the following authentiU
cation phase is run: First V sends a random 0n = Δ ←− {0, 1}n to P. Then, P
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For a database D of size ρ, repeat the protocol ρ times
Prover P
(Creates one element in D)
Choose random PUF challenge C

Append (C, h, R(C, h)) to D

Verifier V
(Hosts the PUF)
PUF challenge C
−−−−−−−−−−−−−−−
→
R(C, h) := H(γ), h
−
←
−−−−−−−−−−−−−−−

(γ, h) ←− FE.Gen(PUF(C))

Fig. 1. Enrolment phase: Creating P’s database D

searches through his database D in order to ﬁnd two elements (C1 , h1 , R(C1 , h1 ))
and (C2 , h2 , R(C2 , h2 )) such that Δ = R(C1 , h1 ) ⊕ R(C2 , h2 ), and sends the
pairs (C1 , h1 ) and (C2 , h2 ) to V. In other words, he is looking for two controlled
PUF outputs whose XOR is Δ. If no such elements exist in D, P just sends
(C1 , h1 ) = (C2 , h2 ) to V, where both the PUF challenge C1 and the helper data
h1 are chosen at random. In this case the authentication fails; we will choose
the protocol parameters in a way that this happens only with small probability.
Now, V uses the reconstruction phase of the FE twice – once on input PUF(C1 )
and h1 , and once on input PUF(C2 ) and h2 which output two code words γ1
and γ2 , respectively. After applying the hash function H to this (yielding values
R(C1 , h1 ) = H(γ1 ) and R(C2 , h2 ) = H(γ2 ), respectively), V checks whether
R(C1 , h1 ) ⊕ R(C2 , h2 ) = Δ. If equality holds, V sends the message M = 
back to P in order to indicate that P successfully authenticated himself to V;
else it returns M = ⊥, signaling that the authentication failed. In a subsequent
step, the responses may optionally be used to exchange a shared secret key (see
Section 3.3). The complete authentication phase is summarised in Fig. 2.
3.2

Correctness of the Protocol

We recall that in the enrolment phase, the prover P gets a database D of size ρ
containing pairs of PUF-challenges C, helper data h and corresponding responses
R(C, h) from the veriﬁer V. Furthermore, we recall that after applying the Fuzzy
Extractor, we input the resulting output into a cryptographic hash function H.
So if we require the FE’s outputs to have κ ≥ n bits of entropy, we can think
of the responses R(C, h) as bitstrings taken uniformly at random from the set
{0, 1}n (cf. the Random Oracle Paradigm [2]). Here, we bear in mind that κ and
n are public parameters of our authentication protocol that are being ﬁxed in
some setup phase.
In this section, we consider how the probability of a successful authentication
of P is aﬀected by the size ρ of P’s database D. In other words, we will give a
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Prover P
(Holds database D of size ρ)

Verifier V
(Hosts the PUF)
U

Δ
−
←−−−−−−−−−−−−

Choose random value 0n = Δ ←− {0, 1}n

Find two entries in D:
(C1 , h1 , R(C1 , h1 )), (C2 , h2 , R(C2 , h2 ))
with Δ = R(C1 , h1 ) ⊕ R(C2 , h2 )
If none found, choose random
C1 = C2 and h1 = h2



Compute shared key
K = H(R(C1 , h1 )R(C2 , h2 ))

(C1 , h1 ), (C2 , h2 )
−
−−−−−−−−−−−−→
−
−



Message M
−
←−−−−−−−−−−−−

Compute R(C1 , h1 ) = H(FE.Rep(PUF(C1 ), h1 ))
and R(C2 , h2 ) = H(FE.Rep(PUF(C2 ), h2 ))
If R(C1 , h1 ) ⊕ R(C2 , h2 ) = Δ
set M = , else set M = ⊥



Compute shared key
K = H(R(C1 , h1 )R(C2 , h2 ))



Fig. 2. Authentication phase: P authenticates himself to V. As an optional step, both
participants can compute a shared key K after the authentication.

lower bound on the size ρ of the database D in order for an authentication to be
successful with a prescribed probability (assuming that both participants P and
V honestly perform each step of the protocol). Here, successful authentication
U
means that given a random 0n = Δ ←− {0, 1}n there exist
(C1 , h1 , R(C1 , h1 )), (C2 , h2 , R(C2 , h2 )) ∈ D
in P’s database such that R(C1 , h1 ) ⊕ R(C2 , h2 ) = Δ.
Theorem 1. If ρ denotes the size of P’s database D, then the probability of a
successful authentication is
SuccAuth
P,n (ρ)


:= 1 − 1 −

2
n
2 −1

 ρ22−ρ
.

Proof. First of all, it is easy to see that only the responses R(C, h) that are
stored in the database D have an inﬂuence on the probability of a successful
authentication, and so we think of D containing only responses R = R(C, h) and
forget about the PUF-challenges C and helper data h. Now, since the ρ diﬀerent
values R(C, h) in D and the value Δ are uniformly distributed and independent
in {0, 1}n , the probability of having a successful authentication amounts to the
following:
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For a set M , let M
2 denote the set of all subsets of cardinality 2 of M , whereas
we denote elements of this set by pairs (R1 , R2 ); so basically, this set consists
of all unordered pairs (R1 , R2 ), excluding self-pairs (R1 , R1 ). Here, we consider
 n

n
which has precisely 22 many elements. For the authentication,
the set {0,1}
2
we are
ρXOR of two values in D, so we want to look at the
 only interested in the
which
has
exactly
set D
2 many elements taken uniformly at random from
{0,1}2n 
.
We
denote
the
set
of all XOR’s of any two elements in D by D⊕ , i.e.,
2
 
⊕
D = {R1 ⊕ R2 | (R1 , R2 ) ∈ D
2 }. Therefore, the probability of a successful
authentication is the probability that Δ ∈ D⊕ . Summing up, we have:
U

2
1. Δ ←− {0, 1}n is sampled uniformly
  atρrandom.

2. The prover P has a database D
of
many
elements taken uniformly at
2
2
{0,1}n 
.
random from
2
n
U 
, the probability that we hit on Δ when
3. For a random (R1 , R2 ) ←− {0,1}
2
n
XOR-ing R1 and R2 is q := 22n = 2n2−1 .
(2)
4. We are interested in the probability of a successful authentication, i.e., in the
⊕
⊕
probability SuccAuth
P,n (ρ) = Pr [Δ ∈ D ], where D = {R1 ⊕ R2 | (R1 , R2 ) ∈
D
U
the latter probability is taken over all random Δ ←− {0, 1}n and
2 } and
D {0,1}n 
.
random 2 ⊂
2
 

n
In other words, we sample ρ2 many times from {0,1}
with probability q =
2
2
2n −1 of success (i.e., hitting on Δ) on each trial, and ask for the probability
of having at least s = 1 successes (i.e., hits on Δ). The probability of having
exactly s successes is given by the binomial probability formula:

 
ρ
ρ
ρ
Pr s successes in
trials = 2 q s (1 − q)(2)−s .
2
s
ρ2 −ρ

Therefore, the probability of having s = 0 successes is (1 − q) 2 . Finally, this
gives us the probability of having at least s = 1 successes, i.e., a successful
authentication:


SuccAuth
P,n (ρ)

 

 ρ22−ρ
ρ
2
= 1 − Pr 0 successes in
trials = 1 − 1 − n
.
2
2 −1

This proves the theorem.



Note that this success probability is 0 for ρ = 0 and is monotonically increasing.
As a function of ρ it presents itself as an S-shaped curve with a steep slope
n
at approximately ρ = 2 2 (see Figure 3(a) for an example). Thus, for the authentication to be successful with an overwhelming probability, the size ρ of P’s
2

To simplify the discussion, we sample from the whole set {0, 1}n instead of {0, 1}n \
{0n }. This does not aﬀect the overall analysis, since the value 0n occurs with a
negligible probability.
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database D should be chosen right after this steep slope, ensuring a probability
close to 1. To give the reader an idea on how the database size ρ behaves in
practice, we state that sizes of about ρ ≈ 217 or ρ ≈ 225 are realistic in most
real-world applications. Details on this and other numerical examples can be
found in Section 5.3
3.3

Authenticated Key Exchange

A minor modiﬁcation of our authentication protocol yields an authenticated key
exchange between the prover P and the veriﬁer V (here, “authenticated” refers
to the veriﬁer V only, since the authentication in our protocol is unilateral).
More precisely we will achieve that, if the authentication of P is successful, both
V and P compute the same shared secret key K. If the authentication fails, P
computes a random key, while V computes the “correct” key K. These two keys
will be the same with a probability that is negligible in n.
Next, we describe the modiﬁcation of our protocol: Let H : {0, 1}∗ −→
{0, 1}2n be a (publicly known) cryptographic hash function. Now, the only modiﬁcations we make to our authentication protocol are (see key computation in
square brackets in Fig. 2):
1. After the prover P created the two PUF-challenges C1 and C2 together with
the corresponding helper data h1 and h2 , respectively, he computes the key
K = H(R(C1 , h1 ) R(C2 , h2 )).
2. After the veriﬁer V checked the authenticity of P and computed the message
M , he computes the key K = H(R(C1 , h1 ) R(C2 , h2 )).
It can be seen immediately (when H is again modelled as a random oracle) that
if the authentication of P fails, P will compute a key K that is uniformly distributed in {0, 1}2n. Therefore, the probability that P’s key and V’s key coincide
is 2−2n which is negligible in n. Otherwise, both parties have exchanged a secret
key.

4

Security Model and Analysis

The security model for our authentication protocol considers a passive adversary A only.4 This means that the adversary A is only able to passively listen on
the communication channel, and does neither have access to the underlying PUF,
3

4

We stress that the generation of a database of size 225 in the enrolment phase is not
impractical. The reason for this is that the enrolment phase is not carried out with
the actual resource-constrained veriﬁer but in a trusted environment. In particular,
this means that the database is generated before the Controlled-PUF is engineered
into the veriﬁer-device.
Our authentication protocol does not rely on a conﬁdential communication channel.
All messages are being sent in the clear. It is easy to see that, when considering an
active adversary A that can for instance manipulate these messages, the authentication will fail with overwhelming probability.
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nor can do any invasive analysis on the used components. More precisely, A
is allowed to see a bounded number of protocol transcripts (a transcript is a
copy of all messages sent by the prover P and the veriﬁer V after a complete
run of the authentication protocol), and then tries to break the protocol. Here,
breaking the protocol means that A can successfully authenticate herself to
the veriﬁer V. We brieﬂy recall that a successful authentication amounts to
ﬁnding two PUF-challenges C1 , C2 with helper data h1 , h2 such that for a given
U
Δ ←− {0, 1}n,5 the corresponding responses (after applying the hash function
H and the reconstruction phase of the FE to the PUF’s outputs) satisfy that
R(C1 , h1 ) ⊕ R(C2 , h2 ) = Δ. Formally, the security of our protocol is modelled as
follows:
Definition 1. Let κ denote the (bit-) entropy of the output of the reconstruction phase of the FE in our authentication protocol. Then, our authentication
protocol is called (t, κ, ε)-secure (against passive adversaries), if for any probabilistic polynomial time (PPT) adversary A who gets to see t transcripts τi =
(Δi , (Ci , Ci ), (hi , hi )), where Δi = R(Ci , hi ) ⊕ R(Ci , hi ), for i = 1, . . . , t, successfully authenticates herself with probability at most ε, i.e.,
Pr [A(τ1 , . . . , τt ) = ((C, C  ), (h, h )) | Δ = R(C, h) ⊕ R(C  , h )] ≤ ε,
where the probability is taken over the random coin tosses of A and random
U
Δ ←− {0, 1}n. We denote this success probability of A by SuccA,n,κ (t).
This section deals with the question of how many protocol transcripts τ the
adversary A has to see at least in order to successfully authenticate herself with
some prescribed probability p. In other words, we will derive a formula that
computes the success probability Succwc
A,n,κ (t) of a worst-case adversary A that
gets to see t transcripts. Before we do so, we need to clarify what the worstcase scenario is. To this end, we ﬁrst show that since an adversary A never sees
neither the PUF-responses nor the actual outputs of the complete construction
(i.e., after applying the hash function and the FE to the PUF’s outputs), the
helper data h that is included in each transcript τ is completely independent of
the PUF-challenges C and hence is of no use to A.
On the Inutility of Helper Data. We assume that the underlying PUF produces at least 2κ many diﬀerent responses. The only relation of the helper
data to the PUF-challenges is the value Δ and the PUF-responses (which the
adversary A never sees): By construction, we have that R(C, h) = H(γ) and
R(C  , h ) = H(γ  ) (with H(γ) ⊕ H(γ  ) = Δ) where γ, γ  are outputs of the reconstruction phase of the FE each having κ bits of entropy. Since we assume that
the adversary A does not know the behaviour of the used PUF, she does not have
any information about the PUF-responses R and R of C and C  , respectively.
But for each helper data h, there are at least 2κ diﬀerent PUF-responses R that,
5

We include the zero element 0n as possible Δ-value, since it occurs with negligble
probability but simpliﬁes the discussion in this section.
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together with the helper data h, will lead to a valid γ in the reconstruction phase
of the FE. Then in turn, checking which γ is the correct one, the adversary A
ﬁrst needs to compute H(γ) (and analogously H(γ  )) and then check whether
H(γ) ⊕ H(γ  ) = Δ. Since the hash function H is modelled as a random oracle,
the best A can do is to ﬁx the ﬁrst hash value H(γ) and then try all 2κ many
γ  (brute-force) or to guess this value, which is successful with probability 2κ .
Obviously, we can do the same discussion with randomly chosen helper data,
which shows that the helper data is indistinguishable (in the parameter κ) from
random to A.
The Worst-Case Scenario. After seeing t transcripts, the adversary A has a
database of t (not necessarily diﬀerent) tuples of the form (Δ, (C, C  ), (h, h ))
such that R(C, h) ⊕ R(C  , h ) = Δ. We emphasize that A does not know the
actual values R(C, h). Now, the previous discussion allows us to forget about the
helper data part in A’s database, as it does not give the adversary any additional
information (from now on, we will write R(C) instead of R(C, h)). Then in turn,
we can think of A’s database as being a list of 2t PUF-challenges C1 , . . . , C2t
where A knows for at least t pairs the value R(Ci ) ⊕ R(Cj ) = Δi,j .
We consider the following example and assume that one of the PUF-challenges
is always ﬁxed, say to C1 . Then, after seeing t transcripts, the adversary A gets
the following system of t equations:
R(C1 ) ⊕ R(Cj ) = Δ1,j for all j = 2, . . . , t + 1.
Adding any two of these yields a new equation of the form R(Ci ) ⊕ R(Cj ) =
 Δi,j
for 2 ≤ i < j ≤ t + 1. This means that the adversary can construct up to 2t − t
additional Δ-values that she has not seen before in any of the transcripts. Note
that this is all an adversary can do, since the challenges and the values Δ are
chosen uniformly at random and the PUF is unpredictable. Moreover, if one of
these Δ’s is challenged in an authentication, the adversary can check whether she
can construct it from her known PUF-challenges in her database. We therefore
call such Δ-values A-checkable.
With this example in mind, we see that the worst-case scenario
(which is

the best case for the adversary) occurs, when there are exactly 2t A-checkable
On the other hand, there are only 2n diﬀerent Δ-values in total, so if
Δ-values.

2
t
t −t
n
2 = 2 = 2 , all Δ-values are A-checkable and the adversary can successfully
authenticate with probability 1. This equation, however, is satisﬁed if and only
if t is a positive root of the degree√2 polynomial X 2 − X − 2n+1 , which in turn
is satisﬁed if and only if t = 12 + 12 1 + 2n+3 by using the “quadratic formula”.
√


This means that once the adversary A has seen more than t = 12 + 12 1 + 2n+3
transcripts, she can successfully authenticate herself with probability 1 in the
worst-case scenario.
Security Analysis. Having clariﬁed what the worst-case scenario is, considering
a passive adversary A, we can ﬁnally prove the main theorem of this section:

Converse PUF-Based Authentication

153

Theorem 2. Our authentication protocol is (t, κ, Succwc
A,n,κ (t))-secure, where
Succwc
A,n,κ (t)

=

1
(2κ −1)t2 −(2κ −1)t+2n+1
2n+κ+1

, if t >
, else

1
2

+

1
2

√

1 + 2n+3



is the probability of a worst-case adversary A successesfully authenticating herself
after having seen t transcripts, and κ is the (bit-) entropy of the FE’s output.
Proof. Let B be an arbitrary PPT adversary on our authentication protocol.
Since A is a worst-case adversary, we have that SuccB,n,κ (t) ≤ Succwc
A,n,κ (t). So
by Deﬁnition 1, it suﬃces to compute Succwc
above the Theorem,
A,n,κ (t).Right √

1
1
n+3 by using
we have already shown that Succwc
A,n,κ (t) = 1, if t > 2 + 2 1 + 2
2
n+1
the “quadratic formula” to ﬁnd
root of
√
 X − tX − 2 n .
 1a positive
1
n+3
, i.e., 2 ≤ 2 , we know that
On the other hand, if t ≤ 2 + 2 1 + 2

there are precisely 2t A-checkable Δ-values, by deﬁnition of the worst-case
U

scenario. So for a given random challenge Δ ←− {0, 1}n (when A is trying to
authenticate herself), the probability that we hit on one of these A-checkable
2
(t)
−t
Δ-values is 22n = 2t n+1
, i.e.,

U

Pr

Δ←−{0,1}n

[Δ is A-checkable] =

t2 − t
.
2n+1

Then again, if we hit on a Δ that is not A-checkable, we know by deﬁnition of the
worst case that it cannot be the XOR of tworesponses
to values in A’s database

at all. This is because if there are precisely 2t many A-checkable Δ-values, the
adversary A can only construct precisely t linearly dependent equations
from the
 
t transcripts she has seen. However, this means that there are 2t many Δ-values
that can be constructed as the XOR
of two responses to values in A’s database.

But since there are precisely 2t many A-checkable Δ-values, these must have
been all such values.
Now that we know the probability of hitting on an A-checkable Δ-value, we
also know the probability of not hitting on one, namely:

U

Pr

Δ←−{0,1}n

[Δ is not A-checkable] = 1 −

t2 − t
2n+1 − t2 + t
=
.
n+1
2
2n+1

In such a case though, the adversary A cannot do better than guessing two
PUF-challenges C1 , C2 (and actually some random helper data that we neglect
here, although it would actually reduce the success probability of A even more).
But the probability of guessing correctly (meaning that R(C1 ) ⊕ R(C2 ) = Δ)
is upper bounded by the probability of guessing two outputs γ1 , γ2 of the FE
such that H(γ1 ) ⊕ H(γ2 ) = Δ, which is 21κ where κ is the (bit-) entropy of the
outputs of the FE. So if Δ is not A-checkable, the success probability of A is
n+1
−t2 +t
· 21κ .
less or equal to 2 2n+1
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√


In total, this shows that if t ≤ 12 + 12 1 + 2n+3 , A’s probability of successfully authenticating herself is upper bounded by
(2κ − 1)t2 − (2κ − 1)t + 2n+1
.
2n+κ+1


This completes the proof.

We stress that by considering a worst-case adversary, the probability in Theorem
2 is overly pessimistic since the described worst-case scenario does happen with
a very small probability only. Furthermore, we want to mention that in many
existing authentication schemes, a passive adversary can perform model-building
attacks on the used PUF [25]. This is done by collecting a subset of all CRPs,
and then trying to create a mathematical model that allows emulating the PUF
in software. However, for this attack to work, the adversary needs to have access
to the PUF’s responses. We counter this problem in our protocol by using a
controlled PUF which hides the actual PUF responses from the adversary. This
way of protecting protocols against model-building attacks is well-known and
also mentioned in [25].
Replay Attacks. We stress that our above worst-case analysis captures replay
attacks as well. In fact, by the birthday paradox, the probability of a successful
t2

replay attack (after having seen t transcripts) equals 1 − e− 2n+1 . But this term
grows more slowly than Succwc
A,n,κ (t) and is always smaller than this for relevant
sizes of t. For realistic values, such as n = 32 and κ = 48 (cf. Section 5), the
probability of a successful replay attack is always smaller than Succwc
A,n,κ (t) when
the adversary has seen more than t = 2581 transcripts. But even if the adversary
sees t = 9268 transcripts, this probability is still to small to raise any realistic
security concerns.

5

Instantiation of the Protocol

In this section, we give a concrete instantiation of our authentication protocol which
involves choosing appropriate PUFs, Fuzzy Extractors, Random Number Generators, and hash functions. Starting with the ﬁrst of these, we note that we will use
Arbiter PUFs which, according to [17], have a bit error rate  of 3%. We stress again
that our authentication protocol hides the PUF-responses, so the existing modelbuilding attacks [25] do not work. Based on the PUF’s error rate, we choose a binary
linear [μ, k, d]-code that can correct at least the errors that the PUF produces, for
the Fuzzy Extractor. In practice, we use a certain Golay code from [3] for this implementation. An example step-by-step implementation is as follows:
1. Fix a desired output length n of the controlled PUF and the desired entropy κ
we want the FE to have – these lengths basically are the security parameters
as they determines the amount of protocol transcripts a worst-case adversary
is allowed to see before she can break the protocol with a prescribed success
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Fig. 3. (a) Probability SuccAuth
P,n (ρ) of a successful authentication for varying sizes ρ of
P’s database D and ﬁxed values n = 32 and n = 48. (b) Success probability Succwc
A,n,κ (t)
of a worst-case adversary A for a growing number of protocol transcripts t she has seen
and ﬁxed values n = 32 and n = 48, while κ = 48. Note the logarithmic x-axis.
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probability (cf. Theorem 2). Here, we ﬁx n = 32, κ = 48 and want to bound
the success probability by 0.01. As an alternative, we also provide the case
where n = 48 for the same κ = 48.
2. Choose a cryptographic hash function H : {0, 1}∗ −→ {0, 1}n. Here, we use
an LFSR-based Toeplitz Hash function of output length 32 (cf. [9]). In our
alternative parameter setting, we need an output length of 48 bits.
3. Choose κ Arbiter PUFs – this ensures precisely 2κ many PUF-responses.
·κ
errors.
4. Choose a binary linear [μ, k, d]-code C which can correct at least 100
Here, we choose a [23, 12, 7]-Golay code (from [3]) which can correct up to
3 ≥ 3·48
100 ≈ 2 errors. In order to get an entropy of κ = 48 bits in the
FE’s output, we divide an output of the PUF into 4 parts containing 12
bits each. Then, we append 11 zeros to each part to ensure a length of 23.
After this we continue with the usual protocol, which means that we have
to use the reconstruction phase of the FE 4 times and create 4 helper data.
In each authentication round, the prover then needs to send 4 helper data
instead of just 1. As we have shown in Section 4, this does not aﬀect the
security of our scheme. The reconstruction phase of the FE also needs to run
4 times which creates 4 code words γ1 , . . . , γ4 of length 23 containing 12 bits
of entropy each. The ﬁnal evaluation of the hash function H will then be
on the concatenation of these 4 code words, i.e., H(γ1 . . . γ4 ). We notice
that the input γ1 . . . γ4 to H has 48 bits of entropy which means that in
Theorem 2, we can use the paramater κ = 48 as we desired.
According to Theorem 1, when our protocol is instatiated with these parameters
where n = 32, κ = 48 (or n = 48), the prover P’s database D can be constructed
to have size ρ = 140639 (or ρ = 36003337) which ensures a successful authentiAuth
cation with probability SuccAuth
P,n (ρ) ≥ 0.99 (or SuccP,n (ρ) ≥ 0.99), cf. Fig. 3(a).
Concerning the security of our protocol in this instantiation, Fig. 3(b) tells us
that a worst-case adversary is allowed to see at most t = 9268 (or t = 2372657)
protocol transcripts to ensure a success probability Succwc
A,n,κ (t) < 0.01 (or
Succwc
A,n,κ (t) < 0.01), cf. Theorem 2.
Depending on the application scenario, we can arbitrarily vary the above
parameters in order to get a higher level of security but on the cost of eﬃciency.

6

Conclusion

Motivated by the fact that previous PUF-based authentication protocols fail to
work in some application scenarios, we introduced the new notion of converse
PUF-based authentication: opposed to previous solutions, in our approach the
veriﬁer holds a PUF while the prover does not. We presented the ﬁrst such protocol, gave an extensive security analysis, and showed that it can also be used for
authenticated key exchange. Besides the mentioned application examples in the
present paper, future work includes the employment of our new protocol to other
applications. Additionally, we consider an actual implementation on resourceconstraint devices (such as sensor nodes) as an interesting work to pursue.
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