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ABSTRACT fuzzy embedder allows recovery of the binary keyn the

Fuzzy extractors allow cryptographic keys to be generateresence of’ (a corrupted version of) at the decoder.

from noisy, non-uniform biometric data. Fuzzy extractors o . .

can be used to authenticate a user to a server without stdrontribution. We show that it is possible for a fuzzy em-
ing her biometric data directly. However, in the Informa- bedder to make the OHtpWStat'St'Ca"y independent from
tion Theoretic sense fuzzy extractors will leak informatio the biometricinpukor x’. We propose to use dithering tech-
about the biometric data. We propose as alternative to uddidues to break the correlation between the secret biomet-
a fuzzy embedder which fuses an independently generatdtf information and the data that is made public. We give
cryptographic key with biometric data. As fuzzy extracfors & practlgal construction based on quantization data-bidin
a fuzzy embedder can be used to authenticate a user witRodes|[6] which requires a weak secret at the decoder. We
out storing her biometric information or the cryptographicShow that if the secret is compromised, or if it is simply im-
key on a server. A fuzzy embedder will leak in the |nforma_p_033|ble to store secret |.nformat|on at the decoder, the-sec
tion Theoretic sense information about both the biometricéty of the construction will degrade gracefully.

and the cryptographic key. While both types of leakage are

important, information leakage of the biometric data isiri 2. FUNDAMENTALS

cal since the cryptographic key as opposed to biometric daigotation. By capital letters we denote random variables
can be renewed. We show that constructing fuzzy embedghijle small letters are used to denote realizations of rando
ders which leak no information about the biometrics is theygriables. A random variabé is endowed with a domain of

oretically possible. We present a construction which alow definition, Dx and a probability density functiofy (x). We
controlling the leakage of biometric information, but Wiic - genote the characteristic functionXfoy

requires a weak secret at the decoder called dither. If this "
secret is compromised the security of the construction will Fx(U) = / fi (X)ejuxdx
degrade gracefully. —oo

In the rest of the paper we use a random variagblehen
1. INTRODUCTION referring to biometric data® when referring to public data

A fuzzy extractor is a generic construction proposed bythe sketch) an for binary strings that are used as crypto-
Dodis, et al. [4] which allows cryptographic keys to be gen- graphic keys.

erated from noisy, non-uniform data, such as biometrics. A
fuzzy extractor can be used to authenticate a user to a server
without storing her biometric data directly. This is impant
because the server may well be (partially) untrusted.

A fuzzy extractor is a pair of two functions. The first
function is called the encoder, which is used once during en-
roliment. The second function is the decoder, which is used
every time the user is authenticating to the server.

The encoder takes as input the users biomatritthen out-
puts a public sketclp and a binary kek. For the same bio-
metricx always the same paik, p) is output. The decoder
takes as input a fresh measuremgnof the users biomet-
ric and the public sketch, and outputs the secret k&yf x
andx’ are similar enough (we will explain later what similar Dx

enough actually means). .

A fuzzy extractor has two disadvantages. Firstly, theFigure 1: By quantization, the probability density function of X
public sketchp and the authentication key are extracted fx(X) (continuous line) is transformed intgyf(x) (dotted line).
from the biometric and cannot be renewed. Secondly, it has
been shown that it is impossible [5] to build fuzzy extrastor Quantization. Quantization of variablX means sampling
for which the output does not leak information about thethe probability density distribution oX and rounding the
biometric input. Therefore, iriL[1] we propose an alterrativ values ofDx to predefined points. By quantization the prob-
construction to the fuzzy extractor termefuazy embedder ability density function of the inpuX, fx(x),which is con-
which takes as input an independently generatedkkagd  tinuous, is transformed into the probability density fuot
the real valued (biometric data) Like a fuzzy extractor, a fq, (X), which is discrete, seleigure(ll.
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Figure 2: Quantization of X with two scalar quantizerg @nd Q, ‘> p pﬂ — K

both with step size q.

k

Formally, a quantizer is a functio® : Dx — Cq that

maps eachx e D>< into the closesteconstruction poinin Figure 3:A fUZZy embedder is a pair of .tWO fur.\CtionS: the (?n'
the seCq = {c1,Cp,...} by coder and the decoder. The encode function, which takespas in

a biometric descriptor x and a binary sequence k generatédd-in
pendently, is executed during enroliment. The result p idenpaub-
lic. The decode function, which takes as input a (possibty)pted
biometric measurement and the public sketch p will output K if x
whered is a suitable distance measure for the spéce and X are close, is executed during authentication.

When X is one dimensionak) is called ascalar quan-
tizer. In the scalar case, the length of the decision region i
gglllgljttrt\eeﬁéﬁgnizizlrfi:rlllif%?ﬁ{slon regions of a quantizer are The set of the two quantize{QO,Q_l} is called aQ M

To measure the quality of the quantizer, the quantizatio I\SIBeneralq '(\j/l Tge ger)erahlzatl.on c'c‘lthhe one—(jllmen5|ﬁnal
error e is defined as the difference between the input o?J presented above is a lattic@-M that replaces the
the quantizerX, and its outpuQ(X): e — Q(X) — x. The scalar quantization by amdimensional vector quantizer.

guantization error is minimized if the reconstruction poin A QM: D)'EhxtK - CQ‘tM IS a fst?]t of quatnt|zt(_ers
is the centroid of its decision region. Théronoi region Q1,Q2,...QOn} that mapsx into one of the reconstruction

{
of a set of points is the subset of all points that are closego'ms of the quantizers in the set. The quantizer is chosen

to one reconstruction point than to any other reconstractio y the input valué € K such that

point. If the points form a lattice the Voronoi regions of Q Mx,K) = Qq(x).

all reconstruction points are congruent. We refer then, to

the Voronoi region of the lattice. Theize and shapefthe  The set of all reconstruction points@y m= Uyck Ck Where

Voronoi region determines the tolerated noise between twEx is the set of reconstruction points of the quanti@gr

valuesx andx'. The number of quantizerén the Q M determines the
number of bits that can be embeddedxin By setting the

Quantization-Based Hiding Codes. Quantization based number of quantizers in th@ M set and by choosing the

data hiding codes as introduced by Chen,al. [3] (also  shape and size of the decision region the performance prop-

known as quantization index modulation) can embed secrefrties can be fine tuned.

information into a real valued signal. We start with an exam-

ple of the simplest case of embedding one bit of information3. CONSTRUCTING A FUZZY EMBEDDER USING

into a single sample. A QIM

Example.In a real valuex we want to embed one bit of
information, thusk € {0,1}. For this purpose we use a scalar
uniform quantizer with step sizg given by

Q( = argmind(x.c)

to the closestx or o point, and output O or 1 respectively.

We consider points in am-dimensional universe, i.e.
Dx C R". The random binary string is generated inde-
pendently from the random variab¥eandK has a uniform

X distribution.
Q(x) = QLaJ :
Definition. A fuzzy embedderis a tuple (X, K, PEn-
The quantize® is used to generate a set of two new quantizode Decodg, where p= EncodgX, k), X is a random vari-
ers{Qo,Q;} defined as: able and k= Decodéx, p) when xe X and pe P . The fuzzy
embedder ip-reliablefor the probability density () if
Qo(x) = Q(X+Vo) — Vo P(Decodéx, EncodéX k) = k|X = x) > p,
and for all k € K. We say the scheme(is, d)-securdf:

Q1(X) = Q(X+Vv1) =1
[(X;P)<e and I(K;P) < 0.
where

Vo= 4 andvy = —9.

4 4 Figure@illustrates a fuzzy embedder system. Below we
In FigureZ the reconstruction points for the quantiggrare  give the intuition for the parameters of a fuzzy embedder.
shown as circles and the reconstruction points for the quarReliability captures the capability of a fuzzy embedderto r
tizer Qo are shown as crosses. construct the correct key from a noisy measurement of the
The embedding is done by outputting the distance vectdoiometric. Security measures the amount of secret informa-
to the nearesk or o chosen bk. When during decodingis  tion that is revealed by the outppt As we have two inde-
perturbed by noise, the decoder will assign the receiveal dapendent inputs we measure the leakage on both of them. If



an attacker learns the valueshe can reproduce the vallke
with the help of the public valup. However, if an attacker
learns the secret kdy she could potentially circumvent the
security altogether but cannot reproduxcé&\Ve illustrate this
observation in the next example.

Example.In the fuzzy embedder example givenHig-

ure 2, the attacker can choose between two different key = g

valueqo, x}. Assume she learns the correct key,To find
the correct value fox she still has to decide which of the re-
construction points of the quantiz€ is closest toc. With-

out any other information this is an impossible task sinee th
guantizerQ, has an infinite number of reconstruction points.

The public sketclp leaks information about both the ran-
dom stringk, denoted withd, and the value, denoted with
€. Since full disclosure of the stringis not enough to re-
coverx, we conclude that < . More details about the size

of o relative to the dimension of the parameters can be found

in Buhan|[1].
In the following we give a practical construction for a
fuzzy embedder usin@l M data hiding codes.

3.1 QIM fuzzy embedder basic construction

—qa 9
2 Dy 2

Figure 4: Conditional probability densities functions of the pub-
lic sketch P given two different keyko, k; } that can be embedded,

A Q Mfuzzy embedder is a hiding scheme where the enwhen (x) = N(0,1). We used th€ M construction from the ex-

coder is defined as:
Encodéx, k) = Q Mx, k) — X,

and where the decoder is the minimum distance Euclidia"}‘OW fp(p)

decoder:

Decodéx’, p) = Q(X + p),
whereQ : Dx — Dk, is defined as:

Q(X) = arg mind(x,Cy).
kEDK

p-Reliability. Reliability is the probability with which the
decode function mapsandx’ to the same valuk.

The public stringp is the distance betweenandQ(x),
the chosen reconstruction point. By adding the vaiu®
X, Qk(x) will be detected as long asandx’ are within the
bounds of the same Voronoi region. Thpss the probability
thatx andx’ are in the same Voronoi region.

ample given in sectidd 2.

is the same as the probability densigye) of the
quantization erroe. This observation makes analysis of the
security properties of @ M easier.

When K| > 1, for each quantizeQ we have a particular
error probability densityfe (&) which is equal tofp(p|k).
Figure [ illustrates the two error probability densities
{fp(plky), fr(plko)} of the @ M ensemble in the example
of sectiorf 2. Conditioning on the key, we can compitp)

as
fr(p) = k;K fr(plk) - fi (k)

In the remainder of the paper, we analyze scalar quantizatio
and leave lattice quantization as future work.
Widrow, [10] show how the probability density of

Whenx andx are biometric samples collected from the fr(p|k) can be constructed: the value of the error results from

same uselp can be seen as tipgobability of detectioror the

the quantization ok falling at just the right places within all

probability that two samples coming from the same user wilthe quantization boxes. Thus whék are scalar uniform
be correctly identified as such. For a lattice quantizer we caguantizers with step sizg and reconstruction points given

write:
px/ fx (X)dx
%

whereV is the Voronoi region of the lattice.
In earlier work, [2] we investigated the link between
reliability and the size of the cryptographic key. It turng o

by Qk(n-q),Vn € Z, we can cuffx (x) into strips of lengthy,
stacking the strips and then adding we arrive at:

p) if |p|<3
0, elsewhere

fp(p|k) _ { Zn fx (Qk(nq) +

3

that they are not independent. Increasing the number of bits

in the cryptographic kek has a negative influence on the
reliability.

e-Security. To evaluatee the statistical properties db(p)
need to be investigated. Eaphs computed as:
p = Qk(X) — X, V¥x € Dy, k € Dk.

When|K| = 1 (or in other word€d M = {Q} has only
one quantizer) this simplifies to:

p=Q(x)—x.

The definition of the encoder shows that there is a
deterministic relationship between the input and the autpu
of the quantizer and as a resaltcannot be zero. In spite
of this deterministic relation Widrow, [10] shows that unde
certain circumstances (depending on the distributioX of
the quantization error can be made uniformly distributed
on its support, butnot statistically independent oK.
Widrow, [10] gives sufficient conditions thddx (x) has to
satisfy to make the quantization error uniform. Sripad,
al. [8] give necessary and sufficient conditions for the errors
to be independent. Both results apply to uniform scalar



guantizers, with step sizp Noise

Proposition 1. (Sripad and SnydefJhe characteristic l ,
function of the input random variable satisfies X N, X

Pany

V )
2m
(g =0 Wn#0 | Encode  |—p p—| Decode |
if and only if the density function of the quantization en®r K

uniform,
Figure 5:A subtractive quantization fuzzy embedder system.

1 _4a <e< g
— o T258<3
fe(e) = { qO, otherwise
In an SD-quantization system at the decoder, the same
In our case fe (e) in the result above can be replaced bydither value is subtracted. The second isiba-subtractive
fp(plk), which also implies that wherfik (k) is uniformly  dither quantization system (NSD), degure[@. The only
distributed alsofp(p) is uniformly distributed. Unfor- difference between an SD and an NSD quantization system
tunately, the above result imposes conditions upon thg that the dither is not available at the decoder.
statistics of the system input which in most practical cases
cannot be controlled. SD-fuzzy embedder. When SD quantization is used the
fuzzy embedder system is defined as below,
J-Security. & shows the amount of information thBtre-
veals about the cryptographic kd¢. Information leaks Encodéx+v,k) = Q Mx+Vv,k)
wheneverfp(plki) # fp(p), Vki € Dk. We look at the differ-  \yherey is uniformly distributed and-2 < v < 3. The de-
ences between the probability distributions of error f@rea qger function is defined as 2= 2
quantizer. .
In this paper, we focus only on the topic efsecurity, Decodéx —v,p) = Q(X —v+p)

ggzhheo\?vrgggycfr?lg%?:h c\{ev?hséhgmall?etihn?‘()r?rrrpalggﬁrl g ;ﬁgz ep ‘E'n this case the dither can be seen as a weak secret between
e encoder and the decoder. The dither veetisr stored

the introduction of additional noise at the encoder. Whe . :

no additional information is added to the inpGiof a quan- Iorllr? méh pringgggendg\gfgvs gi%ﬁgﬁmggm%\?et;h: gsg(e)ggar\.r

tizer as above, the quantizer is also knownuaslithered - Prop o  QIVE . y
and sufficient condition for the characteristic function of

guantization In the following when referring to a basic ; . . . o
: : _ the dither, R,(u). All dithers that satisfy this condition
Q M construction we use the undithered-fuzzy embedder . render the quantization errdg (e) uniformandstatistically

3.2 Q Mfuzzy embedder dithered construction independenof X in given by .

Schuchman[[7] shows how to circumvent Sripad’s result by  Proposition 2. (Schuchmans Conditiorih an subtrac-

multiplying the characteristic function of the input signa tive quantizing system, the error will be statistically émn-

Fx(u) by a desired function. A product of characteristic func-dent of the system input farbitraryinput distributions if and

tions corresponds to convolution in the probability densit only if the characteristic function of the dithey &atisfies the

domain. Convolution of probability densities correspotads condition that

addition of independent random variables. Therefore atcor FV(E) -0 vn#0

ing to Schuchman|_[7&nyinput fx(x) can be forced to sat-

isfy Widrow, [10] condition by adding a suitable indepentien Furthermore, the error will be uniformly distributed for

variable. The independent variable is caltéther (v). arbitrary input distributions if and only if this condition
Dithering is currently being used in processing of bothholds.

digital video or audio data to reduce errors introduced by

signal quantization. The premise is that quantization @dr |t is natural to wonder which probability density func-

quantization of digital data yields an error. If that errsr i tions satisfy the criterion in Schuchman result. One of the

repeating and correlated to the signal, the error has a-detehost simple candidates is a dither which is uniformly dis-

mined pattern. By adding noise at the input signal the errotributed on _9,% )

patterns- are randomized. It was found that random errors |t was shown [[9] that when subtractive dither quanti-

compared to error pattern can reduce visual or audio atsifac zation is used the properties of the public sequepae
For the fuzzy embedder it means that we can make thigleal. Namely,p is statistically independent from the input

public sketch independent of the biometric data by addingequence and the correction capabilities are not affected by

an independent random variable to the ingutThis means the noise introduced by the dither.

that the value of the parameter can be made arbitrarily

small, without compromisingd, by adding to the input p-Reliability. To estimate reliability, we look at the noise

X, an independent source of noise with suitable statisticablerated between the input of the encoxlerv and the input

properties. There are two types of dithered quantizationf the decodex’ + v.

systems known in the literature. The first, is thébtractive

dither quantization system (SD), s€&gure5. The dithen p = P(Decodéx +v,EncodéX +Vv,k)) = kX = x)

is added to the real valuedbefore it is fed into the encoder. P(Decodéx’,EncodéX,k)) = k|X = x)
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statistically independent from the biometric data. This ap
proach requires a weak secret to be available at the decoder.
We further investigate what happens if the secret inforomati
available at the decoder is compromised. The effect of com-
promising the secret at the decoder is a reduction on the re-
liability with which the decoder finds the correct binary key
but the compromise has almost no effect on the information
that is leaked about the biometric itself. As future work we
intend to extend the above results to high dimensionatkatti
quantizers. Investigation of the exact relation betweereth

Figure 6:A non-subtractive quantization fuzzy embedder system@ndd security is also left for future work.

This is exactly the same as the robustness in the case of an

undithered fuzzy embedder system, sediioh 3.1.

e-Security. According to Schuchman'’s conditiofp(p|k)
is independent ofx (x), thus fp(p) is also independent of
fx(x). We have as a resudt= 0.

NSD-fuzzy embedder. An SD-fuzzy embedder system
might not be practical since it requires secret informatmn

(1]

(2]

be available at the decoder. This reason would be impréctica
if that the decoder does not have encryption-decryptioacap [3]

bilities or another reason might be that the value of theedith

vectorv, is compromised. It is useful for practical reasons to
study what happens to the reliability and security of a fuzzy

embedder when the dither is not available at the decoder.

When NSD quantization is used the fuzzy embedder systen{4]

is defined as below,

Encodéx+ v, k) Q Mx+v,k)

Herev s uniformly distributed ane-§ <v < 3. The decoder
function is defined as

Decod¢x , p) Q(X + p)

p-Reliability. Again, we look at the noise tolerated between

the input of the encoder+ v and the input of the decodg.

P(Decodéx +v,EncodéX +v,k)) = k|X = x)
/ fx (X4 Vv)dx
q

P

The reliability of a NSD-fuzzy embedder is lower than both

the reliability of a undithered-fe or a SD-fuzzy embedder .

e-Security. Wannamakeret al. [9] show that in an NSD
guantizing system it imot possible to render the quantiza-
tion error statistically independent or uniformly distrtbd
for inputs of arbitrary distributions. It can render howeve

(5]

(6]

(7]

(8]

any desired moments of the error independent of the input[g]

distribution. For many applications, controlling relevan-
ror moments is just as good as having full statistical indepe
dence of the input and error processes.

4. CONCLUSIONS

(10]

We use the property of dithering in a novel way to reduce the
correlation between information that is made public about

biometric data and the biometric data itself. By dithering

the biometric data we can make the published information

REFERENCES

I. Buhan.Cryptographic Keys from Noisy Data: Theory
and Applications PhD thesis, University of Twente,
2008(October).

I. Buhan, J. Doumen, P.H Hartel, and R.N.J Veld-
huis. Fuzzy extractors for continuous distributions.
In R. Deng and P. Samarati, editoRroceedings of
the 2nd ACM Symposium on Information, Computer
and Communications Security (ASIACCS), Singapore
pages 353-355, New York, March 2007. ACM.

B. Chen and G.W. Wornell. Quantization Index Modu-
lation Methods for Digital Watermarking and Informa-
tion Embedding of Multimedia.The Journal of VLSI
Signal Processing27(1):7-33, 2001.

Y. Dodis, L. Reyzin, and A. Smith. Fuzzy extractors:
How to generate strong keys from biometrics and other
noisy data. In Christian Cachin and Jan Camenisch,
editors,Advances in Cryptology - Eurocrypt 2004, In-
ternational Conference on the Theory and Applications
of Cryptographic Techniques, Interlaken, Switzerland,
May 2-6, 2004, Proceedingsolume 3027 ofLNCS
pages 523-540. Springer, 2004.

Y. Dodis and A. Smith. Correcting errors without
leaking partial information. In Harold N. Gabow and
Ronald Fagin, editor®?roceedings of the 37th Annual
ACM Symposium on Theory of Computing(STOC), Bal-
timore, MD, USA, May 22-24, 200%pages 654—663.
ACM, 2005.

P. Moulin and R. Koetter. Data-hiding coddé2roceed-
ings of the IEEE93(12):2083-2126, 2005.

L. Schuchman. Dither Signals and Their Effect on
Quantization NoiselEEE Transactions on Communi-
cations 12(4):162-165, 1964.

A. Sripad and D. Snyder. A necessary and sufficient
condition for quantization errors to be uniform and
white. |IEEE Transactions on Acoustics, Speech, and
Signal Processing?5(5):442—-448,1977.

R. Wannamaker, S. Lipshitz, J. Vanderkooy, and
J. Wright. A theory of nonsubtractive dithelEEE
Transactions on Signal Processing8(2):499-516,
2000.

B.K. Widrow, I. Kollar, and M.C. Liu. Statistical thegr
of quantizationlEEE Transactions on Instrumentation
and Measuremen#t5(2):353-361, 1996.



	 Introduction
	 Fundamentals
	 Constructing a fuzzy embedder using a QIM
	 QIM fuzzy embedder basic construction
	 QIM-fuzzy embedder dithered construction

	 Conclusions

