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Abstract

Language (ODRL)(www.odrl.net), we feel the need to
present LicenseScript as an even more convincing case
In response to the need of a rights expression language than we have previously done. In this paper, we are
(REL), we have proposed LicenseScript, an REL based going to highlight, elaborate and explain some of our
on multiset rewriting and Prolog. LicenseScript has ad- design choices of the LicenseScript language, using apvantage over existing RELs, in the sense that it has a plication scenarios of structured data. Basically we are
well-defined semantics. In fact besides semantics, Li- going to answer the following questions:
censeScript has a lot of other advantages over other
1. LicenseScript is a Prolog-based REL and hence a
RELs. The mission of this paper is twofold: (1) to put
program-based REL, but why a program-based ina spotlight on these advantages, (2) at the same time
stead of XML-based REL?
justifying some of our design rationales in LicenseScript.
We accomplish this by giving examples of licensing mod2. Why Prolog?
els that are greatly facilitated by the use of Prolog as a
component of LicenseScript. At the same time showing
3. How do you handle the security of executable code?
how LicenseScript makes these non-trivial models viable,
we also make LicenseScript a stronger case than it pre- The main theme of this paper lies in our answer to question (2). Note that for the rest of the paper we will use
viously might have occurred to be.
Keywords: DRM, REL, Prolog, multiset rewriting, se- the term ‘data’ and ‘content’ interchangeably, for the
reason that ‘content’ is more in-tuned with our theme of
curity.
content protection, but ‘content’ is just anyway a form
of ‘data’.

1

Introduction

Organization This paper is laid out as follows. Section 2 introduces the LicenseScript language. Section 3,
4 and 5 answer question (1), (2) and (3) respectively.
Section 6 concludes.

DRM is a controversial technology. If not treated carefully, DRM may do more harm than good, and so far
DRM has a bad track record of upholding the legal
rights of fair use [9, 16]. This state of DRM (‘Digital
Restrictions Management’) more or less stems from the
inflexibility of the licenses content providers impose on
their contents. We would argue that if a DRM system is excessively restrictive, users would choose not
to use it; for instance the reason why Apple’s iTunes
(www.apple.com/itunes) is gaining market share is
probably because it is offering an unprecedented amount
of freedom.
This paper does not intend to debate further the good
or bad of the technology, but sees it as an inevitable
development (e.g. Nokia’s Content Publishing Toolkit,
Microsoft Media DRM etc.) and tries to bring more good
than bad, with our rights expression language (REL),
LicenseScript.

2

The LicenseScript Language

We have already described the basic abstractions and
semantics of LicenseScript in our two previous papers [5, 4], so we only provide a summary here. LicenseScript is based on multiset rewriting and Prolog. A
multiset is a set with possibly repeated elements. Multiset rewriting allows us to express the dynamic evolution of licenses, whereas Prolog allows us to express
non-trivial constraints in a declarative manner. The notion of ‘constraint’ in LicenseScript is general, i.e. as
opposed to ODRL [11], it does not distinguish between
‘constraint’, ‘requirement’ and ‘condition’. Next, we define the building blocks of LicenseScript: licenses and
rules.

Motivation The LicenseScript language [5, 4] provides an answer to one of the essential ingredients of
DRM systems [12], i.e. REL. However with competi- 2.1 License
tion coming from the eXtensible rights Markup LanA license is a tuple written in the form lic(N, C, B) where
guage (XrML)(www.xrml.com) and Open Digital Rights
N is the name or identifier of the data the license refers
∗ PhD thesis submission date: December 2005.
to, C is the set of Prolog clauses that implement the li† PhD thesis submission date: September 2004.
cense constraints, and B is the set of (name, value) pairs
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called bindings representing the state of the license. We 3
Why Program-Based REL?
often express a license as a Prolog term lic(N,C,B),
where C becomes a list of clauses and B becomes a list of We tackle this question from two fronts: semantics and
lists of the form [name,value]. In this paper, we often expressiveness.
use the abstract and Prolog representation interchangeably. A sample trivial license might be
Semantics The strongest argument against XMLbased RELs is that these RELs do not have formal
semantics [10, 15]. LicenseScript, as a program-based
lic(music,
REL, on the other hand has a well-defined semantics,
[canplay(B,Bprime):- get_value(B,paid,Paid),
partly inherited from the semantics of Prolog. The imPaid==1], [[paid,1]])
portance of semantics lie in that it can be used for verifying useful properties of a license, for example that the
Here, the canplay(B,Bprime) clause retrieves the value license expires exactly after five usage; and for validating
of paid from the list of bindings B and check if it is set to a prototype implementation of the language itself [14].
1. B and Bprime refer to the list of bindings before and In fact our motivation is inline with current industrial
respectively after the license is updated. Since Bprime movement of applying formal semantics to open specifiis a singleton, it could have been written as _ instead. cations such as XQuery and XPath [17].
get_value is a primitive that reports in variable Paid,
the value of the binding named paid in the list of bind- Expressiveness By expressing license constraints in
ings B. set_value is the counterpart of get_value. The programmable clauses (which in our case are Prolog
arity of the predicate canplay is pre-defined and has to clauses), LicenseScript offers more flexibility than say
be synchronized with the corresponding canplay predi- mere comparing equalities and inequalities. But then
cate in the rules, which are discussed next.
again, pragmatism would probably argue that our approach is an overkill, using real-world scenarios such as
BuyMusic.com’s license restrictions:
2.2 Rules
Now that we have the mechanisms of determining which
data to protect (N ), what actions and state variables to
monitor (C and B), we should also have a way of expressing how the license transits from one state to another,
i.e. how the license is updated. For this reason, we need
multiset rewrite rules. To express these rules, we use
an abstract syntax adapted from Gamma [2] instead of
Prolog:
action(arg) : lms → rms ⇐ cond

1. Songs can be transferred from the primary computer to another computer(s) for at most n1 times.
2. Songs can be transferred to an approved portable
device for at most n2 times.
3. Songs can be burnt to a CD for at most n3 times.
It is true that these restrictions can be expressed easily
with mere bindings and (in)equalities. But we argue
that

(1)

Intuitively, action represents the action we are regulating, permitting to happen if the condition cond is satisfied. lms and rms are the multisets that represent the
state of the data and the license, before and respectively
after the action. For ease of reference, we called lms and
rms the left multiset and the right multiset. Since the
data is usually unmodified by the action (e.g. play, render etc.), our examples usually do not include the state
of the data in the multisets. arg represents the necessary
arguments for executing the action. For example,

1. This is just a snapshot of the current state of the
music industry. We are aiming for a wider application of LicenseScript on other kinds of data and in
other markets.
2. The fact that these rules are in use does not mean
that they are the best. The essence of fair use [9]
is that as long as you are using the content for your
own personal purpose, you should be able to transfer your songs for an unlimited number of times.
The reality is that most content providers to date
still do not know what non-trivial license restrictions to apply on their products, that would both
be fair and appealing to the consumers.

play(N) : lic(N, C, B) → lic(N, C, Bprime)
⇐ C ` canplay(B, Bprime)
In this example, the left multiset and the right multiset each consists of a single license term. The semantics
of this rule is basically that if there is a successful SLD
resolution [3] of query canplay(B,Bprime) in the set of
clauses C, the action play may be executed on the content identified by N, and the state of the corresponding
license will be updated from B to Bprime. Note that the
arity of canplay here corresponds exactly with the arity
of canplay in the sample license of Section 2.1.
With licenses and rules, we now have at hand an adequate set of primitives. In the next section, we will
explain the benefits of expressing license constraints in
a programming language.

Consequently, it is our mission in this paper to demonstrate a non-trivial application of our seemingly overkill
approach that is actually justified, and this is what we
are going to do in the next section.

4

Why Prolog?

In this section, we will show how the handling of structured data unleashes the power of Prolog as a component
of LicenseScript. An example of structured data is the
digital library. We define a digital library as a structured
2

collection of multimedia resources, e.g. electronic documents, music files, movie files etc. Our notion of digital
library does not carry the requirement that all or parts
of the library need to be online. The practical requirement of transparent and seamless access still however
applies though it does not concern us here. The obvious
linkage between these resources provide a rich source of
inspiration as to how we can license them. Based on this
scenario, we propose three content licensing models that
allow us to exploit some features of Prolog. The licensing
models themselves are not necessarily new, what is new
is how we put them in the context of digital licensing,
and justifying our approach to REL at the same time.

4.1

base license:
play(N) :lic(N, C1, B1), lic(N, C2, B2)
→ lic(N, C1, B1prime), lic(N, C2, B2prime)
⇐C1 ` canunlock(B1, B1prime, Code),
C2 ` canplay(B2, B2prime, Code)
Observe that there are two licenses in each of the multisets (i.e. the left and right multisets): lic(N,C1,B1)
for the base license and lic(N,C2,B2) for the unlocking
license. The multisets accommodate as many licenses
as needed to be checked. The same applies to the condition (the cond in (1)), and additionally information is
allowed to flow from one license to another (e.g. through
the Code variable). This information flow is made particularly easy by Prolog, since Prolog’s unification is a
two-way matching process [3].
In this example, the advantage of having two sublicenses, i.e. a base license and an unlocking license, for
a single resource is that we can avoid changing the base
license and put all volatile information like expiry date
or usage limits in the unlocking license. Renewing the
license for the resource means only the unlocking license
needs to be renewed.

Licensing Model I

The first model is based on locking and unlocking. In
this model, an imaginary content provider distributes a
digital library for free. To optimize the use of bandwidth, the digital library is distributed in parts. The
catch is that some of these parts are locked. A locked
content allows only restricted access, for example, if it
is an audio resource, it is not playable, or only playable
at low sampling rate and/or not to the full length. This
licensing model in principle works by arousing the user’s
interest in the locked parts of the digital library, by cultivating her interest in the free unlocked parts of the
digital library.
We continue by giving examples how the licenses can
be constructed. First, a locked audio resource can be
associated with a license of the form:

4.2

Licensing Model II

Our second licensing model is inspired by the current
computer games market. For example, most multiplayer
games on the market nowadays are engineered in such
a way that the gamers themselves can easily extend the
games in terms of content and ways of playing, by building so-called ‘mods’ (short for ‘modifications’) on top of
the games. These mods are usually free, so we can say
that part of the reason a customer buys these games
is due to her antipication of the up-coming free mods.
Moreover, the game publisher themselves are usually expected to release free ‘bonus packs’ from time to time.
Transplanting such model to the context of digital licensing will certainly breathe some fresh air into how we
can use RELs.
Now consider the context of the digital library. Imagine a licensing model in which the content provider
charges for a basic set of content but gives away the
bonus content that can be added on top of the basic
content for free. An example is a digital library of maps.
Suppose a basic set of maps only contains routes information, a potential free add-on to the maps might be
directions for tourists, or annotations of public facilities
and so on. It is not for us to argue from a business
perspective whether this model will work, but from a
technical perspective, we can readily support this model
with LicenseScript.
The first observation is that the license of an add-on
depends on the license of the basic content P , whatever
P is. However, since every single license has a separate
namespace, i.e. a license l1 cannot reference the bindings
of another license l2 to find out if l2 is appropriate, we
have to combine l1 and l2 to see if the resultant combined license is valid. The following sample licenses for
the add-on and the basic content will make things much
clearer:

lic(track1,
[
canunlock(B,_,Code) :get_value(B,unlock_code,Unlock_code),
Code==Unlock_code
], [[unlock_code,1234]])
Call this the base license. Here, track1 is just an
arbitrary resource identifier and the canunlock clause
provides an interface for inputting an unlocking code,
through the Code variable. The clause checks if the
input code is valid by comparing it with the value of
the unlock_code binding. To unlock this resource, a
user has to obtain an unlocking license from the content
provider of the form:

lic(track1,
[
canplay(B,_,Code):get_value(B,unlock_code,Code)
], [[unlock_code,1234]])
Notice that the canplay clause is in the unlocking license
instead of the base license. The canplay clause seems
readily satisfied, but the following play rule ensures that
the play action is only allowed if the unlock_code of the
unlocking license matches with the unlock_code of the
3

lic(tourist_attractions,
[
canrender(B,_) :get_value(B,acceptAddon,AcceptAddon),
AcceptAddon==1
], [])

• The number of clauses in C3 equals the number of
clauses in C1 plus the number of clauses in C2 minus
the number of clauses having the same head symbol
in both C1 and C2 ;
˙ 3 such that b3 = b and b3 ∈
• ∀b ∈ N1 and b 6∈ N2 , ∃b
N3 ; if b is a head symbol, then the corresponding
Prolog clause in C1 also exists in C3 ;

lic(basic_map, [canrender(_,_)],
[[acceptAddon,1]])

˙ 3 such that b3 = b and b3 ∈
• ∀b ∈ N2 and b 6∈ N1 , ∃b
N3 ; if b is a head symbol, then the corresponding
Prolog clause in C2 also exists in C3 ;

Notice that the canrender clause in the add-on’s license
explicitly refers to the binding acceptAddon, which does
not exist in the add-on’s license itself, and yet exists in
the license of the basic content! Therefore to allow the
add-on’s canrender clause to access the acceptAddon
binding, we have to combine the bindings of the two
licenses. Also, by the logic that “the combination of
basic and add-on content can be rendered iff the basic
and the add-on content can individually be rendered”,
we also need to combine the canrender clauses of the
two licenses. The resultant combined license would look
like:

˙ 3(1) , ∃b
˙ 3(2) such that b3(1) =
• ∀b ∈ N1 ∩ N2 , ∃b
α1 (b, N1 ∪ N2 ), b3(2) = α2 (b, N1 ∪ N2 ), b3(1) 6= b3(2)
and b3(1) , b3(1) ∈ N3 ; if b is a head symbol, then the
clause b:-b3(1) , b3(2) ∈ C3 (the parameter/argument
lists have been left out for clarity).
The definition may look daunting but the only difficult part of the combination operation is resolving name
conflicts. In our example, there is no name conflict, so
the combination operation does not need to invoke the
renaming function α. If the constraints are coded in any
imperative programming language, the combination operation might not be as straightforward, if possible at all.
Observe also that the combination operation has obviated the need for a license to explicitly refer to another
license by name.
To summarize, the implication of this approach is that

lic(enhanced_map,
[
canrender(B,_) :get_value(B,acceptAddon,AcceptAddon),
AcceptAddon==1
], [[acceptAddon,1]])

1. By taking advantage of the structural relationship
between data units, we have avoided the need for
static naming, and enabled a dynamic referencing
mechanism.

Unfortunately the algorithm of this combination operation cannot be encoded in the licenses themselves nor
in the rule, and we must handle this in the license in2. Without static naming, the content providers can
terpreter. At this point, we must stress that this is not
now introduce more products without incurring una limitation of LicenseScript, but in fact a feature, benecessary management overhead.
cause by writing these canrender constraints in Prolog,
3. With dynamic referencing, context-based instead of
we can combine the clauses (almost) as easily as confixed licensing schemes can now be easily realised.
catenating the bodies of the clauses. In the following,
we give a formalization of the combination operation,
starting with the definition of names:
4.3 Licensing Model III
Definition 1. Given a license lic(N, C, B), the set of
names of B is the set of names of the bindings in B.
Similarly, the set of names of C is the set of all symbols
representing the head of a clause (head symbols) in C,
and the set of names referring to the bindings in B. By
convention, we write η(P ) to represent the set of names
of P .

In fact, the combination operation comes in so handy
that we easily have Licensing Model III. In this model,
the content provider licenses two parts of a resource separately, for example the text part and audio part of a
resource. An example of such a resource might be an
multimedia e-book. With the text part, a user can only,
obviously, read; while with the audio part, the user can
Definition 2. Given two sets of names X and Y , the listen to the e-book like an audio book. The selling point
renaming function α is a bijection from X to Z such is when we combine the text part and the audio part,
that Z ∩ Y = ∅. We write z ≡ α(x, Y ) by convention we can get an e-book with synchronized text and audio.
Such an e-book potentially appeals very much to a lanwhere z ∈ Z and x ∈ X.
guage learner who would likely be interested in not only
Definition 3. Let N1 ≡ η(C1 ) ∪ η(B1 ), N2 ≡ η(C2 ) ∪ following the text but also mastering the pronounciation.
η(B2 ) and N3 ≡ η(C3 ) ∪ η(B3 ). A combination op- Another example might be karaoke, some users might
eration on two licenses l1 = lic(N1 , C1 , B1 ) and l2 = only be interested in the lyrics which is the text part,
lic(N2 , C2 , B2 ) is a function ϕ that maps l1 and l2 to others might only be interested in the music video which
the combined license l3 = (N3 , C3 , B3 ), such that the is the multimedia part, but most users would probably
following conditions are satisfied:
like a synchronized whole, in the form of a karaoke with
synchronized music video and lyrics display.
• l3 is a valid license;
For the e-book example, we have a license for the text
• |η(B3 )| = |η(B1 )| + |η(B2 )|;
part:
4

a proof is usually a short piece of code and this technique has already been successfully applied to Java programs [6]. In our case, the properties we are interested
in are (a) termination, (b) limited use of resources and
and a license for the audio part:
(c) non-interference with other licenses. We are working on a method to detect rogue licenses. In particular,
for (a) we can use well-established techniques from logic
lic(ebook_audio,[canrenderaudio(_,_)],[])
programming [1, 8], for (b) we are considering whether
it is possible to tackle the problem by extending the
To activate the synchronized rendering feature, the e- techniques used to prove termination, while for (c) we
probably have to resort to mode systems or to abstract
book renderer combines the two licenses and get:
interpretation [7].
lic(ebook_text,[candisplaytext(_,_)],[])

lic(ebook,
[
(candisplaytext(_,_)),
(canrenderaudio(_,_)),
(cansyncrender(_,_):candisplaytext(_,_),
canrenderaudio(_,_))
],[])

6

Conclusion and Future Work

Summarizing what we have achieved so far: For the content providers, we have provided them with three useful
licensing schemes to use with LicenseScript. Some of
these schemes are market-proven in the sense that successful examples can be found in the real-world, without
sacrificing compliance with the legal rights of fair use.
For the REL designers, we have shown not only the viAs can be seen, the cansyncrender clauses ensures that ability, but also the advantage of Prolog, justifying our
the feature is only activated if both the right to dis- seemingly radical approach.
play text (candisplaytext) and the right to render
For this paper, the license and rule code snippets have
audio (canrenderaudio) are licensed. In this exam- been successfully simulated with ECLi PSe (http://
ple, candisplaytext and canrenderaudio are trivial on www-icparc.doc.ic.ac.uk/eclipse/), although there
purpose, because our main idea is to show how easy it is not yet an implementation of LicenseScript. The imis to merge licenses by just using the technique of com- plementation, which we call the LicenseScript Engine, is
bination. The rule for syncrender is given below for meant to be a software component. During our work in
completeness:
the LicenseScript Engine, we are faced with the interesting problem of bridging the semantic gap between the
syncrender(N) : lic(N, C, B) → lic(N, C, Bprime)
chemical reaction model (rules) and Prolog (licenses).
⇐ C ` cansyncrender(B, Bprime)
Parallel with our implementation effort, we are in the
process of defining verifiable properties of LicenseScript.
To conclude this section, we have proposed three li- For example, as mentioned in the previous section, it is
censing models that make good use of Prolog as a com- important to detect rogue licenses that violate some of
ponent of LicenseScript, hence answering the question these properties.
“why Prolog?”. Indeed, to construct these licenses using
Lastly, we believe that by exploiting the DRM techother RELs would require much more effort compared nology in such a way that puts the content providers and
with LicenseScript, if currently possible at all.
the consumers in a win-win situation, the state of DRM
does not need to be one of a Down-Right Mess as it is
today [18].

5

Security of Executable Code

Prolog is a high-level programming language. It does not
expose any memory manipulation functions, thus buffer
overflow-based attacks are impossible. System calls like
shell() should obviously not be exposed to the license
interpreter. However currently denial-of-service attacks
are not only possible but also easy to implement, with
clauses like canplay(X) :- canplay(X) that loop indefinitely. Like any other programming language, there
is no termination guarantee in Prolog programs. It is
also possible to construct licenses which consume such
an amount of resources that overwhelms the system. As
we envision deploying LicenseScript in resource-limited
consumer devices, this issue is very real and is in dire
need of being resolved. To solve this problem one could
use a technique similar to proof carrying code [13], which
is a framework in which untrusted programs are supplied
to the user together with a proof of the safety properties
they have to comply with. It is worth noting that such
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