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CHAPTER 1
Introduction

1.1 Coherent light scattering
A light wave that interacts with matter induces dipole moments in the atoms or
molecules that make up the material. These induced oscillating dipoles coherently radiate a fraction of the incident light into dipole waves. The macroscopic
optical response of a material strongly depends on the microscopic distribution
of dipoles. In transparent media, such as air, water and glass, dipoles are distributed more or less uniformly and densely at the micrometer scale of the optical
wavelength. As a result the radiated dipole waves interfere to slow down the propagating wavefront, a process known as refraction. In media such as boiled egg,
fog, milk, white paint and skin, dipoles are inhomogeneously distributed. In this
case the radiated waves interfere randomly and light is scattered. The scattered
light is the sum of all scattered and multiple-scattered waves and is intractible
for randomly positioned clusters of dipoles [1]. Light entering such media is completely scrambled and appears to diffuse in all directions, making it impossible
to look through them. Until recently, multiple-scattering of light was considered
an impediment to applications including optical imaging, optical communication
and collection of solar energy.
The work described in this thesis focuses on understanding, controlling and
exploiting the propagation of light in multiple-scattering media. Phenomena such
as “open channels” and “long-lived modes” are investigated. These phenomena
allow extraordinarily high transmission and extraordinarily long traversal times
of light through multiple-scattering media. The complexity of scattered waves is
a challenge in many applications, but may itself also be exploited. We converge
towards using multiple-scattering media for secure authentication of objects. The
work in this thesis is based on exciting recent developments regarding control
over light in scattering media, which are summarized in Section 1.2. Due to
these results it is becoming ever more apparent that multiple-scattering can be
harnessed and may be exploited for a broad range of applications, as we describe
in Section 1.3. An outline of the rest of this thesis is provided in Section 1.4.

1.2 Control over multiple light scattering
At first sight, light in a multiple-scattering medium is much like a ball in a pinball
machine: it bounces around more or less randomly and apparently uncontrollably.
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Figure 1.1: (a) An uncontrolled light beam passing through a multiple-scattering
medium forms a random speckle pattern. (b) Shaping the light beam allows the light
to focus behind the multiple-scattering medium. Image from [2].

This view was changed dramatically by the invention of wavefront shaping by the
COPS group in 2007 [2], after predictions by Freund [3]. In terms of the pinball
metaphor they manipulated the ball so that it hits the jackpot every time.
Wavefront shaping of light through a multiple-scattering medium is illustrated
in Fig. 1.1. Coherent light transmitted through a multiple-scattering medium
typically forms a random pattern called speckle, as is shown in Fig. 1.1(a).
However, by shaping the incident light appropriately, one can choose where the
light goes after passing through the scattering layer. In Fig. 1.1(b), the light is
focused in one point.
The recent development of spatial light modulators is vital for controlling light
in multiple-scattering media. Spatial light modulators (SLMs) are computercontrolled devices that allow control over the amplitude, phase and/or polarization of light at a high spatial resolution. The majority of the experiments,
including the initial ones, that control light in multiple-scattering media use liquid crystal-based SLMs [4]. Digital micromirror-based SLMs [5] are, however,
rapidly gaining ground. These micromirror devices have a very high speed, of
which the benefit is especially clear when feedback-based control algorithms are
used.
A feedback mechanism is at the basis of the wavefront shaping experiments
performed at COPS. The phase imprinted on the wavefront by groups of SLM
pixels is changed sequentially and each group of pixels is set to maximize the
intensity in the desired focus spot. Such algorithms [6] were used to achieve many
exciting results [7]. Wavefront shaping was used to demonstrate the existence
of open channels in multiple-scattering media [8] and enhance or decrease the
total transmission [9], proving theoretical predictions from long before [10–13].
It enables focusing inside a scattering medium [14] and the use of a multiplescattering medium as a spectral filter [15, 16], tunable wave plate [17, 18] or

Applications of control over multiple light scattering
tunable beamsplitter [19]. It makes it possible to use a scattering medium as
a lens [20] that allows record-high resolution in linear optical microscopy [21].
Spatial control over light pulses in a multiple-scattering medium allows focusing
of light at selected points in time [22–24]. Moreover, such experiments can be
performed at very high speeds in the order of 10 ms [25].
In transmission matrix measurements the experiment is parallelized to obtain
additional information, as was first demonstrated by Popoff and co-workers [26].
This enables imaging through multiple-scattering media without requirement of
an angular memory effect for scanning the focus. Knowledge of the transmission
matrix allows efficient coupling to open channels [27]. Transmission matrix measurements are also used to image through multimode fibers, where the fiber is
treated as a random scattering medium [28].
Phase conjugation is the single-shot equivalent to feedback-based wavefront
shaping. In phase conjugation, a source is placed at the desired focus point
and the scattered light field is measured. Phase conjugation of the measured
field reproduces a focus. Analog phase conjugation through a multiple-scattering
medium [29], using a photorefractive material, as well as digital optical phase
conjugation [30, 31], which uses an SLM, were demonstrated in recent years. Iterative phase conjugation was used to demonstrate enhanced energy transmission
through a scattering medium [32]. Phase conjugation is combined with photoacoustic tagging of photons to form a highly versatile tool for focusing and imaging
inside multiple-scattering media [33–35].
Wave control through scattering media has also been demonstrated with other
waves and in other regimes. For example, ultrasound waves and microwaves have
been focused through multiple-scattering media [36–40]. Water waves have been
focused as well [41]. Microwaves are used to investigate channels and modes
of multiple-scattering media [42–44]. The propagation of light through weakly
or single scattering media such as the atmosphere and ground glass diffusers is
controlled in adaptive optics [45], where phase conjugation [46] as well as feedback
methods [47] are used.

1.3 Applications of control over multiple light
scattering
Control over light in multiple-scattering media is expected to be useful in a broad
range of areas. We discuss applications in healthcare, sensing, microscopy, solar
energy, lighting and security.
Healthcare is an important driver of research into controlling light in multiplescattering media. Biological tissue is a multiple-scattering medium. Control over
light propagation in the body allows new imaging methods such as [34, 35], but
also could be used to enhance existing imaging methods. Methods such as optical
coherence tomography and photo-acoustic tomography [48] can only image up to
the depth to which light diffuses into the body. By shaping the light to penetrate
deeper into the body, the imaging depth of these methods can be enhanced [49].
Another application of guiding light inside the body is found in optogenetics [50].
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This is a new field in which light stimulates certain types of cells, for example
neurons, that are tagged with light-sensitive proteins. This allows control over
and investigation of these cells. Delivery of the required amount of light at the
required place is crucial and can be enhanced by shaping light.
Sensors, such as in absorption spectroscopy, can be made more sensitive by
exploiting multiple-scattering [51]. Multiple light scattering leads to longer pathlengths and enhances the interaction between light and the medium. For example,
the overall absorption of a low concentration analyte can be increased in this way.
Microscopes and other optical systems typically require high-quality optics,
of which the complexity and cost increase dramatically with the desired performance. Using a scattering medium as a high-resolution lens may be a sensible
alternative [21, 52].
Solar energy has by far the largest potential of all renewable energy sources.
A lot of research is done to increase the efficiency of solar cells [53]. Recent
research shows that random scattering media can be used to enhance solar cells
[54–56]. Shaping of sunlight may enhance the interaction between sunlight and
a multiple-scattering solar cell, thereby increasing the absorption efficiency.
Light-emitting diodes (LEDs) are rapidly taking over as the dominant artificial
light source, mainly due to their high energy efficiency. Because no efficient
green and yellow LEDs exist, white LEDs usually consist of an efficient blue
LED in combination with phosphors that convert blue light into a combination
of green, yellow and red light in such a way that the result is white light [57].
The phosphors are typically contained in a multiple-scattering medium, which
enhances the interaction between blue light and phosphors and mixes the light
in color and direction [58]. Shaping the blue light before it enters the multiplescattering medium may further enhance the interaction between blue light and
phosphor, therefore reducing the amount of phosphor needed. Moreover, the light
may be shaped to pass through open channels of the scattering layer, reducing
the back reflection and therefore increasing the efficiency of the LED.
In security, a multiple-scattering medium is recognized as a valuable asset
because of its inherent randomness and unclonability. It can be used to store
keys and to authenticate an object in which it is embedded or a person who is
holding it [59–61], which may help to prevent cases of e.g. fraud and unauthorized
access. Control over light in multiple-scattering media leads to improved security
primitives.

1.4 Outline of this thesis
The central theme of this thesis is control over light in multiple-scattering media.
Although various applications may benefit from work in this thesis, we converge
towards secure authentication of objects.
In Chapter 2 we investigate two fundamental phenomena in multiple-scattering
media: open channels and long-lived modes. Open channels allow order unity
transmission through disordered media, even if the medium has a low average

Outline of this thesis
transmission. Light coupled to long-lived modes of a disordered medium remains
inside the medium for a time duration significantly longer than average. Our
goal is to improve the understanding of open channels and long-lived modes by
finding efficient ways to identify and address them, which may have significant
impact on many of the applications described in Section 1.3. The chapter starts
by discussing the basic tool for the proposed experiments: digital optical phase
conjugation. We then describe a method to identify and address open channels
by performing iterative phase conjugation, or ping-pong, with light. Finally, we
propose to identify and address long-lived modes by a similar iterative method
in which we phase conjugate the first or second frequency derivative of the transmitted field in each iteration. Numerical simulations are performed to predict
the effectiveness of these methods and show that efficient coupling of light to
open channels and long-lived modes is likely within experimental reach.
In Chapter 3 we address the question of how to obtain accurate control over
light. Accurate control over light is what makes it possible to control the propagation of light in multiple-scattering media and is at the basis of most work in
this field. We describe a method for controlling light based on a digital micromirror device (DMD), which is an array of aluminum micromirrors that in principle
only offer on/off modulation capability. Practically full and independent control
over phase and amplitude is obtained by grouping pixels into superpixels. Features of our method such as its precision, speed and resolution are discussed and
compared to the state-of-the-art.
In Chapter 4 the apparatus that we built to obtain maximum control over the
coupling of light to the modes of photonic structures is described. The apparatus
features a frequency-tunable laser as well as vector field synthesizers and detectors on both sides of the sample. It satisfies all experimental requirements for
elucidating phenomena such as open channels and long-lived modes and applications such as cryptography with random media.
In Chapter 5 quantum-secure authentication (QSA) of a physical unclonable key
is demonstrated. QSA is an object authentication method that uses a multiplescattering medium as a key. The method requires that a large number of the
channels of the key is controlled. The key is authenticated using a number of
photons that is lower than the number of controlled channels. We obtain an
object authentication method that is secure against copying as well as digital
emulation, even if all information about the key is publicly known.
In Chapter 6 we investigate the potential impact of QSA on society and whether
there is a market for QSA. We first place QSA into its cryptographic context by
comparing it to other object authentication methods. Then, a number of security
threats are highlighted and we discuss the potential role of QSA in this context.
Specific potential attacks against QSA are also analyzed and we conclude with
steps towards valorization of QSA.
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CHAPTER 2
Investigation of open channels and long-lived
modes in disordered media

2.1 Introduction
Wavefront shaping of light through scattering media is a field that is rapidly gaining momentum due to its broad range of applications in e.g. biomedical imaging,
defense and security. The growth of the field provides a strong incentive to obtain
a more thorough understanding of the properties of scattering media in terms of
the optical modes in the spatial and temporal domain. In particular, we focus
our attention on two phenomena, “open channels” and “long-lived modes”. A
light wave with a spatial profile adapted to an open channel has a transmission
coefficient of 1 and will pass the scattering layer without back reflection. Open
channels exist in scattering layers of arbitrary thickness [1–3], which is highly
counterintuitive and may allow, for example, optical imaging and communication through thick media that normally transmit insufficient light. The second
phenomenon is a long-lived mode, which is a resonance inside the scattering
medium that has a significantly longer lifetime than the average as predicted by
diffusion theory. These modes can correspond to diffuse paths or folded paths
that are characteristic of resonant cavities [4, 5]. Besides the fundamental interest of understanding the lifetimes of modes in scattering media, finding and
addressing long-lived modes may lead to numerous applications. For example,
long-lived modes may be useful in biomedical imaging if their corresponding spatial intensity distributions are relatively uniform, and the enhanced light-matter
interaction could lead to more accurate sensors and more efficient LEDs and solar
cells [6].
In this chapter we describe approaches to investigate and address open channels and long-lived modes in random scattering media using shaped wavefronts.
Digital optical phase conjugation, the method we use to shape wavefronts, is
described in Section 2.2. In Section 2.3 we discuss the coupling of light to open
channels of strongly scattering media. The coupling of light to long-lived modes
is described in Section 2.4.

2.2 Optical phase conjugation
Optical phase conjugation is a method typically used for reversing the scattering
of light waves. The first experimental demonstration of optical phase conjugation
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Figure 2.1: Illustration of a phase conjugation procedure. (a) Step 1: recording the
wavefront. (b) Step 2: reconstructing the wavefront. Optional (but recommended) collection optics between the scattering medium and the wavefront synthesizer / detector
are omitted.

to transmit images through a diffuser used a photographic plate as the phaseconjugate mirror [7]. In the twentieth century, the primary application of optical
phase conjugation was in adaptive optics [8], where it is used to improve the
quality of images transmitted through weakly scattering media such as the atmosphere. Starting from the 1970s a variety of wavefront correcting devices was
developed, including multiple types of segmented mirrors, deformable mirrors
and edge-actuated mirrors [8, 9]. These devices typically control 2 − 103 spatial
modes, enough to correct for low-order aberrations.
Much more recently it was demonstrated that wavefront shaping can be used
to control the propagation of light through strongly multiple-scattering media
that completely scramble the light field [10]. This was achieved using spatial
light modulators that can control in the order of 106 spatial modes and allows
e.g. focusing of light through a human tooth or a chicken eggshell, with anticipated applications in areas such as biomedical imaging. Similar results were
demonstrated with optical phase conjugation, using photorefractive material [11]
or a spatial light modulator [12, 13] to shape the light field.
One can distinguish between digital optical phase conjugation and “analog”
nonlinear phase conjugate mirrors [14–16]. Digital optical phase conjugation
uses digital devices such as cameras and spatial light modulators for recording
and synthesizing wavefronts. Analog optical phase conjugation uses nonlinear
effects in e.g. photorefractive materials. Digital optical phase conjugation offers
the advantage of a much higher flexibility. Fields can be manipulated at will
between the detection and reconstruction phases, making possible e.g. energy
gain and phase conjugation of frequency derivatives of transmitted fields. This
flexibility is crucial for our purposes, as described in Sections 2.3 and 2.4, and
therefore we only consider digital optical phase conjugation from here onward.
The working principle of digital optical phase conjugation is schematically
shown in Fig. 2.1. Light is phase conjugated through a multiple-scattering
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medium. We consider a monochromatic light beam, since multiple-scattering
media are highly dispersive. In principle it is possible to conjugate a light beam
with arbitrary spatial shape. As an example, we focus the light beam onto the
surface of the multiple-scattering medium, after which the light diffuses, as shown
in Fig. 2.1(a). A large fraction of the light leaves the sample in the reflection
direction (not shown). The rest of the light diffuses through the sample and
leaves the sample on the opposite side, forming a speckle pattern propagating
through free space. The light propagates towards the wavefront detector, which
typically detects the spatially resolved phase and amplitude of a single polarization component of the speckle field. The phase conjugation, illustrated in Fig.
2.1(b), consists in constructing the phase conjugate speckle field using a wavefront synthesizer such as a spatial light modulator. The conjugate speckle field
propagates in the backward direction towards the multiple-scattering medium.
The light enters the medium and continues to follow the inverted path, ultimately
focusing at the position of the original focus.
2
∗
Esynth | ,
The fidelity of the phase conjugation process is defined as F = |Eout
where Eout is the light field in the recording phase and Esynth is the synthesized
light field, both defined on the sample surface at the side of the phase conjugation
apparatus. Both fields are normalized to their total power. A fidelity F = 1
means phase conjugation works perfectly1 , whereas F = 0 indicates absence of
a conjugate field. In order to maximize F one must resolve the vector field Eout
spatially and synthesize its conjugate, which typically requires high-NA collection
optics, a high-resolution polarization-resolved wavefront detector and synthesizer
and accurate alignment between them. Effects of noise and other experimental
limitations on F are described by Cui and co-workers [13], Yılmaz and co-workers
[17] and van Putten and co-workers [18]. Our approach towards maximizing F
is described in Chapter 4.

2.3 Coupling light to open channels of strongly
scattering media
2.3.1 The scattering and transmission matrices
The transport of light through a multiple-scattering medium can be described by
means of the scattering matrix S [1]. We consider a scattering medium in a slab
geometry and we call the two sides of the slab the left and right side. Then S
relates the fields emerging from the scattering medium to the fields incident on
the scattering medium:
 l 
 l 
Eout
Ein
=S
,
(2.1)
r
r
Eout
Ein
l
r
where Ein
and Ein
denote the fields incident to the slab from the left and right
l
r
side, respectively, and Eout
and Eout
are the fields that emerge from the slab on
1F

= 1 does not mean 100% of the light goes to the focus, as that can only be achieved by
phase conjugating the transmitted and the reflected light simultaneously.
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(b)
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Figure 2.2: (a) The scattering matrix S describes the coupling of incident fields to
outgoing fields on both sides of a disordered slab. (b) The transmission matrix T
describes the coupling of an incident field on one side of a disordered slab to the outgoing
field on the other side. Image from [18].

the left and right side. The coupling between the fields by S is illustrated in Fig.
2.2(a). The scattering matrix S contains four submatrices called the reflection
and transmission matrices:
 ll

R
T rl
S=
,
(2.2)
T lr Rrr
where Rll is the reflection matrix on the left side of the slab, Rrr is the reflection
matrix on the right side of the slab, T lr is the transmission matrix from the left
side of the slab to the right side and T rl is the transmission matrix from right
to left. Energy conservation requires S to be unitary, from which it immediately
follows that T lr and T rl are each other’s conjugate transpose: T lr = T rl† . Therefore, the transmission matrix T = T lr describes the light transport through the
slab in both directions:
r
l
Eout
=T Ein
,
l
Eout

=T

†

r
Ein
.

(2.3a)
(2.3b)

Fig. 2.2(b) illustrates the coupling of an incident field to the transmitted field
by T .

2.3.2 Transmission channels
The transmission matrix can be decomposed by use of the singular value decomposition:
T = U ΣV † ,
(2.4)
where V and U are unitary complex-valued matrices of which the columns are the
right and left singular vectors of T , respectively. Σ is a real and positive diagonal
matrix containing the singular values of T . The right and left singular vectors
are, typically, speckle field patterns and the singular values are field transmission
coefficients.
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Figure 2.3: Density of transmission channels as function of transmission coefficient for
wave transport through a multiple-scattering medium, plotted for an average transmission hσi = 0.1.

A transmission channel is a combination of a right singular vector and its
corresponding singular value and left singular vector. When an arbitrary field
l
Ein
is incident on the sample it is first projected onto the right singular vectors,
which are contained in V . This projection determines how much light is coupled
into each transmission channel. Then, the light transport through each channel
is attenuated by the channel’s amplitude transmission coefficient, which is an
element of Σ. Finally, the light is coupled out of the channel in the channel’s
specific transmission profile, which is its left singular vector contained in U .
The transmission coefficient distribution of multiple-scattering media is obtained from random matrix theory. Random matrix theory is a field in which
physical systems are modeled by large random matrices, allowing statistical investigation of properties of the system [19, 20]. The probability distribution
of intensity transmission coefficients through a scattering medium is known as
the Dorokhov-Mello-Pereyra-Kumar (DMPK) distribution [1, 21–23] and sometimes called bimodal distribution. The intensity transmission coefficients are the
squares of the amplitude transmission coefficients of T : σ ∈ Σ2 . The distribution
was developed for samples with transverse confinement, but theoretical as well as
experimental results indicate that it also applies to slab geometries [2, 3]. For a
sample with thickness L and transport mean free path2 l the DMPK distribution
is given by
hσi
√
,
(2.5)
f (σ) =
2σ 1 − σ
2 The

transport mean free path l is defined as the average propagation distance after which
the light completely loses its direction [24].
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starting at a minimum transmission coefficient σmin ≈ cosh−2 (L/l) and with an
average transmission of hσi ≈ l/L. The distribution diverges at σ → 1 and at
σ → 0 and, therefore, for each channel the probability that it has a very high or
very low transmission is relatively high. Channels with very high and very low
transmission are called open and closed channels, respectively.
We make the approximation that there is a continuum of channels by taking the
limit of the number of channels to infinity. In that case the density ρ of channels
as function of transmission is equal to the DMPK distribution: ρ(σ) = f (σ). The
channel density is shown in Fig. 2.3.
The existence of open channels in optical multiple-scattering media was experimentally demonstrated by Vellekoop and Mosk [3]. In their experiment, creating
a focus through a multiple-scattering medium by wavefront shaping led to an
increase in total transmission of up to 44%. Since then, several groups have
tried to maximize the coupling to open channels. In the first transmission matrix
measurements Popoff and co-workers measured a singular value distribution and
compared it to Marcenko-Pastur theory of small submatrices [25]. Popoff and
co-workers enhanced the transmission by a factor of 3.6 by wavefront shaping
with total transmission as the feedback signal [26]. Kim and co-workers reported
a transmission enhancement by a factor of 3.99 by measuring a partial transmission matrix Te, performing the singular value decomposition, and shaping light to
couple to the highest transmitting channel of Te [27]. Hao and co-workers report
an enhancement of 2.7 by iterative phase conjugation [28].

2.3.3 Ping-pong with light
Our method of choice for optimally coupling light to open channels is iterative
phase conjugation, or ping-pong, with light. The advantage of ping-pong over
focusing through the medium is that for ping-pong the coupling efficiency has no
theoretical limit, whereas it is limited to 2/3 when focusing [3]. The advantage
of ping-pong over measuring the complete transmission matrix is that ping-pong
requires orders of magnitude fewer measurements, and is therefore much faster.
The disadvantage is that only the highest-transmission channel is found, with
very limited information on the other channels.
The basic steps of ping-pong with light are shown in Fig. 2.4. The process
starts in Fig. 2.4(a) by wavefront synthesizer 1 (S1) creating a wavefront which
propagates to the multiple-scattering medium. The wavefront couples to the
channels of the scattering medium. After transmission the wavefront is measured
by wavefront detector 2 (D2). In Fig. 2.4(b) wavefront synthesizer 2 (S2) synthesizes the conjugate of the wavefront measured by D2, which then propagates
back to the scattering medium. The light again passes through the transmission
channels and is detected by wavefront detector 1 (D1). S1 again synthesizes the
detected wavefront (not shown) and the process is repeated until it converges.
If the phase conjugation fidelity F equals 1, light passing through a transmission channel is always conjugated back into the same transmission channel
with 100% efficiency. Therefore, channels can be considered completely independently. Each time light passes through a transmission channel it is attenuated
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Figure 2.4: Schematic of iterative phase conjugation, or ping-pong, of light. (a) A
wavefront constructed by wavefront synthesizer 1 (S1) passes through the multiplescattering medium and is recorded by wavefront detector 2 (D2) (b) The measured
wavefront is phase conjugated by wavefront synthesizer 2 (S2) and sent back through
the scattering medium, after which it is detected by wavefront detector 1 (D1). This
process is repeated.

by the channel’s transmission coefficient σ. After N passes through the channel,
the channel’s contribution is attenuated by σ N .
At the start of the ping-pong process the energy on the input side of the sample
is distributed equally over all channels, on average. This means that the initial
normalized energy per channel on the input side does not depend on the channel’s transmission coefficient: Φ0 (σ) = 1. The total energy density as function
of channel transmission coefficient, which is the quantity we are ultimately interested in, is equal to the energy per channel multiplied by the channel density:

IN (σ) = ΦN (σ)ρ(σ).

(2.6)

It immediately follows that the initial distribution of energy is I0 (σ) = ρ(σ), i.e.
the DMPK distribution. The initial distribution is shown in Fig. 2.5 for an initial
average transmission of hσi = 0.1. Each pass through the medium multiplies the
energy in channels with transmission σ by σ: IeN (σ) = σIN −1 (σ), so that after
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Figure 2.5: Energy distribution as function of transmission coefficient after N passes
through the medium (a) for perfect phase conjugation F = 1 and (b) for F = 0.5.
N = 0 corresponds to the incident energy distribution at the start of the process. The
energy is redistributed towards open channels as the number of iterations N increases.
The initial average transmission hσi = 0.1.

N passes
hσiσ N −1
F =1
IeN
(σ) =σ N I0 (σ) = √
,
2 1−σ
IeF =1 (σ)
F =1
,
IN
(σ) = R 1 N
IeF =1 (σ)dσ
0 N

(2.7a)
(2.7b)

F =1
(σ) are plotted in Fig. 2.5(a).
where Eq. 2.7b is a normalization. Several IN
At N = 0 we see that most of the light enters closed channels. At N = 1,
after one pass, we see that the low-transmission channels are suppressed, but not
completely. For increasing N the distribution of energy shifts more and more
towards the open channels.
For imperfect phase conjugation, i.e. F < 1, ping-pong is less efficient. We
assume that the level of control over a channel does not correlate with its transmission coefficient: F (σ) = F . Then, at each step only a fraction F of the light
is correctly phase conjugated back into the channels it passed through before.
The remainder of the light is randomly coupled into all channels of the system.
The model that we obtain is

IeN (σ) =F σIN −1 (σ) + (1 − F )σI0 (σ),
IeN (σ)
IN (σ) = R 1
.
Ie (σ)dσ
0 N

(2.8a)
(2.8b)

IN (σ) are plotted for F = 0.5 in Fig. 2.5(b). We observe that the energy
strongly redistributes towards channels with high transmission as N increases,
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but the suppression of low-transmission channels is lower than for the F = 1
case.
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Figure 2.6: (a) Average transmission after N phase conjugation iterations for F = 0.5
and F = 1. (b) Limit of the average transmission as N → ∞. The dotted line is a
guide to the eye.

The average transmission through the sample after N phase conjugation iterations is given by
Z 1
hσiN =
F σIN (σ) + (1 − F )σI0 (σ)dσ.
(2.9)
0

For F = 1 Eq. 2.9 simplifies and has the analytical solution
=1
hσiF
=
N

2N
.
1 + 2N

(2.10)

This equation holds for N ≥ 1 and does not depend on the initial average transmission. For N = 1 the universal conductance of 2/3 [3] is retrieved and the total
transmission converges to 1 for N → ∞. For F < 1 Eq. 2.9 is solved numerically.
The average transmission as function of N is plotted in Fig. 2.6(a) for F = 1 and
F = 0.5. In both cases we observe convergence to a value close to the apparent
maximum in approximately 10 iterations. In Fig. 2.6(b) we plot the maximum
achievable transmission as function of F for a scattering medium with an initial
average transmission of 0.1. The maximum transmission is approximately equal
to F . Scattering media with low initial transmission show similar behavior. This
indicates that ping-pong with light can make the transmission very high, namely
of order F , even for samples with a very low initial transmission.

2.3.4 Comparison to partial transmission matrix model
Our approach to taking into account incomplete control over the channels is a
radical departure from what is assumed in transmission matrix models. Let us
m
is equal to the fraction of the solid angle
assume that the level of control F = M
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that is controlled and is determined by the limited NA of the microscope objectives. In such situation the common thing to do is to consider the transmission
coefficient distribution of the partial transmission matrix that is experimentally
accessible [26–30].
The power of our approach becomes clear when we make a comparison between the two models for m  M . For small m, and assuming the same degree
of control on both sides of the sample, the transmission coefficients of the partial transmission matrix follow a quarter-circle distribution [31] with a maximum
intensity transmission coefficient σmax = 4hσi. This implies that even for very
small m it is possible to enhance transmission by a factor of 4, either by performing ping-pong (following [28]) or by measuring the partial transmission matrix
(similar to [27]). This enhancement, however, is a transmission enhancement of
the detected light. No immediate conclusion can be drawn regarding enhancement of the undetected transmission channels. Therefore, it is unclear whether
the total transmission is increased.
Our model takes into account all channels of the sample, rather than only the
ones in the partial transmission matrix. Therefore, it provides insight into the
enhancement of the total transmission. From the combined models we conclude
m
→ 0 ping-pong may allow a strong redistribution of transthat in the limit M
mitted intensity without enhancing total transmission. This is similar to results
obtained by wavefront shaping [3] and we expect the same to hold when coupling
light to an open channel of a small partial transmission matrix.

2.4 Coupling light to long-lived modes of strongly
scattering media
In multiple wave scattering two regimes are distinguished: the diffuse regime
and the Anderson localized regime [32, 33]. In the diffuse regime, fields are
extended throughout the multiple-scattering medium. In the localized regime, on
the other hand, fields typically have a small spatial extent. Fields in the localized
regime are, approximately, standing wave solutions of the Maxwell equations
and decay, on average, exponentially with distance from their centers. We call a
localized field a mode of the system, although the term quasimode would be more
appropriate considering the dissipation induced by the finite size of the system.
Localized modes are isolated in frequency space and have linewidths that directly
correspond to their leakage out of the system. The Anderson localized regime is
predicted for strongly scattering media with kltr < 1, where k is the wavevector
of the light and ltr is the transport mean free path. Close to the localized regime
an intermediate regime is predicted in which extended and localized modes coexist [4, 5, 34, 35]. In this regime localized modes that overlap in frequency
are likely to hybridize and form necklace states [36]. No clear observations of
localized modes for vector fields in 3D disordered media have been reported to
date. In principle, random lasers are suitable for identifying localized modes,
but the extra experimental complexity induced by introducing a gain medium
and pumping it complicates interpretation of the results [37]. In this section
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we propose an alternative method for elucidating the mode structure of strongly
scattering disordered media.
The transmission of light through a multiple-scattering medium in slab geometry can be described in the frequency domain as
Z Z
Eout (x, y, ω) =
G(x, y, x0 , y 0 , ω)Sin (x0 , y 0 , ω)dx0 dy 0 ,
(2.11)
where Sin is a source term representing the incident field, Eout is the transmitted field on the opposite surface and G is the Green function which relates the
transmitted field to the source. In the presence of isolated resonant modes the
Green function can be decomposed into
X
e y, x0 , y 0 , ω),
G(x, y, x0 , y 0 , ω) =
un (x, y)fn (ω)vn (x0 , y 0 ) + G(x,
(2.12)
n

where n is the resonant mode index, vn and un are the mode profiles on the input
and output surfaces of the slab, respectively, fn is the frequency profile of the
e is a collection term for the remaining part of the Green function.
mode and G
The frequency profiles of isolated resonant modes have a Lorentzian shape [38]
fn (ω) =

Γn /2
,
Γn /2 + i(ω − ωn )

(2.13)

where ωn is the central frequency of the mode and Γn is the linewidth of the
mode. We assume a non-absorbing system, so that when a mode with linewidth
Γn is excited it decays in time τn = 2/Γn due to leakage out of the system. The
distribution of mode lifetimes in 3D strongly scattering media is not known [39].
We describe a method for finding the mode with the largest decay time, which
may prove to be an important tool for experimentally investigating the decay
time distribution in multiple-scattering media.
Our method to find the longest-lived mode assumes an unknown mode lifetime
density distribution ρ(τ ) cut off at a maximum lifetime τmax , making the implicit
approximation that there is a continuum of modes. We also assume that when the
sample is illuminated by an arbitrary initial field all modes are excited equally:
Φ0 (τ ) = 1. The total energy coupling to modes with lifetime τ , which is the
quantity we are interested in, equals the energy per mode multiplied by the
mode density:
I(τ ) = Φ(τ )ρ(τ ).
(2.14)
We start by illuminating the sample with an arbitrary initial field, for which
the energy distribution I0 (τ ) = ρ(τ ), and measure the frequency derivative
2
dEout (x,y,ω)
(x,y,ω)
of the transmitted field. The frequency derivatives
or d Eout
dω
dω 2
of Eq. 2.13 are given by
dfn (ω)
−iΓn /2
=
,
dω
(Γn /2 + i(ω − ωn ))2
d2 fn (ω)
−Γn
=
.
dω 2
(Γn /2 + i(ω − ωn ))3

(2.15a)
(2.15b)
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Close to resonance |ω − ωn |  Γn we find that the contributions of the modes
are amplified by 2/Γn when taking the first derivative and by 2/Γ2n when taking
the second derivative. This indicates that modes with small Γn , i.e. long life(x,y,ω)
time τn = 2/Γn , are strongly amplified, so that the contributions to dEoutdω
2

(x,y,ω)
and d Eout
from long-lived modes are strongly enhanced compared to the
dω 2
(x,y,ω)
or
contributions from other modes. Therefore, we phase conjugate dEoutdω
d2 Eout (x,y,ω)
dω 2

and illuminate the sample with it in order to obtain more efficient
coupling to long-lived modes. In case the field that is sent back at each phase
conjugation iteration N is the first derivative of the measured field,
N
Eout
(x, y, ω) =

N−1
dEout
(x, y, ω)
,
dω

(2.16)

the model predicts that
τ 2 IN−1 (τ )
IN (τ ) = F R τmax 2
+ (1 − F )I0 (τ ),
τ IN−1 (τ )dτ
0

(2.17)

where F is the phase conjugation fidelity, τmax is the lifetime of the longest-lived
mode in the system and the energy distribution is normalized at each iteration.
The field enhancement by a factor 2/Γ = τ in Eq. 2.15a leads to an energy
enhancement of τ 2 in Eq. 2.17. We assume that the level of control over a mode
does not depend on its lifetime, F (τ ) = F , so that the uncontrolled fraction 1−F
of the energy is, on average, uniformly distributed over all modes in the system.
The method described here is effectively ping-pong with the Smith-Purcell
lifetime matrix [40, 41]. It is expected to enhance the coupling of light to the
longest-lived states of systems of any scattering strength.
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Figure 2.7: Energy distribution as function of lifetime (a) for perfect phase conjugation
F = 1 and (b) for F = 0.5. N = 0 corresponds to the test energy distribution incident
to the sample at the start of the process. The energy is redistributed towards the mode
with the longest lifetime as the number of iterations N increases.
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A test distribution of lifetimes can be used to evaluate the method. The
test distribution ρ(τ ) that we choose is lognormal, noting that the tail of the
distribution is predicted to show lognormal decay [4]. The test distribution has
a cut off at an arbitrary maximum lifetime τmax = 10τTh , where τTh = L2 /D is
the Thouless time, D = 31 vE ltr is the diffusion constant and vE is the transport
velocity [42]. Eq. 2.17 is solved numerically and the result is shown in Fig. 2.7
for F = 1 and F = 0.5. The initial distribution of energy as function of mode
lifetime I0 (τ ) = ρ(τ ) is shown by the dashed curves at N = 0. We observe for
F = 1 as well as F = 0.5 that as the number of phase conjugation iterations N
increases, the energy distribution shifts towards the longest-lived modes in the
system.
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Figure 2.8: (a) Average lifetime after N iterations for F = 0.5 and F = 1 for a
scattering medium with a maximum lifetime of 10τTh . (b) Limit of the average lifetime
as N → ∞. The dashed line is a guide to the eye.

The convergence of the process is shown in Fig. 2.8. In Fig. 2.8(a) we see
that the process converges to an average lifetime of approximately 10τTh for
F = 1 and an average lifetime of more than 5τTh for F = 0.5. We see that the
convergence speeds up after the first few phase conjugation iterations and that the
fastest increase in average lifetime occurs after approximately 4 iterations. The
process stabilizes after approximately 10 iterations. Simulations with other test
distributions show that the convergence speed depends on the level of suppression
of long-lived modes in the initial distribution: if long-lived modes are initially
suppressed more, it takes longer to purify them. However, in several numerical
simulations we observed that convergence to a coupling of a fraction F of the light
to the longest-lived modes always occurs, independent from the initial suppression
of the longest-lived modes. Fig. 2.8(b) shows the average lifetime for N → ∞.
The numerical data follows the linear relation hτ iN →∞ = F τmax + (1 − F )τTh ,
indicating that a fraction F of the light is coupled to the longest-lived mode in
the system.
It is expected that a system with phase conjugation fidelity F cannot couple
more than a fraction F of the light into the longest-lived mode in the system.
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From this point of view, taking first derivatives seems to achieve the optimal
result. However, Eq. 2.15b shows that taking second derivatives more strongly
amplifies long-lived modes than the first derivatives that we considered until
now. Therefore, assuming equal F , the convergence is expected to be faster
when taking second derivatives. However, experimentally taking higher order
derivatives typically increases noise and therefore may reduce F .
The experiment described in this section is fundamentally different from recently reported results [43–45], in which light is focused at selected points in
time. The coupling of light to long-lived modes, as described here, enhances the
transmission at all long times and delays the all-angle average time after which
light transmits through the sample. From the focusing experiments, on the other
hand, no immediate conclusions can be drawn regarding the average time delay
of the transmitted light.

2.5 Summary
In this chapter we have investigated two phenomena in multiple-scattering media: open channels and long-lived modes. We proposed and analyzed methods
for identification of and coupling to open channels and long-lived modes. Our
model takes into account all channels and modes of the system, without restricting ourselves to the experimentally accessible part of the system. This enables
predictions on for example the overall enhancement of the total transmission and
of the time light spends inside the scattering medium. Numerical results show
that the methods rapidly converge to a highly efficient coupling to open channels
and the longest-lived mode in the system, only limited by the phase conjugation
fidelity F of the apparatus. Even for moderate F , efficient coupling to open
channels and long-lived modes occurs. These very promising predictions form a
basis for experiments to be carried out using the apparatus described in Chapter
4.
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CHAPTER 3
Superpixel method for spatial amplitude and phase
modulation with a digital micromirror device

We present a superpixel method for full spatial phase and amplitude
control of a light beam using a digital micromirror device (DMD)
combined with a spatial filter. We combine square regions of nearby
micromirrors into superpixels by low pass filtering in a Fourier plane of
the DMD. At each superpixel we are able to independently modulate
the phase and the amplitude of light, while retaining a high resolution
and the very high speed of a DMD. The method achieves a measured
fidelity F = 0.98 for a target field with fully independent phase and
amplitude at a resolution of 8×8 pixels per diffraction limited spot. For
the LG10 orbital angular momentum mode the calculated fidelity is F =
0.99993, using 768×768 DMD pixels. The superpixel method reduces the
errors when compared to the state of the art Lee holography method
for these test fields by 50% and 18%, with a comparable light efficiency
of around 5%. Our control software is publicly available.

3.1 Introduction
Full control over light allows many exciting applications. By tailoring light fields
we can now use optics to obtain a great level of control over particles [1]. Shaping light waves greatly improves our ability to see the world around us through
optical microscopy [2–5] and allows exciting technologies in the field of optical
communication, crucial to support the quantity and security of the rapidly expanding amount of information that is sent around the world [6].
Wavefront shaping allows compensation for and exploitation of scattering due
to spatial inhomogenieties in the refractive index of a material [7]. In this way it
is possible to image through [8, 9] and inside [10–14] opaque materials, which is of
great importance in biomedical imaging. Light propagating through an opaque
material can be controlled in time by spatially shaping the incident wavefront
[15–17] with applications such as pulse compression. Wavefront shaping also
This chapter has been published as: S.A. Goorden, J.Bertolotti, and A.P. Mosk, Opt. Express
22, 17999–18009 (2014)
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allows the use of multiple-scattering media as a tunable wave plate [18, 19], spectral filter [20, 21] or tunable beamsplitter [22]. The digital micromirror device
(DMD) [23] is an excellent candidate for controlling light fields, as it has a very
high number of spatial degrees of freedom, a very high framerate, it operates in a
broad wavelength range and it is relatively cheap. Each pixel of a DMD is a mirror which can be in one of two positions, corresponding to the ‘on’ and ‘off’ states
of the pixels. Wavefronts can be controlled using binary amplitude modulation
[24], but less efficiently than using phase modulation [8]. Shaping complex fields
with binary masks is of continuous interest [25–27], adding to the momentum
of the rapidly growing field of computer-generated holography. For reviews see
[28–30]. The most common technique to obtain phase modulation with a DMD
is Lee holography [31] and has been shown to allow for efficient and fast wavefront shaping [32]. Lee holography in its more general form [31] allows full field
control [33]. Lee holography with pixel dithering has been demonstrated and the
obtained errors are at the 5% level for low resolution fields [34]. A method has
been proposed, but not yet demonstrated, that is based on a complex high spatial resolution Fourier mask and is from an information theoretic point of view
optimal [35], but requires involved optics and is not robust to misalignment. We
propose and demonstrate a superpixel-based [36] phase and amplitude modulation method, which is highly robust and easy to use while offering full spatial
control over the phase and amplitude of a light field. The method is applied,
through calculations as well as measurements, to two target fields of high practical relevance: the LG10 orbital angular momentum mode and a high resolution
field with fully independent amplitude and phase. The modulation accuracy of
2
∗
Eobtained and
the method is quantified by calculating the fidelity F = Etarget
the error δ = 1 − F , where Etarget is a target field and Eobtained is the field that
is obtained using the DMD. The fidelity of the superpixel method is found to be
very high in theory as well as in experiments.

3.2 Setup
Our setup is designed to obtain full spatial control over the phase and amplitude
of light in one specific plane, which we call the target plane. The field behind the
target plane follows from usual beam propagation methods. Our Vialux V4100
DMD with a resolution of 1024 × 768 pixels and pixel pitch of 13.68µm is imaged
onto the target plane using two lenses in a 4f-configuration, as illustrated in Fig.
5.1(a). The lenses are placed slightly off-axis with respect to each other, resulting
in an extra phase factor in the target plane. This means that the phase of the
target plane response of a DMD pixel depends on the position of the pixel on the
DMD. The DMD is divided into superpixels: square groups of n×n micromirrors.
The lenses are placed in such a way that the phase prefactors of the micromirrors
within each superpixel are distributed uniformly between 0 and 2π. A spatial
filter in the form of a circular aperture is placed in the Fourier plane in between
the lenses. The spatial filter blocks the high spatial frequencies so that individual
DMD pixels cannot be resolved. The images of the pixels in the target plane are
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Figure 3.1: (a) In the DMD plane the light field E(x) ∈ {0, 1}, corresponding to the
off and on states of the micromirrors. The DMD is imaged onto the target plane in
which we maximize the level of control over the light field. The DMD pixel images in
the target plane have different phase prefactors, because the lenses are placed off-axis
with respect to each other. A low pass filter blurs the images of pixels and averages over
groups of neighboring pixels. (b,c,d) The aperture is positioned such that the phase
responses of the 16 DMD pixels within a 4 × 4 superpixel are uniformly distributed
between 0 and 2π. Example: if we turn on the three pixels indicated by green squares
in (c), then the response Esuperpixel in the target plane is the sum of the three pixel
responses in (d).

blurred and have a large spatial overlap [36]. Therefore, the target plane response
of a superpixel is the sum of the individual pixel responses.
For superpixels of size n × n the position of the spatial filter with respect to
the 0th diffraction order is chosen (x, y) = (−a, n a), where a = −λf
n2 d , λ is the
wavelength of the light, f is the focal length of the first lens and d is the distance
between neighbouring micromirrors. This position is chosen such that the target
plane responses of neighbouring pixels inside the superpixel are 2π
n2 out of phase in
the x-direction and 2π
out
of
phase
in
the
y-direction.
The
target
plane responses
n
of the n2 pixels that make up a superpixel are then uniformly distributed over
a circle in the complex plane. For superpixels of size n = 4 this is illustrated in
Figs. 5.1(b)–5.1(d). Using our DMD, a HeNe laser with a wavelength of λ = 633
nm and a first lens with a focal length f1 = 300 mm, the aperture is positioned at
(x, y) = (−0.87, 3.47) mm. Therefore, the target plane responses of neighbouring
pixels in the x and y direction are π8 and π2 out of phase, as illustrated in Fig.
5.1(c). The phase responses in the target plane of the 16 DMD pixels are then
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Figure 3.2: (a) Complex target fields that can be constructed using a single superpixel
of size 3 × 3. 343 different fields can be constructed. (b) Complex target fields that
can be constructed using a single superpixel of size 4 × 4. 6561 different fields can be
constructed. Fields are normalized to the incident field. The symbol size is larger for
n = 3 to increase visibility.

distributed uniformly between 0 and 2π, as shown in Fig. 5.1(d), indicating that
we have achieved control over the phase of light.
As an example, we set a superpixel such that the pixels with phase responses
0, π8 and 6π
8 are turned on, indicated in Fig. 5.1(c). All other pixels are turned
off. The resulting field Esuperpixel in the target plane will be approximately equal
to the sum of the three dots in Fig. 5.1(d). By turning on different combinations
of pixels in a superpixel we can create different target fields in the target plane.
For all possible combinations of pixels we plot the corresponding target fields in
Fig. 5.2. For superpixels of size n = 3 we see in Fig. 5.2(a) that we can construct
a total number of 343 different fields, quite uniformly distributed over a disk in
the complex plane. For superpixels of size n = 4 we see in Fig. 5.2(b) that the
number of fields we can construct increases dramatically to 6561, allowing us to
create any field within a disk up to a very small discretisation error.
The resolution, or spatial bandwidth, of the superpixel method is given by
−1
∆k = 2πr
, where r is the radius of the aperture and f2 is the focal
λf2 rad · m
length of the second lens. The target plane is an image plane of the DMD
and therefore it is natural to express the resolution in units of DMD pixels:
−1
∆k 0 = 2πdr
. We typically choose r such that our system bandwidth
λf1 rad · pixel
matches the bandwidth of the target field, with an upper limit such that the
π
highest allowed spatial frequency is not higher than 2n
rad · pixel−1 . This upper
limit ensures that the images of DMD pixels are blurred and average out to the
desired superpixel field value [36]. In our system with superpixel size n = 4 the
maximum aperture size is r = 0.9 mm and the corresponding feature size in the
target plane is approximately 2 × 2 superpixels.

Efficiency, bandwidth and implementation
Alignment of the spatial filter is done in two steps. First, we write a pattern
to the DMD which corresponds to a plane wave in the target plane. The spatial
filter is placed around the first diffraction order of this grating. Second, we finetune the position and size of the spatial filter by writing horizontal and vertical
gratings to the DMD that correspond to the desired spatial band limit of the
system. We align the spatial filter such that the two diffraction orders of each
grating exactly pass through at the edge of the filter. The DMD patterns for
these alignment gratings, as well as for any other target field, are calculated
using our superpixel control software [37]. Using this method accurate alignment
of the spatial filter is easily achieved. The effect of misalignment of the filter
on the resulting light field depends on the spatial frequency distribution of the
target field, but is typically small: e.g. 10% relative displacement of the spatial
filter results in less than 0.5% loss of modulation fidelity for test field 2.

3.3 Efficiency, bandwidth and implementation
The efficiency of the superpixel method is equal to the maximum intensity a superpixel can create. The maximum intensity is obtained by turning on exactly
half of the pixels in a superpixel, e.g. the upper 8 pixels in Fig. 5.1(c). This
coincides with the maximum amplitude in Fig. 5.2(b). The calculated efficiency
of the modulation method is then 10.3% of the incident intensity. The measured
0 order diffraction efficiency of the DMD itself is 60% for our DMD and our
measured modulation efficiency is 7%. The total measured efficiency of our implementation of the superpixel method is 4%. This is similar to the efficiency of
Lee holography, since both methods are based on filtering out the first order of
an intensity diffraction grating.
Wavelength dispersion of the amplitude mask formed by the DMD limits the
frequency bandwidth in which the superpixel method works. The superpixelbased phase and amplitude modulation method can be set up for any wavelength
λ at which the DMD functions. The position and size of the spatial filter depend
on λ. Illuminating the DMD with light of a different wavelength, e.g. λ + ∆λ,
decreases the modulation fidelity. The error induced in the target plane is, to
first order, a phase gradient added to the target field. The period of the phase
gradient is equal to |nλ/∆λ| DMD pixels. For DMD chips of approximately 1000
pixels this phase gradient is significant for |∆λ/λ| > 0.1%. However, apart from
this phase gradient the obtained field has a high fidelity until |∆λ/λ| ≈ 10%,
at which point the field in the Fourier plane is so much displaced that the light
starts to miss the spatial filter.
A lookup table is used to make the connection between the desired target field
at a superpixel and the combination of pixels within the superpixel that should be
turned on in order to create that field. By using a lookup table the calculations
needed to determine which DMD pixels to turn on are minimized and therefore
the performance is optimized. We define a sufficiently fine square grid of possible
target fields in the complex plane. We create a lookup table which contains for
every point on this grid the nearest field the superpixel method can create as
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well as the combination of pixels that should be turned on in order to create this
field. The size of the lookup table is chosen to be 855 × 855 points, about 100
times more dense than the set of possible target fields at superpixel size n = 4. In
our implementation it takes under 4 MB of memory to store the table. Loading
the table and using it to look up a DMD pattern is done within a fraction of a
second.

3.4 Test field 1: LG10 mode
DMD pattern
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Figure 3.3: (a,b) Intensity and phase of the target LG10 mode. (c) DMD pattern for
the LG10 mode when using the superpixel method. Inset: zoom-in on 20 × 20 DMD
pixels. (d,e) Calculated intensity and phase using the superpixel method; δsuperpixel =
7 · 10−5 . (f) DMD pattern for the LG10 mode when using Lee holography with kx =
pixel−1 . Inset: zoom-in on 20 × 20 DMD pixels. (g,h) Calculated intensity
ky = 2π
30
and phase using Lee holography; δLee = 9 · 10−5 . Intensities are normalized to total
intensity.

In order to test our method two test fields are constructed using superpixels
of size n = 4. The first test field is a LG10 ‘donut’ mode with an orbital angular

Test field 2: Image quality
momentum of l = 1, where l is the azimuthal mode number. These modes have
many applications [38], including micromanipulation [39, 40], imaging [41] and
communication [6]. The intensity and phase profiles of such a mode are shown in
Figs. 5.3(a) and 5.3(b). In order to apply our superpixel method, we normalize
the amplitude of the LG10 mode to the maximum amplitude our method can
create. For each superpixel we determine the pixel values using the lookup table.
The resulting pattern on the DMD is shown in Fig. 5.3(c). For this low-resolution
π
rad·pixel−1 .
target field we tune the size r of the spatial filter such that ∆k 0 = 100
This corresponds to a feature size of approximately 100 × 100 DMD pixels and
for our system this means r = 0.07 mm. From the DMD pattern we calculate
the resulting target field by first applying a fast Fourier transform for the first
lens, then a multiplication with a circular mask for the spatial filter and finally
a second fast Fourier transform for the second lens. The intensity and phase
profiles of the obtained field are shown in Figs. 5.3(d) and 5.3(e). We observe
an excellent match, apart from the phase in the corners which is not well defined
as the intensity of the ideal LG10 mode is negligible there. The fidelity of the
superpixel method for this target field is calculated to be Fsuperpixel = 0.99993.
In other words, a fraction of only δsuperpixel = 7 · 10−5 of the light goes to other
modes.
The present reference method is Lee holography [31]. Lee holography has two
parameters: the size of the spatial filter and the spatial carrier frequency k. The
size of the spatial filter and therefore the system resolution are kept the same as
when using the superpixel method. k is optimized to obtain maximum fidelity.
−1
The best result, which is obtained using kx = ky = 2π
, is shown in Figs.
30 pixel
−5
5.3(f)–5.3(h). Using this method the error δLee = 9 · 10 . Both methods allow
generation of a LG10 mode with very high fidelity using a DMD of standard
size. The superpixel method is most accurate, offering a 18% reduction of error
compared to Lee holography.

3.5 Test field 2: Image quality
Next, we consider a high resolution target field with uncorrelated intensity and
phase. We choose a field which contains the picture of a dog in the intensity and
a picture of a cat in the phase of the field, as shown in Figs. 3.4(a) and 3.4(b).
Holographic methods are often used to project images and fully independent control over phase and amplitude of light is desired in many applications such as
phase contrast microscopy [4]. Moreover, using this test field we show that the
superpixel method can obtain a high resolution. We use superpixels of size n = 4
and in order to allow for a high resolution we use an aperture size r = 0.9 mm,
which means the minimum feature size is 2 × 2 superpixels. Any imaging system,
and therefore any modulation method, has a finite resolution due to apertures
in the system and the finite extent of the optics. This finite resolution leads to
inevitable correlations between amplitude and phase of light fields. In particular,
it is impossible to make very large phase gradients without the amplitude becoming zero. For the current test field and resolution, the theoretical maximum
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Figure 3.4: (a,b) Intensity and phase of a high resolution target field. (c) DMD pattern
according to the superpixel method. Inset: zoom-in on 20 × 20 DMD pixels. (d,e)
∆k
Calculated intensity and phase using the superpixel method; δsuperpixel
= 0.8%. (f)
−1
pixel
. Inset: zoom-in
DMD pattern according to the Lee method using kx = ky = 2π
12
on 20 × 20 DMD pixels. (g,h) Calculated intensity and phase using the Lee method;
∆k
= 1.6%. Intensities are normalized to total intensity.
δLee

2

∆k
∗
∆k
fidelity that can be achieved is given by Ftheoretical
= Etarget
Etarget
= 0.955,
∆k
where Etarget is the spatial bandwidth limited target field.
The DMD pattern and corresponding intensity and phase profiles that are
obtained when using the superpixel method are shown in Figs. 3.4(c)–3.4(e).
−1
We optimize Lee holography and find the optimum for kx = ky = 2π
.
12 pixel
The resulting DMD pattern and obtained intensity and phase patterns are shown
in Figs. 3.4(f)–3.4(h). In both cases we observe some undesired ripples in the
obtained intensity profile, because the steepest phase gradients in the target field
cannot be resolved by the 8 DMD pixel resolution of the superpixel and Lee
methods. We observe that the reconstructed intensity is more accurate when
using the superpixel method. For the superpixel method we find a fidelity of
∆k
Fsuperpixel = 0.947 = 0.992Ftheoretical
, showing that the fidelity is almost the
theoretical maximum for the 8 pixel resolution. The error with respect to the
∆k
∆k
bandwidth limited target is δsuperpixel
= 0.8%. For Lee holography we find δLee
=
1.6%. The superpixel method offers a large improvement, reducing the error by

Origin of residual errors

ND1
HeNe 633 nm
50:50 BS
BE 20x
ND1
Reference beam

50:50 BS
DMD

300 mm

150 mm

CCD

Figure 3.5: Experimental setup. DMD: ViALUX V4100, XGA resolution; CCD: AVT
Dolphin F145-B; lenses: 2 inch achromats.

50% compared to Lee holography.
We experimentally verified the fidelity of our superpixel method using the experimental setup shown in Fig. 3.5 in combination with our publicly availabe
control program implementing the superpixel method [37]. The constructed field
is measured in the target plane on an AVT Dolphin F-145B CCD camera using
off-axis digital holography [42]. The measured intensity is divided by the illumination intensity and from the measured phase we subtract the reference phase
which is measured by constructing a plane wave. The measured field is shown in
Fig. 3.6, along with the calculated field for comparison. We see that the measured field is almost identical to the calculated field. The fidelity of the measured
∆k
field is Fsuperpixel,measured = 0.94 = 0.98Ftheoretical
, providing experimental proof
that the superpixel method accurately constructs complex high resolution light
fields. The small difference between the measured and calculated fidelity seems
to be due to air flow causing a small phase error.

3.6 Origin of residual errors
We identify two factors limiting the fidelity of the superpixel method. The first
is the discrete approximation of the continuous target phases and amplitudes. In
Fig. 5.2 we observe that for the case of superpixels of size 4×4 each superpixel can
create a large variety of complex fields. However, as in any modulation method,
the modulation is discrete and there is a discretisation error. For test field 2 we
compare the target field at each superpixel to the field that would ideally be ob2
∗
tained according to Fig. 5.2. We define Fdiscretisation = Etarget
Eidealsuperpixels ,
where Eidealsuperpixels are the fields that can ideally be created at the superpixels
and are taken directly from Fig. 5.2(b). We find Fdiscretisation = 0.9995, which
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Figure 3.6: (a,b) Calculated intensity and phase using the superpixel method;
∆k
Fsuperpixel = 0.99Ftheoretical
. (c,d) Measured intensity and phase using the super∆k
pixel method; Fsuperpixel,measured = 0.98Ftheoretical
. Intensities are normalized to total
intensity.

means the discretisation error is an order of magnitude smaller than the total
error.
The remaining error can be explained by the displacement of pixels with respect to the center of the superpixel. In the calculation of the fields that can be
constructed by a superpixel, as displayed in Fig. 5.2, pixel responses are assumed
to be Airy disks located exactly at the center of the superpixel. Our assumption
that the field constructed by a superpixel is an Airy disk positioned at the center
of the superpixel only holds in that approximation. The effect of pixel displacement on fidelity depends on spatial correlations in the target field. For a field that
is spatially uncorrelated at the scale of the system resolution, such as a speckle
field with a speckle grain size of 2×2 superpixels, the superpixel method achieves
a fidelity F = 0.97, as compared to F = 0.99 for the more correlated test field 2.
Resolution can be traded for fidelity: if the size of the spatial filter is reduced the
resolution is reduced in exchange for a smaller relative pixel displacement and
higher fidelity. For test field 1 we reach F > 0.9999 at a resolution of 100 × 100
DMD pixels.
Further reduction of the residual error may be possible by changing the position of the aperture in order to lift remaining degeneracy in the constructed
fields, by taking into account the displacement error of the pixels when constructing the lookup table or by finding the optimal DMD setting iteratively to
compensate for displacement errors. The simplicity of the current method is,

Conclusions
however, a great advantage and may enable implementation in hardware such as
Field Programmable Gate Arrays (FPGA).

3.7 Conclusions
We have demonstrated a superpixel based method to independently and accurately modulate the intensity and phase of light. Our method only requires very
basic optics consisting of two lenses and a circular aperture, is very easy to align
and highly robust to misalignment. The calculated modulation fidelity of our
superpixel method exceeds 0.9999 for an LG10 mode, using 768 × 768 DMD pixels. Fidelity can be traded for resolution. We calculated and measured that at
a resolution of 8 × 8 DMD pixels per diffraction limited spot the modulation
fidelity is in the order of 0.99 for our test image with uncorrelated intensity and
phase. The superpixel method offers a modulation fidelity exceeding that of current methods and is expected to benefit the areas of imaging, holography, optical
communication and optical micromanipulation.
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CHAPTER 4
Apparatus for full access to modes in disordered
media

In this chapter we describe an apparatus with which we aim at an
unparalleled degree of control over light in photonic structures. Our
goal is to elucidate phenomena such as open transmission channels
and long-lived modes in strongly scattering samples. The apparatus
is designed to perform digital optical phase conjugation on both sides
of the sample as well as transmission matrix measurements with high
fidelity. A frequency-tunable laser is employed to investigate modes
in the frequency domain.

4.1 Introduction
Full control over the scattering matrix of a multiple-scattering medium is useful in
a wide range of fields. It enables experimental investigation of properties of random scattering materials, such as the existence of open channels and long-lived
modes, as described in Chapter 2. Exploring and manipulating such channels
and modes is of fundamental interest and may have applications in e.g. LEDs
and solar cells [1]. An apparatus that fully controls light scattering could also be
an excellent tool for imaging underneath the skin, as well as for high-resolution
imaging using a high-index scattering lens [2]. Other fields with high societal
relevance in which light scattering is increasingly important are the fields of optical communication and of security. Security in authentication can be enhanced
using methods such as Quantum-Secure Authentication (Chapter 5), whereas security in message encryption can be enhanced using methods such as Quantum
Key Distribution [3]. Both rely on or can benefit from full control over light
scattering.
To enable a high level of control over light scattering we constructed an apparatus that can measure and synthesize the light field on both sides of a slabgeometry sample. The geometry of the apparatus is shown in Fig. 4.1. The
sample module is at the center of the apparatus. Combinations of vector field
synthesizer and detector modules allow control over the light field at both sides
of the sample. Light is transported from the light source module to the synthesizer modules through optical fibers. The light is shaped and travels to the
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Figure 4.1: Schematic of the apparatus. Modules (grey boxes) are connected through
fibers (black arrows) or free space propagation (red bars).

sample module. After interaction with the sample, the reflected as well as the
transmitted light travels to the detection modules, where it is recombined with
reference beams that come directly from the light source module.
The primary goal of the apparatus is to investigate open channels and longlived modes of multiple-scattering samples. From this goal, we derive a number of
requirements that the apparatus must fulfill. The requirements follow from a few
useful scaling laws describing propagation of light through multiple-scattering
media. The average transmission scales as ltr /L, where ltr is the transport mean
free path [4] and L is the sample thickness. For L/ltr > 10 the average transmission falls below approximately 0.1, so that the transmission of open channels with
order unity transmission is clearly higher than the average. The characteristic
lifetime of optical modes in the diffusive regime is the Thouless time τTh = L2 /D,
where the diffusion constant D = 31 vE ltr and vE is the transport velocity [5]. Although not much is known about the distribution of long-lived modes for light,
it is to be expected that the sample should be in the multiple-scattering regime,
i.e. L/ltr > 10. The lateral spatial extent of channels is roughly (2L)2 as estimated from diffusion theory. The number of effective pixels required to address
channels is rougly equal to the number of speckle spots covered by the channel:
(2L)2 /(λ/(2n))2 , where λ is the wavelength and n is the refractive index of the
substrate. It is advantageous to keep this number low to reduce complexity. For
samples with thicknesses up to L = 15 µm the required number of pixels is limited
to approximately 104 . For the field synthesizers and detectors we define fidelities
2
∗
as F = |Eideal
Eexperimental | , where Eideal and Eexperimental are the ideal and the
experimentally obtained light fields and both fields are normalized to their total
power. We obtain the following list of requirements:

Introduction
Sample requirements
1. Thickness L > 10ltr so that the sample is deep in the multiple scattering
regime, L < 15 µm so that the transmitted light falls within the field of
view of the optics
2. Transport mean free path ltr < 1 µm so that requirement 1 can be fulfilled
3. Homogeneous on a 10 µm scale (e.g. no holes)
4. No strong surface reflections
5. Stable for > 10 s
Optical access to the sample
1. Field of view > 25 µm
2. NA> 0.9 to collect > 80% of the light
Light source requirements
1. Tuning range > λ/100 to resolve modes with average lifetime
2. Tuning resolution < λ/104 to resolve modes with long lifetime
Field synthesizer requirements
1. Resolution > 100 × 100 effective pixels
2. Modulation fidelity F > 0.9 (this implies that phase, amplitude and polarization must be modulated)
Field detector requirements
1. Resolution > 100 × 100 effective pixels
2. Detection fidelity of F > 0.95 (this implies that phase, amplitude and
polarization must be detected)
A box around the apparatus isolates the apparatus from the environment.
The first effect of this is that it suppresses air turbulence, which otherwise causes
fluctuations in the transmitted wavefronts. The second effect of the box is that
it eliminates background light.
A detailed description of the various modules in the apparatus is provided
in the rest of this chapter. The light source is described in Section 4.2, the
vector field synthesis in Section 4.3, the sample in Section 4.4 and the vector
field detection in Section 4.5. Finally, the alignment procedure for the vector
field synthesis and detection modules is described in Section 4.6.
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4.2 Light source module
The basis of the light source module is formed by the New Focus Velocity TLB6712 tunable diode laser. A schematic of the laser is shown in Fig. 4.2.

Figure 4.2: Schematic of the New Focus Velocity TLB-6712 tunable diode laser head.
The laser uses a Littman-Metcalf configuration, in which the movement path of the
tuning mirror with respect to the diffraction grating is carefully designed to ensure
mode-hop-free tuning. Image from [6].

The New Focus Velocity is an external cavity diode laser. The gain medium
is a diode laser. The cavity is formed by a highly reflective coating on the
laser diode and a tuning mirror which is mounted on a movable stiff arm. A
diffraction grating is placed inside the cavity. Dispersion of this grating causes
all light frequencies except one to diffract out of the cavity. The frequency that
stays inside the cavity, i.e. the lasing frequency, can be selected by moving the
tuning mirror. The mirror moves in such a way that the change in cavity length is
precisely matched to the change in frequency, in a Littman-Metcalf configuration.
Therefore, the laser keeps lasing in the same mode and is tuned mode-hop-free.
The scanning range is 765 - 781 nm. The base resolution is 0.01 nm, piezo fine
tuning allows sub-picometer resolution [7]. The linewidth of around 1 MHz, integrated over 1 s, is several orders of magnitude narrower than the frequency-tuning
resolution [8]. Even without the piezo fine tuning option, this laser allows us to
investigate a range of pathlengths from around 40 µm up to 6 cm, or lifetimes of
around 130 fs up to 0.2 ns.
The complete light source module is shown schematically in Fig. 4.3. The laser
light passes through a Faraday isolator, preventing back reflection into the laser.
The light beam is split into six beams by polarizing beam splitters. The relative
intensities of the beams are tunable using zero-order half-wave plates. Each beam
is coupled into a single-mode polarization-maintaining (SMPM) fiber through a
fiber collimator with fine focussing mechanism (Schäfter+Kirchhoff), mounted in
a high-precision and high-stability mirror mount (Liop-Tec). Coupling efficiencies

Vector field synthesis module

laser

isolator

 PBS

to
experiment

Figure 4.3: Schematic of the light source module. The laser beam is split into six
beams, of which the relative intensities can be tuned by wave-plates. Each beam is
coupled through a fiber collimator into a single-mode polarization-maintaining fiber.

are around 60%, limited by the elliptical beam profile of the laser. Transporting
the light through the SMPM fibers ensures a stable and smooth near-Gaussian
beam profile, with the additional benefit of enhanced flexibility: we can easily
lead the fibers to where we need the light.

4.3 Vector field synthesis module
The Digital Micromirror Device (DMD) forms the core of the vector field synthesis module. The DMD is a Vialux V-9600 module containing a 0.96” WUXGA
resolution DMD chip for visible light, produced by Texas Instruments. The chip
contains 1920×1200 pixels at a 10.8 µm pitch. Each pixel consists of an aluminum mirror that can rotate around a diagonal axis to two defined positions,
called the “on” and “off” states of the pixel. The chip can operate at a frame
rate of 16393 fps. A SEM image of a similar DMD chip are shown in Fig. 4.4.

control
electrodes
14 m
Figure 4.4: SEM image of a Texas Instruments XGA resolution DMD chip, consisting
of 13.68 µm size aluminum mirrors. One mirror is missing to show the underlying
structure. We recognize the two control electrodes, used to tilt the mirror to “on” and
“off” positions. SEM image by Texas Instruments.
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Figure 4.5: (a) Schematic of the vector field synthesis module. Light is coupled out
of a single-mode polarization-maintaining fiber (SMPMF) into a collimated beam. The
beam is split into two orthogonally polarized beams by a polarizing beamsplitter cube
(PBS) under a 45o angle with respect to the table (not shown). After reflection from
the digital micromirror device (DMD) the beams are Fourier filtered by a spatial filter
(SF) and imaged to an intermediate image plane by two lenses in a 4f-configuration.
The beams are recombined by a recombination device and the polarization is rotated
by 45o by a half-wave plate. (b) Photograph of a vector field synthesis module. The
red dashed line is a guide to the eye indicating the approximate beam paths.

Full control over phase, amplitude and polarization of light is obtained using
additional optics. The complete vector field synthesis module is shown in Fig.
4.5. The DMD is rotated by 45o along the normal to the chip, so that the rotation
axis of the micromirrors becomes vertical. This ensures that light beams remain
in the horizontal plane after reflecting from the DMD. Laser light is coupled out of
a single-mode polarization-maintaining fiber into a vertically polarized collimated
beam with a diameter of 18 mm by a fiber collimator (Schäfter+Kirchhoff). The
beam can be clipped to the desired size by an aperture, typically with a diameter
of 5-10 mm. The beam is split into two orthogonally polarized beams. The beams
propagate parallel to each other and are separated by approximately 1 cm in the
diagonal direction so that they fall in the centers of the two halves of the DMD.
The splitting device consists of a polarizing beam splitter, three folding mirrors
and two gold-coated prisms to ensure the incident and outgoing Poynting vectors

Sample module
are parallel. These elements are placed on a solid aluminum block for stability.
The block has an angle of 45o to match the angle of the DMD, as shown in
Fig. 4.5(b). The DMD plane is imaged to an intermediate image plane using two
planoconvex 2” achromatic lenses with focal lengths of 150 mm. Both beams pass
through a single circular spatial filter in the Fourier plane, allowing independent
phase and amplitude modulation of each polarization component using either the
superpixel method, as described in Chapter 3, or Lee holography. The two beams
are recombined using a recombination device which is identical to the splitting
device and performs the inverse operation. Finally, a half-wave plate rotates
the polarization by 45o . By doing so the vertical and horizontal polarization
components of the target field are mapped to the left and right halves of the
DMD, for convenient operation.
The vector field synthesis module provides full control over phase, amplitude
and polarization of light using a single DMD. The modulation fidelity of each
polarization component depends on the target field and is designed to be of the
same high level as demonstrated in Chapter 3. An important aspect of achieving
a high modulation fidelity is to compensate for the non-flatness of the DMD
chip. This is done by imaging the DMD onto a field detector and subtracting the
measured phase profile when synthesizing fields. Integration of the polarization
splitting and recombination devices on solid aluminum blocks in combination
with a design that features equal path lengths and parallel beams leads to very
high phase stability between the polarization components. Crosstalk between
polarizations is only limited by the extinction ratio of the polarizing beamsplitter
cubes and designed to be below 0.1%.

4.4 Sample module
(a)

(b)

air

glass
Figure 4.6: (a) Photograph of ZnO sample on a background of millimeter paper. The
sample is seen to be fully opaque. (b) Scanning electron microscope image of a crosssection of a ZnO sample. The ZnO-air interface is seen at the top and the ZnO-glass
interface at the bottom. Images from [9].

The central part of the sample module is the sample. In order to have maximum access to open channels and long-lived modes we use a sample that scatters
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strongly within a volume with a thickness below L = 20 µm. Also important
to be able to investigate and address modes is that the sample is stable during
the timespan of a typical experiment, i.e. several seconds. A low effective refractive index is desirable to minimize interface effects. Finally, low absorption
is required to prevent long-lived modes from being absorbed. Zinc oxide (ZnO)
nanoparticles in air satisfy all our requirements. We use a sample, prepared by
Elbert van Putten, which consists of commercially available ZnO nano powder
with an average grain size of 200 nm (Aldrich Zinc Oxide, < 1µm 99.9%) spray
painted onto a 160 µm thick microscope cover glass. The recipe is described in
[10]. A photograph and a SEM image of a similar sample are shown in Fig. 4.6.
Such samples have an effective refractive index of neff = 1.4 ± 0.06 and a transport mean free path of ltr = 0.73 ± 0.15 µm at a wavelength of 770 nm [10]. Our
sample has a thickness L = 12 ± 2 µm, so that L/ltr = 17 ± 5. Speckle patterns
transmitted through samples similar to ours are found to be stable for at least
an hour [9].

f=750mm

NA = 0.95

IP1

MO

O1

Sample
O2
IP2

72o
Air



0.95NA

=405nm
D30m

ZnO
Cover glass 1.40NA=275nm
Immersion oil

L12m
Lglass=1m
68o

NA = 1.40

f=750mm

Figure 4.7: Schematic of the sample module. Image planes 1 and 2 (IP1 and IP2)
are imaged to the sample surfaces using infinity corrected microscope objectives (O1
and O2) paired with tube lenses. Each objective is mounted on a manual 3D stage.
The inset shows a zoom-in on the sample area. A L = 12 µm thick ZnO layer on
a Lglass = 160 µm thick cover glass is accessed by a 0.95 NA air objective from the
air side and a 1.40 NA oil immersion objective from the glass side. A region of the
sample with a diameter D = 30 µm is controlled with a diffraction limited spot size of
δ 0.95NA = 405 nm on the air side and δ 1.40NA = 275 nm on the glass side.

The sample is part of the sample module, which is shown schematically in Fig.
4.7. A first image plane (IP1) is imaged to the sample surface using a tube lens
(2” achromat) with focal length f = 750 mm and a 0.95 NA 63x magnification
air objective (Zeiss Achroplan, O1). The opposite sample surface is imaged to

Vector field detection module
another image plane (IP2) using a 1.40 NA 63x oil immersion objective (Zeiss
Plan-Apochromat, O2) and a tube lens (2” achromat) with focal length f =
750 mm. Both objectives are placed on manual 3D stages.
High-NA microscope objectives provide good optical access to the sample, as
is schematically shown in the inset of Fig. 4.7. The 0.95 NA air objective
at the ZnO-air interface has a diffraction limited spot size with a full width
at half maximum (FWHM) of δ 0.95NA = 405 nm at a wavelength λ = 770 nm.
This imposes a hard limit on how accurately we can address speckle-like chan∗
0.95NA 2
0.95NA 2
k = kEspeckle
Especkle
k = (λ/2)2 /(δ 0.95NA )2 = 0.90,
nels, given by kFspeckle
0.95NA
where Especkle is the channel profile in air and Especkle
is the channel profile
Fourier filtered to match the NA of the objective. The 1.40 NA oil immersion
objective at the ZnO-glass interface provides a diffraction limited spot size of
δ 1.40NA = 275 nm. The limit on how accurately we can address modes from
1.40NA 2
this side is kFspeckle
k = (λ/2nglass )2 /(δ 1.40NA )2 = 0.85, where nglass = 1.515 is
the refractive index of the immersion oil and the glass. The effective number of
superpixels on the DMD, in the order of 104 , allows control over roughly 1002
diffraction limited spots. For symmetry, we choose to control an area with a
diameter of up to D = 30 µm on both sides of the sample, which is sufficiently
larger than the typical spatial extent of a channel estimated as 2L = 24 µm.
The calculated magnification on both sides of the sample is 286x. This results
in speckle sizes of 116 µm and 79 µm in IP1 and IP2, respectively. These can
be resolved by our vector field synthesizers, which have an effective resolution of
approximately 80 µm for superpixels of size 4 × 4.

4.5 Vector field detection module
Es = Esv + Ehs
v

Er

Erh

CCD

BS

Figure 4.8: Schematic of the vector field detection module. The signal beam Es illuminates the detector (CCD) along the normal. On the detector Es interferes with two
plane wave reference beams Erv and Erh , which illumate the detector under angles of
approximately 1o with respect to the normal.

The function of the vector field detection module is to measure the spatial
phase, amplitude and polarization distribution of a light field. Since the tem-
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poral frequency of light in the optical regime is too high to have direct access to the phase of light, we have to resort to interferometric methods or to
e.g. microlens-based or partioned aperture-based wavefront sensors [11]. We
use off-axis holographic detection, because it allows accurate, single-shot, highresolution, polarization-resolved field detection. Takeda proposed digital off-axis
holography for field detection of a single polarization [12] and it has been widely
used since then. Akbulut and co-workers improved the method to work with
a reference beam with an unknown intensity profile and compensated for the
modulation transfer function caused by pixelation of the detector [13]. We implement polarization-resolved digital off-axis holography, as described by Colomb
and co-workers [14].
A schematic representation of the detection module is shown in Fig. 4.8. The
detector is a monochromatic CCD camera with 1392 × 1040 pixels of 6.45 µm by
6.45 µm size (Dolphin F145-B). Two reference beams Erh and Erv , with horizontal
and vertical polarization, are coupled out of single-mode polarization-maintaining
fibers by fiber collimators into collimated beams with a diameter of 10.9 mm. The
reference beams are reflected from a 50:50 beam splitter (BS) and illuminate the
detector under angles of around 1o with respect to the normal. The camera is
illuminated diagonally, i.e. from the side as well as from the top (not shown). The
signal beam Es is transmitted through the 50:50 beamsplitter and illuminates the
detector along its normal. On the camera the reference beams interfere with Esh
and Esv , the horizontal and vertical components of the signal beam, respectively.

(a)

250

(b)

5x105
Intensity (counts)

Intensity (counts)
5m-1

5m
0

0

Figure 4.9: (a) Recorded interference pattern when the signal Es is a speckle pattern. The inset shows a zoom-in on the fringes along both diagonal directions. (b)
Modulus of the Fourier transform of the interference pattern shown in (a). The four
interference
separated from the central region. This allows us to
 terms are spatially

isolate F Esv Erv∗ and F Esh Erh∗ from the other terms. The inset shows a zoom-in

on |F Esv Erv∗ |.

A typical interference pattern obtained when Es is speckle is shown in Fig.
4.9(a). The inset shows fringes in both diagonal directions that correspond to
interference between the signal and the two reference beams. The interference

Vector field detection module

40

(a)

2

(b)

0

 vs (rad)

~

|Evs| (counts)

5m

5m

0

Figure 4.10: (a) Modulus and (b) phase of the vertical polarization component of
es at the surface of a 12 µm ZnO sample. The horizontal polarization
the obtained E
component is similar and not shown.

pattern is described by
I = Esv + Esh + Erv + Erh

∗

Esv + Esh + Erv + Erh

=|Esv |2 + |Esh |2 + |Erv |2 + |Erh |2
+ E v∗ E v + E h∗ E h + E v E v∗ + E h E h∗ ,
s

r

s

r

s

r

s

r



(4.1a)

(4.1b)

where position dependence of all terms is omitted for clarity. The signal beam
has amplitude and phase defined as
v

Esv (x, y) =|Esv (x, y)|eiφs (x,y) ,
h

Esh (x, y) =|Esh (x, y)|eiφs (x,y) .
The reference beams enter at different angles so that their phase varies across
the camera sensor according to
Erv (x, y) =|Erv (x, y)|e−i2π(px x+py y) ,
Erh (x, y) =|Erh (x, y)|e−i2π(qx x+qy y) ,
with (px , py ) and (qx , qy ) the carrier frequencies of the vertically and horizontally polarized plane wave reference beams. We take the Fourier transform of
expression 4.1b and obtain

F(I) = F |Esv |2 + |Esh |2 + |Erv |2 + |Erh |2




+ F Esv∗ Erv + F Esh∗ Erh + F Esv Erv∗ + F Esh Erh∗ . (4.4)
The five terms in expression 4.4 are spatially separated when the carrier frequencies (px , py ) and (qx , qy ) are chosen larger than the spatial bandlimit of Es .
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An example is shown in Fig. 4.9(b). The region in the middle, which is centered at (kx , ky ) = (0, 0), contains the sum of the reference and signal intensities
in momentum space.
 The surrounding regions contain the interference
 terms:
F Esv∗Erv and F Esv Erv∗ centered at (kx , ky ) = ±(px , py ) and F Esh∗ Erh
and F Esh Erh∗ centered at (kx , ky ) = ±(qx , qy ). We now isolate F Esv Erv∗ ,
translate it to (kx , ky ) = (0, 0) to eliminate the phase gradient induced by the
reference carrier frequency and apply the inverse Fourier transform to obtain
esv (x, y) = |Esv (x, y)Erv (x, y)|eiφvs (x,y) .
E

(4.5)

esv corresponding to the interference patThe obtained amplitude and phase of E
tern in Fig. 4.9(a) are shown in Fig. 4.10. If the reference beam has uniform
esv and we are done. In general, the reference beam intensity
intensity Esv = E
should be modelled as a Gaussian or separately measured, after which the correct signal field is obtained by dividing through the reference amplitude:
esv /|Erv |.
Esv = E

(4.6)


The procedure to obtain Esh from F Esh Erh∗ is analogous.
The signal-to-noise ratio (SNR) of our vector field detection is theoretically
close to the shot noise limit. The shot noise limit can be reached by measuring
the two polarization components on two separate cameras. Because we have
both polarization
components on a single camera the shot noise
is increased by
√
√
a factor 2, directly translating to a reduction in SNR of √ 2 [15]. Our choice
of using a 50:50 beam splitter also reduces the SNR by 2. The fidelity of
single-polarization off-axis holographic detection is at least F ≥ 0.99, as is shown
experimentally in e.g. Section 3.5. An SNR reduction by a factor 2 is negligible
compared to e.g. the finite NA of our microscope objectives. Therefore, the great
advantages such as compactness and ease of alignment of the two polarization
components to each other make the choice for single-shot vector field detection
on a single camera an easy one.

4.6 Mapping between vector field synthesis and
detection
In the previous sections the various modules of the apparatus were discussed
separately. In order to achieve accurate phase conjugation through a multiplescattering medium the modules must be adequately aligned with respect to each
other. In particular, the mapping between the vector field synthesis and detection
modules is critical. We distinguish between two aspects of the alignment: calibration of the angles and mapping of the pixels between the vector field synthesis
and detection modules.

Mapping between vector field synthesis and detection
f=400mm
CCD

BS1

SF

Sample module

M1
BS2
f=750mm

Vector field synthesis module

MO
CG

Vector field detection module

Figure 4.11: Schematic of one half of the apparatus. The synthesis, detection and
sample modules are connected through a 50:50 cube beam splitter (BS2). Two additional mirrors, a lens, a CCD camera and 50:50 pellicle beam splitter (BS1) on a flip
mount are used for angle calibration between the synthesis and detection modules.

4.6.1 Angle calibration
An angle mismatch as small as 0.01o between the normal vectors to the field
synthesis and detection planes can cause a difference between the synthesized
and detected fields of a full phase wrap over the extent of the modulator and
detector chips. This can cause the phase conjugation fidelity F , defined as the
inner product between the detected and synthesized fields, to drop to 0.
Our angle calibration procedure is explained with reference to Fig. 4.11, which
schematically shows one half of the apparatus. We construct a plane wave using
the vector field synthesis module. The module is assumed to be aligned such that
the intermediate focus inside the spatial filter (SF) is positioned exactly at the
center of the filter. The plane wave reflects from a 50:50 cube beam splitter (BS2).
The transmitted beam is blocked during this alignment step. After reflection from
mirror M1 half of the light is reflected back into the construction module. A 50:50
pellicle beam splitter and a lens with focal length f = 400 mm are used to image
the spatial filter to a CCD camera (Guppy F146-B). Mirror M1 is now aligned so
that the reflected beam is focused exactly at the center of SF. This ensures that
the reflected beam is the exact phase conjugate of the initial beam. The other
half of the light that is reflected from mirror M1 is transmitted through BS2 and
enters the detection module. We now know that the angle of this beam exactly
matches the angle of the synthesis module. Therefore, we calibrate the off-axis
holographic field detection such that this beam is mapped to the k = 0 plane
wave. This procedure is performed separately for the vertical and horizontal field
components.

4.6.2 Pixel mapping
Phase conjugation of a light field requires that we know for each pixel in the detection module to which pixel in the synthesis module it corresponds. The optics
induces displacement, mirroring, scaling and rotation, which must be character-
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(a)

(b)

2
Calibrated
area

Phase

1 mm

1 mm

0
Figure 4.12: (a) Phase of the calibration field. (b) Difference between the phase of the
desired field and the synthesized field as it is measured in the detection module. The
calibration is optimal when the difference is constant up to a phase gradient caused
by a tilt of the cover glass. We observe a well-calibrated area with a diameter of
approximately 6 mm. The diagonal stripe is a scratch on the cover glass, used only for
imaging the synthesis and detection modules onto the sample plane.

ized. In this calibration step, we block mirror M1 and unblock the beam that
enters the sample module. We use a standard microscope cover glass (CG) as a
reflecting surface in the sample plane. The synthesis and detection modules are
both assumed to be sharply imaged to the cover glass.
A calibration field is defined that has a uniform intensity and the image of a
compass with surrounding squares encoded in the phase. The phase pattern of
the calibration field is shown in Fig. 4.12(a). We map this field to the detection module, where it exactly covers the chip of the CCD. The calibration now
translates to solving the problem: suppose we measure this field on the detection
module, then what do we need to write on the synthesis module to conjugate
this field? The way to solve this is by writing the calibration field onto the synthesis module and then displacing, mirroring, scaling and rotating it until the
field measured on the detection module is exactly equal to the desired calibration field. As a feedback we use an image that contains the phase difference
between the desired calibration field and the measured synthesized field. Only
when the calibration is correct we see that they cancel to have a phase profile
that is uniform up to a phase gradient, as is shown in Fig. 4.12(b). The phase
gradient is irrelevant here; it is caused by a slight tilt of the cover glass and does
not influence the pixel mapping. The corresponding angles are calibrated differently, as described in Section 4.6.1. In the center we see a calibrated area with
a diameter of approximately 6 mm size on the detection and synthesis modules.
The alignment accuracy is in the order of a few CCD pixels. This is significantly
better than a diffraction limited spot size and, therefore, good enough to perform
accurate optical phase conjugation. An alignment fidelity F > 0.8 was obtained
using a similar procedure in the pixel mapping performed for the experiment
described in Section 5.2 and is not a fundamental limit of the apparatus. Additional adjustments to the pixel mapping can be made using the phase conjugated

Conclusion
signal through a multiple-scattering medium as feedback. The pixel mapping
procedure, like the angle calibration procedure, is performed separately for the
vertical and horizontal field components.

4.7 Conclusion
In this chapter we described our apparatus for maximum control over the scattering matrix of a multiple-scattering medium in the spatial and frequency domain.
The apparatus is designed to fulfill the requirements described in Section 4.1.
A sample consisting of a 12 µm thick layer of ZnO nanoparticles satisfies all
sample requirements. The light source can resolve modes with lifetimes of approximately 130 fs up to 0.2 ns, which is more than enough to resolve lifetimes
that are shorter as well as much longer than the average lifetime of modes in our
sample. The vector field synthesizers and detectors allow full control over the
amplitude, phase and polarization of light in approximately 104 pixels, which is
theoretically sufficient to cover the spatial extent of open channels and long-lived
modes in the sample. The performance of the apparatus seems limited mainly by
the optics. The NA of the oil immersion objective limits the phase conjugation
fidelity to F = 0.85. Despite this limitation an overall phase conjugation fidelity
of F > 0.5 seems entirely feasible. According to the predictions in Chapter 2,
this is more than enough to achieve greatly enhanced coupling to open channels
as well as long-lived modes. Therefore, we expect that the apparatus described
in this chapter will enable landmark observations of important phenomena in
multiple-scattering media.
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CHAPTER 5
Quantum-secure authentication of a physical
unclonable key

Authentication of persons and objects is a crucial aspect of security. We experimentally demonstrate Quantum-Secure Authentication
(QSA) of a classical multiple-scattering key. The key is authenticated
by illuminating it with a light pulse containing fewer photons than
spatial degrees of freedom and verifying the spatial shape of the reflected light. Quantum-physical principles forbid an attacker to fully
characterize the incident light pulse. Therefore, he cannot emulate
the key by digitally constructing the expected optical response, even
if all information about the key is publicly known. QSA offers a combination of highly desirable properties that is unmatched by any other
authentication method. QSA uses a key that cannot be copied due to
technological limitations and is quantum-secure against digital emulation. Moreover, QSA does not depend on secrecy of stored data, does
not depend on unproven mathematical assumptions and is straightforward to implement with current technology.

5.1 Introduction
Authentication of persons can be based on “something that you know”, e.g.
digital keys, or “something that you have”, e.g. physical objects such as classical
keys or official documents. A drawback of digital keys is that their theft can
go unnoticed; a drawback of traditional physical keys is that they can be copied
secretly. A Physical Unclonable Function (PUF) is a physical object that cannot
feasibly be copied because its manufacture inherently contains a large number
of uncontrollable degrees of freedom. Making a sufficiently accurate clone or
concocting a device that mimics its physical behavior is infeasible, though not
theoretically impossible, given the properties of PUFs [1, 2]. See also Section 6.4.
A PUF is a function in the sense that it reacts to a stimulus (challenge) by giving
a response. After manufacture there is a one-time characterization of the PUF
This chapter has been published as: S.A. Goorden, M. Horstmann, A.P. Mosk, B. Škorić,
and P.W.H. Pinkse, Optica 1, 421–424 (2014)
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in which its challenge-response behavior is stored in a database. The PUF (from
this point referred to as the “key”) can later be authenticated by comparing its
response behavior to the database, see Fig. 5.1a.

Figure 5.1: The idea of Quantum-Secure Authentication (QSA): (a) In classical authentication of an optical unclonable physical key, a challenge wavefront of sufficient
complexity is sent to the key. The response wavefront is compared with those stored in
a database (yellow pieces) to make a pass (green light) or fail (red light) decision. However, this verification can be spoofed by an emulation attack (b) in which the challenge
wavefront is completely determined and the expected response is constructed by the
adversary who knows the challenge-response behavior of the key. In Quantum-Secure
Authentication (c) the challenge is a quantum state for which an emulation attack (d)
fails because the adversary cannot actually determine the quantum state and hence any
attempt to generate the correct response wavefront fails.

When they are read out classically, PUFs are vulnerable to a class of attacks
that we will refer to as digital emulation (Fig. 5.1b). Here the adversary has
knowledge of the key’s properties either from physical inspection of the key or
by access to the challenge-response database. He intercepts challenges and is
able to provide the correct responses by looking them up in his database. This
is a highly relevant scenario as accessible databases are notoriously difficult to
protect. So far the only defense against digital emulation is to deploy various
sensors that try to detect if some form of spoofing is going on. This leads to an
expensive arms race in which it is difficult to ascertain the level of security.

Implementation
In this chapter we present Quantum-Secure Authentication (QSA) of optical
keys, a scheme with highly desirable properties: QSA
• uses a key that is infeasible to emulate physically,
• is unconditionally secure against digital emulation attacks,
• does not depend on secrecy of any stored data,
• does not depend on unproven mathematical assumptions,
• is straightforward to implement with current technology.
No comparable object authentication method currently exists. The use of
quantum physics in QSA is inspired by quantum cryptography [3–5]. However,
there are major differences. The aim of quantum cryptography is to generate a
secret digital key known only to Alice and Bob, whereas QSA allows Alice to check
if Bob possesses a unique physical object. Quantum cryptography requires the
existence of an authenticated channel between Alice and Bob, typically based on
a secret key that is shared beforehand [6]. In contrast, QSA needs only publicly
available information; there are no secrets. See Section 6.2 for an overview of
cryptographic primitives and their properties.

5.2 Implementation
Our implementation of QSA uses a three-dimensional random scattering medium
as a PUF [1, 7, 8]. Details are provided in Appendix 5.A. The challenges are highspatial-dimension states of light [9–11] with only a few photons. The response
is speckle-like and depends strongly on the challenge and the positions of the
scatterers. Due to the no-cloning theorem [12] it is impossible for an adversary
to fully determine the challenge and therefore to construct the expected response
(Fig. 5.1c-d). The verifier can, however, easily verify the presence of the encoded
information with an appropriate basis transformation, authenticating the key.
After its manufacture, the key is enrolled: the challenge-response pairs are
measured with as much light as needed. Each of our challenges is described
by a 50 × 50 binary matrix. Each element corresponds to a phase of either
0 or π. A spatial light modulator (SLM1) is used to transform the incoming
plane wavefront into the desired challenge wavefront. The challenge is sent to
the key and the reflected field is recorded in a phase-sensitive way. The challenge along with the corresponding response is stored in a challenge-response
database. In our current implementation this requires 20 kB of computer memory per challenge-response pair. Linearity of the system ensures that every superposition of challenge-response pairs is also a challenge-response pair. Storing
a basis of challenge-response pairs, which requires 50 MB of computer memory
in our implementation, is sufficient to fully characterize a key.
After enrolment, keys are authenticated using the setup illustrated in Fig. 5.2.
The light source, spatial light modulators, pinhole and photon detector are part
of the authentication device. In the current work, we assume the authentication
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Figure 5.2: Quantum-secure optical readout of a physical key. (a) Setup: A spatial
light modulator (SLM1) creates the challenge by phase shaping a few-photon wavefront.
In the experiment a 50 × 50 binary phase pattern is used with 0 and π phase delays.
The challenge is sent to the ZnO key (scale bar is 4 µm) by a microscope objective (not
shown). The response is coupled out by a polarizing beam splitter (PBS). The response
is transformed back by SLM2 and then focused onto the analyzer plane. (b) Only if the
key is the true unique key, the response has a bright spot in the center, holding ≈ 60%
of the power in the image and allowing that fraction to pass a pinhole and land on a
detector where photodetection clicks authenticate the key. (c) In case of a false key, the
response in the analyzer plane is a random speckle pattern.

device is tamper-resistant. Our light source is an attenuated laser beam chopped
into 500 ns light pulses each containing n = 230 ± 40 photons. Quantum readout
of optical keys can be achieved with single or bi-photon states [13], squeezed states
[14] or other fragile quantum states [15]. We use coherent states of light with
low mean photon number [16], because in QSA they provide a similar security
as other quantum states and are easier to implement in real-life applications.
A challenge-response pair is constructed using information from the database.
SLM1 is used to shape the few-photon challenge wavefront, which is then sent to
the key. The reflected wavefront is sent to SLM2, which adds to it the conjugate
phase pattern of the expected response wavefront. Therefore, SLM2 transforms
the reflected speckle field into a plane wave only when the response is correct. In
case the response is wrong, SLM2 transforms the field into a completely different
speckle field. When the response is correct, the lens positioned behind SLM2
focuses the plane wave to a point in the analyzer plane, as shown in Fig. 5.2b.
A false key will result in a speckle on the analyzer plane as shown in Fig. 5.2c.
Compared to the typical peak height in Fig. 5.2b of 1000 times the background,
the loss of intensity in the center of Fig. 5.2c is dramatic. We spatially filter the
field in the analyzer plane with a pinhole and image it onto a photon-counting
detector.

Measurement results

5.3 Measurement results
In Fig. 5.3a we show the typical photodetector signal for the correct response
and for an incorrect response provided by the true and a false key, respectively.
Only with the true key multiple photodetections are seen. After repeating the
measurement 2000 times, Fig. 5.3b shows the histogram of the number of photodetections for the true key, resembling a Poissonian distribution with a mean
of 4.3. Fig. 5.3b also shows the average histogram of photodetections when 5000
random challenges are sent to the key, with the key and SLM2 kept unchanged.
This experiment gives an upper bound on the photodetections in case of an attack with a random key. This histogram resembles a Poissonian distribution with
a mean of 0.016 photodetections. We can clearly discriminate between true and
false keys.

Figure 5.3: Quantum-secure readout of an unclonable physical key (PUF), using challenge pulses with 230 ± 40 photons distributed over 1100 ± 200 modes. (a) Real-time
examples for the true key (blue line) and a false key (red line, offset for clarity). (b)
Measured number of photodetections in case of the true key, a random key (imitated
by sending random challenges to the same key), and for an optimal attack given S = 4.
The threshold is chosen such that the false positive and negative probabilities are approximately equally small assuming an optimal attack. (c) Acceptance and rejection
probabilities in case of the true key, a random key and in case of an optimal digital
emulation attack. (d) Number of photodetections extrapolated to 10 repetitions: the
false positive and false negative probabilities quickly decrease to order 0.01 %.
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5.4 Security against challenge estimation attacks
In order to characterize the achievable security for one repetition of our readout,
we introduce the quantum security parameter S,
S = K/n,

(5.1)

as the ratio of the number of controlled modes K and the average number of photons n in the challenge. The parameter K quantifies the dimensionality of the
challenge space and is equal to the number of independent response wavefronts
that are obtained by sending in different challenge wavefronts. It is well approximated by the number of speckles on the key illuminated by the challenge [17].
In our experiment we have K = 1100 ± 200 and n = 230 ± 40, yielding S = 5 ± 1.
Because a measurement of a photon can extract only a limited amount of information, a large S implies that the adversary can only obtain a small fraction
of the information required to characterize the challenge. Therefore he cannot
determine the correct response. For quantum state estimation attacks based on
various classes of measurements it has been shown [18–20] that the adversary
cannot achieve a fidelity better than approximately
F = FOK /(S + 1),

(5.2)

where F is the fraction of photons detected by the verifiers hardware in case
of an attack and FOK is the fraction of photons detected when the response is
correct. (The attack classes covered in the existing proofs are very broad and
include e.g. field quadrature measurements, which are believed to optimally
extract information from coherent states.)
The result (5.2) holds for S > 1 and K  1 and is in line with the intuition
that a measurement of n photons can only provide information about n modes.
Operating the readout in the regime S > 1 therefore gives the verifier an eminent
security advantage which has its origin in the quantum character of light. In the
verification we aim to discriminate a correct key from an optimal attack. Given a
conservative lower bound of S = 4, the number of photodetections on the singlephoton detector in a single readout in case of an optimal (digital emulation)
attack follows a Poissonian distribution with mean 0.86, as shown in Fig. 5.3b.
We assume that the attacker returns within the statistical error the correct total
number of photons, which can be ensured by counting the photons that miss
the pinhole. Choosing a threshold of 3 or more photodetections for accepting
the key, we find that the measured false reject ratio is 9%. In case of random
challenges the false accept ratio is 1.7 × 10−4 % and the theoretical maximum
false accept probability in case of the digital emulation attack (Eq. 5.2) is 6%
(Fig. 5.3c). The security improves exponentially by repeating the verification,
every time choosing a different challenge and its corresponding SLM2 setting
from the database. The individual photon counts are added, and a combined
threshold is set. As illustrated in Fig. 5.3d, after 10 repetitions the false accept
and false reject probabilities are of order 10−4 . As detailed in Appendix 5.B,
after 20 repetitions they are both of order 10−9 . Thus, the false decision rates
can be made negligible in a small number of repetitions.

Conclusion

5.5 Conclusion
In our implementation, the time for readout is limited to about 100 ms by the
switching time of the SLM. Using faster micromirror-based SLMs [21, 22], the
complete authentication protocol with 20 repetitions can be performed in less
than a millisecond. The one-time enrolment of the key then takes on the order of a second. Quantum-secure authentication does not require any secret
information and is therefore invulnerable to adversaries characterizing the properties of the key (skimming). Hence, QSA provides a practical way of realizing
unprecedentedly secure authentication of IDs, credit cards, biometrics [23] and
communication partners in quantum cryptography.

5.A The key
Our PUF consists of zinc-oxide (ZnO) nanoparticles with an average grain size
of 200 nm and air. The samples are created by spray painting, using a method
described in detail in [24]. The transport mean free path of such samples is
ltr = 0.7 ± 0.2µm. We use the key in reflection geometry because it is practical
in real-life applications and collect the cross-polarized light to ensure multiple
scattering in the bulk of the key. We illuminate a circular area with a diameter
of approximately 15 µm on the surface of the key and collect light from an area
with a diameter of approximately 25 µm.

5.B Repetition for exponential security gain

Figure 5.4: Probability of a false positive (acceptance of a challenge estimation attack)
and a false negative decision (rejection of a correct PUF) as a function of the security
parameter S and the number of repetitions (rounds). The plot is made by varying n
and choosing the optimal threshold, while keeping K = 1062.
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Fig. 5.4 shows the calculated probability of false-positive and false-negative
decisions as a function of S and the number of repetitions, with the number of
modes K kept constant. For each point in Fig. 5.4 the threshold was chosen in the
minimum between the photon detection distributions obtained with the true PUF
and the one calculated for the optimal challenge estimation attack. This leads
to false positive and false negative probabilities that are approximately equally
small. At a moderate S the probability of an erroneous decision is already of
order 10−4 after 10 repetitions. At high S it takes more repetitions to rule out
incorrect decisions since high S (at fixed K) implies a low photon number n. Since
the threshold can only be taken at an integer number of photons, one may notice
some quantization steps. For larger numbers of repetitions the probability of an
incorrect decision is reduced exponentially and can hence be made arbitrarily
small.
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B. Škorić, Security analysis of quantum-readout PUFs in the case of
challenge-estimation attacks, submitted, http://eprint.iacr.org/2013/479
(2013). — p.66.
D. Akbulut, T. J. Huisman, E. G. van Putten, W. L. Vos, and A. P. Mosk,
Focusing light through random photonic media by binary amplitude modulation, Opt. Express 19, 4017 (2011). — p.67.
D. B. Conkey, A. M. Caravaca-Aguirre, and R. Piestun, High-speed scattering
medium characterization with application to focusing light through turbid
media, Opt. Express 20, 1733 (2012). — p.67.
I. M. Vellekoop and A. P. Mosk, Focusing coherent light through opaque
strongly scattering media, Opt. Lett. 32, 2309 (2007). — p.67.
E. G. van Putten, Disorder-enhanced imaging with spatially controlled light,
Ph.D. thesis, University of Twente, 2011. — p.67.

69

CHAPTER 6
Implementation and valorization of quantum-secure
authentication

6.1 Introduction
International news in recent years is increasingly dominated by threats to security
related to our arrival in the digital age [1, 2]. A few examples that are reported
frequently are counterfeiting, data leaks, money theft, unauthorized access and
identity theft. The common denominator of all these problems is that they arise
due to failure in authentication of persons or objects.
Quantum physics can be used to enhance security. Notably, Quantum Key
Distribution (QKD) methods, sometimes referred to as quantum cryptography,
are succesful in solving the problem of secure message encryption [3]. QKD
research is blooming and QKD systems are now commercially available. A natural
question is whether quantum physics can be harnessed to achieve a similar effect
in the field of object authentication.
Quantum-Secure Authentication (QSA) of a physical unclonable key, described
in Chapter 5, exploits the quantum nature of light to obtain the most secure
practical object authentication method available today. It is a rare opportunity
that we can use a fundamental law of physics, in this case quantum physics, to
solve a problem with such direct importance in society. In this chapter, we will
further explore the potential impact of QSA.
In Section 6.2 we give an overview of a number of important security primitives.
In Section 6.3 we discuss recent security breaches caused by insecure authentication. An in-depth analysis of potential security risks and countermeasures in
QSA is provided in Section 6.4. Finally, in Section 6.5 we describe how we plan
to bring QSA to the market.

6.2 Authentication and other cryptographic methods
Authentication is important throughout society. You are authenticated every day
when unlocking your house or car, logging into your phone, mailbox, Facebook or
any other website and when using a card to buy something in a shop or online. In
order to understand how this is done and to help us place QSA into its security
Parts of this chapter are adapted from the supplementary information of S.A. Goorden, M.
Horstmann, A.P. Mosk, B. Škorić, and P.W.H. Pinkse, Optica 1, 421–424 (2014)
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context, we provide an overview of cryptographic methods and their purpose,
strengths and weaknesses.

6.2.1 Object authentication methods
Methods for authenticating persons and objects can typically be placed in one of
three categories: methods based on “something you know”, “something you are”
or “something you have”.
Something you know
• Passwords and pass phrases are very widely used for authentication of
persons. They require that the password / pass phrase is kept secret and
difficult to guess.
• PIN codes are very widely used for authentication of persons. They require that the PIN code is kept secret and difficult to guess.
Something you are
• Signatures are very widely used for authentication of persons. They require that a signature is difficult to copy and that information about the
signature is not widespread.
• Fingerprint verification is a common biometric authentication method. It
requires measurement and secret storage of fingerprint information. In case
an attacker knows information about the fingerprint, the fingerprint is relatively straightforward to copy. Privacy is a great concern with fingerprints
and other biometric authentication methods.
• Iris scanning is a biometric authentication method, very similar to fingerprint verification. Because the iris is better protected than a fingerprint,
the iris scan is more accurate. Although it is more difficult than for the
fingerprint, an attacker can use an image of the iris to spoof the iris scanner
if he has the information of the iris.
Something you have
• Mechanical keys are very widely used for access control to e.g. houses and
cars. It requires a physical lock and key mechanism as well as distribution
of physical keys. The security is based on the assumption that inferring the
key from the lock is difficult. In case an attacker knows information about
the key, the key is relatively straightforward to copy.
• Chip cards and RFID chips are widely used in e.g. bank cards, passports and access cards. The chip contains a secret key that can be verified. A requirement is that the key remains secret. Classical cryptographic
methods, such as described in Section 6.2.2, are often used to verify the key
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without directly transmitting the key. In case an attacker knows the key,
it is relatively straightforward to copy the chip.
• Classical authentication of a Physical Unclonable Function (PUF)
[4, 5] is a class of modern object authentication methods based on PUFs.
A PUF is a physical object that exhibits a “challenge-response behavior”:
if it is presented with a challenge (essentially a question) it will provide a
response (the corresponding answer). The defining properties of PUFs are
identifiability and physical unclonability. Identifiability means that PUFs
can be recognized by verifying their challenge-response behavior, which is
typically the case when the challenge-response behavior is reproducible and
when all PUFs are unique. Physical unclonability means that it is assumed
to be impossible to make an exact copy of a PUF due to technological limitations. This property is typically induced by uncontrollable randomness in
the process of creating a PUF. There are many objects that exhibit these
properties and are therefore considered PUFs [4]. Although they are by
definition physically unclonable, PUFs are in general not mathematically
unclonable. This means it is possible to create a mathematical description
of the challenge-response behavior of the PUF. This allows an attacker to
copy its behavior by alternative means, i.e. to digitally emulate the PUF.
According to Ref. [4] the only type of PUF that is both physically as well as
mathematically unclonable is the optical PUF. The underlying assumption
is that large optical PUFs are too complex to fully characterize. However,
like for other PUFs, production of an optical PUF is followed by an enrollment phase in which its challenge-response behavior must be characterized
on a part of the challenge space. If an attacker knows which part of the
challenge-response behavior of the PUF is characterized in the enrollment
phase, for example by hacking the entity that produced and enrolled the
PUF or an entity that wishes to authenticate the PUF, this allows him to
digitally emulate the PUF. Therefore, classical authentication of a PUF is
only possible if information about its challenge-response behavior remains
secret or if anti-spoofing sensors are implemented to verify that the PUF
is a PUF and not an emulation device. The latter leads to a tedious and
expensive arms race in which security cannot be ascertained. Various PUF
implementations have been experimentally demonstrated, but they have
not yet been widely adopted.
• Quantum money [6, 7] exploits quantum memory for object authentication. Authentication of quantum money does not rely on mathematical or
physical assumptions, but does require long-term storage and high fidelity
initialization and readout of quantum memory. This is very difficult and
expensive with current technology [8]. Quantum money is not yet demonstrated even as a laboratory experiment.
• QSA is a recently demonstrated object authentication method, described
in Chapter 5. The optical readout process is required to use fewer photons
than optical modes. QSA is secure under the assumption that lossless im-
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plementation of high-dimensional arbitrary optical unitary transformations
is infeasible.

6.2.2 Message authentication methods
The methods described in this section are typically used for message authentication and encryption. They are, however, important for object authentication,
because they can secure the communication between e.g. a verifier and a chip
card.
• Message Authentication Codes (MACs) [9] are codes added to a digital message to identify the sender and to verify that the message has not
been tampered with. MACs are unconditionally secure and widely used.
The drawback is the requirement that a pre-shared key be distributed and
secretly stored between every pair of parties that wishes to communicate.
• RSA [10] is a widely used public-key data encryption protocol, or cipher. It
provides authentication of the sender by means of a digital signature. The
great advantage of RSA is that it does not require distribution of secret
keys. However, RSA relies on the mathematical assumption that factoring
a product of two large primes is difficult on a classical computer and the
physical assumption that quantum-computers are infeasible to build. RSA
requires keeping the private key secret. Our current internet security relies
on RSA.
• McEliece [11] is another cipher. It is an alternative to RSA, providing
public-key encryption and digital signatures. It is based on the mathematical assumption that decoding an unknown linear code is difficult. It is a
post-quantum crypto method, for which no attacks on a quantum-computer
are known. McEliece is, however, considered less practical than RSA due
to its larger key size.
• Diffie-Hellman [12] is a method for creating a shared secret key between
two parties. This key can be used for symmetric message encryption. DiffieHellman relies on the mathematical assumption that discrete logarithms
are difficult to compute and on the physical assumption that quantumcomputers are infeasible to build. In order to authenticate the other party
Diffie-Hellman requires an authenticated classical communication channel,
using e.g. a short initial shared secret key or a certificate.

6.2.3 Quantum Key Distribution
Quantum key distribution (QKD) methods are used by authenticated parties to
send encrypted messages to each other. Although QKD methods cannot be used
to authenticate objects, they are mentioned here for their great importance in
secure communication and close relation to QSA. We mention two of the most
prominent methods in this booming field:
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• BB84 [3] is the oldest quantum key distribution method. Its purpose is to
create a shared secret key between two parties, which can later be used to
send an encrypted message. BB84 is unconditionally secure, which means
it does not rely on any mathematical or physical assumptions. This method
is commercially available. BB84 requires an authenticated classical communication channel, often based on a short shared secret key, to authenticate
the other party.
• SARG04 [13] is a modern quantum key distribution method, very similar
to BB84. It implements weak coherent pulses instead of single photons,
allowing key distribution over longer distances. SARG04 requires an authenticated classical communication channel.

6.2.4 Comparison of methods
We compare the above methods from the perspective of object authentication.
Quantum key distribution methods such as BB84 and SARG04 do not perform
object authentication. Quantum money is a promising object authentication
method, but has not been demonstrated even in a laboratory environment and
requires major technological improvements before it can become practical. Other
methods mentioned in this section can also be used for object authentication, but
rely on keeping information about the key secret. Passwords and PIN codes are
immediately broken when the key leaks. Although it is a bit more difficult,
traditional mechanical keys, signatures and biometric keys can also be copied
when the information about the key is known. The same holds for chip cards and
RFID chips, irrespective of classical cryptographic methods used to enhance their
security. A classically authenticated PUF cannot be copied due to technological
limitations, but digital emulation forms a major risk when its challenge-response
behavior is known.
QSA uses a key that cannot be copied or digitally emulated, even if all information about the key is allowed to be publicly known. Considering the difficulty
of keeping keys secret, as shown throughout Section 6.3, this is of major importance. Additional advantages are that the method does not rely on unproven
mathematical assumptions and is relatively straightforward to implement. This
highly desirable combination of properties sets QSA apart from other methods
and makes it a valuable authentication primitive.

6.2.5 Multi-factor authentication
In multi-factor authentication, two or more elements from the “something you
know”, “something you are” and “something you have” classes are combined to
enhance security. Among multi-factor authentication methods, two-factor authentication is currently dominant. For example, it is widely used when withdrawing money using a bank card in combination with a PIN code. Combining
two, three or even up to five factors yields increasing levels of security.
The explosive growth of the multi-factor authentication market, due to its wide
support and wide variety of applications, offers great opportunities. An annual
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growth rate of 20% is expected during 2015-2020, resulting in a market of $10.75
billion by 2020 [14, 15].
The strength of a multi-factor authentication procedure depends on the strength
of its factors. Three-factor authentication comprised of factors that are easy to
exploit is not as strong as two-factor authentication with two strong factors. An
ideal authentication procedure would require only a single unbreakable factor.
Therefore, stronger authentication primitives are highly welcomed.

6.3 Security threats
In this section we highlight a number of authentication-related security threats
that gather a large amount of media attention. This helps us understand what
frequently goes wrong in authentication and how QSA can help address these
problems.

6.3.1 Bank card fraud
A large number of people are affected by bank card fraud. The amount of money
stolen through bank card fraud is increasing rapidly. In 2012 the worldwide loss
amounted to over $11 billion, see Fig. 6.1. In a 2012 research it turned out that
on average 27% of people experienced bank card fraud, with excesses of over 40%
in the United States and Mexico [16].

Figure 6.1: The amount of money lost due to bank card fraud, image reprinted with
permission from [17].
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Figure 6.2: Illustration of skimming of a bank card. A pinhole camera views the
PIN code and a skimming device retrieves the magnetic stripe data. The data are
transported wirelessly.

Theft of authentication information is the key to bank card fraud. This is
accomplished in a variety of ways. A common method is “skimming” of a bank
card for which a great diversity of skimming devices has been employed [18].
Attackers use skimming devices to read the magnetic stripe information of a
bank card, in combination with small pinhole cameras or fake keypads to retrieve
the PIN code corresponding to the bank card. The information is, for example,
wirelessly transmitted to the attacker. This process is illustrated in Fig. 6.2. A
newer development is attackers installing malicious software, which captures the
magnetic stripe information from the memory, on paying terminals. Rather than
physically altering individual devices, they install this software on hundreds of
devices at the same time. To illustrate the scale of this problem, attackers used
such a method to obtain the authentication information of about 40 million bank
cards in an attack on the United States retail giant Target in December 2013
[19]. The bank card information is then sold on online criminal marketplaces,
alongside other sensitive authentication information [2, 20]. After obtaining the
information it is relatively straightforward to make physical copies of the cards
and empty the victims’ bank accounts.
Large scale attacks by malevolent organizations of hundreds of people take
place against prepaid bank cards. The attackers obtained access to the computer
systems of RBS WorldPay, in 2008, and of Fidelity National Information Services
Inc., in 2011, allowing them to increase or remove the withdrawal limits of the
bank cards. They distributed copies of these bank cards among hundreds of
people in a large number of cities, who all simultaneously started withdrawing
money from the same cards. In this way, they got hold of $9 million in the 2008
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case and $13 million in the 2011 case [19, 21].
EMV chip cards, originally conceived by the companies Europay, Mastercard
and Visa, have replaced magnetic stripe cards in Europe and are currently being
adopted in the rest of the world. These cards use a microprocessor, which contains
a secret number, for authentication of the card. The basic working principle for
authentication of such a card is that the terminal sends a random number to
the card, which the card combines with its own secret number. The card sends
the response back, after which the bank checks whether the response is correct
[22]. The idea behind this procedure is that eavesdropping on valid transactions
does not help the attacker to make illegal transactions, because the random input
from the terminal is always changing. Current attacks against EMV cards exploit
weaknesses in the implementation of EMV card authentication. An example of
such a weakness is the usage of poor random number generators, which make it
much easier for an attacker to provide the correct response to the bank [22].
Attackers tend to exploit those weaknesses that require the smallest amount
of effort. With the advent of EMV-enabled ATMs in Europe, two trends are
observed. The first is that attackers move to parts of the world where they can
find terminals that are not yet EMV-compatible and therefore allow magnetic
stripe transactions. They can empty European bank accounts by withdrawing
money in, e.g., the USA. Attackers also exploit flaws in the implementation of
the relatively new and complex EMV system. These easily exploitable loopholes
will be patched with time, after which attackers are likely to turn their attention
towards creating direct copies of EMV cards. The secret cryptographic keys
stored on EMV chips can be obtained in a variety of ways, including hacking of
the computer system of the producer of the chip [23, 24] or reverse engineering
of the chip [25, 26]. Any current model EMV card can be copied after obtaining
the cryptographic key stored on the card.

6.3.2 Heartbleed
Leakage of authentication information is a great security risk. Leaked information can include passwords, private keys for digital signatures and EMV chip
codes that allow copying the chip without ever even having access to it. Besides
money theft, such information allows attackers to steal your identity, impersonate government or bank websites, and many other things. We highlight one event
that dominated the news worldwide in 2014: Heartbleed.
Heartbleed is a software bug that leaks information from websites, e-mail
servers and other online services [1, 28]. Ironically, the bug is part of OpenSSL,
which is responsible for secure online communication. The bug is present in software versions from March 2012 until it was found by Google’s Neel Mehta in
March 2014 and publicly disclosed in April 2014 [29]. The Heartbleed bug in
OpenSSL’s Heartbeat extension is reported to be present in half a million [30] or
25-50% [28] of widely trusted websites.
When a client is communicating with such a website, typically indicated by
“https://” in a browser’s address bar, OpenSSL’s Heartbeat extension checks
continuity of the communication. The bug is related to a line of code in which
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Figure 6.3: Simplified heartbleed explanation [27].

the client asks the server of the website to return a particular string and, at the
same time, specifies the length of this string. The problem is that the server does
not check whether the actual length and the specified length of the string match.
In case the specified length is greater than the actual length of the string, the
server leaks an amount of information from its memory which corresponds to the
difference in lengths. This process is illustrated in Fig. 6.3.
The impact of Heartbleed was huge for a number of reasons. First, the leaked
information contains highly sensitive authentication information including user
passwords and private cryptographic keys. This allows attackers to act as the
user or, even worse, to act as the supposedly secure website. Moreover, the bug
was very widespread and easy to exploit on a large scale. Finally, exploiting it
in principle does not leave traces, making it very difficult to determine to which
extent it was exploited.
As a response to the disclosure of the bug, users worldwide were strongly advised to change their passwords and vulnerable servers had to upgrade OpenSSL
and renew their potentially compromised authentication certificates. The total
financial cost of this operation is very difficult to measure, but estimates are
in the order of $500 million [31, 32]. The biggest known data breach believed
to be caused by Heartbleed leaked 4.5 million patient records from the United
States Community Health Systems [33]. In case criminals had been aware of
and exploited the Heartbleed bug before its public disclosure, of which there is
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currently no evidence, the effects could have been truly disastrous. The example
of Heartbleed shows that widespread software vulnerabilities are another reason
why one cannot rely on secret information for secure authentication.

6.3.3 NSA and other government organizations
Some of the ways in which well-resourced organizations can break current authentication methods become clear by investigating strategies employed by government organizations. The United States National Security Agency (NSA), which
has an estimated 40.000 employees and an annual budget of around $11 billion
[34], is an example of an organization with a large amount of resources. The
NSA’s mission is “to protect U.S. national security systems and to produce foreign signals intelligence information” [35]. Besides its defensive mission of helping
to protect the United States, the NSA has the crucial task of collecting information regarding the rest of the world and to provide infrastructure for targeted
attacks. An important aspect of this task is to be able to break or circumvent
authentication and encryption.
Software weaknesses are sought after and exploited by the NSA to advance
their mission. In the attack against Iran’s nuclear program using the Stuxnet
virus in 2010, four such weaknesses were used [1]. The NSA is reported to have
known about and exploited the Heartbleed bug to obtain authentication and
other information for two years [36]. Besides exploiting software weaknesses, the
NSA is accused of actively introducing such weaknesses for their own use [37, 38].
Authentication information including encryption keys and our passwords stored
by U.S. based companies is directly accessed by the NSA, either by coercing these
companies or without them being aware. Lavabit, a company providing encrypted
email services to 410.000 people, shut down in summer 2013 after being ordered
to hand over encryption keys [39, 40]. From classified documents leaked by former NSA contractor Edward Snowden in June 2013, we know that the NSA has
direct access to authentication and other information on the servers of companies including Microsoft, Google, Apple and Facebook, covering an overwhelming
fraction of email, video, search and other popular online services [41–43].
Also authentication information at companies outside the United States is
not secure. Leaked documents show that the NSA and the British intelligence
agency GCHQ breached the computer network of the Dutch chip-maker Gemalto
[23, 24]. Gemalto is the worldwide leader in the production of SIM cards, used
for authentication of mobile telephones and encryption of communication. They
also produce smartcards including the EMV chips in modern bank cards. The
intelligence agencies obtained the secret cryptographic keys that correspond to
large badges of SIM cards directly from Gemalto, providing them unlimited access
to the communication performed with the corresponding telephones.
Man-in-the-middle and man-on-the-side strategies, which are possible when the
authentication process between communicating parties is not secure, are taking
a prominent role in the NSA’s arsenal. For example, when someone is logging in
to Facebook, the NSA can send a response to this person before Facebook does.
The person thinks he is communicating to a Facebook server, while in reality it
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is an NSA server. The NSA can exploit this situation to do a variety of things,
such as installing malware on the victim’s computer. According to a leaked NSA
document these strategies have success rates as high as 80% [44, 45].
Malware was previously used by the NSA on a small and selective scale, where
implants were operated individually by human NSA agents. Leaked NSA documents prove that they developed an infrastructure called TURBINE, which performs automated implantation of malware on groups of computers. This allows
the network of computers with implants to rapidly grow to millions of implants,
with no apparent limit other than the number of computers in the world. The
implants come with a variety of “plug-ins”, for example allowing the NSA to
use the victim’s microphone and webcam, read harddrives and flash drives and
record key strokes [44]. Among other things, this allows them to obtain more
authentication information.
Spoofing authentication methods provides the NSA immense power over the
world’s computer infrastructure. By pretending to be anyone they want they can
achieve virtually anything they want. The NSA is currently the strongest player
in this field, but the same methods are available to companies and criminals and
are increasingly used by other governments [46]. Moreover, software bugs and
malware and spyware vulnerabilities introduced by one party can also, perhaps
even more easily, be exploited by other parties. Even if one decides to trust the
NSA a major security risk is apparent, as our authentication and other private
information may not be secure from anyone.

6.3.4 Would QSA help?
The authentication threats and breaches described in this section have in common
that they are enabled by leaked authentication information. Since QSA does not
depend on secrecy of the key information, it is immune to attacks described in
this section. QSA can be directly implemented to secure e.g. bank cards and
access cards. Although use of QSA for remote or online authentication has not
yet been demonstrated, this is in principle possible by employing e.g. multimode
fibers or fiber bundles to transmit challenges and responses between the verifier
and the key.

6.4 Security analysis of QSA
Before and during implementation of a new security primitive in society, it is
crucial to carefully investigate potential security breaches. An adversary who
does not have the PUF may attempt several attack strategies. We address them
here and show why they fail.

6.4.1 Blinding attacks
In a blinding attack, an adversary floods the system with light. This simple
type of attack can be very powerful, exemplified by the fact that a QKD implementation has successfully been attacked by blinding the detectors [47]. An
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additional detector which measures the total intensity outside the pinhole is sufficient to prevent false positive detections. In addition, flooding can be detected
by including fake challenges, for which no photon detections are expected. The
time needed for one repetition of the procedure is in practice limited only by the
switching time of the SLM, which is on the order of 100 ms for the current SLM
but is orders of magnitude faster for e.g. digital micromirror devices. Therefore,
there is ample room to randomly include fake challenges where (unknown to
the adversary) no signal is expected. This also provides security against attacks
that trigger the photodetector by non-optical means such as a beam of ionizing
radiation.

6.4.2 Digital emulation attacks
0.8
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Figure 6.4: Experimental result showing the fraction of light focused onto the detector
of the QSA device as function of the challenge-estimation fidelity reached by a simulated
challenge-estimation attack.

A digital emulation attack is an attack in which the adversary attempts to
measure the challenge and then looks up the response. As shown in [48] for
single photon states and in [49] for quadrature measurements, this has a strictly
limited probability of success, so that repeated authentications are exponentially
likely to fail. A newer result [50] shows that when a challenge consists of n < K
quanta in the same state, our method is secure against all challenge-estimation
attacks. A quantitative example shows what the adversary can hope to achieve:
In the experiment shown in Chapter 5 the lower bound for the quantum security
parameter S = K
n is 4. Assuming that the adversary has a perfect photoncounting or quadrature measuring camera, the expected fidelity of the adversary’s
best estimate of the challenge is equal to 1/(S + 1) = 1/5 [49]. He can therefore
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expect to obtain a number of photon clicks at the detector that is 1/5 times the
expected number of clicks with the correct challenge.
We experimentally tested the scaling at the basis of this argument. We parameterize the challenge wavefronts by a K-dimensional complex vector C0 . This C0
is chosen by the verifier to yield the maximum light power in the focus behind
SLM2 given the presence of the true PUF and the setting of SLM2. Now assume
C0 is replaced by the adversary’s best challenge estimation C1 . We quantify the
proximity of the estimated challenge C1 to the original
C0 by the chalPK challenge
∗
lenge estimation fidelity FCE = kC0 · C1 k2 = k i=1 C0,i
C1,i k2 , where the sum
runs over the mode index. We generate a sequence of fake challenge estimates C1
for which FCE decreases from 1 to 0 and send these challenges through the PUF,
keeping the PUF and the setting of SLM2 constant. The corresponding fraction
of the light energy in the focus, which is the quantity that determines acceptance
or rejection of the key, is shown in Fig. 6.4. We observe Ffocus = αFCE , where
α = 0.65 ± 0.05 is an experimental factor dominated by the limitation of using
a phase-only spatial
√ light modulator. The deviation from linear behavior in the
data is periodic in FCE and is an experimental artefact caused by periodic noise
of the liquid crystal based modulator. The linearity between the challenge estimation fidelity and the fraction of light reaching the focus, as explained in [49],
is demonstrated.

6.4.3 Exact physical copy
Another possible attack is to make an exact physical copy of the PUF. For our
key this requires positioning millions of particles with the same high refractive
index as zinc-oxide and with the correct shapes at the right positions on a 10
nanometer scale. This is not possible with current technology and not likely to
become possible in the foreseeable future. To our knowledge no one even tried
this. Furthermore, if ever necessary the sensitivity to mispositioning of scatterers
can be dramatically increased by choosing alternative PUF designs that enforce
much longer pathlengths of light through the scattering medium.

6.4.4 Passive optical device
In principle, a passive optical device could emulate the PUF’s physical challengeresponse behavior. Since the PUF only realizes a complex linear transformation,
one would be tempted to think that it is straightforward to make a passive
optical device which does the same optical transformation as the PUF. It is not.
The crucial point is that the adversary cannot know which challenge to expect,
and therefore can only succeed if his passive optical device produces the correct
response for a large fraction of the challenge space. In other words, he will have
to emulate a large fraction of the optical properties of the PUF using his optical
device. This comes close to making a copy of the PUF. A three-dimensional
random scattering medium with front surface area A contains much more random
information than can be encoded in a random scattering surface of the same area
A. For our sample parameters, a single diffraction-limited spot focused on the

83

84

Implementation and valorization of quantum-secure authentication
surface of the PUF gives rise to a speckle pattern with a Gaussian envelope with
a Full Width at Half Maximum (FWHM) of approximately 5µm, containing
about 102 speckles. When we illuminate the PUF with a random challenge, the
illumination spot is much larger than a diffraction-limited spot. The PUF is
now seen to reflect a speckle pattern with a FWHM of about 15µm, containing
the equivalent of about 103 speckles. The reflection matrix describing the PUF
is nonlocal (i.e., non-diagonal in e.g. canonical and Fourier representation) as it
connects surface points that are spatially separated by up to 5 µm. It is therefore
impossible to emulate the PUF with a single scattering surface (e.g., that of an
SLM), which would have a local reflection matrix.
Holograms into which a large portion of the PUF’s reflection matrix is written
can in principle be used to emulate the PUF. Because of the low index of refraction contrast of photorefractive materials, on the order of 0.02 to 0.1 [51], such
a hologram must be significantly larger than the true PUF to obtain sufficient
reflectivity. Therefore, this form of attack can be easily foiled using a light source
with a coherence length of the order of 30 µm, on the order of the average path
length photons travel in the PUF. The average optical path in the hologram is
much longer than the coherence length so that no speckle pattern will form.
Nanophotonic networks are another candidate for emulating PUFs. Since in
principle every passive linear optical network can be emulated by a sufficiently
complex network of, e.g., beam splitters [52], this is in theory possible. Work by,
e.g., Miller et al. [53, 54] shows the concepts needed to make such a network.
However, an adversary who wants to emulate the PUF functionality needs to
program a passive optical device with K modes and K 2 connecting elements
while keeping all the involved path lengths equal to within the coherence length.
Despite the huge efforts already spent in making linear optical networks for linear
optical quantum computing and quantum simulation, state of the art networks
have at maximum on the order of 50 × 50 connected beam splitters and losses
of 0.2 dB per element for waveguide-based beam splitters [55–58]. Alternative
photonic-crystal-based networks could be smaller [59], but the corresponding
losses are even higher. In the current QSA implementation 103 modes are used.
Emulation with a network of beamsplitters requires 106 elements. Such a network
would have 200 dB loss with current technology [55, 56]. Given the availability of
megapixel SLMs it is entirely feasible to extend QSA to use 105 modes. Emulation
with a network of beamsplitters requires in the order of 1010 optical elements and
would have a loss of 20000 dB and cover an area of the order of 1m2 with current
technology. In order to make emulation with a network of beamsplitters possible,
the overall loss of the network must be 10 dB or less. Therefore, the losses must
be reduced to 0.01 dB per element for the current 103 mode implementation
and to 0.0001 dB per element for the 105 mode implementation, while retaining
very high phase accuracy and differential path lengths below 30 micrometers.
Although there is no law of physics that prevents cloning of the key, this attack
is currently technologically infeasible and likely to remain so for at least a decade.
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6.4.5 Quantum computer
Only an ideal deterministic quantum computer that can perform arbitrary unitary operations on K-dimensional quantum states of light with low losses would
be able to emulate our key. For probabilistic algorithms, which only sometimes
give the correct answer, the emulation fidelity averaged over the readout pulses
within a single PUF readout is low and therefore they will not work. The most
feasible type of quantum-computer for emulation of a PUF seems based on a tunable low-loss K-dimensional optical device. Such a device is at least as difficult
to build as a passive low-loss K-dimensional optical device. This is infeasible for
the same arguments presented in Section 6.4.4 [60].

6.4.6 Hybrid strategies
An adversary who can create low-loss (i.e. < 10 dB loss) passive optical networks
of size k × k with k < K can use them to create parallel or hybrid systems. The
first way he can do this is by placing K
k of these k × k networks parallel to each

k 2
k
other. Each network has a fidelity of K
, leading to an overall fidelity of K
.
k
1
This type of attack is better than a challenge-estimation attack if K > S+1 .
Another type of parallel system consists of a k × k passive optical network in
parallel with a challenge-estimation attack on the remaining K − k modes. This

1
k 2
+ K−k
system has a fidelity of K
K S+1 , which indicates it never works better
than either pure challenge-estimation or parallel passive optical networks. With
current experimental parameters neither type of hybrid strategy can compete
with challenge-estimation attacks. Moreover, like challenge-estimation attacks,
parallel systems have an inherently limited fidelity, which allows the verifier to
distinguish between the real PUF and a parallel system by choosing an appropriate threshold.

6.4.7 Conclusion regarding attacks against QSA
QSA is insensitive to all types of attacks that we have identified. We expect that
if succesful attacks against QSA will be performed, they will most likely be the
result of imperfect implementation of QSA and not of flaws in the method itself.
This is an important parallel to the field of quantum key distribution. From
the analysis in this section we conclude that QSA has a very high potential as a
highly secure object authentication method.

6.5 Bringing QSA to the market
QSA appears to have potential to claim a significant role in the global security
market. How can this intellectual property [61] be turned into value? We first
consider potential commercial partners and then discuss QSA devices we are
developing.
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6.5.1 Finding early adopters
Commercial parties likely to be interested in QSA can be separated into two
categories. On one side there are consumers of authentication solutions, such
as banks, governments, hospitals and manufacturers of electronic and other consumer products. There is a large variety of potential consumer applications, and
tailoring QSA to the specific demands of one customer may not lead to the best
result.
A broader view is obtained by investigating and initiating contact with suppliers of hardware token-based authentication solutions. There are a number of
very large authentication companies, including VASCO (e.g. Digipass hardware
token), EMC (e.g. SecurID hardware token) and Gemalto. Gemalto is based in
the Netherlands and is one of the market leaders, producing e.g. bank cards, SIM
cards and electronic passports. These large companies in general do not yet use
PUF technology. Their focus seems to be mass production of existing solutions
more than pioneering new solutions.
PUF technology is being brought to the market by, typically, smaller companies. Verayo and Intrinsic-ID are leaders in the segment using electronic PUFs for
authentication. Their PUFs can be implemented in anything containing a chip,
such as modern bank cards and passports. They also specifically target authentication between devices in the rapidly expanding Internet-of-Things (IoT), in
which all devices are connected. There is a trend towards user friendly authentication solutions. Many companies such as Apple and Nedap implement near field
communication (NFC) for remote authentication. Verayo combines their PUFs
with NFC. NXP Semiconductors announced they will implement Intrinsic-ID’s
PUF technology in their NFC authentication products for additional security.
It seems likely more companies will follow suit. The combination of the userfriendly NFC and the security of electronic PUFs seems to be a good benchmark
with which to compare QSA.
Two approaches appear viable in bringing QSA to the market:
1. Target applications with the highest security demands: high-cost applications where currently 3-, 4- and 5-factor authentication are used in e.g.
government, defense and research,
2. Gain an advantage in applications with medium to high security demands
by optimizing the user friendliness of QSA.
The strength of QSA is its very high level of security. The level of acceptance
of new technology, such as iris scans, seems highest in the high-end security
segment where the stakes are highest. Therefore, the most likely route to succesful
valorization of QSA will be to focus initially on the first strategy.
With companies such as Gemalto, NXP Semiconductors, Nedap and IntrinsicID we see a strong Dutch representation among leading security companies. This
creates opportunities for collaboration and indicates a good local climate for
inserting QSA into the global market.
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6.5.2 Steps towards a QSA product
As part of the process of bringing QSA to the market we are building a sequence
of devices to demonstrate QSA as a secure and practical object authentication
method. An overview of these devices and their unique goals and properties is
provided here.
1. Proof-of-principle QSA experiment
The first QSA apparatus was built to show the principle of QSA by performing quantum-secure authentication of a key consisting of randomly organized
zinc-oxide nanoparticles (see Section 5.2). It used an attenuated diode laser, a
liquid crystal-based spatial light modulator and an avalanche photodiode. Readout pulses consist of approximately 230 photons and 1100 spatial modes. A
single readout pulse is sufficient for authentication with 10% error rate. 20 readout pulses allow authentication with error rates of 10−9 . The experiment was
performed in a laboratory environment, which is vibration-free, dark and has a
controlled temperature and humidity. The apparatus was large and static, as
it was built on an optical table, and it was too slow for practical applications.
The key was fixed and vulnerable to heat and humidity fluctuations and other
external conditions.
2. Portable wavefront shaping demonstrator
An apparatus was built that demonstrates robustness of wavefront shaping technology in environments with almost no control over vibrations, lighting, temperature and humidity. This apparatus uses a digital micromirror-based spatial light
modulator and a CCD camera to focus laser light through random-scattering
media (see Fig. 6.5). It works ’out-of-the-box’ and even ’out-of-the-car’ with no
additional alignment requirements and no apparent stability requirements. The
speed with which light is shaped is enhanced by an order of magnitude compared
to the first experiment by using a digital micromirror device (DMD) instead of a
liquid-crystal-based light modulator. The apparatus controls 2500 spatial modes
and has a small footprint of 60 × 60 cm2 .
3. Portable QSA prototype
We are building a portable QSA prototype to demonstrate QSA as a practical and
user-friendly object authentication method that is robust to the environment. It
is designed to perform QSA in less than 1 second and use a robust key material
that is insensitive to temperature and humidity fluctuations. The key will be reinsertable into the QSA device and alignment will be automated. Robustness to
misalignment and vibrations may be increased by implementing a small optical
element as part of the key. Alignment may be aided by methods developed in
our group [62]. Countermeasures against blinding attacks, as described in Section
6.4, will be implemented. The device will have a small footprint ( 1m2 ) and
we are considering cage designs and monolithic designs. This prototype will be
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Figure 6.5: Left: portable wavefront shaping demonstrator, right: the author explaining the demonstrator to Dutch vice-minister of education, culture and science Sander
Dekker.

accompanied by a 3D animation movie explaining the advantages of QSA when
we transport and demonstrate it to potential commercial partners.

6.6 Summary and outlook
Authentication and related security issues are a major concern in modern society.
As a result of e.g. software bugs and computer hacks secret information cannot
be reliably used for automated authentication of objects and persons. An investigation of possible attack strategies and other object authentication methods
shows Quantum-Secure Authentication (QSA) is the most secure practical solution to authentication problems. By providing a secure means of authenticating
a key, even if all information about the key is publicly known, QSA mitigates the
most pressing problems with current authentication methods. The security market is currently starting to adopt PUF technology and is steadily moving towards
more secure solutions that retain a high level of user-friendliness. Considering
its extremely high level of security and the remote read-out potential offered by
using light, QSA may well be the next step towards a more secure future.
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CHAPTER 7
Summary

In this thesis we explore the use of shaped wavefronts for elucidating the fundamental physics of wave scattering and for applications in security. One important
phenomenon particular to wave scattering is the occurrence of open channels,
which fully transmit light through a thick scattering sample. Long-lived modes
are an even more intriguing phenomenon, where light remains trapped inside
the sample for a much longer time than predicted by diffusion theory. Finally,
we investigate and exploit the combination of multiple-scattering of light with
quantum physics, which provides a unique mixture of highly desirable properties
when applied to authentication of objects.
In Chapter 2 methods for efficiently addressing open channels and long-lived
modes are investigated. Open channels can be purified by iteratively phase conjugating the light field transmitted through a multiple-scattering slab. We propose
to purify long-lived modes using a similar procedure: iterative phase conjugation of the frequency-derivative of the transmitted field. Numerical simulations
predict that the efficiency with which light will be coupled to open channels and
long-lived modes is approximately equal to the phase conjugation fidelity F of
the experimental apparatus. Therefore, efficient coupling to open channels and
long-lived modes is likely within experimental reach. The next two chapters are
concerned with creating the necessary conditions for their observation.
In Chapter 3 a superpixel method for accurate and high-resolution control
over the light field is proposed and experimentally demonstrated. We group
pixels of a digital micromirror device (DMD) into superpixels of, typically, 4 ×
4 pixels. After low-pass filtering, the light diffracted from a superpixel under
a small angle is accurately controlled in phase and intensity. Measured and
calculated modulation fidelities exceed that of state-of-the-art Lee holography,
while our method is equally light efficient and robust to misalignment. Therefore,
the superpixel method is an excellent tool for controlling propagation of light in
multiple-scattering media.
In Chapter 4 an apparatus is described that we designed and built, aiming
at an unparalleled level of control over light in multiple-scattering media. The
apparatus consists of vector field synthesizers and detectors that control and
detect the light field on both sides of a multiple-scattering slab simultaneously
and independently in approximately 100×100 effective pixels. The light source is
a frequency-tunable CW laser which can resolve a broad range of mode lifetimes
of approximately 130 fs up to 0.2 ns. The phase conjugation fidelity is designed
to be F > 0.5. It is, therefore, expected that the apparatus can achieve record-
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high transmission through optically thick media and is an excellent candidate for
making the first-ever observation of long-lived modes for light in 3D disordered
media. The apparatus can also be used for cryptography in multiple-scattering
media.
In Chapter 5 we experimentally demonstrate quantum-secure authentication
(QSA) of a physical unclonable key, a method to securely authenticate objects.
The key is a multiple-scattering medium and cannot be copied due to limitations
of modern and foreseeable technology. An adversary also cannot use digital
devices to measure the incident light wave and produce the correct response
speckle pattern, because of the quantum nature of light. Moreover, QSA does not
depend on unproven mathematical assumptions and is relatively straightforward
to implement. We experimentally demonstrate QSA and argue it is the most
secure practical object authentication method currently available.
In Chapter 6 the potential importance of QSA for society is investigated. A
comparison to other authentication methods reveals that the security against
copying as well as digital emulation is unique among currently available object authentication methods. QSA is the most secure practical method when
all information about the key is publicly known. An investigation of recent
authentication-based security breaches shows that this is highly relevant, as authentication information is notoriously difficult to protect and leakage of authentication information is the main cause of security breaches. In-depth analysis of
potential attacks against QSA shows that all attacks we analyzed fail or can be
easily prevented. Finally, we observe that the authentication market is moving
towards more-secure authentication primitives while maintaining a high level of
user-friendliness. Considering its very high level of security combined with the
remote-readout potential offered by using light, QSA may take a leading position
in this trend.
The methods described in this thesis contribute to the rapidly growing field
of controlling light in multiple-scattering media. We demonstrate a new method
for controlling light and set the stage for further investigation of open channels
and long-lived modes. Finally, multiple light scattering combined with quantum
physics finds an intriguing application in secure authentication.

Nederlandse samenvatting

In materialen zoals papier, eiwit en huid wordt licht verstrooid. Lichtverstrooiing
is een interessant fenomeen vanuit fundamenteel oogpunt en is van groot praktisch belang, bijvoorbeeld in de gezondheidszorg, voor sensoren en microscopen,
in de beveiliging en wellicht ook voor efficiëntere zonnecellen en LEDs. In dit
proefschrift onderzoeken we het gebruik van geprepareerde golffronten voor twee
doeleinden, namelijk om beter inzicht te krijgen in fundamentele fysica op het
gebied van golfverstrooiing en voor toepassingen in de beveiliging. Een belangrijk
verschijnsel is het optreden van open kanalen, die ervoor zorgen dat licht volledig
doorgelaten kan worden door sterk verstrooiende lagen zoals papier en de huid.
Nog intrigerender zijn langlevende toestanden, waarbij licht veel langer dan gemiddeld opgesloten blijft in zo’n verstrooiend materiaal. Tot slot onderzoeken
en benutten we de combinatie van meervoudige lichtverstrooiing met kwantumfysica, waaruit een unieke combinatie van zeer wenselijke eigenschappen voortvloeit
voor authenticatie van voorwerpen zoals bankpassen en paspoorten.
In hoofdstuk 2 worden methoden voor het efficiënt koppelen van licht aan open
kanalen en langlevende toestanden theoretisch onderzocht. Efficiënte koppeling
aan open kanalen kan bereikt worden door middel van herhaaldelijke fase conjugatie van het lichtveld dat door een meervoudig verstrooiende laag doorgelaten
wordt. Wij stellen een vergelijkbare procedure voor om licht aan langlevende
toestanden te koppelen: herhaaldelijke fase conjugatie van de frequentie-afgeleide
van het doorgelaten lichtveld. Numerieke simulaties voorspellen dat de efficiëntie
waarmee licht aan open kanalen en langlevende toestanden gekoppeld kan worden ongeveer gelijk is aan de fase conjugatie precisie F van het experimentele
apparaat. Het efficiënt koppelen aan open kanalen en langlevende toestanden
lijkt dan ook experimenteel haalbaar. De volgende twee hoofdstukken gaan over
het creëren van de benodigde randvoorwaarden om open kanalen en langlevende
toestanden te observeren.
In hoofdstuk 3 wordt een superpixelmethode voorgesteld en experimenteel gedemonstreerd om nauwkeurig en met hoge resolutie lichtvelden te vormen. We
groeperen pixels van een digitaal microspiegel apparaat (DMD) tot superpixels
van, meestal, 4 × 4 pixels. Na diffractie van een superpixel onder een kleine hoek
en middeling van het lichtveld over een superpixel worden zowel de intensiteit
als de fase van het lichtveld nauwkeurig geregeld. De gemeten en berekende precisie is hoger dan die van state-of-the-art Lee holografie, terwijl onze methode
een even hoge lichtefficiëntie heeft en even robuust is ten aanzien van uitlijnfouten. Daardoor vormt de superpixelmethode een uitstekend hulpmiddel voor het
manipuleren van de voortplanting van licht in verstrooiende materialen.
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In hoofdstuk 4 wordt een apparaat beschreven dat we ontworpen en gebouwd
hebben met als doel een ongeëvenaard niveau van controle over licht in meervoudig verstrooiende materialen te bereiken. Het apparaat bestaat uit golffront
vormers en detectoren die het lichtveld vormen en meten aan beide kanten van
een meervoudig verstrooiende laag in ongeveer 100 × 100 onafhankelijke effectieve pixels. De lichtbron is een monochromatische laser waarvan de frequentie
verstemd kan worden, zodat we een groot bereik van levensduren kunnen onderzoeken van ongeveer 130 femtoseconden tot 0,2 nanoseconden. Het ontwerp
maakt een fase conjugatie precisie van F > 0,5 mogelijk. Daardoor verwachten
we dat het apparaat zeer hoge transmissie door een optisch dik materiaal kan
bereiken en uitermate geschikt is om voor het eerst langlevende toestanden van
licht in 3D wanordelijke materialen aan te tonen. Het apparaat kan ook gebruikt
worden voor cryptografie in meervoudig verstrooiende materialen.
In hoofdstuk 5 hebben we kwantum-veilige authenticatie (QSA) met een fysiek onkloonbare sleutel experimenteel gedemonstreerd. QSA is een methode om
voorwerpen veilig te authenticeren. De sleutel is een meervoudig verstrooiend
materiaal en kan niet gekopieerd worden vanwege de limieten van de huidige
technologie. Dankzij kwantumeigenschappen van licht kan een tegenstander ook
geen digitale apparatuur gebruiken om het inkomende lichtveld te meten en het
verwachte antwoord te produceren. Bovendien is QSA niet gebaseerd op wiskundige aannames die niet bewezen zijn en is het relatief eenvoudig te implementeren.
Wij hebben QSA experimenteel gedemonstreerd en beargumenteren dat het de
meest veilige praktische authenticatiemethode voor voorwerpen is die momenteel
beschikbaar is.
In hoofdstuk 6 wordt het potentieel belang van QSA voor de samenleving onderzocht. Een vergelijking met andere authenticatiemethoden laat zien dat de
veiligheid tegen zowel kopiëren als digitale emulatie uniek is onder beschikbare
authenticatiemethoden voor voorwerpen. QSA is de enige praktische methode
die veilig is zelfs als alle informatie over de sleutel publiek toegankelijk is. Onderzoek naar recente beveiligingsproblemen gebaseerd op authenticatie laat zien
dat dit hoogst relevant is, aangezien authenticatie-informatie notoir moeilijk te
beschermen is en lekkage van authenticatie-informatie de belangrijkste oorzaak
van inbreuken op de beveiliging is. Een grondige analyse van de mogelijke aanvallen op QSA toont aan dat alle aanvallen die we geanalyseerd hebben mislukken
of gemakkelijk te voorkomen zijn. Tot slot zien we dat authenticatiemarkt verschuift naar veiligere authenticatiemethoden met behoud van een hoge mate van
gebruiksvriendelijkheid. Gezien het zeer hoge niveau van veiligheid in combinatie
met de mogelijkheid om sleutels op afstand uit te lezen zou QSA een leidende
positie in kunnen gaan nemen in deze trend.
De in dit proefschrift beschreven methoden dragen bij aan het snelgroeiende
onderzoeksveld waarin de voortplanting van licht door meervoudig verstrooiend
materiaal gemanipuleerd wordt. Wij hebben een nieuwe methode voor het vormen van lichtvelden gedemonstreerd en hebben de weg geëffend voor verder onderzoek naar open kanalen en langlevende toestanden. Tot slot heeft de combinatie van meervoudige lichtverstrooiing met kwantumfysica tot een intrigerende
toepassing geleid in veilige authenticatie.
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and Emre Yüce are good friends and always ready to give advice. I appreciate
Simon Huisman’s efforts to keep COPS sharp and professional and to make me go
home in the evenings. Tom Wolterink helped me greatly building up experiments
during the last years and is equally great for having a casual chat. Núria Taberner
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