Definitions
Table 3 lists the 113 definitions of the phenomenon ‘phishing’ that were found
with the literature search.
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Table 3:

An overview of the found articles that define phishing.

Author

Definition

Adida (2007)

Attackers provide a spoofed web page, where the user is fooled into entering her credentials.

Ahamid et al. (2013)

Phishing is a type of semantic attack in which victims are sent emails that deceive them into providing sensitive
information such as account numbers, passwords, or other personal to phisher.

Al-Hamar et al. (2011)

(...) a technique of obtaining private information fraudulently and thereafter obtaining money illegally (...)

Ali
and
(2012)

Phishing a fraudulent trick of stealing victim’s personal information by sending spoofed messages, through Instant
Messengers via socially engineered messages.

Rajamani
et

al.

Such a type of threats, phishing e-mails, is used to steal sensitive and personal data or user’s’ account information from
their computers.

ALmomani
(2013)

et

al.

Phishing is a kind of attack in which criminals use spoofed emails and fraudulent web sites to trick financial organization
and customers. Criminals try to lure online users by convincing them to reveal the username, passwords, credit card
number and updating account information or fill billing information.

2

ALmomani
(2012)

Amin et al. (2012)

email soliciting personal information

Anderson and Moore
(2009)

(...) in which crooks send emails pretending to be from a bank or service provider and inviting its customers to log on
at its website.

Bainbridge (2007)

Obtaining information such as a person’s bank account details by sending an e-mail purporting to be from that person’s
bank.
(...) the fraudulent and increasingly authentic looking e-mail attempts aimed to lure unsuspecting recipients into
sharing sensitive financial and personal information.

Baker et al. (2006)
Barraclough
(2013)

et

Basnet et al. (2008)

al.

Phishing is an instance of social engineering techniques used to deceive users into giving their sensitive information
using an illegitimate website that looks and feels exactly like the target organization website.
Phishing is a form of identity theft that occurs when a malicious Web site impersonates a legitimate one in order to
acquire sensitive information such as passwords, account details, or credit card numbers.

Continued on next page
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Author

Definition

Beatty et al. (2011)

In a typical phishing scam, the consumer receives an email purportedly from a trusted online vendor (a bank is a typical
example). This email contains a call to action, a request to undertake some action that requires the user to disclose
their authentication credentials. A hyperlink to the vendor’s (supposed) site is provided. Consumers fall prey to this
scam when they follow the link and provide their credentials.

Beliakov et al. (2012)

Phishing usually involves acts of social engineering attempting to extract confidential details by sending emails with
false explanations urging users to provide private information that will be used for identity theft.

Bergholz et al. (2010)

Phishing emails usually contain a message from a credible looking source requesting a user to click a link to a website
where she/he is asked to enter a password or other confidential information.

Biddle et al. (2012)

Phishing is a type of social engineering in which users are tricked into entering their credentials at a fraudulent website
recording user input.

Brainard et al. (2006)

the fraudulent use of e-mail to capture user passwords (and other information)

Butler (2007)

Phishing represents an online method of identity theft employed by phishers to steal attributes (like passwords or
account numbers) used by online consumers.

Cao et al. (2008)

The attacker tricks the user into submitting his/her confidential information (such as password) into a fraudulent web
site that has high visual similarities as the genuine one.

Chen et al. (2009)

Phishing is a form of online identity theft associated with both social engineering and technical subterfuge. Specifically,
phishers attempt to trick Internet users into revealing sensitive or private information, such as their bank account and
credit-card numbers.
Phish e-mails are constructed by con artists to look like legitimate communications, often from familiar and reputable
companies, and usually ask victims to take urgent action to avoid a consequence or receive a reward. The desired response typically involves logging in to a Web site or calling a phone number to provide personal information. Sometimes
victims need only click on links or open e-mail attachments for their computers to become infected by malicious software
–known as malware– that allows phishers to retrieve the data they want or take control of the victim’s computer to
launch future attacks.

Cranor (2008)

Continued on next page
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Dhamija
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(continued.)

Definition
and

Tygar

In a phishing attack, the attacker spoofs a website (e.g., a financial services website). The attacker draws a victim to
the rogue website, sometimes by embedding a link in email and encouraging the user to click on the link. The rogue
website usually looks exactly like a known website, sharing logos and images, but the rogue website serves only to
capture the user’s personal information. Many phishing attacks seek to gain credit card information, account numbers,
usernames and passwords that enable the attacker to perpetrate fraud and identity theft.

Dhamija et al. (2006)

The practice of directing users to fraudulent web sites.

Dong et al. (2010)

Phishing attacks are well-organised and financially motivated crimes which steal users’ confidential information and
authentication credentials.
Phishing emails are semantic attacks that con people into divulging sensitive information using techniques to make the
user believe that information is being requested by a legitimate source.

Downs et al. (2006)

Attempts to criminally obtain sensitive information (e.g., social security numbers and credit cards) by pretending to
be a legitimate businesses.

Drake et al. (2004)

“Phishing” is an email scam that attempts to defraud people of their personal information including credit card number,
bank account information, social security number, and their mother’s maiden name.

Egelman et al. (2008)

a scam to collect personal information by mimicking trusted websites

Elmaleh (2007)

This type of unsolicited correspondence has the intention of directing users to a fake web site, facilitating the unauthorised retrieval of personal financial information which can then be used to fraudulently access a user’s bank account.

Emm (2006)

It involves tricking computer users into disclosing their personal details (username, password, PIN number or any other
access information) and using these details to obtain money under false pretences.

Fernandez et al. (2005)

(...) in which a perpetrator sends an e-mail purporting to be from the victim’s Internet service provider, bank, or other
company with whom the victim does business. The e-mail asks the victim to update his account information. When
the victim complies with the request, he will have unwittingly sent his personal information to a criminal.

Fette et al. (2007)

(...) attacks are launched with the aim of making web users believe that they are communicating with a trusted entity
for the purpose of stealing account information, logon credentials, and identity information in general.
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Downs et al. (2009)
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Florêncio and Herley
(2007)

(...) a victim is lured into submitting her password to a malicious site masquerading as a trusted institution (...)

Forte (2009)

(...) the objective of which is to trick us into revealing sensitive information.

Fumera et al. (2006)

(...) they try to convince them to surrender personal information like passwords and account numbers, through the use
of spoof messages which are masqueraded as coming from reputable on-line businesses such as financial institutions.

Garera et al. (2007)

Phishing is form of identity theft that combines social engineering techniques and sophisticated attack vectors to harvest
financial information from unsuspecting consumers.

Gastellier-Prevost and
Laurent (2011)

By spoofing the identity of a company that proposes financial services, phishing attacks steal confidential information
(e.g. login, password, credit card number) to the Internet users

Geer (2005)

(...) phishing, in which e-mails lure unsuspecting victims into giving up user names, passwords, Social Security numbers,
and account information after linking to counterfeit bank, credit card, and e-commerce Web sites.

Gouda et al. (2007)

In this type of attack, an attacker sends fraudulent emails to users, pretending to be the system administrator of a
benign website such as an online banking website, and fools users to take login actions on a malicious website, which
looks very similar to the benign website, but is set up by the attacker. Once a user tries to login on such a malicious
website, his user name and password will be recorded and possibly later will be used by the attacker to login on the
benign website.

Gross
(2007)

Phishing involves an attacker, posing as bank, vendor, or other trusted source, who sends an email asking the recipient
to confirm personally identifying information by entering it on a website. This information is then used in identity
theft.
(...) the malicious mail, which mostly contains a URL to convince the victims to visit a fraudulent website where
sensitive information like credit card numbers and passwords are requested.
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Author

and

Rosson

Guan et al. (2012)
Gupta and Pieprzyk
(2011)

Phishing is the process of covertly and illicitly obtaining user credentials for future gains.

Halevi et al. (2013)

Phishing is an attack that uses fraudulent electronic mail (email) that claims to be from a trustworthy source. The
goal of phishing emails is to get personal information from the users, such as user ID and passwords. The attacker can
then use this information to impersonate a user and access the user account for financial gain.

Continued on next page
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Han et al. (2012)

Phishing employs social engineering to trick a user into revealing his or her web digital identities to a fraudulent web
site.
Phishing usually takes a form of a fake webpage whose appearance is similar to the page of a real website in order to
steal user credentials and identities.
Password theft via fake websites.

He et al. (2011)
Herzberg (2009)
Hinson (2010)

using spam e-mails,targeted e-mails,short message service (SMS) text messages, phone calls, and even leaflets on the
windscreen to fool victims into visiting fake websites and disclosing their login credentials or other personal information

Hodgson (2005)

Phishing attacks simulate established and reputable organisation’s Web sites and trick the user into providing personal
information that is then used by the criminal to either steal from the victim or use the victim’s identity to commit
further crimes.
Phishing is a kind of social-engineering attack in which criminals use spoofed email messages to trick people into sharing
sensitive information or installing malware on their computers.

Hong (2012)

6
Huber et al. (2011)

An attacker tries to lure victims into entering sensitive information, such as a password or credit-card number, into a
fake website that the attacker controls.

Ilchev
(2012)

(...) a popular approach used by criminals to acquire sensitive client data such as personal identification numbers
(PINs), transaction authentication numbers (TANs), bank account numbers, credit card numbers and passwords.

and

Ilchev

Jagatic et al. (2007)

Phishing is a form of deception in which an attacker attempts to fraudulently acquire sensitive information from a
victim by impersonating a trustworthy entity.

Jahankhani (2009)

This is a technique used to gain personal information for the purposes of identity theft, using fraudulent e-mail messages
that appear to come from legitimate businesses. These authentic-looking messages are designed to fool recipients into
divulging personal data such as account numbers and passwords, credit card numbers and Social Security numbers.

Jakobsson
and
Ratkiewicz (2006)

persuades a user to release sensitive personal or financial information, such as login credentials or credit card numbers.

Jakobsson and Stamm
(2007)

Phishing combines the deceitful techniques of con artists with the Internet’s scalability to commit identity theft by
stealing credentials.

Continued on next page
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Jo et al. (2013)

Phishing is an attack where fraudulent websites impersonate legitimate counterparts to steal users confidential information.
Phishing is a type of computer attack that communicates socially engineered messages to humans via electronic communication channels in order to persuade them to perform certain actions for the attacker’s benefit.

Khonji et al. (2013)
Khot et al. (2012)

(...) attacker tricks the user into divulging the password information through fraudulent websites and emails.

Kim et al. (2012)

(...) attempts to steal confidential user information such as credit card numbers or passwords and social engineering
and spoofing techniques are frequently used.

Kirda
(2005)

Phishing is a form of online identity theft that aims to steal sensitive information from users such as online banking
passwords and credit card information.

and

Kirlappos
(2012)

Kruegel

and

Sasse

Tricking computer users to disclose personal information, credit card details, user names, and passwords.
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Knight (2005)
Kumaraguru
(2007)

et

al.

The practice is known as phishing, and uses social engineering and technical subterfuge to steal consumers’ personal
data and bank account details.
Criminals lure Internet users to websites that impersonate legitimate sites

Kumaraguru
(2010)

et

al.

(...) phishing, in which victims get conned by spoofed emails and fraudulent websites.

Larcom
(2006)

and

Elbirt

Phishing is the act of convincing users to provide personal identification information such as credit card numbers, social
security numbers and bank account information for explicit illegal use.

Lenton (2005)

(...) rogue emails usually purporting to be from a bank that direct them to a bogus website or attempt to identify
their personal details

Levy (2004)

Phishing (the act of conning a person into divulging sensitive information) commonly uses legitimate-looking Web sites
that mimic the online interface of the institution the attacker is misrepresenting (usually a bank, merchant, or ISP)

Li et al. (2012)

Phishing is one type of identity theft, where the aim is to steal confidential information, e.g. credit card number,
credentials and social security ID numbers, and the list can go on.

Continued on next page
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Liu et al. (2005)

Phishing is a criminal trick of stealing victims’ personal information by sending them spoofed emails urging them to
visit a forged webpage that looks like a true one of a legitimate company and asks the recipients to enter personal
information such as credit card number, password and etc.

Liu et al. (2010)

Phishing is a kind of online attack widely used by phishers to steal users’ accounts and passwords, and other personal
information for illegal appropriation.

Ludl et al. (2007)

Phishing is a form of electronic identity theft in which a combination of social engineering and web site spoofing
techniques are used to trick a user into revealing confidential information with economic value.

Maurer
(2012)

(...) the act of stealing personal data of Internet users for misuse (...)

and

Höfer
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McFedries (2006)

“Phishing” refers to creating a replica of an existing Web page to fool users into submitting personal, financial, or
password data to what they think is their bank or a reputable online retailer.

McNealy (2008)

The sender creates e-mails, resembling those from a well-known companies, requesting that the recipient click on a
URL provided, which links to a dummy company Web site where the recipient is asked to input personal information.
The e-mail sender may then use the information for illegal purposes.

Mills and Byun (2006)

Stealing personal information by requesting it via fraudulent email messages or Web pages

Mohebzada
(2012)

Phishing is a type of social engineering where a potential victim is sent a message that impersonates a legitimate source
or organization. Phishing attacks typically lure the targets into revealing confidential information such as password,
credit card details, bank account numbers, or any other sensitive information.

et

al.

Moore (2007)
Moore
(2007)
Moran
(2010)

and

and

Phishing is the process of enticing people into visiting fraudulent websites and persuading them to enter identity
information such as usernames and passwords. This information is then used to impersonate the victim (...)
Clayton

Phishing is the process of enticing people into visiting fraudulent websites and persuading them to enter identity
information such as usernames, passwords, addresses, social security numbers, personal identification numbers (PINs)
and anything else that can be made to appear to be plausible.

Moore

Phishing is the criminal activity of enticing people to visit websites that impersonate genuine bank websites and dupe
visitors into revealing passwords and other credentials.

Continued on next page
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Definition

Nykodym et al. (2010)

Phishing is a scam to steal valuable information by sending out fake emails, or spam, written to appear as if they
have been sent by banks or other reputable organizations with the intent of luring the recipient into revealing sensitive
information such as usernames, passwords, social security numbers, account IDs, ATM PIN’s or credit card details.

Olurin et al. (2012)

Fraudsters can create fake websites to lure users for the purpose of collecting their data. (...) Phishing attacks can
steal personal identity information such as username, passwords, and credit card details from unsuspecting users by
masquerading as trusted entities, such as PayPal sites.

Parno et al. (2006)

In phishing, an automated form of social engineering, criminals use the Internet to fraudulently extract sensitive
information from businesses and individuals, often by impersonating legitimate web sites.

Paulson (2010)

Phishers typically create webpages that look like those belonging to banks, e-commerce operations, or other businesses
on which users might enter financial or accountaccess information. When a user enters such data on a fake page, the
phisher captures the information and utilizes it to defraud the victim.

Piper (2007)

Phishing is an attempt provided by vendors using email or Internet social spaces such as MySpace to obtain sensitive
personal information such as usernames and passwords, social Security Numbers, credit-card numbers, and others.

Ranganayakulu et al.
(2011)

Phishing is the combination of social engineering and technical exploits which has adverse effects aiming at the monetary
gain of the attacker (phisher). (...) Phishing attacks use spoofed e- mails and fraudulent websites designed to fool
recipients into divulging personal financial data such as credit card numbers, account usernames and passwords, social
security numbers, etc.

Ray and Schultz (2007)

Phishing is a technique that many attackers use to trick computer users into revealing personal or financial information
through specially worded email messages or websites.

Ross (2006)

(...) in which con artists send e-mails purporting to be from legitimate organizations, such as banks, in order to inveigle
recipients into revealing personal information.

Ross (2009)

Phishing e-mails deceive individuals into giving out personal information which may then be utilized for identity theft.

De Ryck et al. (2013)

(...) the process that involves an attacker tricking users into willingly surrendering their credentials (...)

Saberi et al. (2007)

Phishing attack is a kind of identity theft which tries to steal confidential data like on-line bank account information.

Continued on next page
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Shahriar and Zulkernine (2012)

Phishing is a web-based attack that allures end users to visit fraudulent websites and give away personal information
(e.g., user id, password)

Emilin
Shyni
and
Swamynathan (2013)

A phishing attack is a criminal activity which mimics a certain legitimate webpage using a fake webpage with an
intention of luring end-users to visit the fake website thereby stealing their personal information such as usernames,
passwords and other personal details such as credit card information.

Sood et al. (2011)

Phishing is an online identity theft that combines social engineering and web site spoofing techniques to cheat the user
by redirecting his confidential information to an untrusted destination.

Stabek et al. (2010)

(...) which are also synonymous with identity theft and credit/debit card fraud.

Sweeney (2006)

Phishing, which is the act of sending an email message impersonating a respected organization in an attempt to get
the reader to click on the provided link and give personal information.
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Thiyagarajan
(2012)

et

al.

In this attack, the attacker tries to mimic as legitimate site and gather critical information from the user which in turn
will be used to make control of the users valuable and critical information.

Vamosi (2009)

Phishing refers to an attempt to collect usernames, passwords, and credit card data by posing as a legitimate, trusted
party.

Varshney et al. (2012)

Phishing is a deception technique used by attackers for gaining personal information from end users, with the help
of fraudulent and spoofed emails, Phished Websites and various deception techniques. The aim of the phisher lies in
obtaining personal information or credentials from an end user such as bank account numbers their passwords, credit
card details etc.
Phishing is a social engineering threat aimed at gleaning sensitive information such as user names, passwords and
financial information from unsuspecting victims. Attacks are typically carried out via communication channels such as
email or instant messaging by attackers masquerading as legitimate and trustworthy entities.

Verma et al. (2012)

Vitaliev (2010)

fraudulent messages that attempt to withdraw personal and financial information from the reader.

Wang et al. (2012)

Email-based deception where a perpetrator (phisher) camouflages emails to appear as a legitimate request for personal
and sensitive information is known as phishing.

Continued on next page
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Wenyin et al. (2012)

Phishing is the criminally fraudulent process of attempting to acquire sensitive information such as user names, passwords, and creditcard details from a victim by pretending to be a trustworthy entity in an electronic communication.

Whittaker et al. (2010)

We define a phishing page as any web page that, without permission, alleges to act on behalf of a third party with the
intention of confusing viewers into performing an action with which the viewer would only trust a true agent of the
third party.

Workman (2008)

Phishing is a ruse designed to gain sensitive information from an intended victim by way of e-mail and Web pages or
letters that appear to be from genuine businesses, that command the potential victim to supply information to prevent
an account from being closed, or as part of a promotion or give-away called a gimmie.

Wu et al. (2006a)

Phishing attacks typically use legitimate-looking but fake emails and websites to deceive users into disclosing personal
or financial information to the attacker. Users can also be tricked into downloading and installing hostile software,
which searches the user’s computer or monitors online activities to steal private information.

Wu et al. (2006b)

Phishing attacks typically use legitimate-looking but fake emails and websites to deceive users into disclosing private
information to the attacker.

Xiang and Hong (2009)

Phishing is a form of identity theft, where criminals create fake web sites that masquerade as trustworthy organizations.
The goal of phishing is to trick people into giving sensitive information, such as passwords, personal identification
numbers, and so on.

Xiang et al. (2011)

Phishing is a form of identity theft, in which criminals build replicas of target Web sites and lure unsuspecting victims
to disclose their sensitive information like passwords, personal identification numbers (PINs), etc.

Yearwood et al. (2009)

Phishing can be defined as a scam by which an email user is duped into revealing personal or confidential information
which the scammer can use illicitly. Phishing attacks use both social engineering and technical subterfuge to steal
personal identity data and financial account credentials.

Yee and Sitaker (2006)

(...) phishing attacks, in which the user is fooled into entering a password at an imitation site.

Zhang et al. (2007)

A kind of attack in which victims are tricked by spoofed emails and fraudulent web sites into giving up personal
information.
By masquerading as a trustworthy entity, phishing is a criminally fraudulent process of attempting to acquire sensitive
information.

Zhang et al. (2012)

Continued on next page

Table 3:

(continued.)

Author

Definition

Zhou et al. (2009)

Phishing is a form of social engineering attack, which exploits human vulnerabilities rather than software vulnerabilities.
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